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Tableau Server Release Notes

This topic describes what's new in the latest release. Use the viz below to explore new features
in Tableau Server. Click on a feature to bring up the tooltip with a link to detailed doc-
umentation for that feature. Explore the filters to refine your search. Download the data to cre-

ate a customized list.

¢ Use the Search by Feature dashboard to see a list of new features for a product or ver-
sion, or explore when a feature was released. The dashboard currently defaults to
Server for the latest version of Server.

« Use the Upgrade Server dashboard to see a list of features specific to your upgrade.
The upgrade view includes filters that allow you to filter for new or changed features.
Features that are listed under the changed status are typically features that can impact
upgrade. The list features categorized as changed might be useful to prepare and test
your upgrades.
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Plan Your Deployment

The articles in this section provide information on planning a Tableau Server deployment.

In addition to consulting the articles in this section, we recommend that you review Tableau
Blueprint as a first step in your planning workflow. Tableau Blueprint is a step-by-step guide to

becoming a data-driven organization.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-hosting
Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Server Administrator Overview

Tableau Server on Windows integrates with a number of components in your IT infrastructure
to provide a unique self-service data analytics culture for your users. It's important that you, as

a server administrator, understand how Tableau Server fits into your IT infrastructure.
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The topics in this section provide information on planning, deploying, tuning, and managing

Tableau Server.

If you are deploying Tableau Server as part of a broader effort to transform your organization
into a data-driven culture, see Tableau Blueprint. Tableau Blueprint is a step-by-step guide to
becoming a data-driven organization, whether your organization is new to modern, self-ser-

vice analytics or you've already deployed and need to broaden, deepen, and scale the use of

data.

This topic provides a brief overview of how to think about Tableau Server and how it interacts

with your existing IT infrastructure.

Looking for Tableau Server on Linux? See Server Administrator Overview.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.
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Architectural overview

Tableau Server is a collection of processes that work together to provide a full self-service ana-
lytic platform for your users. The following diagram shows a high-level architectural view of

Tableau Server.

— —
— —
50+ native Tableau SDK
connectors JavaScript API
Web Connectors REST API

ODBC
APl lo push Data

Enterprise Google

Datacenter R Cloud

Private Cloud Public Cloud

Multiple server processes (shown in blue above) work together to provide services at various
tiers. The Gateway process is the component that redirects traffic from all Tableau clients to

the available server nodes in a cluster.

Data Services is a logical grouping of services that provide data freshness, shared meta data
management, governed data sources, and in-memory data. The underlying processes that

power Data Services are the Backgrounder, Data Server and Data Engine processes.

Analytics Services, composed of the VizQL and Cache Server processes, provide user-facing

visualization and analytics services and caching services.

Sharing and Collaboration, and Content Management Service are powered by the Application
Server process. Core Tableau Server functionality such as user login, content management
(projects, sites, permissioning, etc.) and administration activities are provided by the Applic-

ation Server process.
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All of the above services use and rely on the Repository process, which contains structured
relational data like metadata, permissions, workbooks, data extracts, user info, and other
data. The File Store process enables data extract file redundancy across the cluster and
ensures extracts are locally available on all cluster nodes. Under heavier loads, extract files

are available locally across the cluster for faster processing and rendering.

Tableau’s architecture is flexible, allowing you to run the platform just about anywhere. You
can install Tableau Server on-premises, in your private cloud or data center, on Amazon EC2,
on Google Cloud Platform, or on MS Azure. Tableau analytics platform can also run atop vir-
tualization platforms. We recommend you follow the best practices for each virtualization plat-

form to ensure the best performance from Tableau Server.

Tableau and your data

When you install Tableau Server into your organization, it becomes a core component of the
analytics pipeline to the data your users need. It's important to understand how Tableau
Server interacts with your business data. Specifically, Tableau Server can store extracts of
data in your organization. It can also connect to live data sources. How you choose to provide
the data to your Tableau users is informed by a number of variables: data source type, user

scenario, performance and access requirements, and infrastructure conditions.

Tableau Server has not been architected as a data warehouse server where static, native
data files are housed. In fact, using Tableau Server as a traditional data warehouse is a poor
use of your investment. Rather, when it comes to data storage, we recommend hosting optim-
ized data extracts on Tableau Server. While a data extract is often a subset of a larger data
source in your organization, you can also create extracts for data sources that are overtaxed

during work hours by scheduling the extract refresh for off-hours.

Extracts are also useful for modeling data or to enable highly-performant visualization author-
ing. For example, to improve visualization authoring and interaction performance you may
optimize extracts by filtering the source data to the essential fields for a given department or
project. Extracts can be resource intensive. If your organization plans to make heavy use of

extracts, review the topic, Optimize for Extracts.
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Tableau Server also provides direct, authorized access to live data sources, allowing users to
build and run complex filtered queries against a variety of connected data sources. For this
scenario, Tableau requires highly performant network access to the data sources in your
organization and to those in the cloud. Tableau Server and the target data sources also need

to be properly sized to handle the processing load required by high-volume, complex data oper-
ations. You can optimize performance for live data connections with caching configurations

and specifying initial SQL commands.

User access

Tableau Server is also a web-based collaboration platform, where users connect to share,
view, and interact with data visualizations and data sources from a variety of devices. This
means that Tableau Server must be accessible to Tableau users within your local protected
network. You can also extend access to data visualizations to desktop, mobile, and authen-

ticated web users outside your organization.

Tableau Server integrates with the following user authentication solutions: Active Directory,
SAML, Openld, and Kerberos.

Where should | install Tableau Server in my network?

Because of the highly-sensitive nature of most data that organizations manage with Tableau
Server, and because Tableau Server requires access to internal data stores, Tableau Server
must be run inside a protected network. Authenticated access from the internet is configured to

connect to Tableau Server through a reverse proxy or a VPN solution.
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Some organizations embed Tableau views in public webpages, or, for internal users, on gen-

eric web servers on the internal network.

Tableau Server can be configured to support such scenarios with either authenticated or
anonymous access. For authorized access, where users can only view underlying data to
which they have permission, you can configure trusted tickets with a generic web server. In
this scenario, Tableau Server authorizes access to the underlying data in an embedded view.
This scheme enables you to host interactive data visualizations on a web server in a DMZ or

outside the protected network.

Anonymous access to embedded Tableau views requires that you enable "guest user" for
Tableau Server. Guest user also requires that you license Tableau Server according to the

number of cores you are running, rather than a named-user (interactor) model.

Sizing and scalability

Depending on the size and data usage in your organization, you can scale Tableau Server up
or out. As you scale your server, you can also selectively allocate resources to meet your data

needs and user needs.

When you scale up Tableau Server, you add hardware resources to a single server. For
example, you might increase the memory and processing power of the computer running

Tableau Server.
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When you scale out Tableau Server, you add computers (or nodes). To create a highly avail-
able deployment with failover, you need at least three nodes. For example, you might run most
CPU-intensive server processes on two nodes and use the third node for the gateway and

coordination controller services.

Whether you scale up or scale out, you can selectively allocate resources by configuring the
number and type of server processes that run. If your organization has a lot of data and cre-
ates a lot of data extracts, you can increase the number of processes that are dedicated to
refreshing and storing extracts. Alternatively, if your organization wants to optimize for heavy
user loads, you can increase the number of processes dedicated to responding to user
requests. Additionally, you can integrate Tableau Server into industry-standard network load

balancers to further optimize your server for user requests.

Tableau Server management model

Tableau Server has been designed to support a management scheme with two high-level
administrators: server administrator and site administrator. In small organizations, these roles
may be assumed by the same person or team, but in larger organizations, the roles often

diverge.

In this model, server administrators are IT professionals who maintain and deploy het-
erogeneous server solutions. Essential areas for server administrators may include net-
working, hardware tuning and maintenance, security and access, and managing users and
directory services. The tools and documentation that we deliver with Tableau Server for the

server administrator support these core server IT areas.

Site administrator, on the other hand, is an administrative role specific to Tableau Server or
Tableau Cloud deployments. The Tableau site administrator is fundamentally concerned with
data content. The site administrator manages users and their access to projects, workbooks,
and data sources. To learn about sites and how to plan your deployment for them, see What is

a site
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Administrative roles

In some small organizations a single administrator may manage the entirety of Tableau
Server. But for bigger enterprise organizations, Tableau Server usually requires at least three

administrative roles for management at scale.

Tableau Server administrator

The Tableau Server administrator has access to administrative pages for creating and editing
sites, adding users and setting roles, and many content-related tasks after the Tableau
Server installation is complete. The Tableau Server administrator also creates and manages
other server and site administrators, who in turn may manage sites, user groups, and pro-

jects.

For information about signing into Tableau Server as a Tableau Server administrator, see

Sign in to the Tableau Server Admin Area.

TSM administrator

Tableau Services Manager (TSM) is a tool that gives server administrators command-line and
web-based options for installing, upgrading, configuring, and maintaining Tableau Server.
The TSM administrator installs the server and performs server-related administrative task like
backing up server data, restoring backups, creating log archives, and managing multi-node

clusters.

The TSM administrator must be an administrator on the local computer. See Sign in to

Tableau Services Manager Web Ul..

Common tasks performed by the TSM administrator include:

¢ Initial configuration of Tableau Server after installation

¢ Ongoing configuration management, including editing settings and changing the server
topology

¢ Running administrative tasks such as backup, restore, and ziplogs

To learn more about TSM, see Tableau Services Manager Overview.
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Tableau portal administrator

An important administrative role in a Tableau Server deployment is the Tableau customer
portal administrator. The portal administrator manages licensing and the associated keys for
the Tableau deployment. As the portal administrator, your first step is to purchase licenses on
the Tableau Customer Portal. When you purchase licenses, the portal will return cor-

responding product keys. To renew your license, visit the Tableau renewal web page.

Tableau has a number of products (Desktop, Server, Prep Builder, and more). Each of the
Tableau products require that you activate licenses by updating the Tableau software with the
product keys that are purchased and stored on the Tableau Customer Portal. As the admin-
istrator who is tasked with activating Tableau licenses, it important that you understand the
relationship between licenses and keys. See Understanding License Models and Product

Keys.

Management tools

Tableau Server includes a number of toolsets for managing the system:

e Tableau Server administrator page: This is the web-based administrative site that is
installed on each Tableau Server instance. Tasks performed on the administrator page
are day-to-day tasks for both server and site administrators. Server-related tasks
include creating sites and site administrator accounts, optionally importing users, setting
up synchronization with directory services, setting up extract refresh schedules, mon-
itoring server performance and usage, and other global settings.

Site-related tasks include managing content and assign permissions, running extract
refreshes, create groups and projects, monitoring site activity, optionally adding users,

and other content-related tasks.
See Navigate the Admin Areas of the Tableau Web Environment.

Permissions required for the Tableau Server administrator page are based on site roles.

The site roles are generated and managed by Tableau Server.
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¢ tsm Command Line Reference - This is the primary interface for server-wide con-
figurations. Many configurations made with TSM CLI are rarely revisited after initial con-
figuration. For example: SSL, subscriptions, data caching, service account, SMTP
alerting, user authentication, and single-sign on configuration are all performed with
TSM CLI.

¢ You can also Sign in to Tableau Services Manager Web UlI.

e tabcmd: You can use the tabcmd command-line utility on a Windows or Linux computer
to create scripts to automate administrative tasks on your Tableau Server sites. For
example, use tabcmd for creating or deleting users, projects, and groups.

¢ REST API: With the Tableau Server REST API you can manage and change Tableau
Server resources programmatically, via HTTP. The API gives you simple access to the
functionality behind the data sources, projects, workbooks, site users, and sites on a
Tableau server. You can use this access to create your own custom applications or to
script interactions with Tableau Server resources.

Security

As an application server connecting to data that may be highly-sensitive, Tableau Server sup-
ports and implements a number of industry security standards. Our server admin doc-

umentation includes best practices and implementation for user authentication, authorization,
data security, and network security. While our default installation is secure by design, we also

recommend following the security hardening checklist to further lock down your deployment.

For more information about security audit compliance, vulnerability reporting, and other secur-

ity resources, visit http://www.tableau.com/security.

Tableau Services Manager Overview

This article provides an overview of Tableau Services Manager (TSM), which you can use to
configure and administer Tableau Server. Beginning with version 2018.2, TSM is available for

Tableau Server on Windows, both as a CLI and as a Web UI.

¢ Functionality
e Components

Tableau Software


https://community.tableau.com/s/topic/0TO4T000000QFAxWAO/rest-api
http://www.tableau.com/security
#functionality
#components

Tableau Server on Windows Help

+ Authentication
e Connecting

Functionality

TSM gives server administrators command-line and web-based options for configuring and
maintaining Tableau Server, including performing administrative task like backing up server
data, restoring backups, creating log archives, and managing multi-node clusters. For

example, you use TSM to perform the following tasks:

« Initial configuration of Tableau Server after installation
¢ Ongoing configuration management, including editing settings and changing the server

topology
¢ Running administrative tasks such as backup, restore, and ziplogs

For administrators familiar with earlier versions of Tableau Server, TSM replaces the following

tools from previous versions of Tableau Server:

e Tableau Server Configuration utility
¢ tabadmin command line utility
e Tableau Server Monitor

Components

TSM consists of services (called processes in this documentation) and clients. TSM processes
are administrative services which manage Tableau Server processes. TSM processes run con-

tinuously after TSM is initialized, even when the rest of Tableau Server is offline.

TSM processes that run, even when Tableau Server is stopped include:

¢ Administration Agent

¢ Administration Controller

e Client File Service

» Coordination Service (based on Apache Zookeeper™)
» Service Manager

¢ Licensing Service

Tableau Software
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For more information about TSM processes and Tableau Server processes, see Tableau

Server Processes.

TSM Authentication

Whether you use the TSM Web Ul, the command line interface, or the TSM API, you need to
authenticate to Tableau Server before you can perform administrative tasks. This user
account is distinct from Tableau Server user accounts, including Tableau Server admin-

istrators and site administrators.

You authenticate to TSM with a user that exists on the Tableau Server computer. The TSM
user account must use password-based authentication. By default, the TSM user account
must be a member of the Administrators group on the computer where Tableau Server is run-
ning. Alternatively, you can specify a Windows group for TSM administration after you have

installed Tableau Server. See Configure a Custom TSM Administration Group.

Connecting TSM clients

As a security measure, you can only connect to TSM with clients (CLI, Web Ul, Rest API) over
HTTPS. This is because TSM allows you to perform administrative tasks and to connect to

TSM from other computers.

When you are connecting with a TSM client, you must connect to the Tableau Server instance

running the TSM Administration Controller service.

As a security best practice, do not expose the TSM port (by default, 8850) to the internet.

Note: The TSM CLI tool does not require admin credentials in some scenarios. Spe-
cifically, if the account you are logged in as is a member of the TSM-authorized group,
you do not need to provide credentials to run commands when running tsm CLI locally.

For more information, see Authenticating with tsm CLI.
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TSM HTTPS connections rely on a self-signed certificate generated by the Tableau Server
installer. This certificate is the Tableau installation CA certificate that signs the SSL certificates
Tableau creates for encrypting traffic over HTTP. The Tableau installation CA certificate must

be trusted by the systems connecting to TSM Administration Controller.

The TSM CLI client validates certificate trust from a different store than the TSM Web Ul uses.
The TSM CLI client refers to the trusted store in the local Java keystore to validate trust for
CA certificates. Since the TSM Web Ul must establish connection with a web browser, trust is
validated with the operating system's trusted keystore. The difference in how CA certificates

are stored determines different trust configuration scenarios as outlined here:

e For TSM Web Ul and CLI communications on Tableau Server, the certificate trust is con-
figured by default as part of the installation, node bootstrap, and upgrade processes.
The Tableau installation CA certificate is added to the trusted store in both the Java key-
store and in the Windows trusted root keystore. This allows you to access TSM from any
computer in the cluster without additional configuration.

e For TSM CLI connections from remote computers, you will be prompted to trust the
Tableau installation CA certificate the first time you connect to the Tableau Server run-
ning TSM Administration Controller. You can choose to trust the CA certificate, in which
case you will not be prompted again on that computer until the certificate expires
(default is 4 years). Or you can connect with a one-time trust by running your TSM com-
mand with the -—trust-admin-controller-cert flag.

e For TSM Web Ul connections from remote computers, the browser will prompt you to
trust the host running TSM Administration Controller service.

Infrastructure Planning

Before you install Tableau Server, you should review the disk requirements, recommended

configurations, user accounts, security, and networking requirements.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a

more reliable, performant, and cost-effective analytics solution when compared to self-hosting

Tableau Software



Tableau Server on Windows Help

Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.
Before you install...

Note: You can find additional information about technical specifications for Tableau

Server on the Tableau web site, here.

This topic includes requirements and recommendations that you must consider before you

install Tableau Server into a production environment.

» If you are new to Tableau Server, and you want to deploy it in your organization, we
encourage you to deploy Tableau Server as a single server in a test environment first.
The easiest way to do a single-server installation is to follow the steps in Jump-start
Installation.

 If you are deploying Tableau Server in a distributed cluster, review Distributed Require-
ments in addition to the requirements and recommendations described in this topic.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?
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Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Hardware recommendations for production installations

The following list describes the minimum hardware recommendations for a production use,

single- node installation of Tableau Server:

Important: These recommendations are minimums and may not reflect the requirements
for your installation and organization. For example, there are a number of factors that can
impact disk space requirements, including whether or not you will be publishing extracts,
flows, and the number of workbooks to Tableau Server. For more information on what

might impact free disk space requirements, see Disk Space Requirements.

Install Type Processor CPU RAM Free Disk
Space
Single node « 64-bit (x86_ = 8 cores (16 Version 2022.3 50 GB
64 chipsets) | ycpus), 2.0 and later:
e Must support .
SSE4 2 and GHz or higher . 128GB
.POPCNT Version
instruction
sets 2021.4.0 to ver-
« ARM-based sion 2022.1 .x:
processors . 64GB
are not sup-
ported Version
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Install Type Processor CPU RAM Free Disk
Space
2021.3.xand
earlier:
« 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-
ation, we recommend you add a second node and dedicate this to running
Tableau Server Prep Conductor. This node should have a minimum of 4
cores (8 vCPUs), and 16 GB of RAM.

Multi-node and = Contact Tableau for technical guidance.
enterprise

Nodes must meet or exceed the minimum hardware recommendations,
deployments

except:

* Dedicated Backgrounder nodes running up to two instances of back-

grounder, where 4 cores may be acceptable.

* Dedicated node for Tableau Prep Conductor: Minimum of 4 cores (8
vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4
vCPUs), 8 GB of RAM, and 100 GB free disk space.

Important: The disk space requirement cannot be checked until you initialize TSM.

* Free disk space is calculated after the Tableau Server Setup program is unzipped. The
Setup program uses about 1 GB of space. You may need to allocate additional disk

space depending on various factors like whether you will be using extracts.

* Network attached storage space requirements for External File Store: If you are
planning to configure Tableau Server with External File Store, you will need to estimate

the amount of storage space to dedicate on your network attached storage.
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Estimating the storage size: You must take into account the amount of storage needed
for publishing and refreshing extracts. In addition, you must also take into account the
repository backup size unless you specifically choose the option to do your repository

backup separately as described in the Option 2: Back up repository separately topic.

e Extracts:

« Consider the number of extracts that will be published to Tableau Server
and the size of each extract. Test your needs by publishing several
extracts to Tableau Server, and then checking the disk space used. You
can use this amount of disk space to help you figure out how many extracts
will be published to Tableau Server over time as well as how each existing
extract will increase in size.

* Consider the space needed by the temp directory during an extract
refresh. The temp directory, which is where an extract is stored to during a

refresh, may require up to three times the final file size of the extract.

¢ Repository Backup:

* To obtain an estimate of the repository data, check the size of <data dir-

ectory>/pgsqgl/data/base directory.

» To obtain the exact size of the repository data, open the backup file and
use the size of the workgroup.pg_ dump file.

» Core count is based on "physical" cores. Physical cores can represent actual server
hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.

* RAM shown is the minimum recommended for a single-node installation. Your install-
ation may function better with more RAM, depending on activity, number of users, and

background jobs, for example.

To see the full list of recommendations and to see the minimum requirements, see Minimum
Hardware Requirements and Recommendations for Tableau Server. For hardware spe-
cifications Tableau uses internally for testing scalability, see Hardware recommendations for

production installations.

Tableau Software
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For public cloud deployments on Amazon Web Services and Google Cloud Platform, their

“vCPU” is actually a CPU hyper-thread, and not a full CPU core. When sizing cloud instances,

you will need twice as many vCPU as the Tableau Server CPU core requirements given (8

vCPU required for a minimum trial installation, 16 vCPU recommended for a single-node

installation).

Operating system requirements

The following 64-bit Microsoft Windows Server operating systems are supported

Windows
Server
2008 R2

Windows
Server
2012

Windows
Server
2012 R2

Windows
Server
2016

Windows
Server
2019

Windows
Server
2022

2019.x 2020.1.0 - 2021.3.0 - 2023.1x, 2023.3.1 -
2021.2.x 2023.3.0 2024.2.x

9

] ] ] @
] ] ] ]
]

Note: Windows Server 2022 is not supported in versions
prior to 2023.3.1. Beginning in April 2023, installers for all
versions of Tableau Server on Windows prior to 2023.3.1

block installation on Windows 2022.
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All nodes in a multi-node cluster must have the same type of operating system and the same

major version of that operating system. For example, all Windows Server 2022 nodes .

You cannot install a multi-node instance of Tableau Server on a combination of Linux and Win-

dows nodes.

Installation directory

By default, Tableau Server will install on the system drive. The drive where Windows is
installed is the system drive. In most cases, the system drive is the C:\ drive. In this default

case, Tableau Server will install into the following directories:
e C:\Program Files\Tableau\Tableau Server\packages
e C:\ProgramData\Tableau\Tableau Server

Do not specify a symbolic link or a data directory location on a Network File System (NFS)

volume.
Non-default installation locations

Rather than install onto the system drive, some organization install applications on a separate
drive. During setup (or with automated installation), you can specify a different installation loc-
ation. If you select a different installation drive or folder location during setup, then the data dir-
ectory for Tableau Server will install into the same path. This means that if you install to a non-
default location, the default C: \ProgrambData\Tableau\Tableau Server path will notbe

created.
When you install to a non-default location, you must take the following into consideration:

* You may need to configure Run As service account permissions manually. If you do not
use the predefined local account, NetworkServices, as the Run As service account,
then you will need to set permissions for the account that you will be using. You must set

these permissions after you install Tableau Server. See Verify Folder Permissions.

Tableau Software



22

Tableau Server on Windows Help

* Logfiles are stored at <installation path or drive>\data\tabsvc\logs.
The C:\ProgramData\Tableau\Tableau Server\data\tabsvc\logs pathin
a defaultinstallation is converted to <installation path or drive>\data\t-

absvc\logs.

* You may need to specify the same location when you upgrade to newer versions of
Tableau Server. For more information on upgrading, see Upgrade Tableau Server

Overview.

Note:If you run Tableau Server on a VM, either locally, or in the cloud, be aware of
the potential for complications related to licensing. This applies whether you are
running Tableau Server as a standalone or in a cluster. If you are simply upgrading
Tableau Server on the VM, you do not need to take any extra action related to
licensing. If you plan to clone the VM to create either a new production or test envir-
onment to upgrade, you need to deactivate any Tableau Server licenses before
cloning. If you do not do this, the new VM environment can end up with an untrus-

ted license, and any attempts to upgrade will fail.

To clone a VM, make sure the Tableau Server is unlicensed (all licenses are deac-
tivated). After cloning the VM, activate the Tableau license on the cloned VM and pro-

ceed with the upgrade.

e When installing a multi-node instance of Tableau Server, the installation location
(path) must be the same on every node.

Tableau Prep Conductor

Tableau Prep Conductor is one of the process on Tableau Server. It runs a flow, checks con-
nection credentials, and sends alerts if a flow fails. Tableau Prep Conductor leverages the

scheduling and tracking functionality of Tableau Server so you can automate running flows to
update the flow output instead of logging into Tableau Prep Builder to manually run individual

flows as your data changes.
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Tableau Prep Conductor is licensed separately and is available through the Data Management
license. For more information on Tableau Prep Conductor licensing, see License Data Man-

agement.

We recommend you enable Tableau Prep Conductor on a dedicated node. For more inform-

ation:

* Ifyou are installing a new Tableau Server, see Step 1 (New Install): Install Tableau

Server with Tableau Prep Conductor.

* If you are adding Tableau Prep Conductor to an existing installation of Tableau Server,

see Step 1 (Existing Install): Enable Tableau Prep Conductor.

Additional requirements
Make sure that your environment also meets the following additional requirements:

Hostname

e Tableau Server must be able to resolve the hosthame to an IP address either using the
domain name server (DNS) or with a local host file on the computer running Tableau
Server. By default, host files are stored at \Win-
dows\System32\Drivers\etc\hosts.

* The hostname of the server must not change after you start Tableau Services Manager
during the setup process. For example, this might happen if you use the cloud-init pack-
age to initialize a virtual machine, and you install Tableau Server on that virtual
machine.

¢ Hostnames that include underscores (_) are not supported by Tableau Server.

Static IP address
The computer where you install Tableau Server must have a static IPv4 or IPv6 address.

If both IPv4 and IPv6 are enabled or multiple network cards (NICs) are being used, unex-

pected behavior can result. For more information, see the following:

¢ For Tableau Server deployments running on Windows Server 2019: Changes to
Windows Server 2019 IPv6 configuration behavior can result in IPv6 taking precedence
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over IPv4. To verify IPv6 precedence, review the Tableau Server IPs changed and not
all TSM services are coming up correctly article in the Tableau Knowledge Base and
update your computer settings.

* When multiple NICs are being used: In deployments where multiple NICs are used,
review Troubleshoot Inconsistent Process Status for best practices.

Database drivers

To connect to specific data sources, the computer where you install Tableau Server must

have the correct database drivers installed. For more information, see Database Drivers.
Available ports

TSM and Tableau Server each require an available TCP portin order for you to access them.
TSM defaults to port 8850, and the Tableau Server Gateway service defaults to port 80. We
strongly recommend that you ensure that both port 8850 and 80 are not in use on your system
before installing Tableau Server. If those ports are not available, the TSM and gateway ports
may be dynamically remapped to different port numbers, and there is currently no interface

for displaying which port they have been remapped to.

If you are installing Tableau Server on a computer that's also running 1S (not a recommended
deployment), you should modify the Tableau's gateway port number to avoid conflict with 11S.

You can specify a different gateway port number during the setup process.
See Tableau Services Manager Ports.
Local firewall configuration

If you are running a firewall on the computer where you will be installing Tableau Server, then
you will need to open the following default ports for Tableau Server traffic. All port numbers,

except 443 can be changed.
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Port

80

443

8850

8060

8061

8000-
9000

27000-
27009

TCP/UDP | Used by ...

TCP

TCP

TCP

TCP

TCP

TCP

TCP

Gateway

SSL. When Tableau Server is configured
for SSL, the application server redirects
requests to this port. Do not change this
port.

Tableau Services Manager.
PostgreSQL database.
PostgreSQL backup verification port

Range of ports reserved by default for
dynamic mapping of Tableau processes

Range of ports used by Tableau Server
for License service. This range must be
open on the node running the License
service and accessible from other nodes.
By default, the initial node runs the
License service.

See Tableau Services Manager Ports

TYPE OF
INSTALLATION

Distributed /

High Avail-

All ability
X
X
X
X
X

X
X

For information about configuring the local Windows firewall, refer to the Microsoft product doc-

umentation.

Local administrator

The account that you use to run Setup must be a member of the Local Administrators group on

the Windows computer where Tableau Server is installed.
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By default, you must also use an account with local administrator rights to run Tableau Ser-
vices Manager (TSM) Web Ul and CLI tools. However, after you have installed Tableau
Server, you can specify a Windows group for TSM administration. See Configure a Custom
TSM Administration Group.

Use TSM to configure the Tableau Server components that rely on OS-level access, such as

processes, authentication, log files, licensing, and alerts. See TSM Authentication.

Tableau-specific administration, such as importing users, creating sites, web authoring, etc. is
performed by Tableau Server administrators. You can configure these administrative
accounts by assigning roles to users after you install. The initial Tableau Server administrator

account is created as part of the installation process. See Add an Administrator Account.
Run As service account

A Run As service account for the Tableau Server service to run under is useful if you’re using
NT Authentication with data sources or if you're planning on doing SQL Server impersonation.

For more information, see Run As Service Account and SQL Server Impersonation.

In some organizations, Group Policy or other system management solutions are used to
standardize permissions and accounts on application servers. If your organization runs a
such a solution, be sure to configure the system to accommodate the folder permissions

required by the Run As service account. See Verify Folder Permissions.
Antivirus software

Antivirus software that scans directories used by Tableau Server can interfere with installation
and ongoing use of Tableau Server. In some cases, this can result in installation failures, prob-
lems starting Tableau Server, or impacts to performance. If you plan to run antivirus software
on the computer running Tableau Server, follow the recommendations in the Knowledge

Base.

Continue to the next step: Install and Configure Tableau Server.
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Disk Space Requirements

In general, when estimating the amount of additional disk space to allocate for Tableau Server
for day-to-day usage, you must consider whether or not extracts will be published to Tableau
Server, and consider the number of workbooks that you expect to publish to Tableau Server . If
you anticipate using extracts, Tableau recommends that you begin with a few hundred giga-
bytes (GB). If you do not anticipate using extracts, you may only need around 50 GB to fulfill

your usage needs. To setup drive space alerts, see Configure Server Event Notification.

Looking for Tableau Server on Linux? See Disk Space Requirements.

Itis critical for Tableau Server to have adequate disk space. If you run out of disk space on any
node in a Tableau Server installation, you can experience erratic performance, including not
being able to access Tableau Server or the TSM Web Ul. For troubleshooting steps, see

Troubleshoot Disk Space Usage on Tableau Server Nodesthe Tableau Knowledgebase.

Here are the factors that affect disk space requirements and where you might choose to install

Tableau Server:

Drive size and type of partition

The type of partition used on your Tableau Server drive can impact the amount of space avail-

able to your Tableau Server installation.

¢ Master Boot Record (MBR) partitions support partitions and hard drives up to 2 tera-
bytes (2T) and can be used on boot drives.

e GUID partition table (GPT) partitioning support partitions and hard drives up to 18 exa-
bytes in size but cannot be used on boot drives. These are a good choice when
installing Tableau Server on an additional drive because they provide for so much disk
space, allowing enterprises to scale up over time.
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Publishing extracts to Tableau Server

Consider the number of extracts that will be published to Tableau Server and the size of each
extract. Test your needs by publishing several extracts to Tableau Server, and then checking
the disk space used. You can use this amount of disk space to help you figure out how many
extracts will be published to Tableau Server over time as well as how each existing extract will

increase in size.

Refreshing extracts

Consider the space needed by the temp directory during an extract refresh. The temp dir-
ectory, which is where an extract is stored to during a refresh, may require up to three times

the final file size of the extract.

Creating many workbooks

If using workbooks, consider the number of workbooks that will be published to Tableau
Server. Individual workbooks tend to take up a small amount of disk space. However, if you
anticipate thousands of workbooks being published, you may want to allocate additional disk

space to accommodate those workbooks.

Logging

To assist with daily management and troubleshooting, Tableau Server creates log files as a
part of its normal operations. Depending on the level at which the logging is configured, it can

significantly impact the amount of disk space necessary on the Tableau Server computer.

Backup and restore processes

The free disk space required to create a backup varies depending on the amount of data in
the Tableau Server repository and file store services, and their collocation with the tabad-
mincontroller service. During backups, the background tasks for cleaning up old extracts are
temporarily paused. This means that, for the duration of the backup, extract refreshes will
leave extra files in place, adding to disk space usage. If your backup takes a long time, or if

your organization uses many extracts that are regularly updated, this can resultin a
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significant amount of temporary disk space usage. These temporary files will be removed after

the backup is complete.

The following table lists the disk space requirements for backup based on whether the node
hosts the repository, file store, controller, or some combination of them. In multi-node Tableau

Server environments you need to estimate the required disk space on each node.

Repository File Store Controller Disk Space Required

& 3x repository data + 250 MB

To obtain an estimate of the repos-
itory data, check the size of <data
directory>/pgsqgl/data/base
directory.

To obtain the exact size of the repos-
itory data, open the backup file and
use the size of the workgroup.pg_

dump file.
& 1.5x file store data

To obtain an estimate of file store data
(extracts, flows, etc.), check the size
of <data dir-

ectory>/dataengine directory.

& 3x repository data + 250 MB + 2.5x
file store data

& & 3x repository data + 250 MB + 1.5x
file store data

& & 3x repository data + 250 MB + 1.5x
file store data
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3x repository data + 250 MB + 2.5x
file store data

3x repository data + 250 MB + 1.5x
file store data

Restore disk space requirements
You must have adequate disk space for the database restore process to run successfully.
To restore Tableau Server:

* On controller nodes, you need free space equal to at least the size of the backup

archive.

* On repository nodes, you need free space equal to at least three times the size of the
repository data in the backup archive, plus 250 MB, plus the size of the pgsql data dir-

ectory.

* Onfile store nodes, you need free space equal to at least twice the size of the datae-

ngine folder in the backup archive.

Site Export and Import

Site exports and imports require adequate disk space, just as backup and restore processes
do. At a minimum, you must have enough space for the exported file. You can use the require-
ments for Backup and Restore as a guideline for amount of disk space necessary when doing

site exports and imports.

The export file is generated to the directory defined in the TSMbasefilepath.site

export.exports variable. For additional details, see tsm sites export.

For more information about file paths and how to change them, see tsm File Paths.
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Recommended Baseline Configurations

Determining the topology (number of nodes, number of Tableau Server processes) of your
Tableau Server deployment requires you to consider these variables: your environment,
sources of data and management to provide self-service data access, workload, and usage.
However you may not have enough information about these variables when you deploy
Tableau Server for the first time. This topic describes three baseline architectures that can be

used as starting points for your Tableau Server installations.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-hosting
Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Hardware recommendations for production installations

The hardware recommendations for production Tableau Server installations below are based
on the hardware that the Tableau team uses to test Tableau Server scalability. We suggest
that you use these recommendations as starting points for your production deployments. For
Proof of Concept (PoC) deployments, we recommend you use Tableau Cloud. For more

information, see Minimum installation hardware requirements.
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Install Type Processor

64-bit (x86_
64 chipsets)
e Must support
SSE4.2 and
POPCNT
instruction

Single node .

sets

¢ ARM-based
processors
are not sup-
ported

CPU

8 cores (16
vCPUs), 2.0
GHz or higher

Tableau Server on Windows Help

RAM Free Disk

Space
Version 2022.3 500GB-1TB
and later:

128 GB

Version
2021.4.0 to ver-
sion 2022.1.x:

* 64GB

Version
2021.3.x and

earlier:

« 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-

ation, we recommend you add a second node and dedicate this to run-

ning Tableau Server Prep Conductor. This node should have a minimum
of 4 cores (8 vCPUs), and 16 GB of RAM.
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Install Type Processor CPU RAM Free Disk
Space

Multi-node and | Contact Tableau for technical guidance.
enterprise

Nodes must meet or exceed the minimum hardware recommendations,
deployments

except:

» Dedicated Backgrounder nodes running up to two instances of

backgrounder, where 4 cores may be acceptable.

e Dedicated node for Tableau Prep Conductor: Minimum of 4 cores
(8 vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4
vCPUs), 8 GB of RAM, and 100 GB free disk space.

Note: For deployments using virtual machines, Tableau recommends dedicated CPU
affinity. If you are running Tableau Server in a virtual environment, use your VM host's
best practices for vCPU allocation in relation to the number of physical CPU cores on the
VM host. Typically 2 vCPUs = 1 physical core for Tableau Server. For example, for AWS
installations, the 4 core minimum recommendation is equivalent of 8 AWS vCPUs. Sim-
ilarly, follow the best practices provided by your virtual infrastructure provider to make
sure Tableau Server has access to the appropriate compute, memory, and data
resources. If you are installing Tableau Server in a virtual environment or a cloud-based
deployment, see Virtual Machines and Public Cloud Deployments section later in this

topic.

Estimating Disk Space

There are several factors that affect disk space requirements, including whether or not you will
be publishing extracts, flows, and the number of workbooks to Tableau Server. For more

information see Disk Space Requirements.
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Baseline Configurations

* Single Server Installations

Two Node Installation - Specialized for extract heavy environments

e Two Node Installation - Specialized for flow environments
* High Availability Installations (HA)

Single Server Installations

Recommendations

We recommend using a single machine to install Tableau Server for initial deployments with
limited usage and are not mission critical. Single Server installations can also be expanded to

multi-node installation as your workloads grow.
Here are some instances when a single server installation may not be right for you:

 If your system is considered mission critical and needs to be highly available. High
availability is about minimizing the system downtime. It is achieved by eliminating
single points of failure, and having a reliable failover mechanism. Tableau Server
requires a minimum of a three-node configuration to provide redundancy and eliminate
the single points of failure. This is one of the primary reasons to move to a multi-node

configuration.

* If you have a lot of active users and a lot of extract refreshes, the two types of loads
may be competing for the same resources on the machine. In such a scenario, a single
server configuration may not be the right option as you may need additional specialized

nodes to isolate the difference workloads.

Note: Active users represent the interactive, concurrent requests made to Tableau
Server, including consuming dashboards on a laptop or mobile device, web authoring,

and connecting to and querying Published Data Sources.
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» Stand-alone single server node with all the processes installed on one machine.

* By default Tableau Server installer configures the number of process instances based
on the hardware on the machine. We recommend that you keep the default con-
figuration as your starting point. Below are the number of processes for an 8 core

machine.

* VizQL Server: Set to 2 instances (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).
* Backgrounder, Cache Server, and Data Server: Set to 2 instances.

» All other processes, only one instance of the process is installed, regardless of

hardware.

Note: One instance of Tableau Prep Conductor is automatically configured with Back-
grounder, when you have the Data Management Product Key activated on your server.
However, It is recommended that you have a dedicated node for Tableau Prep Conductor.
If you plan to have flows on your Tableau Server, we recommended you use two or more
nodes and dedicated one of these nodes to run only flows. The example configuration
described above does not include Tableau Prep Conductor since it is a single node

server.

Multi-Node Installations

Running Tableau Server on more than one machine is called a multi-node installation, or a
cluster. There are various reasons why you might want to have a multi-node installation. For
example, you may have heavy extract environments which can mean dedicating some hard-
ware resources to Backgrounder process. For systems that have high availability require-

ments, you need a multi-node environment that has at least three nodes.
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Two Node Installation - Specialized for extract heavy environments

Recommendations
Start with a two node configuration when the following conditions apply to you:

* Extract heavy environment: Majority of your data sources are extracts. Having just a
few, extremely large extracts could put your deployment in this category, as would hav-

ing very many small extracts.

* Frequent extract refreshes: Refreshing an extract is a CPU-intensive task. Deploy-
ments where extracts are frequently refreshed (for example, several times a day during
business hours) are often helped by more emphasis on the background process, which

handles refresh tasks.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Install-
ations (HA).
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* Ontheinitial node, install all the processes except for the backgrounder. Below is the

number of instances of the processes for an 8 core machine:

* VizQL Server: Setto 2 instances. (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).

e Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

* Index and Search Server : Index and Search Server memory can be configured to
improve performance by using the indexandsearchserver.vmopts TSM

configuration option. For more information, see tsm configuration set Options.

* All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

* Isolate backgrounder on the additional node. To calculate the minimum number of back-
grounder processes to run on this node, divide the computer’s total number of physical
cores by 4. To calculate the maximum number, divide the computer's total physical
cores by 2. In the example shown above, both the nodes are on machines with 8 phys-
ical cores. When you install the backgrounder, Tableau Server automatically installs

one instance of the Data Engine.

Note: This configuration assumes that you do not have Tableau Prep Conductor enabled
on your Tableau Server. If are using Tableau Prep Conductor to schedule and manage
flows, and have an extract heavy environment, we recommend that you have at least 3

nodes and use the 3 node configuration described later in this topic.

As you monitor and gather data about the performance and usage, you can fine tune and con-
figure the number of instances for these processes. For example, on the node dedicated to run-

ning backgrounder you can initially set the number of backgrounders to the recommended
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minimum (total number of cores divided by four), and increase the number of backgrounder

processes later if you find that:
* Extract refreshes are taking a long time to complete
* Subscriptions and alerts are not completing on time

For dedicated backgrounder nodes, depending on workload and system resources, you may
be able to increase the number of backgrounder instances beyond the maximum recom-
mended above. Increasing backgrounder instances on the node can impact node func-
tionality in positive and negative ways. You are responsible for carefully monitoring RAM and
CPU resources, and other aspects of Tableau Server to determine the best configuration for

your environment.
For more information on performance tuning, see Performance Tuning topic.
Two Node Installation - Specialized for flow environments

Start with a two node configuration if you are planning to publish, schedule, and manage flows

on your Tableau Server.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Install-
ations (HA).
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¢ Ontheinitial node, install all the processes. Below is the number of instances of the pro-

cesses for an 8 core machine:

* VizQL Server: Setto 2 instances. (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).

e Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

* Backgrounder: Minimum 2, maximum 4. The diagram above shows the maximum
for an 8 core node. Tableau Prep Conductor is automatically configured one the
node where you have backgrounder installed. On the initial node, set the Back-
grounder node role to run all job types including flows using the tsm topology
set-node-role tsm configuration. For more information, see tsm topology set-

node-role

* Index and Search Server: Index and Search Server memory can be configured to
improve performance by using the indexandsearchserver.vmopts TSM

configuration option. For more information, see tsm configuration set Options.

* All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

* [solated the backgrounder on the additional node to run only flows. Use the tsm topo-
logy set-node-role tsm configuration to configure this setting. For more inform-

ation, see tsm topology set-node-role

Note: If you have both a heavy extract environment, and schedule and manage flows on

your server, we recommend that you use the 3 node configuration described below.
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High Availability Installations (HA)
Recommendations

A highly available installation of Tableau Server is a distributed installation that is designed to
maximize the availability of Tableau Server. High availability basically means that the system
is available with minimal amount of downtime. To build in redundancy for HA related items
such as repository, file redundancy, and failover, you need a minimum of three nodes. The
tolerance for downtime will vary for each organization and depends on the SLAs you have

established in your organization.

High availability is achieved by eliminating single points of failure and detecting failures and

setting up a reliable failover system. HA in Tableau Server is mainly achieved by:
* File redundancy with multiple File Store/Data Engine instances.

* Active/Passive Repository across two nodes.

¢ Index and Search Server across all the three nodes.

* Adding an external load balancer to make sure your installation is robust to Gateway
failures and make sure that requests only get routed to functioning Gateway pro-

cesses.
Server Configuration

Three-node configuration:
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* To build in redundancy, you need to add additional nodes to host instances of the repos-
itory and File Store/Data Engine processes. You can add instances of other processes,

including multiple instances of a process on a node.
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* To build redundancy for the type of backgrounder jobs, have one of the nodes (initial
node in this example) run all type of jobs. Backgrounders run all types of jobs by
default. On one of the additional nodes, set the backgrounder to run only flows, and the

other additional node to run all jobs except for flows.

* The successful functioning of Tableau Server depends on a properly functioning
Coordination Service. For server installations of three or more nodes, we recommend
that you add additional instances of the Coordination Service by deploying a new
Coordination Service ensemble. This provides redundancy and improved availability in
the event that one instance of the Coordination Service has problems. For more inform-

ation, see Deploy a Coordination Service Ensemble .

* Index and Search Server memory is added to all three nodes for redundancy and can
be configured to improve performance by using the index-
andsearchserver.vmopts TSM configuration option. For more information, see

indexandsearchserver.vmopts.

* Toreduce the system’s vulnerability, you can run multiple gateways and additional
instances of some of the server processes. The fewest number of computers required

to achieve this configuration is three.

* The repository has also been moved from the initial node to one of the additional

nodes, and a second, passive instance has been added to the other new node.

* One instance of Interactive Microservice Container is installed on a node that has
Application Server enabled, and one instance of Non-Interactive Microservice Con-

tainer is installed on a node that has Backgrounder enabled.

NOTE: In certain circumstances you may want to limit the processes running on your ini-
tial node. Reasons for doing this include wanting to run as few processes as possible on
the node to limit processing requests on the node. You might also remove licensed

Tableau Server processes from the node if you have a core-based license and do not
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want the initial node cores to count against your core use. For more information on

Tableau Server licensed processes, see Tableau Server Processes from the node.

Virtual Machines and Public Cloud Deployments

In general, the considerations and recommendations described in this topic apply to virtual

environment and cloud deployments.

If you are running Tableau Server in a virtual environment, use your VM host's best practices
for vCPU allocation in relation to the number of physical CPU cores on the VM host. Typically 2
vCPUs = 1 physical core for Tableau Server. For example, for AWS installations, the 4 core

minimum recommendation is equivalent of 8 AWS vCPUs.
For more information on cloud-based deployments, see:

¢ Self-Host Tableau Server in a Public Cloud Service.

Beyond Baseline Configurations

If you are planning a system whose configuration is beyond the limits documented here, con-

tact Tableau Professional Services.
High VizQL Peak Usage Considerations

For optimal performance for Tableau Server we recommend isolating the repository on a ded-
icated node in your deployment. If you have an Advanced Management license, consider run-

ning the repository as an external database.

If your organization has a peak load of more than 1000 VizQL sessions per hour, we also
recommend running Tableau Server on Linux. In this scenario, VizQL sessions refer to any

user actions that display or generate visualizations from Tableau Server.

For more information, see Tableau Server External Repository.

Tableau Software


https://www.tableau.com/support/consulting
https://help.tableau.com/current/server-linux/en-us/server_external_repo.htm

Tableau Server on Windows Help

Disaster Recovery Considerations

While HA configurations reduce downtime, you may still encounter failures in case of a dis-
aster or hardware failures. In addition to the above considerations, you should evaluate the
importance of disaster recovery in your organization and plan for a deployment that helps you

meet your disaster recovery goals and objectives.

When planning for disaster recovery (DR) in your Tableau environment, there are two main

factors to consider:

* Recovery Time Objective (RTO), a measure of how much downtime your business can

accept before a full recovery.

* Influences how often you restore your backups to an alternative cluster and the

amount of infrastructure investment.

* Recovery Point Objective (RPO), a measure of how much data loss your business can

tolerate.
* Influences how often you will need to take backups of your system.

* For Tableau Server the RPO cannot be shorter than the time it takes to complete

a full backup of your server.

The diagram below illustrates how to plan for a range of RTO requirements:
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High RTO Low RTO
»  MNew hardware/ *  Machines provisioned » Dedicated hardware that is always
VMs chtained in but not running running Tableau Server (same
the case of an topology and configuration as live
outage s Tableau Server production)
installed
s Install Tableau # Backups are restored regularly to
Server s Restore latest backup the DR envircnment
to ‘cold standby’
» Restore the backup environment » External load balancer/DNS routing
to new that can be update to
envirocnment automatically point to the failover

(DR) envricnment

RTO: Several hours/days RTO: A few hours RTO: Within a few minutes

Tableau Server Scalability

These baseline configurations may not be enough as your needs change and grow, and you
might need to scale your Tableau Server beyond these configurations. Like other enterprise
platforms, Tableau Server scales up by adding processor, memory, and disk to existing node,
and scales out by adding more nodes to a cluster. However, scalability and performance are
heavily dependent on external systems and user activity. The configuration of your Tableau

Server can be different depending on your requirements and variables:

ENVIRONMENT DATA WORKLOAD USAGE
®»  Physical or VM * Size »  Workload Type o Active Users
e Hardware & 05 e Live or Extract e Efficiency ® Interaction Type
¢ Network s Refresh Frequency e User Mix e User Geography
¢ HAERDR e Latency e Peak Traffic e Internet Scale
S £
opp =
e/

For more information on Tableau Server scalability and the variables affecting scalability, see

Tableau Server Scalability whitepaper.
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Run As Service Account

The Run As service account is a Windows account that Tableau Server uses ("runs as") when
it accesses resources. For example, Tableau Server reads and writes files on the computer
where Tableau Server is installed. From the perspective of Windows, Tableau Server is doing
this as the Run As service account. In some cases, Tableau Server may use the Run As ser-
vice account to access data from external sources, such as databases or files on a shared net-

work directory.

As you plan your Tableau Server deployment, you need to determine if the default Run As ser-
vice account, configured to run under the context of the local Network Service account (NT
Authority\Network Service), will suffice for your needs. If it does not, then you will need to
update the Run As service account to run under a domain account that has access to the

resources in your Active Directory domain(s).

Note: Starting in Tableau Server version 2023.3.x, if the Run As service account is con-
figured to use a domain account, administrators must also configure a server allowlist for
file access using the tsm configuration set command. The allowlist limits file-
based data source access to specified local or shared directory paths. For more inform-

ation and steps to configure a server allowlist, see Security Hardening Checklist.

In either case, it's important to understand the security implications of the account that Tableau
Server uses for the Run As service account. Specifically, if Tableau Server needs to access
other servers, file shares, or databases that use Windows authentication, then the account that
is configured for Run As service account will be used to access those resources. The account
that is configured for Run As service account must also have elevated permissions to the local
Tableau Server. A general best security practice is to limit the scope of all user accounts to the
minimum required permissions. We make the same recommendation to you as you plan Run

As service account. For more information, see Data Access with the Run As Service Account
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The account you use for the Run As service account should not be a member of the Local
Administrators or Domain Administrators account. Instead we recommend using a domain
user account that is not an administrator for the Run As service account. Using a domain
account that is not a member of these administrator groups is a good security practice and
can help avoid access to certain data sources and folders. For information on best practices

when creating a Run As service account, see Creating the Run As service account.

You can set the Run As service account during Tableau Server installation, or you can update
the Run As service account using the TSM Web Ul. Tableau Services Manager sets per-
missions for the Run As service account, but if you are unsure if the account you want to use
for Run As service account satisfies the requirements, or if you have changed the Run As ser-
vice account and are getting permission errors, see Required Run As Service Account Set-

tings.

Run As Service Account  External S50