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Tableau Server Release Notes

This topic describes what's new in the latest release. Use the viz below to explore new features
in Tableau Server. Click on a feature to bring up the tooltip with a link to detailed doc-
umentation for that feature. Explore the filters to refine your search. Download the data to cre-

ate a customized list.

¢ Use the Search by Feature dashboard to see a list of new features for a product or ver-
sion, or explore when a feature was released. The dashboard currently defaults to
Server for the latest version of Server.

« Use the Upgrade Server dashboard to see a list of features specific to your upgrade.
The upgrade view includes filters that allow you to filter for new or changed features.
Features that are listed under the changed status are typically features that can impact
upgrade. The list features categorized as changed might be useful to prepare and test
your upgrades.
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Plan Your Deployment

The articles in this section provide information on planning a Tableau Server deployment.

In addition to consulting the articles in this section, we recommend that you review Tableau
Blueprint as a first step in your planning workflow. Tableau Blueprint is a step-by-step guide to

becoming a data-driven organization.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-hosting
Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Server Administrator Overview

Tableau Server on Linux integrates with a number of components in your IT infrastructure to
provide a unique self-service data analytics culture for your users. It's important that you, as a

server administrator, understand how Tableau Server fits into your IT infrastructure.
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The topics in this section provide information on planning, deploying, tuning, and managing

Tableau Server.

If you are deploying Tableau Server as part of a broader effort to transform your organization
into a data-driven culture, see Tableau Blueprint. Tableau Blueprint is a step-by-step guide to
becoming a data-driven organization, whether your organization is new to modern, self-ser-

vice analytics or you've already deployed and need to broaden, deepen, and scale the use of

data.

This topic provides a brief overview of how to think about Tableau Server and how it interacts

with your existing IT infrastructure.

Looking for Tableau Server on Windows? See Server Administrator Overview.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.
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Architectural overview

Tableau Server is a collection of processes that work together to provide a full self-service ana-
lytic platform for your users. The following diagram shows a high-level architectural view of

Tableau Server.

— —
— —
50+ native Tableau SDK
connectors JavaScript API
Web Connectors REST API

ODBC
APl lo push Data

Enterprise Google

Datacenter R Cloud

Private Cloud Public Cloud

Multiple server processes (shown in blue above) work together to provide services at various
tiers. The Gateway process is the component that redirects traffic from all Tableau clients to

the available server nodes in a cluster.

Data Services is a logical grouping of services that provide data freshness, shared meta data
management, governed data sources, and in-memory data. The underlying processes that

power Data Services are the Backgrounder, Data Server and Data Engine processes.

Analytics Services, composed of the VizQL and Cache Server processes, provide user-facing

visualization and analytics services and caching services.

Sharing and Collaboration, and Content Management Service are powered by the Application
Server process. Core Tableau Server functionality such as user login, content management
(projects, sites, permissioning, etc.) and administration activities are provided by the Applic-

ation Server process.
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All of the above services use and rely on the Repository process, which contains structured
relational data like metadata, permissions, workbooks, data extracts, user info, and other
data. The File Store process enables data extract file redundancy across the cluster and
ensures extracts are locally available on all cluster nodes. Under heavier loads, extract files

are available locally across the cluster for faster processing and rendering.

Tableau’s architecture is flexible, allowing you to run the platform just about anywhere. You
can install Tableau Server on-premises, in your private cloud or data center, on Amazon EC2,
on Google Cloud Platform, or on MS Azure. Tableau analytics platform can also run atop vir-
tualization platforms. We recommend you follow the best practices for each virtualization plat-

form to ensure the best performance from Tableau Server.

Tableau and your data

When you install Tableau Server into your organization, it becomes a core component of the
analytics pipeline to the data your users need. It's important to understand how Tableau
Server interacts with your business data. Specifically, Tableau Server can store extracts of
data in your organization. It can also connect to live data sources. How you choose to provide
the data to your Tableau users is informed by a number of variables: data source type, user

scenario, performance and access requirements, and infrastructure conditions.

Tableau Server has not been architected as a data warehouse server where static, native
data files are housed. In fact, using Tableau Server as a traditional data warehouse is a poor
use of your investment. Rather, when it comes to data storage, we recommend hosting optim-
ized data extracts on Tableau Server. While a data extract is often a subset of a larger data
source in your organization, you can also create extracts for data sources that are overtaxed

during work hours by scheduling the extract refresh for off-hours.

Extracts are also useful for modeling data or to enable highly-performant visualization author-
ing. For example, to improve visualization authoring and interaction performance you may
optimize extracts by filtering the source data to the essential fields for a given department or

project.
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Tableau Server also provides direct, authorized access to live data sources, allowing users to
build and run complex filtered queries against a variety of connected data sources. For this
scenario, Tableau requires highly performant network access to the data sources in your
organization and to those in the cloud. Tableau Server and the target data sources also need

to be properly sized to handle the processing load required by high-volume, complex data oper-

ations.

User access

Tableau Server is also a web-based collaboration platform, where users connect to share,
view, and interact with data visualizations and data sources from a variety of devices. This
means that Tableau Server must be accessible to Tableau users within your local protected
network. You can also extend access to data visualizations to desktop, mobile, and authen-

ticated web users outside your organization.

Tableau Server integrates with the following user authentication solutions: Active Directory,
SAML, Openld, and Kerberos.

Where should | install Tableau Server in my network?

Because of the highly-sensitive nature of most data that organizations manage with Tableau
Server, and because Tableau Server requires access to internal data stores, Tableau Server
must be run inside a protected network. Authenticated access from the internet is configured to

connect to Tableau Server through a reverse proxy or a VPN solution.
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Some organizations embed Tableau views in public webpages, or, for internal users, on gen-

eric web servers on the internal network.

Tableau Server can be configured to support such scenarios with either authenticated or
anonymous access. For authorized access, where users can only view underlying data to
which they have permission, you can configure trusted tickets with a generic web server. In
this scenario, Tableau Server authorizes access to the underlying data in an embedded view.
This scheme enables you to host interactive data visualizations on a web server in a DMZ or

outside the protected network.

Anonymous access to embedded Tableau views requires that you enable "guest user" for
Tableau Server. Guest user also requires that you license Tableau Server according to the

number of cores you are running, rather than a named-user (interactor) model.

Sizing and scalability

Depending on the size and data usage in your organization, you can scale Tableau Server up
or out. As you scale your server, you can also selectively allocate resources to meet your data

needs and user needs.

When you scale up Tableau Server, you add hardware resources to a single server. For
example, you might increase the memory and processing power of the computer running

Tableau Server.

When you scale out Tableau Server, you add computers (or nodes). To create a highly avail-
able deployment with failover, you need at least three nodes. For example, you might run
most CPU-intensive server processes on two nodes and use the third node for the gateway

and coordination controller services.

Whether you scale up or scale out, you can selectively allocate resources by configuring the
number and type of server processes that run. If your organization has a lot of data and cre-
ates a lot of data extracts, you can increase the number of processes that are dedicated to
refreshing and storing extracts. Alternatively, if your organization wants to optimize for heavy

user loads, you can increase the number of processes dedicated to responding to user
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requests. Additionally, you can integrate Tableau Server into industry-standard network load

balancers to further optimize your server for user requests.

Tableau Server management model

Tableau Server has been designed to support a management scheme with two high-level
administrators: server administrator and site administrator. In small organizations, these roles
may be assumed by the same person or team, but in larger organizations, the roles often

diverge.

In this model, server administrators are IT professionals who maintain and deploy het-
erogeneous server solutions. Essential areas for server administrators may include net-
working, hardware tuning and maintenance, security and access, and managing users and
directory services. The tools and documentation that we deliver with Tableau Server for the

server administrator support these core server IT areas.

Site administrator, on the other hand, is an administrative role specific to Tableau Server or
Tableau Cloud deployments. The Tableau site administrator is fundamentally concerned with
data content. The site administrator manages users and their access to projects, workbooks,
and data sources. To learn about sites and how to plan your deployment for them, see What is

a site

Administrative roles

In some small organizations a single administrator may manage the entirety of Tableau
Server. But for bigger enterprise organizations, Tableau Server usually requires at least three

administrative roles for management at scale.

Tableau Server administrator

The Tableau Server administrator has access to administrative pages for creating and editing
sites, adding users and setting roles, and many content-related tasks after the Tableau Server
installation is complete. The Tableau Server administrator also creates and manages other

server and site administrators, who in turn may manage sites, user groups, and projects.
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For information about signing into Tableau Server as a Tableau Server administrator, see

Sign in to the Tableau Server Admin Area.

TSM administrator

Tableau Services Manager (TSM) is a tool that gives server administrators command-line and
web-based options for installing, upgrading, configuring, and maintaining Tableau Server.
The TSM administrator installs the server and performs server-related administrative task like
backing up server data, restoring backups, creating log archives, and managing multi-node

clusters.

The TSM administrator must be an administrator on the local computer. See Sign in to

Tableau Services Manager Web UlI..

Common tasks performed by the TSM administrator include:

« Initial configuration of Tableau Server after installation

¢ Ongoing configuration management, including editing settings and changing the server
topology

¢ Running administrative tasks such as backup, restore, and ziplogs

To learn more about TSM, see Tableau Services Manager Overview.

Tableau portal administrator

An important administrative role in a Tableau Server deployment is the Tableau customer
portal administrator. The portal administrator manages licensing and the associated keys for
the Tableau deployment. As the portal administrator, your first step is to purchase licenses on
the Tableau Customer Portal. When you purchase licenses, the portal will return cor-

responding product keys. To renew your license, visit the Tableau renewal web page.

Tableau has a number of products (Desktop, Server, Prep Builder, and more). Each of the
Tableau products require that you activate licenses by updating the Tableau software with the
product keys that are purchased and stored on the Tableau Customer Portal. As the admin-

istrator who is tasked with activating Tableau licenses, it important that you understand the
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relationship between licenses and keys. See Understanding License Models and Product

Keys.

Management tools

Tableau Server includes a number of toolsets for managing the system:

e Tableau Server administrator page: This is the web-based administrative site that is
installed on each Tableau Server instance. Tasks performed on the administrator page
are day-to-day tasks for both server and site administrators. Server-related tasks
include creating sites and site administrator accounts, optionally importing users, setting
up synchronization with directory services, setting up extract refresh schedules, mon-
itoring server performance and usage, and other global settings.

Site-related tasks include managing content and assign permissions, running extract
refreshes, create groups and projects, monitoring site activity, optionally adding users,

and other content-related tasks.
See Navigate the Admin Areas of the Tableau Web Environment.

Permissions required for the Tableau Server administrator page are based on site roles.

The site roles are generated and managed by Tableau Server.

+ tsm Command Line Reference - This is the primary interface for server-wide con-
figurations. Many configurations made with TSM CLI are rarely revisited after initial con-
figuration. For example: SSL, subscriptions, data caching, service account, SMTP
alerting, user authentication, and single-sign on configuration are all performed with
TSM CLI.

¢ You can also Sign in to Tableau Services Manager Web UlI.

e tabcmd: You can use the tabcmd command-line utility on a Windows or Linux computer
to create scripts to automate administrative tasks on your Tableau Server sites. For
example, use tabcmd for creating or deleting users, projects, and groups.

o REST API: With the Tableau Server REST APl you can manage and change Tableau
Server resources programmatically, via HTTP. The API gives you simple access to the
functionality behind the data sources, projects, workbooks, site users, and siteson a
Tableau server. You can use this access to create your own custom applications or to
script interactions with Tableau Server resources.
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Security

As an application server connecting to data that may be highly-sensitive, Tableau Server sup-
ports and implements a number of industry security standards. Our server admin doc-

umentation includes best practices and implementation for user authentication, authorization,
data security, and network security. While our default installation is secure by design, we also

recommend following the security hardening checklist to further lock down your deployment.

For more information about security audit compliance, vulnerability reporting, and other secur-

ity resources, visit http://www.tableau.com/security.

Tableau Services Manager Overview

This article provides an overview of Tableau Services Manager (TSM), which you can use to
configure and administer Tableau Server. The TSM CLI was introduced with Tableau Server

on Linux, version 10.5. Beginning with version 2018.2, the TSM Web Ul is available.

¢ Functionality
e Components
¢ Authentication
e Connecting

Functionality

TSM gives server administrators command-line and web-based options for configuring and
maintaining Tableau Server, including performing administrative task like backing up server
data, restoring backups, creating log archives, and managing multi-node clusters. For

example, you use TSM to perform the following tasks:

« Initial configuration of Tableau Server after installation

¢ Ongoing configuration management, including editing settings and changing the server
topology

¢ Running administrative tasks such as backup, restore, and ziplogs
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For administrators familiar with earlier versions of Tableau Server, TSM replaces the following

tools from previous versions of Tableau Server:

e Tableau Server Configuration utility
e tabadmin command line utility
e Tableau Server Monitor

Components

TSM consists of services (called processes in this documentation) and clients. TSM processes
are administrative services which manage Tableau Server processes. TSM processes run con-

tinuously after TSM is initialized, even when the rest of Tableau Server is offline.

TSM processes that run, even when Tableau Server is stopped include:

¢ Administration Agent

¢ Administration Controller

e Client File Service

¢ Coordination Service (based on Apache Zookeeper™)
e Service Manager

 Licensing Service

For more information about TSM processes and Tableau Server processes, see Tableau

Server Processes.

TSM Authentication

Whether you use the TSM Web Ul, the command line interface, or the TSM API, you need to
authenticate to Tableau Server before you can perform administrative tasks. This user account
is distinct from Tableau Server user accounts, including Tableau Server administrators and

site administrators.

TSM delegates authentication of users to the underlying operating system. On Linux, this
means that authentication is handled using Pluggable Authentication Modules (PAM). PAM is
the standard on all Linux distributions on which Tableau Server is supported. If your organ-

ization has configured PAM to authenticate with your directory service (Active Directory,
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LDAP), then you can authorize any user from that directory service to access TSM. In this
scenario, any authenticated PAM user that is a member of the t smadmin group is authorized

to access TSM.

In the 2019.1 release, TSM authentication process uses PAM directly and then falls back to
an authentication scheme using substitute user (su) if PAM fails or is not configured with a dir-
ectory service. If PAM is not configured with a directory service then local accounts must be
managed on the Linux computer. In these cases, TSM will use the su method of authen-
tication: passing the user-provided credentials to run the t rue command in the /bin directory.
If that command succeeds, then authentication is verified. Therefore, if the user is a member

of the t smadmin group, then the authenticated user is granted access to TSM.

Custom PAM service definition

TSM uses the standard PAM login service to authenticate. You can further customize TSM
authentication behavior by creating a tableau PAM service file in /etc/pam. d. If this file

exists, then it will be consulted instead of the PAM login service.

TSM authorization group

You authenticate to TSM with a user that exists on the Tableau Server computer. The TSM
user account must use password-based authentication. By default, the TSM user account
must be a member of the t smadmin group on the computer where Tableau Server is running.
Alternatively, you can specify a different authorization group for TSM administration. To spe-
cify a different default group during the install process, see Help Output for initialize-tsm
Script. To specify a different authorization group after you have installed Tableau Server, see

Configure a Custom TSM Administration Group.

Connecting TSM clients

As a security measure, you can only connect to TSM with clients (CLI, Web Ul, Rest API) over
HTTPS. This is because TSM allows you to perform administrative tasks and to connect to

TSM from other computers.
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When you are connecting with a TSM client, you must connect to the Tableau Server instance

running the TSM Administration Controller service.

As a security best practice, do not expose the TSM port (by default, 8850) to the internet.

Note: The TSM CLI tool does not require admin credentials in some scenarios. Spe-
cifically, if the account you are logged in as is a member of the TSM-authorized group, you
do not need to provide credentials to run commands when running tsm CLI locally. For

more information, see Authenticating with tsm CLI.

TSM HTTPS connections rely on a self-signed certificate generated by the Tableau Server
installer. This certificate is the Tableau installation CA certificate that signs the SSL certificates
Tableau creates for encrypting traffic over HTTP. The Tableau installation CA certificate must

be trusted by the systems connecting to TSM Administration Controller.

The TSM CLI client validates certificate trust from a different store than the TSM Web Ul uses.
The TSM CLI client refers to the trusted store in the local Java keystore to validate trust for
CA certificates. Since the TSM Web Ul must establish connection with a web browser, trust is
validated with the operating system's trusted keystore. The difference in how CA certificates

are stored determines different trust configuration scenarios as outlined here:

¢ For TSM CLI communications on Tableau Server, the certificate trust is configured by
default as part of the installation, node bootstrap, and upgrade processes. The Tableau
installation CA certificate is added to the trusted store in the Java keystore. This allows
you to access TSM using the CLI from any computer in the cluster without additional
configuration. However, when accessing TSM Web Ul, the browser will prompt you to
trust the host running TSM Administration Controller service.

e For TSM CLI connections from remote computers, you will be prompted to trust the
Tableau installation CA certificate the first time you connect to the Tableau Server run-
ning TSM Administration Controller. You can choose to trust the CA certificate, in which
case you will not be prompted again on that computer until the certificate expires
(default is 4 years). Or you can connect with a one-time trust by running your TSM com-
mand with the --trust-admin-controller-cert flag.
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¢ For TSM Web Ul connections from remote computers, the browser will prompt you to
trust the host running TSM Administration Controller service.

Infrastructure Planning

Before you install Tableau Server, you should review the disk requirements, recommended

configurations, user accounts, security, and networking requirements.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.
Before you install...

Note: You can find additional information about technical specifications for Tableau

Server on the Tableau web site, here.

This topic includes requirements and recommendations that you must consider before you

install Tableau Server into a production environment.
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» If you are new to Tableau Server, and you want to deploy it in your organization, we
encourage you to deploy Tableau Server as a single server in a test environment first.
The easiest way to do a single-server installation is to follow the steps in Jump-start
Installation.

¢ For an end-to-end procedure that describes how to deploy an enterprise-ready, four-
node, reference architecture in a tiered data center, see Tableau Server Enterprise
Deployment Guide.

 If you are deploying Tableau Server in a distributed cluster, review Distributed Require-
ments in addition to the requirements and recommendations described in this topic.

« If you are migrating from Tableau Server on Windows to Tableau Server on Linux, see
Migrate Tableau Server from Windows to Linux.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-hosting
Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Hardware recommendations for production installations

The following list describes the minimum hardware recommendations for a production use,

single- node installation of Tableau Server:
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Important: These recommendations are minimums and may not reflect the require-

ments for your installation and organization. For example, there are a number of factors

that can impact disk space requirements, including whether or not you will be publishing

extracts, flows, and the number of workbooks to Tableau Server. For more information

on what might impact free disk space requirements, see Disk Space Requirements.

Install Type

Single node

Multi-node and

enterprise

deployments

Processor

64-bit (x86_
64 chipsets)
Must support
SSE4.2 and
POPCNT
instruction
sets
ARM-based
processors
are not sup-
ported

except:

CPU

8 cores (16
vCPUs), 2.0
GHz or higher

Contact Tableau for technical guidance.

Free Disk
Space

RAM

Version 2022.3 | 50 GB

and later:

128 GB

Version
2021.4.0 to ver-
sion 2022.1.x:

* 64 GB
Version

2021.3.x and

earlier:

» 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-
ation, we recommend you add a second node and dedicate this to run-
ning Tableau Server Prep Conductor. This node should have a minimum
of 4 cores (8 vCPUs), and 16 GB of RAM.

Nodes must meet or exceed the minimum hardware recommendations,
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Install Type Processor CPU RAM Free Disk
Space

* Dedicated Backgrounder nodes running up to two instances of

backgrounder, where 4 cores may be acceptable.

* Dedicated node for Tableau Prep Conductor: Minimum of 4 cores
(8 vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4
vCPUs), 8 GB of RAM, and 100 GB free disk space.

Important: The disk space requirement cannot be checked until you initialize TSM. If you don’t

have enough space, you won’t be told this until after you install the Tableau Server package.

50 GB disk space available, with a minimum of 15 GB allocated to the /opt directory, and the

remainder allocated to the /var directory for data storage.

* Free disk space is calculated after the Tableau Server Setup program is unzipped. The
Setup program uses about 1 GB of space. You may need to allocate additional disk

space depending on various factors like whether you will be using extracts.

The core Tableau Server bits must be installed in a directory with at least 15 GB of free
disk space. If you attempt to install Tableau Server on a computer that does not have
enough space, the Tableau Server package will install, but you will be unable to con-
tinue with setup. By default the install location is the /opt directory. You can change the

installation path for Tableau Server on RHEL distros.

If you plan to make heavy use of extracts then you may need to allocate additional disk

space.You can specify a different directory for data (extract) storage during installation.

* Network attached storage space requirements for External File Store: If you are
planning to configure Tableau Server with External File Store, you will need to estimate

the amount of storage space to dedicate on your network attached storage.
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Estimating the storage size: You must take into account the amount of storage needed
for publishing and refreshing extracts. In addition, you must also take into account the
repository backup size unless you specifically choose the option to do your repository

backup separately as described in the Option 2: Back up repository separately topic.

e Extracts:
¢ Consider the number of extracts that will be published to Tableau Server
and the size of each extract. Test your needs by publishing several
extracts to Tableau Server, and then checking the disk space used. You
can use this amount of disk space to help you figure out how many
extracts will be published to Tableau Server over time as well as how
each existing extract will increase in size.

* Consider the space needed by the temp directory during an extract
refresh. The temp directory, which is where an extract is stored to during a

refresh, may require up to three times the final file size of the extract.

¢ Repository Backup:

* To obtain an estimate of the repository data, check the size of <data

directory>/pgsqgl/data/base directory.

» To obtain the exact size of the repository data, open the backup file and
use the size of the workgroup.pg_ dump file.

» Core count is based on "physical" cores. Physical cores can represent actual server
hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.

* RAM shown is the minimum recommended for a single-node installation. Your install-
ation may function better with more RAM, depending on activity, number of users, and

background jobs, for example.

To see the full list of recommendations and to see the minimum requirements, see Minimum
Hardware Requirements and Recommendations for Tableau Server. For hardware spe-
cifications Tableau uses internally for testing scalability, see Hardware recommendations for

production installations.
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For public cloud deployments on Amazon Web Services and Google Cloud Platform, their
“vCPU” is actually a CPU hyper-thread, and not a full CPU core. When sizing cloud instances,
you will need twice as many vCPU as the Tableau Server CPU core requirements given (8
vCPU required for a minimum trial installation, 16 vCPU recommended for a single-node install-

ation).
Operating system requirements
The following distributions of Linux are supported:

2021.- 2022.1- 2022.1.- 2022.- 2022.3- 2023.- 2023.1- 2023.- 2023.-

4.x .0- 12+ 3.0 - A4+ 1.0 - 8+ 3.0 3.1 -
2022.1- 2022.- 2023.- 2024.-
A1 3.3 1.7 2.X
AlmalLi- &
nux 8.x
AlmalLi- /]
nux 9.x
Amazo- (2 ] /] ] ] ] ] ] ]
n Linux
2
Amazo- 5
n Linux
2023
Cento- @ ] ] ] ] ] ] ] ]
S7.9+
(not
8.X)
CentO- &
S
Stream
8.x
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CentO-
S
Stream
9.x

Debian
9

Oracle
Linux
7.3+

Oracle
Linux
8.x

Oracle
Linux
9.x

RHEL
7.3+

RHEL
8.3+

RHEL
9.x

Rocky
Linux
8.x

Rocky
Linux

2021.- 2022.1-
4.x .0 -
2022.1-
A1

2022.1.-
12+

2022.-
3.0 -

2022.-
3.3
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2022.3- 2023.- 2023.1- 2023.- 2023.-

4+ 1.0 - .8+ 3.0 3.1-
2023.- 2024.-
1.7 2.X
L]

Note: As of July 2022, Debian distributions are no longer supported. For more

information, see this Tableau Community post.
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2021.- 2022.1- 2022.1.- 2022.- 2022.3- 2023.- 2023.1- 2023.- 2023.-

4.x .0- 12+ 3.0 - 4+ 1.0 - .8+ 3.0 3.1-

2022.1- 2022.- 2023.- 2024.-

A1 3.3 1.7 2.xX
9.x

Ubuntu €3 ] /] ] V] ] ] ] V]
16.04
LTS

Ubuntu =~ €2 ] ] ] ] ] ] ] ]
18.04
LTS

Ubuntu ] ] ] ] ] ]
20.04
LTS

Ubuntu @ @
22.04
LTS

For information about Linux distribution requirements for Tableau Server in a Container, see

Supported distributions for building .

Important: To ensure you have the latest security and functionality patches, Tableau strongly
recommends that you use the latest supported version of the Linux distribution you are deploy-
ing on. Tableau generally tests and validates on the latest minor version of a supported dis-

tribution major version.
Additional notes on Linux distributions:

* Red Hat Enterprise Linux (RHEL), CentOS, Oracle Linux, and Amazon Linux dis-

tributions are collectively referred to in this documentation as RHEL-like.
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* As of July 2022, Debian distributions are no longer supported. For more information,

see this Tableau Community post.
* Non-LTS releases of Ubuntu are not supported.

e Ubuntu version 20.04 support was added in Tableau Server version 2023.1.0, and in
Server maintenance releases 2022.1.12 and 2022.3.4. It is not supported in earlier ver-

sions.
¢ Custom kernels are not supported.

In a multi-node installation of Tableau Server, all of the computer nodes where you are

installing Tableau must run Linux and the same distribution of Linux.

Installation directory

The core Tableau Server bits are installed in the /opt directory by default.

e The directory where you install Tableau Server must have at least 15 GB of free disk
space allocated to it. If you attempt to install Tableau Server on a computer that does
not have enough space, the Tableau Server package will install, but you will be unable
to continue with setup.

¢ You can specify a non-default install location on RHEL-like systems, but cannot
change the location on Ubuntu.

¢ Do not specify a symbolic link or a directory location on a Network File System (NFS)
volume when specifying a non-default install location on RHEL-like systems.

Data directory

By default, Tableau Server will create a data directory for all content and extracts that are

managed by Tableau. The directory is created at /var/opt/tableau/tableau server.

You can specify a different directory for data (extract) storage during installation. If you plan to
use a different directory, do not create the directory. Instead, let Tableau Server setup create
the directory. The data directory requires specific permissions that are set during the install-

ation process.
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To change the data directory, you must pass a flag along with the data directory path when you

runthe initialize-tsmscript. See Help Output for initialize-tsm Script.

If you are changing the default data directory:

* Do not specify a symbolic link or a data directory location on a Network File System
(NFS) volume.

¢ Do not specify a data directory location with a path that includes a period or space. If
there is a period or space in the path, initialization will fail.

e The data directory must be installed into a different directory than the installation dir-
ectory.

Important: You cannot change the data directory location after you've run initialize-
tsm. The data directory location will persist for the life of the deployment, including sub-

sequent upgrades.

Tableau Prep Conductor

Tableau Prep Conductor is one of the process on Tableau Server. It runs a flow, checks con-
nection credentials, and sends alerts if a flow fails. Tableau Prep Conductor leverages the

scheduling and tracking functionality of Tableau Server so you can automate running flows to
update the flow output instead of logging into Tableau Prep Builder to manually run individual

flows as your data changes.

Tableau Prep Conductor is licensed separately and is available through the Data Management
license. For more information on Tableau Prep Conductor licensing, see License Data Man-

agement.

We recommend you enable Tableau Prep Conductor on a dedicated node. For more inform-

ation:

* Ifyou are installing a new Tableau Server, see Step 1 (New Install): Install Tableau

Server with Tableau Prep Conductor.
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» If you are adding Tableau Prep Conductor to an existing installation of Tableau Server,

see Step 1 (Existing Install): Enable Tableau Prep Conductor.

Additional requirements
Make sure that your environment also meets the following additional requirements:

Hostname

e Tableau Server must be able to resolve the hosthame to an IP address either using the
domain name server (DNS) or with a local host file on the computer running Tableau
Server. By default, host files are stored at /etc/hosts.

¢ The hostname of the server must not change after you start Tableau Services Manager
during the setup process. For example, this might happen if you use the cloud-init pack-
age to initialize a virtual machine, and you install Tableau Server on that virtual
machine.

¢ Hostnames that include underscores (_) are not supported by Tableau Server.

Static IP address
The computer where you install Tableau Server must have a static IPv4 or IPv6 address.
Database drivers

To connect to specific data sources, the computer where you install Tableau Server must

have the correct database drivers installed. For more information, see Database Drivers.
Available ports

TSM and Tableau Server each require an available TCP portin order for you to access them.
TSM defaults to port 8850, and the Tableau Server Gateway service defaults to port 80. We
strongly recommend that you ensure that both port 8850 and 80 are not in use on your system
before installing Tableau Server. If those ports are not available, the TSM and gateway ports
may be dynamically remapped to different port numbers, and there is currently no interface

for displaying which port they have been remapped to.

See Tableau Services Manager Ports.
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Local firewall configuration

If you are running a firewall on the computer where you will be installing Tableau Server, then

you will need to open the following default ports for Tableau Server traffic. All port numbers,

except 443 can be changed.

Port

80

443

8850

8060

8061

8000-
9000

27000-
27009

TCP/UDP | Used by ...

TCP

TCP

TCP

TCP

TCP

TCP

TCP

Gateway

SSL. When Tableau Server is configured
for SSL, the application server redirects
requests to this port. Do not change this
port.

Tableau Services Manager.
PostgreSQL database.
PostgreSQL backup verification port

Range of ports reserved by default for
dynamic mapping of Tableau processes

Range of ports used by Tableau Server
for License service. This range must be
open on the node running the License
service and accessible from other nodes.
By default, the initial node runs the
License service.

See Tableau Services Manager Ports and Configure Local Firewall.

System user and groups

Tableau Software

TYPE OF

INSTALLATION

All

Distributed /
High Avail-
ability
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Tableau Server on Linux uses one unprivileged user, and two groups for proper operation.
Tableau will create the default account and groups during setup. Alternatively, you can spe-

cify existing accounts. See System user and groups
and TSM authorization group.

Sudo and root access

Allinstallation tasks and administrative tasks for Tableau Server must be run as root. Often
this is accomplished using the sudo command, but running the commands directly as the root

user is also possible.

To install Tableau Server with the root account, you must specify a user account during install-
ation. The account will be used for managing TSM. Specify the account by running the ini-

tialize-tsm script with the —a option. See Help Output for initialize-tsm Script.
Account password

The user account that you use to install and administer Tableau Server must be able to
authenticate with a password. That is, the user must not use another means of authenticating

(for example public key authentication).

If the account you are using to install and initialize Tableau Server does not have a password,

you can set one using the passwd command:

sudo passwd SUSER
Port access requirements

If you want to install Tableau Server remotely, for example by means of SSH, ensure that the

following ports are open:

¢ 8850. The port used for the Tableau Services Manager (TSM) web interface. You can
use this interface to configure Tableau Server.
e 80. The port used for the main Tableau Server web interface.
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The Tableau Server installer attempts to open these ports during the installation process, but it
can only open these ports for the firewalld firewall. If your computer runs another firewall,

you must open the ports before you install.
Virtual Container environments

Beginning with version 2021.2, certain configurations of Tableau Server on Linux can be runin

a container. For details on supported configurations, see Tableau Server in a Container.

Previous versions of Tableau Server on Linux and unsupported configutations have not been
tested and are not supported in virtual container environments such as Docker. In these cases,

Tableau Server on Linux will not function as expected if installed in these environments.
Package requirements
Systemd

Tableau Server requires systemdto manage services. This package is installed by default on
CentOS 7 and Ubuntu 16. If you decide to test Tableau Server on a modified version of these

distributions, you can run the following command to confirm that systemd is installed:

whereis systemd

If systemdis installed, the installation location is displayed. For example, you might see the fol-

lowing output:

systemd: /usr/lib/systemd /etc/systemd /us-

r/share/systemd /usr/share/man/manl/systemd.l.gz

If you have systemd installed but the Tableau installer is failing requirements checks for sys-
temd, it's likely that systemd is not running. To verify that systemd is running, run the following

command:
1s /run/systemd

The output will be a list of files and directories. If systemd is running, the output will include sys-

tem. If systemis notin the output, then systemd is not running.
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Antivirus software

Antivirus software that scans directories used by Tableau Server can interfere with installation
and ongoing use of Tableau Server. In some cases, this can result in installation failures, prob-
lems starting Tableau Server, or impacts to performance. If you plan to run antivirus software
on the computer running Tableau Server, follow the recommendations in the Knowledge

Base.

Continue to the next step: Install and Configure Tableau Server.

Disk Space Requirements

In general, when estimating the amount of additional disk space to allocate for Tableau
Server for day-to-day usage, you must consider whether or not extracts will be published to
Tableau Server, and consider the number of workbooks that you expect to publish to Tableau
Server . If you anticipate using extracts, Tableau recommends that you begin with a few hun-
dred gigabytes (GB). If you do not anticipate using extracts, you may only need around 50 GB
to fulfill your usage needs. To setup drive space alerts, see Configure Server Event Noti-

fication.

Looking for Tableau Server on Windows? See Disk Space Requirements.

Itis critical for Tableau Server to have adequate disk space. If you run out of disk space on
any node in a Tableau Server installation, you can experience erratic performance, including
not being able to access Tableau Server or the TSM Web Ul. For troubleshooting steps, see

the Tableau Knowledgebase.

Here are the factors that affect disk space requirements and where you might choose to

install Tableau Server:

Publishing extracts to Tableau Server

Consider the number of extracts that will be published to Tableau Server and the size of each

extract. Test your needs by publishing several extracts to Tableau Server, and then checking
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the disk space used. You can use this amount of disk space to help you figure out how many
extracts will be published to Tableau Server over time as well as how each existing extract will

increase in size.

Refreshing extracts

Consider the space needed by the temp directory during an extract refresh. The temp dir-
ectory, which is where an extract is stored to during a refresh, may require up to three times

the final file size of the extract.

Creating many workbooks

If using workbooks, consider the number of workbooks that will be published to Tableau
Server. Individual workbooks tend to take up a small amount of disk space. However, if you
anticipate thousands of workbooks being published, you may want to allocate additional disk

space to accommodate those workbooks.

Logging

To assist with daily management and troubleshooting, Tableau Server creates log files as a
part of its normal operations. Depending on the level at which the logging is configured, it can

significantly impact the amount of disk space necessary on the Tableau Server computer.

Backup and restore processes

The free disk space required to create a backup varies depending on the amount of data in the
Tableau Server repository and file store services, and their collocation with the tabad-
mincontroller service. During backups, the background tasks for cleaning up old extracts are
temporarily paused. This means that, for the duration of the backup, extract refreshes will
leave extra files in place, adding to disk space usage. If your backup takes a long time, or if
your organization uses many extracts that are regularly updated, this can result in a significant
amount of temporary disk space usage. These temporary files will be removed after the

backup is complete.

Tableau Software



32

Tableau Server on Linux Administrator Guide

The following table lists the disk space requirements for backup based on whether the node
hosts the repository, file store, controller, or some combination of them. In multi-node Tableau

Server environments you need to estimate the required disk space on each node.

Repository File Store Controller Disk Space Required

& 3x repository data + 250 MB

To obtain an estimate of the repos-
itory data, check the size of <data
directory>/pgsqgl/data/base

directory.

To obtain the exact size of the repos-
itory data, open the backup file and
use the size of the workgroup.pg_

dump file.
v 1.5x file store data

To obtain an estimate of file store data
(extracts, flows, etc.), check the size
of <data dir-

ectory>/dataengine directory.

& 3x repository data + 250 MB + 2.5x
file store data

& o 3x repository data + 250 MB + 1.5x
file store data

v & 3x repository data + 250 MB + 1.5x
file store data

& & 3x repository data + 250 MB + 2.5x
file store data
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3x repository data + 250 MB + 1.5x
file store data

Restore disk space requirements
You must have adequate disk space for the database restore process to run successfully.
To restore Tableau Server:

* On controller nodes, you need free space equal to at least the size of the backup

archive.

* On repository nodes, you need free space equal to at least three times the size of the
repository data in the backup archive, plus 250 MB, plus the size of the pgsql data dir-

ectory.

* On file store nodes, you need free space equal to at least twice the size of the datae-

ngine folder in the backup archive.

Site Export and Import

Site exports and imports require adequate disk space, just as backup and restore processes
do. At a minimum, you must have enough space for the exported file. You can use the require-
ments for Backup and Restore as a guideline for amount of disk space necessary when doing

site exports and imports.

The export file is generated to the directory defined in the TSM basefilepath.site

export.exports variable. For additional details, see tsm sites export.

For more information about file paths and how to change them, see tsm File Paths.

Tableau Software

33



Tableau Server on Linux Administrator Guide

Recommended Baseline Configurations

Determining the topology (number of nodes, number of Tableau Server processes) of your
Tableau Server deployment requires you to consider these variables: your environment,
sources of data and management to provide self-service data access, workload, and usage.
However you may not have enough information about these variables when you deploy
Tableau Server for the first time. This topic describes three baseline architectures that can be

used as starting points for your Tableau Server installations.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Hardware recommendations for production installations

The hardware recommendations for production Tableau Server installations below are based
on the hardware that the Tableau team uses to test Tableau Server scalability. We suggest
that you use these recommendations as starting points for your production deployments. For
Proof of Concept (PoC) deployments, we recommend you use Tableau Cloud. For more

information, see Minimum installation hardware requirements.
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Install Type

Single node

Tableau Software

Processor

CPU

64-bit (x86_
64 chipsets)
Must support
SSE4.2 and
POPCNT
instruction

8 cores (16
vCPUs), 2.0
GHz or higher

sets
ARM-based
processors
are not sup-
ported

RAM Free Disk

Space
Version 2022.3 500GB-1TB

and later:

128 GB

Version
2021.4.0 to ver-
sion 2022.1.x:

* 64GB

Version
2021.3.x and

earlier:

« 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-

ation, we recommend you add a second node and dedicate this to running

cores (8 vCPUs), and 16 GB of RAM.

Tableau Server Prep Conductor. This node should have a minimum of 4
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Install Type Processor CPU RAM Free Disk
Space

Multi-node and | Contact Tableau for technical guidance.
enterprise

Nodes must meet or exceed the minimum hardware recommendations,
deployments

except:
* Dedicated Backgrounder nodes running up to two instances of back-

grounder, where 4 cores may be acceptable.

* Dedicated node for Tableau Prep Conductor: Minimum of 4 cores (8
vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4
vCPUs), 8 GB of RAM, and 100 GB free disk space.

Note: For deployments using virtual machines, Tableau recommends dedicated CPU
affinity. If you are running Tableau Server in a virtual environment, use your VM host's
best practices for vCPU allocation in relation to the number of physical CPU cores on the
VM host. Typically 2 vCPUs = 1 physical core for Tableau Server. For example, for AWS
installations, the 4 core minimum recommendation is equivalent of 8 AWS vCPUs. Sim-
ilarly, follow the best practices provided by your virtual infrastructure provider to make
sure Tableau Server has access to the appropriate compute, memory, and data
resources. If you are installing Tableau Server in a virtual environment or a cloud-based
deployment, see Virtual Machines and Public Cloud Deployments section later in this

topic.

Estimating Disk Space

There are several factors that affect disk space requirements, including whether or not you
will be publishing extracts, flows, and the number of workbooks to Tableau Server. For more

information see Disk Space Requirements.
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Baseline Configurations

* Single Server Installations

Two Node Installation - Specialized for extract heavy environments

¢ Two Node Installation - Specialized for flow environments
* High Availability Installations (HA)

Single Server Installations

Recommendations

We recommend using a single machine to install Tableau Server for initial deployments with
limited usage and are not mission critical. Single Server installations can also be expanded to

multi-node installation as your workloads grow.
Here are some instances when a single server installation may not be right for you:

 If your system is considered mission critical and needs to be highly available. High avail-
ability is about minimizing the system downtime. It is achieved by eliminating single
points of failure, and having a reliable failover mechanism. Tableau Server requires a
minimum of a three-node configuration to provide redundancy and eliminate the single
points of failure. This is one of the primary reasons to move to a multi-node con-

figuration.

* If you have a lot of active users and a lot of extract refreshes, the two types of loads may
be competing for the same resources on the machine. In such a scenario, a single
server configuration may not be the right option as you may need additional specialized

nodes to isolate the difference workloads.

Note: Active users represent the interactive, concurrent requests made to Tableau
Server, including consuming dashboards on a laptop or mobile device, web authoring,

and connecting to and querying Published Data Sources.
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Stand-alone Tableau Server
node

Application Server g

VizQL Server

Cache Server

Backgrounder

x
(¥

Data Server

Tableau Prep Conductor

Tableau Prep Flow Authoring

Tableau Prep Flow Service
Ask Data
Index and Search Server
Metrics Service
Messaging Service
Data Source Properties
Internal Data Source Properties
Content Exploration

Collections

Interactive Microservice

Container

Non-Interactive Microservice
Container
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» Stand-alone single server node with all the processes installed on one machine.
* Below are the number of processes for an 8 core machine:

* VizQL Server: Set to 2 instances (Number of physical cores divided by 4, up to a

maximum of 4).
» Backgrounder, Cache Server, and Data Server: Set to 2 instances.

* All other processes, only one instance of the process is installed, regardless of

hardware.

Note: One instance of Tableau Prep Conductor is automatically configured with Back-
grounder, when you have the Data Management Product Key activated on your server.
However, It is recommended that you have a dedicated node for Tableau Prep Con-
ductor. If you plan to have flows on your Tableau Server, we recommended you use two
or more nodes and dedicated one of these nodes to run only flows. The example con-
figuration described above does not include Tableau Prep Conductor since it is a single

node server.

Multi-Node Installations

Running Tableau Server on more than one machine is called a multi-node installation, or a
cluster. There are various reasons why you might want to have a multi-node installation. For
example, you may have heavy extract environments which can mean dedicating some hard-
ware resources to Backgrounder process. For systems that have high availability require-

ments, you need a multi-node environment that has at least three nodes.
Two Node Installation - Specialized for extract heavy environments
Recommendations

Start with a two node configuration when the following conditions apply to you:
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» Extract heavy environment: Majority of your data sources are extracts. Having just a
few, extremely large extracts could put your deployment in this category, as would hav-

ing very many small extracts.

* Frequent extract refreshes: Refreshing an extract is a CPU-intensive task. Deploy-
ments where extracts are frequently refreshed (for example, several times a day during
business hours) are often helped by more emphasis on the background process, which

handles refresh tasks.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Installations
(HA).
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Search & Browse

Applic
VizPortal

VizOL Server

Data Server

Ask Data

Index and Search Server

Cache Server

Cluster Controller

Interactive Microservice

container

Data Engine

File Store

Repository

Admin Controller

Coordination Service
Client File Services
Admin Agent

Service Manager

Search & Browse
Backgrounder wd

Cluster Controller
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* Ontheinitial node, install all the processes except for the backgrounder. Below is the

number of instances of the processes for an 8 core machine:

* VizQL Server: Set to 2 instances. (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).

e Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

* Index and Search Server : Index and Search Server memory can be configured
to improve performance by using the indexandsearchserver.vmopts TSM

configuration option. For more information, see tsm configuration set Options.

» All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

* Isolate backgrounder on the additional node. To calculate the minimum number of
backgrounder processes to run on this node, divide the computer’s total number of
physical cores by 4. To calculate the maximum number, divide the computer's total
physical cores by 2. In the example shown above, both the nodes are on machines with
8 physical cores. When you install the backgrounder, Tableau Server automatically

installs one instance of the Data Engine.

Note: This configuration assumes that you do not have Tableau Prep Conductor enabled
on your Tableau Server. If are using Tableau Prep Conductor to schedule and manage
flows, and have an extract heavy environment, we recommend that you have at least 3

nodes and use the 3 node configuration described later in this topic.

As you monitor and gather data about the performance and usage, you can fine tune and con-
figure the number of instances for these processes. For example, on the node dedicated to

running backgrounder you can initially set the number of backgrounders to the recommended
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minimum (total number of cores divided by four), and increase the number of backgrounder
processes later if you find that:
» Extract refreshes are taking a long time to complete

* Subscriptions and alerts are not completing on time

For dedicated backgrounder nodes, depending on workload and system resources, you may
be able to increase the number of backgrounder instances beyond the maximum recom-
mended above. Increasing backgrounder instances on the node can impact node functionality
in positive and negative ways. You are responsible for carefully monitoring RAM and CPU
resources, and other aspects of Tableau Server to determine the best configuration for your

environment.
For more information on performance tuning, see Performance Tuning topic.
Two Node Installation - Specialized for flow environments

Start with a two node configuration if you are planning to publish, schedule, and manage flows

on your Tableau Server.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Installations

(HA).
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¢ Ontheinitial node, install all the processes. Below is the number of instances of the pro-

cesses for an 8 core machine:

* VizQL Server: Set to 2 instances. (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).

e Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

e Backgrounder: Minimum 2, maximum 4. The diagram above shows the max-
imum for an 8 core node. Tableau Prep Conductor is automatically configured
one the node where you have backgrounder installed. On the initial node, set the
Backgrounder node role to run all job types including flows using the tsm topo-
logy set-node-role tsm configuration. For more information, see tsm topo-

logy set-node-role

* Index and Search Server: Index and Search Server memory can be configured
to improve performance by using the indexandsearchserver.vmopts TSM

configuration option. For more information, see tsm configuration set Options.

* All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

* [solated the backgrounder on the additional node to run only flows. Use the tsm topo-
logy set-node-role tsm configuration to configure this setting. For more inform-

ation, see tsm topology set-node-role

Note: If you have both a heavy extract environment, and schedule and manage flows on

your server, we recommend that you use the 3 node configuration described below.
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High Availability Installations (HA)
Recommendations

A highly available installation of Tableau Server is a distributed installation that is designed to
maximize the availability of Tableau Server. High availability basically means that the system
is available with minimal amount of downtime. To build in redundancy for HA related items
such as repository, file redundancy, and failover, you need a minimum of three nodes. The
tolerance for downtime will vary for each organization and depends on the SLAs you have

established in your organization.

High availability is achieved by eliminating single points of failure and detecting failures and set-

ting up a reliable failover system. HA in Tableau Server is mainly achieved by:
* File redundancy with multiple File Store/Data Engine instances.

* Active/Passive Repository across two nodes.

¢ Index and Search Server across all the three nodes.

* Adding an external load balancer to make sure your installation is robust to Gateway fail-

ures and make sure that requests only get routed to functioning Gateway processes.
Server Configuration

Three-node configuration:
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* To build in redundancy, you need to add additional nodes to host instances of the

repository and File Store/Data Engine processes. You can add instances of other pro-

cesses, including multiple instances of a process on a node.

Tableau Software



Tableau Server on Linux Administrator Guide

To build redundancy for the type of backgrounder jobs, have one of the nodes (initial
node in this example) run all type of jobs. Backgrounders run all types of jobs by default.
On one of the additional nodes, set the backgrounder to run only flows, and the other

additional node to run all jobs except for flows.

The successful functioning of Tableau Server depends on a properly functioning
Coordination Service. For server installations of three or more nodes, we recommend
that you add additional instances of the Coordination Service by deploying a new
Coordination Service ensemble. This provides redundancy and improved availability in
the event that one instance of the Coordination Service has problems. For more inform-

ation, see Deploy a Coordination Service Ensemble .

Index and Search Server memory is added to all three nodes for redundancy and can be
configured to improve performance by using the indexandsearchserver.vmopts

TSM configuration option. For more information, see indexandsearchserver.vmopts.

To reduce the system’s vulnerability, you can run multiple gateways and additional
instances of some of the server processes. The fewest number of computers required to

achieve this configuration is three.

The repository has also been moved from the initial node to one of the additional nodes,

and a second, passive instance has been added to the other new node.

One instance of Interactive Microservice Container is installed on a node that has Applic-
ation Server enabled, and one instance of Non-Interactive Microservice Container is

installed on a node that has Backgrounder enabled.

NOTE: In certain circumstances you may want to limit the processes running on your ini-

tial node. Reasons for doing this include wanting to run as few processes as possible on

the node to limit processing requests on the node. You might also remove licensed

Tableau Server processes from the node if you have a core-based license and do not

want the initial node cores to count against your core use. For more information on

Tableau Server licensed processes, see Tableau Server Processes from the node.

Tableau Software 51



52

Tableau Server on Linux Administrator Guide

Virtual Machines and Public Cloud Deployments

In general, the considerations and recommendations described in this topic apply to virtual

environment and cloud deployments.

If you are running Tableau Server in a virtual environment, use your VM host's best practices
for vCPU allocation in relation to the number of physical CPU cores on the VM host. Typically
2 vCPUs = 1 physical core for Tableau Server. For example, for AWS installations, the 4 core

minimum recommendation is equivalent of 8 AWS vCPUs.
For more information on cloud-based deployments, see:

¢ Self-Host Tableau Server in a Public Cloud Service.

Beyond Baseline Configurations

If you are planning a system whose configuration is beyond the limits documented here, con-

tact Tableau Professional Services.
High VizQL Peak Usage Considerations

For optimal performance for Tableau Server we recommend isolating the repository on a ded-
icated node in your deployment. If you have an Advanced Management license, consider run-

ning the repository as an external database.

If your organization has a peak load of more than 1000 VizQL sessions per hour, we also
recommend running Tableau Server on Linux. In this scenario, VizQL sessions refer to any

user actions that display or generate visualizations from Tableau Server.
For more information, see Tableau Server External Repository.
Disaster Recovery Considerations

While HA configurations reduce downtime, you may still encounter failures in case of a dis-
aster or hardware failures. In addition to the above considerations, you should evaluate the
importance of disaster recovery in your organization and plan for a deployment that helps you

meet your disaster recovery goals and objectives.
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When planning for disaster recovery (DR) in your Tableau environment, there are two main

factors to consider:

* Recovery Time Objective (RTO), a measure of how much downtime your business can

accept before a full recovery.

* Influences how often you restore your backups to an alternative cluster and the

amount of infrastructure investment.

* Recovery Point Objective (RPO), a measure of how much data loss your business can

tolerate.
* Influences how often you will need to take backups of your system.

e For Tableau Server the RPO cannot be shorter than the time it takes to complete

a full backup of your server.

The diagram below illustrates how to plan for a range of RTO requirements:

High RTO Low RTO
»  MNew hardware/ *  Machines provisioned *» Dedicated hardware that is always
VMs obtained in but not running running Tableau Server (same
the case of an topology and configuration as live
outage +  Tableau Server production)
installed
# Install Tableau # Backups are restored regularly to
Server s Restore latest backup the DR envircnment
to ‘cold standby”
* Restore the backup environment s External load balancer/DNS routing
to new that can be update to
environment automatically point to the failover

(DR} envricnment

RTO: Several hours/days RTO: A few hours RTO: Within a few minutes
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These baseline configurations may not be enough as your needs change and grow, and you

might need to scale your Tableau Server beyond these configurations. Like other enterprise

platforms, Tableau Server scales up by adding processor, memory, and disk to existing node,

and scales out by adding more nodes to a cluster. However, scalability and performance are

heavily dependent on external systems and user activity. The configuration of your Tableau

Server can be different depending on your requirements and variables:

gap

ENVIRONMENT DATA WORKLOAD USAGE
®  Physical or VM *  Size o  Workload Type ®  Active Users
¢ Hardware & 05 e Live or Extract e Efficiency ® Interaction Type
¢ Network s Refresh Frequency e User Mix e User Geography
¢« HAEDR e latency e Peak Traffic e Internet Scale

For more information on Tableau Server scalability and the variables affecting scalability, see

Tableau Server Scalability whitepaper.

|dentity Store

Tableau Server requires an identity store to manage user and group information. There are
two kinds of identity stores: local and external. When you install Tableau Server you must con-

figure either a local identity store or an external identity store.

For information about configuration options for the identity store, see identityStore Entity and
External Identity Store Configuration Reference. For more information about adding more flex-
ibility to the single identity store model, see Provision and Authenticate Users Using Identity

Pools.
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Local identity store

When you configure Tableau Server with a local identity store, all user and group information is
stored and managed in the Tableau Server repository. In the local identity store scenario, there

is no external source for users and groups.

External identity store

When you configure Tableau Server with an external store, all user and group information is
stored and managed by an external directory service. Tableau Server must synchronize with
the external identity store so that local copies of the users and groups exist in the Tableau
Server repository, but the external identity store is the authoritative source for all user and

group data.

If you have configured the Tableau Server identity store to communicate with an external
LDAP directory, then all users (including the initial admin account) that you add to Tableau

Server must have an accountin the directory.

When Tableau Server is configured to use an external LDAP directory, you must first import
user identities from the external directory into the Tableau Server repository as system users.
When users sign in to Tableau Server, their credentials are passed to the external directory,
which is responsible for authenticating the user; Tableau Server does not perform this authen-
tication. However, the Tableau user names stored in the identity store are associated with
rights and permissions for Tableau Server. Therefore, after authentication is verified, Tableau

Server manages user access (authorization) for Tableau resources.

Active Directory is an example of an external user store. Tableau Server is optimized to inter-
face with Active Directory. For example, when you install Tableau Server on an Active Dir-
ectory domain-joined computer using the Configure Initial Node Settings, Setup will detect and
configure most Active Directory settings. If, on the other hand, you are using TSM CLI to install
Tableau Server, you must specify all the Active Directory settings. In this case, be sure to use

the LDAP - Active Directory template to configure identity store.

If you are installing into Active Directory, we recommend that you review User Management in

Deployments with External Identity Stores before you deploy.
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For all other external stores, Tableau Server supports LDAP as a generic way to com-
municate the identity store. For example, OpenLDAP is one of several LDAP server imple-
mentations with a flexible schema. Tableau Server can be configured to query the OpenLDAP
server. To do so, the directory administrator must provide information about the schema. Dur-
ing setup, you must use Configure Initial Node Settings to configure a connection to other
LDAP directories.

LDAP bind

Clients that wish to query a user store using LDAP must authenticate and establish a session.
This is done by binding. There are multiple ways to bind. Simple binding is authenticating with
a username and password. For organizations that connect to Tableau Server with simple
bind, we recommend configuring an SSL encrypted connection, otherwise the credentials are
sent over the wire in plaintext. Another type of binding Tableau Server supports is GSSAPI
binding. GSSAPI uses Kerberos to authenticate. In Tableau Server’s case, Tableau Server is

the client and the external user store is the LDAP server.
LDAP with GSSAPI (Kerberos) bind

We recommend binding to LDAP directory with GSSAPI using a keytab file to authenticate to
the LDAP server. You will need a keytab file specifically for the Tableau Server service. We
also recommend encrypting the channel with the LDAP server using SSL/TLS. See Configure
Encrypted Channel to LDAP External Identity Store.

If you are installing into Active Directory, and the computer where you are installing Tableau
Server is already joined to the domain, then the computer may already have a configuration
file and a keytab file. In this case, the Kerberos files are for the operating system functionality
and authentication. Strictly speaking, you can use these files for GSSAPI bind, but we don't
recommend using them. Instead, contact your Active Directory administrator and request a

keytab specifically for the Tableau Server service. See Understanding Keytab Requirements.

Assuming your operating system has a properly configured keytab for authentication to the

domain, then the Kerberos keyfile for GSSAPI bind is all you need for the base installation of
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Tableau Server. If you plan to use Kerberos authentication for users, then configure Kerberos

for user authentication and Kerberos delegation to data sources after installation is complete.

LDAP over SSL

By default, LDAP with simple bind to arbitrary LDAP servers is not encrypted. User credentials
that are used to establish the bind session with the LDAP server are communicated in plaintext
between Tableau Server and the LDAP server. We strongly recommend that you encrypt the

channel between Tableau Server and the LDAP server.

Beginning with version 2021.2, Tableau Server on Linux requires an encrypted LDAP channel
when you use Active Directory as an identity store. You must install a valid SSL/TSL certificate
before installing or upgrading to 2021.2 or newer. Although not recommended, you can also
disable the default encrypted LDAP channel. For more information about enabling or disabling
encryption for Active Directory and other LDAP servers, see Configure Encrypted Channel to
LDAP External Identity Store.

System user and groups

Tableau Server on Linux uses one user, and two groups for proper operation. The user and

groups can be local or from an LDAP directory service.
User

Tableau Server requires a service account. This account is an unpriviledged user with normal
login privileges. By default, Tableau Server installation will created a local user, tableau, for

the service account.

If you want to use an existing user account for the Tableau Server service account then you

must disable account creation during installation.

Specifically, you will need to set the --disable-account-creation option when you run

the initialize-tsm script. You will also need to specify the account name with the -—unpriv-
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ileged-user option. If the account that you specify does not exist, then the initialize-tsm

script will create it. See Help Output for initialize-tsm Script for more details.

If you want to specify an existing account with the -—-unprivileged-user option, verify that
the user account is an unprivileged user with normal login privileges. Configure the account

with the following characteristics:
e Shellsetto /bin/bash.

* For convenience, consider setting the home directory to the data directory path. The

account must have ownership and write privileges to the home directory.

If you specify a different unprivileged account during setup, you must manually add that same
user to the systemd-journal group. The unprivileged user must be a member of the systemd-
journal group so that Tableau Server can collect logs from some services (such as Ask Data)
when running the tsm maintenance ziplogs command. If the unprivileged user is not a mem-

ber of the group, ziplogs will not contain logs from the affected services
Groups
Tableau Server requires two groups for operation.

In a default installation, the local tableau service account belongs to a primary group named
tableau. However, if you specify an alternate unprivileged user during installation, then the
primary group for that alternate account will be used. As a convenience, any account can be

added to this group to be able to read the Tableau Server log files (without becoming root).

The second group is used to authorize which users are authorized to authenticate to Tableau
Services Manager (TSM). Any user in this group will be able to send commands to TSM, so it
should be restricted to Tableau Server administrators. By default, this group is named t smad-

min.

If you are not going to use the default name, you will need to specify the group name with the
--tsm-authorized-group option when you run initialize-tsm. See Help Output for ini-

tialize-tsm Script for more details.
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Authenticating clients

Basic user authentication in Tableau Server is by username and password sign-in for both
local and external user stores. In the local case, user passwords are stored as a hashed pass-
word in the repository. In the external case, Tableau Server passes the credentials to the
external user store and awaits a response as to whether the credentials are valid. External
user stores can also handle other kinds of authentication like Kerberos, but the concept is still
the same, Tableau Server delegates the credentials or user to the external store and awaits a

response.

You can configure Tableau Server such that username-password sign-in is disabled. In these
scenarios other authentication methods, such as trusted authentication, OpenID, or SAML can

be used. See Authentication.

In some cases, you may need to update LDAP external directories to allow bind operations

with username + DN format from Tableau Server. See User binding behavior on sign in.

User Management in Deployments with External Identity
Stores

This topic describes important technical details that you should be familiar with if you use an
external identity store to manage users for Tableau Server. Tableau Server supports con-
necting to an external directory using LDAP. In this scenario, Tableau Server imports users

from the external LDAP directory into the Tableau Server repository as system users.

Arbitrary LDAP directories

The system username in Tableau is whatever attribute you set as part of LDAP configuration,
for example "cn". This is true for both individual user import and group sync functionality. See

External Identity Store Configuration Reference.
User binding behavior on signin

You may need to update your LDAP configuration to allow binding with usernames appended

with the DN. Specifically, you will need to update your LDAP configuration when Tableau
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Server is configured with an arbitrary LDAP directory. (e.g., OpenLDAP) that uses UPN or

Email addresses as usernames.

Tableau Server will search for a given user based on the username that is supplied during
sign in. Tableau Server will then attempt to bind with the username appended with the DN. In
the case where Tableau Server has been configured with GSSAPI, then the user-

name@REALM (domain name) will be used.

Active Directory

This content in rest of this topic assumes that you are familiar with Active Directory user man-

agement and basic Active Directory schema and domain concepts.

Note: In the context of user and group synchronization, Tableau Server configured with
LDAP identity store is equivalent to Active Directory. Active Directory synchronization fea-
tures in Tableau Server function seamlessly with properly configured LDAP directory solu-

tions.
Active Directory user authentication and Tableau Server

Tableau Server stores all user names in the Tableau Server identity store, which is managed
by the repository. If Tableau Server is configured to use Active Directory for authentication,
you must first import user identities from Active Directory to the identity store. When users
sign in to Tableau Server, their credentials are passed to Active Directory, which is respons-
ible for authenticating the user; Tableau Server does not perform this authentication. (By
default, NTLM is used for authentication, but you can enable Kerberos or SAML for single
sign-on functionality—however, in all these cases, authentication is left to Active Directory.)
However, the Tableau user names stored in the identity store are associated with rights and
permissions for Tableau Server. Therefore, after authentication is verified, Tableau Server

manages user access (authorization) for Tableau resources.
Active Directory user name attributes and Tableau Server

Active Directory uniquely identifies user objects using several attributes. (For details, see

User Naming Attributes on the MSDN website.) Tableau Server relies on two Active Directory
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user naming attributes:

* sAMAccountName. This attribute specifies the logon name that was originally designed
for use with older versions of Windows. In many organizations, this name is combined
with the NetBIOS name for authentication, using a format like example\jsmith,
where example is the NetBIOS name and jsmith is the sAMAccountName value.
Due to the original design in Windows, the sAMAccountName value must be less than

20 characters.

In the Windows Active Directory Users and Computers administrative console, this
value is in the field labeled User logon name (pre-Windows 2000) on the Account tab

of the user object.

* userPrincipalName (UPN). This attribute specifies a user name in the format
jsmithQ@example.com, where jsmith is the UPN prefix and @example.comis the
UPN suffix.

In the Windows Active Directory Users and Computers administrative console, the
UPN is a concatenation of two fields on the Account tab of the user object: the User

logon name field, and the domain drop-down list next to it.
Adding users from Active Directory

You can add users individually from Active Directory, either by typing them in the server envir-
onment or by creating a CSV file and importing the users. You can also add Active Directory
users by creating a group via Active Directory and importing all of the group's users. The result

can be different depending on which approach you're using.
Importing UPN prefix as username
You cannot import the whole UPN as a user name.

In most cases, the user name that Tableau Server will import into the identity store will be the

sAMAccountName value. For more information about exceptions to this behavior, see the
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Importing UPN Prefix as Username in Non-Standard Scenarios with Active Directory in the

Tableau knowledge base.
Adding user groups

If you import an Active Directory user group, Tableau will import all users from the group using

the sAMAccountName.
Sync behavior when removing users from Active Directory

Users cannot be automatically removed from Tableau Server through an Active Directory
sync operation. Users that are disabled, deleted, or removed from groups in Active Directory
remain on Tableau Server so that you can audit and reassign the user's content before remov-

ing the user's account completely.

However, Tableau Server will act upon user objects differently based how the status of that
user object changes in Active Directory. There are two scenarios: deleting/disabling users in

Active Directory or removing users from synchronized groups in Active Directory.

When you delete or disable a user in Active Directory and then synchronize that user's group

on Tableau Server, the following occurs:

e The useris removed from the Tableau Server group you synchronized.
e The user's role is set to "unlicensed.”

¢ The user will still belong to the All Users group.

e The useris unable to sign in to Tableau Server.

When you remove a user from a group in Active Directory and then synchronize that group on

Tableau Server, the following occurs:

e The useris removed from the Tableau Server group you synchronized.

¢ The users role is retained: it is not set to “unlicensed.”

¢ The user will still belong to the All Users group.

¢ The user will still have permission to the Tableau Server with access to everything that
the All Users group is granted permission to use.

In both instances, to remove a user from Tableau Server, the server administrator must delete

the user from the Server Users page in Tableau Server.
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Domain nicknames

In Tableau Server, domain nickname is equivalent to the Windows NetBIOS domain name. In
a Windows Active Directory forest, a fully qualified domain name (FQDN) can have an arbitrary
NetBIOS name. The NetBIOS name is used as the domain identifier when a user logs in to Act-

ive Directory.

For example, the FQDN west .na.corp. lan might be configured with a NetBIOS name
(nickname) of SEATTLE. The user jsmith in that domain could log on to Windows using

either of the following user names:

e west.na.corp.example.com\jsmith
e SEATTLE\jsmith

If you want your users to sign in to Tableau Server with a NetBIOS name instead of the FQDN,
then you'll need to verify that the nickname value for each domain where users log in is set.

See editdomain for information on how to view and set the nickname value for each domain.
Support for multiple domains

You can add users and groups from a domain that's different from the domain of the Tableau

Server computer in these cases:

* Two-way trust has been established between the server's domain and the users’

domain.

* The server's domain trusts the users’ domain (one-way trust). See Domain Trust

Requirements for Active Directory Deployments.

The first time you add a user or group from the non-server domain, you must specify the fully
qualified domain name with the user/group name. Any additional users or groups you add from
that domain can be added using the domain’s nickname, provided the nickname matches the
NetBIOS name. If Tableau Server connects to multiple domains, you must also specify the
other domains that Tableau Server connects to by setting the wgserv-

er.domain.whitelist (version 2020.3 and earlier) or wgserver.domain.accept
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list (version 2020.4 and later) option with TSM. For more information, see wgserv-

er.domain.whitelist or wgserver.domain.accept_list.
Duplicate display names

If user display names are not unique across multiple domains, then managing users with the
same display name in Tableau can be confusing. Tableau Server will display the same name
for two users. For example, consider an organization with two domains, example.lan and
example2.lan. If user John Smith exists in both domains, then adding that user to groups and
other administrative tasks will be confusing in Tableau Server. In this scenario, consider
updating the display name in Active Directory for one of the users to differentiate the

accounts.
Signin to Tableau Server with NetBIOS name

Users can sign in to Tableau Server using the domain nickname (NetBIOS name), for

example, SEATTLE\ jsmith.

Tableau Server cannot query for NetBIOS name for a given FQDN. As a result, Tableau sets
the nickname of a given FQDN according to the first entry in the namespace. For example,

giventhe FQDN west .na.corp.lan, Tableau sets the nickname to west.

Therefore, you might need to update the domain nickname on Tableau Server before users
can sign in using the nickname. If you do not update the nickname, users will have to sign in
using a fully qualified domain name. For more information, see Users From New Domain

Unable to Log In and Do Not Appear in User List in the Tableau Knowledge Base.

Domain Trust Requirements for Active Directory Deployments

When you run Tableau Server in an Active Directory environment across multiple domains
(either in the same Active Directory forest or in different forests), some Tableau functionality is
dependent on the trust relationship between the domains. For example, some administrators
manage users in domains that are separate from where they deploy server applications, such
as Tableau Server. In other organizations, a Tableau Server deployment might be shared

with external partners or with different partners in the organization. Finally, Windows-
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authenticated data sources, such as SQL Server, MSAS, or Oracle, that Tableau Server con-

nects to may also be in other domains.

If it's feasible, we recommend configuring two-way trust between all domains that interact with
Tableau Server. If this is not possible, Tableau Server can be configured to support user
authentication where a one-way trust has been configured. In this case, a one-way trust
between domains is supported when the domain in which Tableau Server is installed is con-

figured to trust the domain where user accounts reside.

The following illustration shows one-way trust between the domain where Tableau Server is

installed and the domain where user accounts reside:

Tableau Server

users.lan dev.local

In this scenario, Tableau Server is in the dev.local domain, and users from the users.lan Active
Directory domain are imported into Tableau Server. A one-way trust is required for this scen-
ario; specifically, the dev.local domain is configured to trust the users.lan domain. Users in the
users.lan domain can access Tableau Server in the dev.local with their normal Active Directory
credentials. However, you may need to update the domain nickname on Tableau Server
before users log on with the nickname. Refer to the Tableau Knowledge Base for more inform-

ation.

When you configure Tableau Server for this scenario, specify the primary user domain during
installation. See Configure Initial Node Settings. To ensure that Tableau Server can connect to

other Active Directory domains, you must also specify other domains that Tableau Server
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connects to by setting the wgserver.domain.accept 1list option with TSM. For more

information, see wgserver.domain.accept_list.
Duplicate bind accounts for domain trust

Tableau Server on Linux relies on JDK's LDAP implementation that uses a simple bind to
authenticate with Active Directory. Simple bind is not domain-aware and as a result, does not
support a cross-domain bind. When you set up the initial identity store, you must supply the

bind account that you will use to authenticate to Active Directory.

To enable cross-domain trust and directory look-ups, you must duplicate this bind account in
every target domain. Each bind account in each domain must use the same username

(sAMAccountName or dn) and password.
Kerberos single sign-on is supported in this one-way trust scenario.

Review User Management in Deployments with External Identity Stores to understand how
multiple domains, domain naming, NetBIOS, and Active Directory user name format influence

Tableau user management.
Connecting to live data in one-way trust scenarios

In the one-way trust scenario, users connecting to Tableau Server can connect to live data
that's hosted in the cloud or on any other data source on premises that does not rely on Win-

dows authentication.

Data sources that require Windows-authentication might have additional authentication
requirements that complicate the scenario, or that can even prevent Tableau Server users
from connecting. This is because Tableau Server uses a service account for authentication
with such data sources. If you are running Tableau Server in a different domain than data
sources that use Windows authentication, verify that the service account that is used for

Tableau Server can access the data source.
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Communicating with the Internet

In most enterprises, Tableau Server needs to communicate with the internet. Tableau Server
was designed to operate inside a protected internal network. Do not set up Tableau Server dir-
ectly on the internet or in a DMZ. Instead, communications between your network and the inter-
net should be mediated using proxy servers. If the computer running Tableau Server cannot
access the internet directly, then you may need to deploy forward proxy servers to mediate
traffic from inside the network to targets on the internet. Tableau Server doesn't support pass-

through or manual proxy authentication.

For inbound traffic, we recommend running Tableau Server behind reverse proxy servers.

How Tableau communicates with the internet
Tableau Server requires outbound access to the internet for these scenarios:
* Working with maps. Tableau uses map data that is hosted externally.

Tableau Server needs to connect to the following internet locations with port 443 to use

maps:

¢ mapsconfig.tableau.com
e api.mapbox.com

If Tableau cannot make these connections, maps may fail to load.

You can test connectivity by accessing each of those addresses in a browser:
https://mapsconfig.tableau.com/vl/config.jsonandhttps://ap-

i.mapbox.com/ will prompt you to download a json file.

If you use a proxy to connect to the internet and are unable to connect to api . map-

box.com, see Working with firewalls on the Mapbox website.

For Tableau Server version 2019.1 and earlier, see the documentation for your version:

Tableau Help

* Connecting to the Tableau send-logs server.
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You can upload log files to Tableau when working with Support. See tsm main-
tenance send-logs. Tosuccessfully upload files to Tableau, your Tableau Server

must be able to communicate with the send-logs server on port 443:
¢ report-issue.tableau.com:443
* crash-artifacts-747369.s3.amazonaws.com
* s3-us-west-2-w.amazonaws.com
e s3-w-a.us-west-2.amazonaws.com
e Sending Basic Product Data.

The domain, prod.telemetry.tableausoftware.com, is used by Tableau to receive the
Basic Product Data about process launch and shutdown. It is also used for the more

general Product Usage Data.

Traffic to this domain will occur on port 80 (for initial registration of our Product Data cli-

ents) and on port 443 (for all subsequent traffic).
prod.telemetry.tableausoftware.com:80
prod.telemetry.tableausoftware.com:443

* Licensing. Tableau products connect to the internet to activate product keys. Unless
you activate Tableau software with the Offline Activation Tool, all Tableau products
must have access to the internet to validate licenses. Specifically Tableau requires
internet access during the following licensing operations: activation, deactivation, and
on the refresh maintenance date. For more information about these operations, see

Manage Licenses.

Tableau Server needs to connect to the following internet locations when activating

product keys, registering the product, and signing in to Tableau Cloud.
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 atr.licensing.tableau.com:443
* licensing.tableau.com:443
* register.tableau.com:443

* 0.ss2.uUs

* s.ss2.US

e crt.rootcal.amazontrust.com
e crt.scalb.amazontrust.com
e crt.sca0a.amazontrust.com
e crt.scala.amazontrust.com
e crt.sca2a.amazontrust.com
e crt.sca3a.amazontrust.com
» crt.sca4a.amazontrust.com
o *.digicert.com

* ocsp.*.amazontrust.com

¢ crl.*.amazontrust.com

crt.rootg2.amazontrust.com

Requests to the above domains may be on port 80 or 443. Port 80 is used for certificate

validation (revocation, certificate chain, etc). Port 443 is used for SSL connections.

Requeststothe ocsp.*.amazontrust.comandcrl.*.amazontrust.com
domains are managed by Amazon for certificate revocation information. See ACM cer-

tificate characteristics for more information. We recommend that you install the Amazon
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root certificates in the certificate trust store on the computer running Tableau. To down-
load and install the Amazon root certificates, see Certificate Authorities on the Amazon

Trust Services web site.

If Tableau Server cannot make a connection while attempting to activate its license,

you will be prompted to do an offline activation.

To diagnose connectivity to Tableau's licensing server, paste the following URL into a

browser or at a curl command prompt on the Tableau Server computer:
https://atr.licensing.tableau.com/ status/healthz

If Tableau Server is able to access the licensing server, it displays an "OK" message.
Otherwise, an error such as "Can't reach this page" may be displayed. To resolve this
issue, work with your networking team to unblock access to atr.li-

censing.tableau.com:443 on the Tableau Server computer.
* Working with external or cloud-based data.

Tableau Server needs to connect to the following internet location for Anaplan, Box,

Dropbox, Google Drive, Google Sheets, OneDrive, and Snowflake services:
galop.connectors.tableau.com:443
* Working with Tableau dashboard extensions.

Tableau Server needs to connect to the following internet location to use Sandboxed

dashboard extensions:
extensions.tableauusercontent.com: 443
For more information, see Manage Dashboard and Viz Extensions in Tableau Server.

* Working with Slack.
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If you are integrating Tableau with a Slack workspace, there are a number of steps you
need to take, including adding specific URLs to the Tableau allowlist. These are listed
here. For complete details on how to do this, see Integrate Tableau with a Slack Work-

space.

Tableau Server can run without internet access. For more information about deploying
Tableau Server in organizations without access to the internet, see Install Tableau Serverin a

Disconnected (Air-Gapped) Environment.

In many enterprises, users also need to access Tableau Server from outside the network (that
is, from the internet). For example, in many enterprises, users want to be able to reach
Tableau Server from their mobile devices in order to interact with views that are stored on the
server. To configure access to Tableau Server from the internet or from mobile devices, you

should use a reverse proxy. See Configuring Proxies and Load Balancers for Tableau Server.

As a security best practice, do not expose the TSM port (by default, 8850) to the internet.

Configuring Proxies and Load Balancers for Tableau Server

In most enterprises, Tableau Server needs to communicate with the internet. Tableau Server
was designed to operate inside a protected internal network. Do not set up Tableau Server dir-
ectly on the internet or in a DMZ. Instead, communications between your network and the inter-
net should be mediated using proxy servers. Forward proxy servers mediate traffic from inside
the network to targets on the internet. Reverse proxy servers and load balancers mediate

traffic from the internet to targets inside the network.

Who should read this article?

This article is for IT professionals who are experienced with general networking, load bal-
ancing, and gateway proxy solutions. The article describes how and when Tableau requires
internet access, and describes how to configure your network and Tableau to use proxy serv-
ers and load balancers for access to and from the internet. There are many third-party solu-

tions available, so some of the content in the article is necessarily generic.

Before you configure a proxy server, see Communicating with the Internet.
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Configure a forward proxy server

To enable communication from Tableau Server to the internet, deploy Tableau Server behind
a forward proxy server. When Tableau Server needs access to the internet, it doesn't send

the request directly to the internet. Instead, it sends the request to the forward proxy, which in
turn forwards the request. Forward proxies help administrators manage traffic out to the inter-

net for tasks such as load balancing, blocking access to sites, etc.

If you use a forward proxy, you must configure the computers that run Tableau Server inside
the network to send traffic to the forward proxy. Tableau Server doesn't support pass-through

or manual proxy authentication.

If you are running OpenlID authentication with a forward proxy solution, additional con-

figurations are required. See Configure Tableau Server for OpenID Connect.
Configuring Tableau Server on Linux to work with a forward proxy

We recommend configuring Tableau Server to work with your forward proxy solution as part
of the installation process. Specifically, configure Tableau Server whenyourun . /ini-

tialize-tsmas described in Install and Initialize TSM.

The procedure below describes how to create a forward proxy configuration file for Tableau

Server on Linux.
The configuration file is stored in the following directory:
~<unprivileged user>/.config/systemd/tableau server.conf.d

By default, Tableau Server creates the unprivileged user, tableau. Therefore, the default

path to the configuration directory is:
~tableau/.config/systemd/tableau server.conf.d

The proxy configuration file name in this topic and in the configuration file below is referred to

as 20-proxy.conf. You can name this file according to your own convention, but it must
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use the .conf extension. systemd will process files stored in the tableau server.conf.d

directory in lexical order according to file name.

1.

Runthe tsm stop command.

2. Start a session as the unprivileged user. By default, tableau, is the unprivileged user

created by Tableau Server during installation. Run the following command:
sudo su -1 tableau

Create oropenthe 20-proxy.conft fileinthe tableau server.conf.ddirectory. If
you configured forward proxy during setup, then the 20-proxy. conf file has already

been created.
* Create the file. Run the following command:

touch ~tableau/.config/systemd/tableau server.conf.d/20-

proxy.conf
* Openthe 20-proxy.conf file in a text editor.

Copy the Proxy configuration file contents into the file. If you are editing an existing file,
take care not to delete the configuration. The Proxy configuration file contents include
instructions on how to set forward proxy configurations. After you have edited and saved

the file go to Step 5.

Proxy configuration file contents

# Always edit this file on Tableau Server as the unprivileged
user. By default, tableau, is the unprivileged user created by
Tableau Server during installation.

# Set environment variables http proxy and https proxy to point
to your proxy host.

# For example, to set the proxy to example-host for ports 80
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and 443, run the following commands:

#

http proxy=http://example-host:80/

https proxy=http://example-host:443/

#

# Take care to use 'http' when you specify the URL for the
https proxy environmental variable.

# Do not specify the 'https' protocol for the value of the
https proxy environmental variable.

#

# To bypass the proxy server, specify exceptions in the no_
proxy variable. Use this variable if your proxy server does not
route internal addresses.

# You must also add exceptions to this proxy configuration to
guarantee that all communications within a local Tableau Server
cluster (if you have one now or will have one later) do not
route to the proxy server.

# Enter both the host name and the IP address for each com-
puter. Additionally, include the cannonical host name (loc-
alhost) and IP address (127.0.0.1) for the local computer.

# For example, to specify exceptions for a three-node cluster:
#

no_proxy-

=" lO_
ocalhost,127.0.0.1,hostnamel, hostname?, hostname3, IP1,IP2,IP3"

#

# Where "hostnamel" is the actual hostname of node 1, and "IP1"

is the actual IP address of node 1, etc.
5. Exit the Tableau shell. Run the following command:
exit

6. Restartthe TSM business services. Run the following script commands:
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sudo /opt/tableau/tableau server-

/packages/scripts.<version>/stop-administrative-services

sudo /opt/tableau/tableau server-

/packages/scripts.<version>/start-administrative-services
7. Restart TSM.

tsm restart

Server crash reporter

If your organization uses a proxy server to connect to the internet then you must configure
Tableau Server's crash reporter to use the proxy. Even if you have already configured Tableau
Server to use a proxy, you must also configure server crash reporter separately. To configure

proxy for server crash reporter, see Configure Server Crash Reporter.

How a reverse proxy and a load balancer works with Tableau Server

Reverse proxies and load balancers are servers that receive requests from external (internet)
clients and forwards them to Tableau Server. These solutions make Tableau Server available
to the internet without having to expose the individual IP address of that particular Tableau
Server to the internet. They may also act as authentication and pass-through devices, so that
no data is stored where people outside the company can get to it. This requirement can be
important for organizations that are subject to various privacy regulations such as PCI, HIPAA,
or SOX.

The following diagram illustrates the communication path when a client makes a request to

Tableau Server that is configured to work with a reverse proxy and/or load balancer (LB).
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1. An external client initiates a connection to Tableau Server. The client uses the public
URL that's been configured for the reverse proxy server/LB, suchas https://t-
ableau.example.com. (The client doesn't know that it's accessing a reverse

proxy/LB.)

2. The reverse proxy maps that request in turn to a request to Tableau Server. In some
scenarios, the reverse proxy may be configured to authenticate the client (using

SSL/TLS) as a precondition to passing the request to Tableau Server.
3. Tableau Server gets the request and sends its response to the reverse proxy/LB.

4. The reverse proxy/LB sends the content back to the client. As far as the client is con-
cerned, it just had an interaction with Tableau Server, and has no way to know that the

communication passed through intermediary server(s).

TLS/SSL

Depending on your gateway scenario, you should consider configuring your reverse proxy
and load balancing servers to use TLS/SSL for any traffic that's external to your network. This
helps to ensure privacy, content integrity, and authentication. Unless you've deployed other
security measures to protect traffic between your internet gateway and Tableau Server, we
also recommend configuring SSL between the gateway proxy and Tableau Server. You can
use internal or self-signed certificates to encrypt traffic between Tableau Servers and other

internal computers.
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Mobile access

Tableau Server adds an X-header to all HTTP responses for Tableau Mobile sessions. By
default, most proxy solutions will preserve X-headers. If your gateway solution does not pre-
serve X-headers, then you will need to configure your proxy server and load balancer to pre-
serve the following header to all HTTP responses for Mobile client sessions: Xx-Tableau:

Tableau Server.

If you have configured authentication at the gateway, then your proxy server/LB must respond
to Tableau Mobile HTTP requests with a HTTP 302 response. The 302 must include a redirect
to the identity provider login page. To view a diagram that describes the 302 authentication

sequence, see Tableau Mobile Authentication Sequence in the Tableau Community.

Reverse proxy, load balancer and user authentication

Tableau Server will always authenticate users. This means that even if you are authenticating
inbound connections at the gateway for your organization, Tableau Server will still authen-

ticate the user.
However, not all clients will support user authentication with with a gateway solution:

* For supported web browsers, you can use SAML, OpenID Connect, Kerberos, Trusted

Tickets or manual authentication with a reverse proxy/LB.

* Tableau Mobile supports SAML or manual authentication with a reverse proxy/LB. The
iOS version of Tableau Mobile additionally supports Kerberos with a reverse proxy/LB.

The same recommendation above applies.

* Tableau Prep does not support authentication with a reverse proxy or load balancer. For
remote access, use a VPN solution or configure your gateway services to route traffic

from Tableau Prep directly to Tableau Server for authentication.

* Tableau Desktop supports authentication with a reverse proxy provided that an authen-
tication module is performing preauthentication on the reverse proxy before traffic is

routed to Tableau Server for final authentication. For more information, see Part 5 -
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Configuring Web Tier of the Tableau Server Enterprise Deployment Guide and Con-

figure Authentication Module with Independent Gateway.

If your organization is authenticating with Active Directory:

» Tableau Server must be configured for reverse proxy before configuring Tableau
Server for Kerberos. For more information, see Configure Kerberos.

Configure Tableau Server to work with a reverse proxy server and/or
load balancer

Before you configure Tableau Server, you'll need to collect the following information about the
proxy server configuration. To configure Tableau Server, you use the tsm configuration
set command. The information you need to collect corresponds to options you'll need when

you run tsm.

Most of the following tsm options are also used to configure Tableau Server deployments that

operate behind a load balancer. For more information, see Add a Load Balancer.

Item Description Corresponding tsm con-

figuration set option

IP address or You can either enter an IP address gateway.trusted

CNAME or a CNAME for this option.

The public IP address or addresses
of the proxy and load balancer serv-
ers. The IP address must be in IPv4
format, suchas 203.0.113.0, and

it must be a static IP.

If you are unable to provide a static
IP, or if you are using cloud proxies
or external load balancers, you can
specify the CNAME (Canonical

Name) DNS value that clients will
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Item

FQDN

Non-FQDN

Aliases

Ports

Description

use to connect to Tableau Server.
This CNAME value must be con-
figured on your reverse proxy solu-
tion to communicate with Tableau

Server.

The fully qualified domain name that
people use to reach Tableau Server,
such as tableau.example.com.
Tableau Server doesn't support con-
text switching for this option. For
example, the following URL is not
supported: example. -

com/tableau.

Any subdomain names for the proxy
or LB servers. In the example of
tableau.example.com, the sub-
domain name is tableau.

Any public alternative names for the
proxy or LB servers. In most cases,
aliases are designated using
CNAME values. An example would
be a proxy serverbig-
box.example.comand CNAME
entries of ftp.example.comand

www.example.com.

Port numbers for traffic from the cli-
ent to the reverse proxy server.

Corresponding tsm con-
figuration set option

gateway.public.host

gateway.trusted
hosts

gateway.trusted

hosts

gateway.public.port

If you are using a distributed installation of Tableau Server, then run the following tsm com-

mands on the initial node in your cluster.
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Enter the following command to set the FQDN that clients will use to reach Tableau

Server through the proxy and/or LB servers, where name is the FQDN:
tsm configuration set -k gateway.public.host -v '"name'

For example, if Tableau Server is reached by entering https://t-

ableau.example.cominthe browser, enter this command:

tsm configuration set -k gateway.public.host -v 'tableau-

.example.com'

Enter the following command to set the address or the CNAME of the proxy and or LB

servers, where server address is the IPv4 address or CNAME value:
tsm configuration set -k gateway.trusted -v 'server ip address'

If your organization uses multiple proxy servers and/or LB servers, enter multiple IPv4
addresses, separating them with commas. IP ranges are not supported. To improve
start up and initialization of Tableau Server, minimize the number of entries for gate-

way.trusted

Enter the following command to specify alternate names for the proxy/LB servers, such
as their fully qualified domain names, any not fully qualified domain names, and any ali-

ases. If there's more than one name, separate the names with a comma.

tsm configuration set -k gateway.trusted hosts -v 'namel,

name’?2, name3'
For example:

tsm configuration set -k gateway.trusted hosts -v 'proxyl.ex-

ample.com, proxyl, ftp.example.com, www.example.com'

If the proxy server is using SSL to communicate with the internet, run the following com-

mand, which tells Tableau that the reverse proxy server is using port 443 instead of
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port 80:

tsm configuration set -k gateway.public.port -v 443

Note: If the proxy server is using SSL to communicate with Tableau Server, SSL

must be configured and enabled on Tableau Server.

5. Enter the following command to commit the configuration change:
tsm pending-changes apply

If the pending changes require a server restart, the pending-changes applycom-
mand will display a prompt to let you know a restart will occur. This prompt displays
even if the server is stopped, but in that case there is no restart. You can suppress the
prompt using the --ignore-prompt option, but this does not change the restart beha-
vior. If the changes do not require a restart, the changes are applied without a prompt.

For more information, see tsm pending-changes apply.

Configure the reverse proxy or load balancing server to work with
Tableau Server

When a client accesses Tableau Server through a reverse proxy or load balancer, specific
message headers have to be preserved (or added). Specifically, all servers in the message
chain must be represented in the gateway.trustedand gateway.trusted hosts set-

tings.

The following graphic shows example headers for a single-hop message chain, where the

proxy server is communicating directly with Tableau Server:

=REMOTE_ADDR=1.1.1.1
=¥FF = <blank>
=HO5T = Proxy
=¥FH = <blank=
= ¥FP = =blank=

=REMOTE_ADDR=2.2.2.2
=¥FF=1111,2222
=HOET = Praowy

=#FH = Proxy

= ¥FP = https
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The following graphic shows example headers for a multiple-hop message chain, where the

message traverses two proxy servers before connecting to Tableau Server:

=Na headers

=REMOTE_ADDR =
1111

= 3FF = <blank>

=HOET = Prowyd

= ¥FH = <blank=

= 5FP = <blank=

=REMOTE_ADDR =
233232

s¥FF=1111, SXFF=1111,

2233 222323333
=HOST = ProxyA =HOSET = ProsyA
aXFH = Prowyd *XFH = Proeys,
«XFF = https Prosy B

=REMOTE_ADDR =
3.3.3.3

=*%FF = https

The following table describes what these headers are and how they relate to the configuration

settings on Tableau Server:

Headers

REMOTE_ADDR and
X-FORWARDED-FOR
(XFF)

HOST and X-
FORWARDED HOST
(XFH)

X-FORWARDED-
PROTO (XFP)

Description

Tableau Server needs these head-
ers to determine the IP address of
origin for requests. X-
FORWARDED-FOR header must
present IP address chain to
Tableau Server in the order the
connections have occurred.

These headers are used to gen-
erate absolute links to Tableau
Server when it replies to the client.
X-FORWARDED-HOST header must
present host names to Tableau
Server in the order the connections
have occurred.

This header is required if SSL is
enabled for traffic from the client to

Related Tableau Server
settings

The IP address that you set
ingateway.trusted must
match the IP presented in
REMOTE_ADDR. if you sent
multiple addresses ingate-
way . trusted, one of them
must match the

IP presented in REMOTE
ADDR.

The host names that are
presented in X-
FORWARDED-HOST header
must be included in the host
names that you specify in
gateway.trusted

hosts.

Port configuration on
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the proxy, but not for traffic from
the proxy to Tableau Server.

The X-FORWARDED-PROTO head-
ers are important for scenarios
where HTTP or HTTPS is not main-
tained along each hop of the mes-
sage route. For example, if the
reverse proxy requires SSL for out-
side requests, but traffic between
the reverse proxy and Tableau
Server is not configured to use
SSL, Xx-FORWARDED-PROTO head-
ers are required. Some proxy solu-
tions add the X-FORWARDED-
PROTO headers automatically,
while others do not. Finally,
depending on your proxy solution,
you might have to configure port
forwarding to translate the request
from port 443 to port 80.

Related KB article: "Unable to Sign
In" and "Invalid username or pass-
word" Error With SAML After
Upgrading.

reverse proxy (inbound con-
nections from client and out-
bound connections to
Tableau Server) must be
specified in the cor-
responding parameter:
gateway.public.port,
which is the port clients use

to connect to the proxy.

If the proxy server is using
SSL to communicate with

Tableau Server, SSL must
be configured and enabled

on Tableau Server.

Validate reverse proxy and load balancer configuration

To validate your gateway-to-Tableau Server configuration, publish workbooks and data-

sources using Tableau Server web authoring or Tableau Desktop. If you are connecting with a

web browser to Tableau Server from the internet, verify that you are using a recommended

browser. Publish and view workbooks that use existing datasources as well as a datasource
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that you've published . Use the links below to familiarize yourself with connecting with

Tableau Server as an end-user.

Task Documentation

Overview of web authoring. Use Tableau on the Web

Log in to Tableau Server from Tableau Desktop oraweb | Signin to Tableau Server or

browser. Online

Publish a workbook to Tableau Server. Publish a Workbook

Publish a data source. Publish a Data Source

Open workbook from Tableau Server. Opening Workbooks from the
Server

Log out Server (with Desktop). Sign in to Tableau Server or
Online

Download workbook from a web browser. Download Workbooks

Check to make sure tabcmd (from a non-server client) tabcmd

works.

Related topics

¢ Tableau Desktop Internet Access Requirements
¢ Add a Load Balancer
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Deploy

The topics in this section provide information on installing, configuring, and upgrading Tableau

Server on Linux.

Looking for Tableau Server on Windows? See Install and Configure Tableau Server

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-hosting
Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Install and Configure Tableau Server

The topics referenced at the bottom of this page describe the steps to install and configure

Tableau Server. If you are installing a distributed deployment (cluster), use the steps in this
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topic to install the initial node, then, to install additional nodes, see Distributed and High Avail-

ability Tableau Server Installations.

After you run the installation, you must then continue setup by activating a license, registering

Tableau Server, and configuring various settings including authentication.

Other installation methods

There are a few alternative methods that you can use to install Tableau Server.

* If you want a quick start procedure to install Tableau Server in a non-production envir-

onment, see Jump-start Installation.

* For an end-to-end procedure that describes how to deploy an enterprise-ready, four-
node, reference architecture in a tiered data center, see Tableau Server Enterprise

Deployment Guide.

* Ifyou are installing Tableau Server in an environment without a connection to the inter-

net, see Install Tableau Server in a Disconnected (Air-Gapped) Environment.

* You can also install Tableau Server onto various cloud platforms. See Self-Host

Tableau Server in a Public Cloud Service.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the

prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG

Tableau Software


https://help.tableau.com/current/guides/enterprise-deployment/en-us/edg_intro.htm
https://help.tableau.com/current/guides/enterprise-deployment/en-us/edg_intro.htm
https://www.tableau.com/blog/should-i-move-my-analytics-cloud
https://help.tableau.com/current/guides/migration/en-us/emg_intro.htm
https://help.tableau.com/current/guides/migration/en-us/emg_intro.htm
https://help.tableau.com/current/guides/enterprise-deployment/en-us/edg_intro.htm

Tableau Server on Linux Administrator Guide

presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Before you begin

To install Tableau Server you must have a computer that satisfies the hardware requirements.
You will get an informational message if your computer meets the minimum requirements but
does not satisfy the recommended minimum requirements. In this case, your computer hard-
ware can handle a trial installation of Tableau but is not adequate for a production envir-

onment. For more information, see Before you install....

Installation steps

The following steps describe how to install Tableau Server on a single computer. Use the
steps to install Tableau Server in a single server deployment. Use the steps to install the initial

node in a multi-node Tableau Server deployment. Run the steps sequentially.
1. Install and Initialize TSM
2. Activate and Register Tableau Server
3. Configure Initial Node Settings
4. Add an Administrator Account

5. Validate Installation

Before you install...

Note: You can find additional information about technical specifications for Tableau

Server on the Tableau web site, here.
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This topic includes requirements and recommendations that you must consider before you

install Tableau Server into a production environment.

¢ Ifyou are new to Tableau Server, and you want to deploy it in your organization, we
encourage you to deploy Tableau Server as a single server in a test environment first.
The easiest way to do a single-server installation is to follow the steps in Jump-start
Installation.

¢ For an end-to-end procedure that describes how to deploy an enterprise-ready, four-
node, reference architecture in a tiered data center, see Tableau Server Enterprise
Deployment Guide.

« Ifyou are deploying Tableau Server in a distributed cluster, review Distributed Require-
ments in addition to the requirements and recommendations described in this topic.

¢ If you are migrating from Tableau Server on Windows to Tableau Server on Linux, see
Migrate Tableau Server from Windows to Linux.

Validating your server deployment plan

Before you commit to installing a new Tableau Server deployment in your organization, be
sure to carefully evaluate your options. For most organizations, Tableau Cloud will provide a
more reliable, performant, and cost-effective analytics solution when compared to self-host-
ing Tableau Server. For information about the viability of Tableau Cloud for your organization,

review this blog post, Should | move my analytics to the cloud?

Already running Tableau Server and want to migrate to Tableau Cloud? See Tableau Cloud

Manual Migration Guide.

If you have determined that you must self-host Tableau Server, we recommend following the
prescribed Tableau deployment in the Enterprise Deployment Guide (EDG). The EDG
presents a fully-tested and supported, performant, scalable, secure reference architecture
based on a tiered data network. Moving forward, we are committed to investing in the EDG ref-

erence architecture to ease feature rollouts and improve upgrade scenarios.

Hardware recommendations for production installations

The following list describes the minimum hardware recommendations for a production use,

single- node installation of Tableau Server:
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Important: These recommendations are minimums and may not reflect the requirements

for your installation and organization. For example, there are a number of factors that can

impact disk space requirements, including whether or not you will be publishing extracts,

flows, and the number of workbooks to Tableau Server. For more information on what

might impact free disk space requirements, see Disk Space Requirements.

Install Type

Single node

Multi-node and
enterprise

deployments

Tableau Software

Processor

e 64-bit (x86_
64 chipsets)

e Must support
SSE4.2 and
POPCNT
instruction
sets

e ARM-based
processors
are not sup-
ported

CPU

8 cores (16
vCPUs), 2.0
GHz or higher

RAM Free Disk

Space

Version 2022.3 @ 50 GB

and later:

128 GB

Version
2021.4.0 to ver-
sion 2022.1.x:

* 64 GB
Version

2021.3.x and

earlier:

» 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-

ation, we recommend you add a second node and dedicate this to running

Tableau Server Prep Conductor. This node should have a minimum of 4

cores (8 vCPUs), and 16 GB of RAM.

Contact Tableau for technical guidance.

Nodes must meet or exceed the minimum hardware recommendations,

except:
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Install Type Processor CPU RAM Free Disk
Space

* Dedicated Backgrounder nodes running up to two instances of back-

grounder, where 4 cores may be acceptable.

* Dedicated node for Tableau Prep Conductor: Minimum of 4 cores (8
vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4
vCPUs), 8 GB of RAM, and 100 GB free disk space.

Important: The disk space requirement cannot be checked until you initialize TSM. If you
don’t have enough space, you won’t be told this until after you install the Tableau Server pack-

age.

50 GB disk space available, with a minimum of 15 GB allocated to the /opt directory, and the

remainder allocated to the /var directory for data storage.

* Free disk space is calculated after the Tableau Server Setup program is unzipped. The
Setup program uses about 1 GB of space. You may need to allocate additional disk

space depending on various factors like whether you will be using extracts.

The core Tableau Server bits must be installed in a directory with at least 15 GB of free
disk space. If you attempt to install Tableau Server on a computer that does not have
enough space, the Tableau Server package will install, but you will be unable to con-
tinue with setup. By default the install location is the /opt directory. You can change

the installation path for Tableau Server on RHEL distros.

If you plan to make heavy use of extracts then you may need to allocate additional disk

space.You can specify a different directory for data (extract) storage during installation.

* Network attached storage space requirements for External File Store: If you are

planning to configure Tableau Server with External File Store, you will need to estimate
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the amount of storage space to dedicate on your network attached storage.

Estimating the storage size: You must take into account the amount of storage needed
for publishing and refreshing extracts. In addition, you must also take into account the
repository backup size unless you specifically choose the option to do your repository

backup separately as described in the Option 2: Back up repository separately topic.

e Extracts:

» Consider the number of extracts that will be published to Tableau Server
and the size of each extract. Test your needs by publishing several
extracts to Tableau Server, and then checking the disk space used. You
can use this amount of disk space to help you figure out how many extracts
will be published to Tableau Server over time as well as how each existing
extract will increase in size.

* Consider the space needed by the temp directory during an extract
refresh. The temp directory, which is where an extract is stored to during a

refresh, may require up to three times the final file size of the extract.
¢ Repository Backup:
* To obtain an estimate of the repository data, check the size of <data dir-
ectory>/pgsqgl/data/base directory.

¢ To obtain the exact size of the repository data, open the backup file and
use the size of the workgroup.pg_dump file.

* Core countis based on "physical" cores. Physical cores can represent actual server
hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.

* RAM shown is the minimum recommended for a single-node installation. Your install-
ation may function better with more RAM, depending on activity, number of users, and

background jobs, for example.

To see the full list of recommendations and to see the minimum requirements, see Minimum

Hardware Requirements and Recommendations for Tableau Server. For hardware spe-
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cifications Tableau uses internally for testing scalability, see Hardware recommendations for

production installations.

For public cloud deployments on Amazon Web Services and Google Cloud Platform, their
“vCPU” is actually a CPU hyper-thread, and not a full CPU core. When sizing cloud instances,
you will need twice as many vCPU as the Tableau Server CPU core requirements given (8
vCPU required for a minimum trial installation, 16 vCPU recommended for a single-node

installation).
Operating system requirements
The following distributions of Linux are supported:

2021.- 1 2022.1- 2022.1.- 2022.- 2022.3- 2023.- 2023.1- 2023.- 2023.-

4.x .0- 12+ 3.0 - A4+ 1.0 - .8+ 3.0 3.1-
2022.1- 2022.- 2023.- 2024.-
A1 3.3 1.7 2.X

AlmalLi- &
nux 8.x
AlmalLi- &
nux 9.x
Amazo- ] ] ] ] ] ] ] ]
n Linux
2
Amazo- G
n Linux
2023

CentO- @ @ o @ o o6 o6 o o

S7.9+
(not
8.x)

CentO- 9
S
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2021.- 2022.1-
4.x .0 -
2022.1-
A1

Stream
8.x

CentO-
S
Stream
9.x

2022.1.-
12+

2022.- | 2022.3- 2023.- 2023.1- 2023.-

3.0 - A+ 1.0 - .8+ 3.0
2022.- 2023.-
3.3 1.7

2023.-
31-
2024.-

2.x

Debian ' Note: As of July 2022, Debian distributions are no longer supported. For more

9 information, see this Tableau Community post.

Oracle &2
Linux
7.3+

Oracle
Linux
8.x

Oracle
Linux
9.x

RHEL @
7.3+

RHEL @
8.3+

RHEL
9.x

Rocky
Linux
8.x
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2021.- 1 2022.1- 2022.1.- 2022.- 2022.3- 2023.- 2023.1- 2023.- 2023.-

4.x .0- 12+ 3.0 - 4+ 1.0 - 8+ 3.0 3.1-
2022.1- 2022.- 2023.- 2024.-
A1 3.3 1.7 2.x
Rocky ]
Linux
9.x

Ubuntu & @ o @ o o6 o6 o o

16.04
LTS

Ubuntu & @ @ @ o o6 o6 o6 o

18.04
LTS

Ubuntu & ) @ @ @ &

20.04
LTS

Ubuntu Q 9

22.04
LTS

For information about Linux distribution requirements for Tableau Server in a Container, see

Supported distributions for building .

Important: To ensure you have the latest security and functionality patches, Tableau strongly
recommends that you use the latest supported version of the Linux distribution you are deploy-
ing on. Tableau generally tests and validates on the latest minor version of a supported dis-

tribution major version.
Additional notes on Linux distributions:

* Red Hat Enterprise Linux (RHEL), CentOS, Oracle Linux, and Amazon Linux dis-

tributions are collectively referred to in this documentation as RHEL-like.
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* As of July 2022, Debian distributions are no longer supported. For more information,

see this Tableau Community post.
* Non-LTS releases of Ubuntu are not supported.

e Ubuntu version 20.04 support was added in Tableau Server version 2023.1.0, and in
Server maintenance releases 2022.1.12 and 2022.3.4. It is not supported in earlier ver-

sions.
e Custom kernels are not supported.

In a multi-node installation of Tableau Server, all of the computer nodes where you are

installing Tableau must run Linux and the same distribution of Linux.

Installation directory

The core Tableau Server bits are installed in the /opt directory by default.

e The directory where you install Tableau Server must have at least 15 GB of free disk
space allocated to it. If you attempt to install Tableau Server on a computer that does
not have enough space, the Tableau Server package will install, but you will be unable
to continue with setup.

¢ You can specify a non-default install location on RHEL-like systems, but cannot change
the location on Ubuntu.

¢ Do not specify a symbolic link or a directory location on a Network File System (NFS)
volume when specifying a non-default install location on RHEL-like systems.

Data directory

By default, Tableau Server will create a data directory for all content and extracts that are man-

aged by Tableau. The directory is created at /var/opt/tableau/tableau server.

You can specify a different directory for data (extract) storage during installation. If you plan to
use a different directory, do not create the directory. Instead, let Tableau Server setup create
the directory. The data directory requires specific permissions that are set during the install-

ation process.
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To change the data directory, you must pass a flag along with the data directory path when

yourunthe initialize-tsmscript. See Help Output for initialize-tsm Script.

If you are changing the default data directory:

* Do not specify a symbolic link or a data directory location on a Network File System
(NFS) volume.

¢ Do not specify a data directory location with a path that includes a period or space. If
there is a period or space in the path, initialization will fail.

e The data directory must be installed into a different directory than the installation dir-
ectory.

Important: You cannot change the data directory location after you've run ini-
tialize-tsm. The data directory location will persist for the life of the deployment,

including subsequent upgrades.

Tableau Prep Conductor

Tableau Prep Conductor is one of the process on Tableau Server. It runs a flow, checks con-
nection credentials, and sends alerts if a flow fails. Tableau Prep Conductor leverages the

scheduling and tracking functionality of Tableau Server so you can automate running flows to
update the flow output instead of logging into Tableau Prep Builder to manually run individual

flows as your data changes.

Tableau Prep Conductor is licensed separately and is available through the Data Man-
agement license. For more information on Tableau Prep Conductor licensing, see License

Data Management.

We recommend you enable Tableau Prep Conductor on a dedicated node. For more inform-

ation:

* Ifyou are installing a new Tableau Server, see Step 1 (New Install): Install Tableau

Server with Tableau Prep Conductor.
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* If you are adding Tableau Prep Conductor to an existing installation of Tableau Server,

see Step 1 (Existing Install): Enable Tableau Prep Conductor.

Additional requirements
Make sure that your environment also meets the following additional requirements:

Hostname

e Tableau Server must be able to resolve the hosthame to an IP address either using the
domain name server (DNS) or with a local host file on the computer running Tableau
Server. By default, host files are stored at /etc/hosts.

¢ The hostname of the server must not change after you start Tableau Services Manager
during the setup process. For example, this might happen if you use the cloud-init pack-
age to initialize a virtual machine, and you install Tableau Server on that virtual
machine.

* Hostnames that include underscores (_) are not supported by Tableau Server.

Static IP address
The computer where you install Tableau Server must have a static IPv4 or IPv6 address.
Database drivers

To connect to specific data sources, the computer where you install Tableau Server must have

the correct database drivers installed. For more information, see Database Drivers.
Available ports

TSM and Tableau Server each require an available TCP port in order for you to access them.
TSM defaults to port 8850, and the Tableau Server Gateway service defaults to port 80. We
strongly recommend that you ensure that both port 8850 and 80 are not in use on your system
before installing Tableau Server. If those ports are not available, the TSM and gateway ports
may be dynamically remapped to different port numbers, and there is currently no interface for

displaying which port they have been remapped to.

See Tableau Services Manager Ports.
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Local firewall configuration

If you are running a firewall on the computer where you will be installing Tableau Server, then

you will need to open the following default ports for Tableau Server traffic. All port numbers,

except 443 can be changed.

Port

80

443

8850

8060

8061

8000-
9000

27000-
27009

TYPE OF
INSTALLATION

Distributed /

High Avail-

TCP/UDP Used by ... All ability
TCP Gateway X
TCP SSL. When Tableau Server is con- X

figured for SSL, the application server

redirects requests to this port. Do not

change this port.
TCP Tableau Services Manager. X
TCP PostgreSQL database. X
TCP PostgreSQL backup verification port X
TCP Range of ports reserved by default for X

dynamic mapping of Tableau processes

TCP Range of ports used by Tableau Server X
for License service. This range must be
open on the node running the License
service and accessible from other
nodes. By default, the initial node runs
the License service.

See Tableau Services Manager Ports and Configure Local Firewall.

System user and groups
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Tableau Server on Linux uses one unprivileged user, and two groups for proper operation.
Tableau will create the default account and groups during setup. Alternatively, you can specify

existing accounts. See System user and groups
and TSM authorization group.

Sudo and root access

Allinstallation tasks and administrative tasks for Tableau Server must be run as root. Often
this is accomplished using the sudo command, but running the commands directly as the root

user is also possible.

To install Tableau Server with the root account, you must specify a user account during install-
ation. The account will be used for managing TSM. Specify the account by running the ini-

tialize-tsm script with the -a option. See Help Output for initialize-tsm Script.
Account password

The user account that you use to install and administer Tableau Server must be able to authen-
ticate with a password. That is, the user must not use another means of authenticating (for

example public key authentication).

If the account you are using to install and initialize Tableau Server does not have a password,

you can set one using the passwd command:

sudo passwd SUSER
Port access requirements

If you want to install Tableau Server remotely, for example by means of SSH, ensure that the

following ports are open:

¢ 8850. The port used for the Tableau Services Manager (TSM) web interface. You can
use this interface to configure Tableau Server.
¢ 80. The port used for the main Tableau Server web interface.
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The Tableau Server installer attempts to open these ports during the installation process, but
it can only open these ports for the firewalld firewall. If your computer runs another fire-

wall, you must open the ports before you install.
Virtual Container environments

Beginning with version 2021.2, certain configurations of Tableau Server on Linux can be run

in a container. For details on supported configurations, see Tableau Server in a Container.

Previous versions of Tableau Server on Linux and unsupported configutations have not been
tested and are not supported in virtual container environments such as Docker. In these
cases, Tableau Server on Linux will not function as expected if installed in these envir-

onments.
Package requirements

Systemd

Tableau Server requires systemdto manage services. This package is installed by default on
CentOS 7 and Ubuntu 16. If you decide to test Tableau Server on a modified version of these

distributions, you can run the following command to confirm that systemd is installed:

whereis systemd

If systemdis installed, the installation location is displayed. For example, you might see the

following output:

systemd: /usr/lib/systemd /etc/systemd /us-

r/share/systemd /usr/share/man/manl/systemd.l.gz

If you have systemd installed but the Tableau installer is failing requirements checks for sys-
temd, it's likely that systemd is not running. To verify that systemd is running, run the following

command:

1s /run/systemd
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The output will be a list of files and directories. If systemd is running, the output will include sys-

tem. If systemis notin the output, then systemd is not running.
Antivirus software

Antivirus software that scans directories used by Tableau Server can interfere with installation
and ongoing use of Tableau Server. In some cases, this can result in installation failures, prob-
lems starting Tableau Server, or impacts to performance. If you plan to run antivirus software

on the computer running Tableau Server, follow the recommendations in the Knowledge Base.

Continue to the next step: Install and Configure Tableau Server.

Minimum Hardware Requirements and Recommendations for
Tableau Server

The following minimum hardware requirements and recommendations apply to all computers

running Tableau Server, including physical hardware and virtual machines (VMs):

* Minimum requirements for installation reflect the minimum hardware your computer
must have in order to install Tableau Server. We do not recommend you attempt run
Tableau Server on servers with these values, even if you are just testing. Depending the
features you have licensed and are using, you may experience poor performance and
an unrealistic experience. In certain cases Tableau Server may not start without at least

20GB of memory.

For prototyping and Proof of Concept (PoC) testing, we recommend you use Tableau
Cloud. This will give you an opportunity to experience Tableau Server on appropriately

sized hardware.

* Minimum recommendations for production go beyond minimum installation require-
ments, and represent the minimum hardware configuration you should use for install-
ation on most production nodes. If your computer meets the minimum installation
requirements but does not meet these recommendations, the Setup program will warn

you but you can continue the installation. For certain nodes dedicated to specific tasks
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and processes such as backgrounder, or Prep, you may be able to use servers that do

not meet this minimum recommendation.

The minimum recommendations listed here are intended as general guidance.
However the recommendations for your environment may vary. For more information,
see the Hardware recommendations section of the Recommended Baseline Con-

figurations topic.

In addition, Tableau Server should not be installed on a physical computer or on a
VM instance that is also running resource-intensive applications such as databases or applic-

ation servers, or on a VM instance that is using shared resources.

Note: If you install Tableau Server on a computer that meets the minimum requirements
but does not have at least 8 cores and 16 GB of system memory, the default number of
all processes installed is reduced to one of each process by design. For more information

about processes, see Server Process Limits

Looking for Tableau Server on Windows? See Minimum Hardware Requirements and

Recommendations for Tableau Server.

Minimum installation hardware requirements

We strongly recommend any Proof of Concept (PoC) testing or prototyping be done using

Tableau Cloud. This guarantees you will be running on systems with adequate resources.

The computer on which you are installing or upgrading Tableau Server must meet the min-
imum hardware installation requirements. If the Setup program determines that your com-
puter does not meet the following requirements, you will not be able to install Tableau Server.
Meeting these requirements does not guarantee you a good experience testing Tableau

Server

Minimum Hardware Requirements

102 Tableau Software


https://help.tableau.com/current/server/en-us/server_baseline_config.htm#hardware-recommendations
https://help.tableau.com/current/server/en-us/server_baseline_config.htm
https://help.tableau.com/current/server/en-us/server_baseline_config.htm
https://help.tableau.com/current/server/en-us/server_hardware_min.htm
https://help.tableau.com/current/server/en-us/server_hardware_min.htm

Tableau Server on Linux Administrator Guide

These minimum requirements are for installing Tableau Server. They do not guarantee suc-
cessful testing or use. For production minimum recommendations, see Minimum production

hardware recommendations.

Processor CPU RAM Free Disk
Space

e 64-bit 4 cores (8 Version 2022.3 and 15 GB
* Must support SSE4.2and  \cpys) later:

POPCNT instruction sets
« ARM-based processors * 64 GB -initial

are not supported node

e 16 GB - additional
nodes

Version 2022.1 and

earlier:

e 16 GB - all nodes

* Free disk space is calculated after the Tableau Server Setup program is unzipped. The
Setup program uses about 1 GB of space. You may need to allocate additional disk

space depending on various factors like whether you will be using extracts.

The core Tableau Server bits must be installed in a directory with at least 15 GB of free
disk space. If you attempt to install Tableau Server on a computer that does not have
enough space, the Tableau Server package will install, but you will be unable to con-
tinue with setup. By default the install location is the /opt directory. You can change the

installation path for Tableau Server on RHEL distros.

If you plan to make heavy use of extracts then you may need to allocate additional disk

space. You can specify a different directory for data (extract) storage during installation.

» Core count is based on "physical" cores. Physical cores can represent actual server
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hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.

Minimum production hardware recommendations

For production use, the computers on which you install or upgrade Tableau Server should, in

most cases, meet or exceed the minimum hardware recommendations. These recom-

mendations are general. Actual system needs for Tableau Server installations can vary based

on many factors, including number of users and the number and size of extracts, as well as

the features you have licensed. If the Setup program determines that your computer does not

meet the following recommendations, you will get a warning, but you can continue with the

installation process. For more information, see the Hardware recommendations for pro-

duction installations.

Install Type Processor

64-bit (x86_
64 chipsets)
e Must support
SSE4.2 and
POPCNT
instruction

Single node .

sets

¢ ARM-based
processors
are not sup-
ported

CPU

8 cores (16
vCPUs), 2.0
GHz or higher

RAM Free Disk

Space
Version 2022.3 | 50 GB
and later:

128 GB

Version
2021.4.0 to ver-
sion 2022.1.x:

* 64GB

Version
2021.3.x and

earlier:

« 32GB

If you are adding Tableau Prep Conductor to your Tableau Server install-

ation, we recommend you add a second node and dedicate this to run-

ning Tableau Server Prep Conductor. This node should have a minimum
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Install Type Processor CPU RAM Free Disk
Space

of 4 cores (8 vCPUs), and 16 GB of RAM.

Multi-node and | Contact Tableau for technical guidance.
enterprise
Nodes must meet or exceed the minimum hardware recommendations,
deployments
except:
* Dedicated Backgrounder nodes running up to two instances of

backgrounder, where 4 cores may be acceptable.

* Dedicated node for Tableau Prep Conductor: Minimum of 4 cores

(8 vCPUs), and 16 GB of RAM.

* Dedicated node for Independent Gateway: Minimum of 2 cores (4

vCPUs), 8 GB of RAM, and 100 GB free disk space.

Important: The disk space requirement cannot be checked until you initialize TSM. If you don’t

have enough space, you won’t be told this until after you install the Tableau Server package.

50 GB disk space available, with a minimum of 15 GB allocated to the /opt directory, and the

remainder allocated to the /var directory for data storage.

* Free disk space is calculated after the Tableau Server Setup program is unzipped. The
Setup program uses about 1 GB of space. You may need to allocate additional disk

space depending on various factors like whether you will be using extracts.

The core Tableau Server bits must be installed in a directory with at least 15 GB of free
disk space. If you attempt to install Tableau Server on a computer that does not have
enough space, the Tableau Server package will install, but you will be unable to con-
tinue with setup. By default the install location is the /opt directory. You can change the

installation path for Tableau Server on RHEL distros.
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If you plan to make heavy use of extracts then you may need to allocate additional disk

space.You can specify a different directory for data (extract) storage during installation.

* Network attached storage space requirements for External File Store: If you are
planning to configure Tableau Server with External File Store, you will need to estimate

the amount of storage space to dedicate on your network attached storage.

Estimating the storage size: You must take into account the amount of storage needed
for publishing and refreshing extracts. In addition, you must also take into account the
repository backup size unless you specifically choose the option to do your repository
backup separately as described in the Option 2: Back up repository separately topic.

» Extracts:

e Consider the number of extracts that will be published to Tableau Server
and the size of each extract. Test your needs by publishing several
extracts to Tableau Server, and then checking the disk space used. You
can use this amount of disk space to help you figure out how many

extracts will be published to Tableau Server over time as well as how
each existing extract will increase in size.

* Consider the space needed by the temp directory during an extract
refresh. The temp directory, which is where an extract is stored to during a

refresh, may require up to three times the final file size of the extract.
¢ Repository Backup:
* To obtain an estimate of the repository data, check the size of <data
directory>/pgsqgl/data/base directory.

¢ To obtain the exact size of the repository data, open the backup file and
use the size of the workgroup.pg dump file.

* Core countis based on "physical" cores. Physical cores can represent actual server
hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.
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* RAM shown is the minimum recommended for a single-node installation. Your install-
ation may function better with more RAM, depending on activity, number of users, and

background jobs, for example.

To see the full list of recommendations and to see the minimum requirements, see Minimum
Hardware Requirements and Recommendations for Tableau Server. For hardware spe-
cifications Tableau uses internally for testing scalability, see Hardware recommendations for

production installations.
For hardware recommendations for Tableau Server in the cloud, see the following:

» Selecting an AWS Instance Type and Size in the Tableau Server on Linux in the AWS
Cloud Administrator Guide

» Selecting a Google Compute Engine Virtual Machine Type and Size in the Tableau

Server on Linux in the Google Cloud Platform Administrator Guide

» Selecting a Microsoft Azure Virtual Machine Type and Size in the Tableau Server on

Linux in Microsoft Azure Administrator Guide

Install and Initialize TSM

This topic guides you through the process of installing Tableau Server and initializing Tableau

Services Manager (TSM).

Important: Do not install a beta version of Tableau Server in your production envir-
onment. You should also never restore a production Tableau Server installation using a

backup of a beta version.

Prerequisites

Before proceeding, review the topic, Before you install....
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Review optional initialization parameters

Before you install and initialize TSM, it is critical that you review the parameters that you may
optionally set as part of the initialization operation. You canonlyrun initialize-tsmonce,
so be sure to run it with all of the options that your organization needs. Some options, such as
non-default system user and group can only be configured as part of the initialization oper-
ation. Other configurations, such as forward proxy and dynamic port settings can be manually

set after you run initialization, but doing so is a much more labor-intensive process.
For a complete list of optional parameters, see Help Output for initialize-tsm Script.

Some common scenarios where optional initialization parameters are used :

e Configuring Tableau Server to work with a forward proxy server. See Optional: com-
mon initalize-tsm parameters, later in this topic, to configure Tableau Server during
installation. You can also configure Tableau Server after you install, see Configuring
Tableau Server on Linux to work with a forward proxy

¢ Specifying dynamic port mapping. By default, most ports needed by Tableau Server
are assigned (mapped) dynamically from a predefined range of ports. The port assign-
ments are made for each service or process during installation. If you want to modify
port mapping, we recommend configuring this during installation, see Controlling port
remapping with initialize-tsm.

¢ Specifying non-default system user or group This configuration change can only be per-
formed during initialization. See System user and groups.

» Specifying a non-default data directory. This configuration change can only be per-
formed during initialization. See Data directory.

As a security best practice, do not expose the TSM port (by default, 8850) to the internet.

Install Tableau Server

Install Tableau Server with your distribution’s package manager, then run a script to initialize

TSM. The script is included with the installed package.
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Important: The hostname of the server must not change after you start TSM. For
example, this might happen if you use the cloud-init package to initialize a virtual machine,

and you install Tableau Server on that virtual machine.

Install the Tableau Server package

By default, Tableau Server is installed in the /opt directory. On RHEL-like distributions you

can specify a different install location.

1. Log on as a user with sudo access to the computer where you want to install Tableau

Server.

Note: To avoid possible complications, we recommend a user account that does
not include any special characters (for example, non-ASCII, "+", "-"). These may
cause problems, including a failure to fully install Tableau Server, depending on

how your environment is configured.

2. Download the . rpmor . deb installer package from the Tableau Server Downloads and

Release Notes page.
3. Navigate to the directory where you copied the . rpm or . deb package.
4. Use the package manager to install the Tableau Server package.

You must install the new version to the same location as the existing version. The install
location must be the same on all nodes. Do not install to a location using a symbolic link

or to a directory on a Network File System (NFS) volume.

* On RHEL-like distributions, including CentOS, you have the option to install

Tableau to a non-default location.
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¢ Default location—To install to the default location (/ op-
t/tableau/tableau_server), run the following commands, where

<version> is formatted as major-minor-maintenance (ex: 2019-2-5):
sudo yum update
sudo yum install tableau-server-<version>.x86 64.rpm

* Non-default location—To install to a non-default location, you must use
rpm —1i.You will also need to install all dependent packages. See the

note below.

Run the following command:

sudo rpm -1 --prefix /preferred/install/path tableau-

server.rpm

Note: When you use yum to install Tableau Server, all dependent pack-
ages are automatically downloaded and installed. This is the preferred
method for installing Tableau. If you want to install to a non-default location,
or your organization does not allow you to use yum and you must install
using rpm -1, you must also install all dependent packages separately.
For information about installing dependent packages, see Installing

Tableau Server on an Air-Gapped Computer Running Linux.

* On Ubuntu, run the following commands, where <version> is formatted as

major-minor-maintenance (ex: 2019-2-5):

sudo apt-get update
sudo apt-get upgrade
sudo apt-get -y install gdebi-core

sudo gdebi -n tableau-server-<version> amdé64.deb
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Initialize TSM

You can specify a separate location for data (extracts and extract metadata) storage, whether

or not you install Tableau to the default location.

1.

Tableau Software

Navigate to the scripts directory:

cd /opt/tableau/tableau server/packages/scripts.<version code>/
Run the following script to start TSM:

sudo ./initialize-tsm --accepteula --activation-service --

<optional parameters>

The only required parameter forthe initialize-tsmscriptis -—accepteula. You
must include this parameter to accept the Tableau Server End User License Agreement

(EULA). The EULA is available in the following location:

/opt/tableau/tableau server/packages/docs.<version code>/Com-

mercial EULA.txt

However, review the following common parameters before running the script.

Optional: common initalize-tsm parameters

There are a number of parameters (also referred to as, flags) that you can set when you
run initialize-tsm. Common flags are listed below. For a complete list, run the com-

mand, sudo ./initialize-tsm -h, or see Help Output for initialize-tsm Script.

* Usethe --activation-service option to activate Tableau Server using the
Tableau authorization-to-run (ATR) service. As of Tableau Server 2021.4 and
later, this option is the default for Tableau Server on Microsoft Windows, Tableau

Server on LInux, and Tableau Server in containers. Server ATR is for new installs
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only, not upgrades. This option is ideal for cloud-based or virtual environments,
but is available to anyone who can activate their copy of Tableau Server online.
Selecting ATR for product activation is a permanent choice that cannot be
undone later. For more information, see Activate Tableau Server using the
authorization-to-run (ATR) service. If you don't want to use Server ATR to activ-

ate Tableau Server, use the -—no-activation-service option.

* The -a flag to specify a user to be added to the tsmadmin and tableau groups
instead of the user running this script. If you are installing with the root account,

the you must specify the -a flag.

e The --unprivileged-user flag to set a different service account. By default
a new user called tableau will be created. This account is an unprivileged ser-
vice account under which most Tableau process run. We recommend creating a
different user only in the case where a tableau user account already exists on

the computer.

* The -d flag to specify a non-default location of the "data directory" where

Tableau Server stores extracts, information about extracts, and more.
By default, Tableau Server uses the following location for the directory:
/var/opt/tableau/tableau server

When you set this flag, the intialize-tsm script will create and apply per-
missions to the directory that you specify. There are important restrictions that

apply to changing the default directory path. See Data directory.

* The --debug flag for troubleshooting. This option displays each command in
the script as itis run and can make it easier to troubleshoot issues. Use of this

option results in extensive output to the screen.

Note: Beginning in version 2021.3 this option has been removed and the script

output that would have been displayed is logged to /var/tmp/.
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* We recommend configuring Tableau Server for a forward proxy solution during

installation.

Todo so, include the --http proxyand/or --https proxy flags to specify

the forward proxy server. Specify the URL with the port, for example:
--http proxy=http://proxy.exampe.lan:80/
--https proxy=http://1.2.3.4:443/

Take care to use ht tp when you specify the URL forthe https proxy envir-
onmental variable. Do not specify the ht tps protocol for the value of the https

proxy environmental variable.

To configure Tableau Server to bypass the forward proxy, include the --no
proxy flag. You should also add exceptions to this proxy configuration to guar-
antee that all communications within a local Tableau Server cluster (if you have

one now or will have one later) do not route to the proxy server. For example:

—-No_Proxy-

y=localhost,127.0.0.1, localaddress, .localdomain.com.

* If you want to manually manage port assignment for TSM and Tableau Server pro-
cesses, you may need to use one or more port-related switches with initialize-

tsm. For more information, see Controlling port remapping with initialize-tsm.
3. Log off and log on again to the terminal before you configure Tableau Server.

When you log on again, you create a new session in which group membership changes
have taken effect. The new session also has access to the environment variables added

bythe initialize-tsm script.

Next step

¢ Activate and Register Tableau Server
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Activate and Register Tableau Server
Before you can use Tableau Server, you must activate and register it.

Tableau Server requires at least one product key that both activates the server and specifies
the number of license levels you can assign to users. You can access your product keys from

the Customer Portal.

If you need to activate Tableau Server on a computer that is offline, see Activate Tableau
Server Offline. If you need to activate additional product keys to add capacity to an existing

Tableau Server installation, see Add Capacity to Tableau Server.

Prerequisite

Before proceeding with the procedures in this topic, complete the following prerequisites as

outlined in Install and Configure Tableau Server:
* Install and Initialize TSM

* TSM uses port 8850. If you are running a local firewall, open port 8850. See Configure

Local Firewall.

Use the TSM web interface
1. Signin to Tableau Services Manager Web Ul.

The account you use must have administrative privileges on the computer where TSM

is installed.

2. Onthe Activate page, Enter or paste your product key and click Activate Product

Key.
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Note: In versions prior to 2023.3.0 an option to activate a trial license displays. This
option was retired (removed) starting version 2023.3.0. To learn about options for

trying Tableau Server, contact your account representative.

After your product key is activated, it appears under Activated Product Keys.

Activate Register Setup

Product Key

0000-0000-0000-0000-000

Activated Product Keys

3. To activate another product key, type over they key you just entered to add the new
product key, and then click Activate Product Key. After your product key is activated, it

appears under Activated Product Keys. Continue adding product keys in this manner
until you're done.

4. When you're finished activating product keys, click Next.

Note: If the product keys you have activated don’t have the necessary capacity,
such as not enough cores or only a Viewer role product key, Tableau Services Man-

ager displays the Insufficient licenses applied dialog box. Click Activate
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Another Product Key to add another product key and increase capacity on your

Tableau Server installation.

Insufficient licenses applied

If you try to activate Tableau Server using these licenses, it may not run
properly. We recommend that you activate additional licenses to support
this Tableau Server deployment

r Porta

Activate Another Product Key

5. Onthe Register page, enter your information into the fields and click Register.
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®
N

Activate Register

Register with Tableau. All fields are required.

Contact Information

First Mame

Phone Mumber

Company Information

Organization

Industry
v
Department
w
Region Information
City
Country/Region
v

Tableau Software

Setup

Last Mame

Email

Company Size

Job Role

Postal Code

State/Province

Initialize
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Use the TSM CLI
Activate Tableau Server
To activate Tableau Server for production use, you must have a product key.

To activate a product key, run the following command:

tsm licenses activate -k <product key>

To activate a two-week trial, run the following command:

tsm licenses activate -t

If you are unable to activate Tableau, for example, if you get an error like this:

License Server not available
see Activate Tableau Server Offline.
What if | get an access denied error when | attempt to run TSM commands?

The account that you use to configure the rest of the installation must be a member of the
tsmadmin group that was created during initialization. To view the user accounts in the

tsmadmin group, run the following command:
grep tsmadmin /etc/group

If the user accountis not in the group, run the following command to add the user to the

tsmadmin group:
sudo usermod -G tsmadmin -a <username>
Register Tableau Server

After activation, you need to register Tableau Server. To do this, create a registration file and

then pass it as an option with the tsm register command.
1. Generate a template that you can edit by running the following command:

tsm register --template > /path/to/<registration file>.json

118 Tableau Software



Tableau Server on Linux Administrator Guide

2. Edit the template file to create your completed registration file.

Here is an example of a registration file in the required format:

{

"first name" : "Andrew",
"last name" : "Smith",
"phone™ : "311-555-2368",
"email™ : "andrew.smith@mycompany.com",
"company" : "My Company",
"industry" : "Finance",
"company employees" : "500",
"department" : "Engineering",
"title"™ : "Senior Manager",
"city" : "Kirkland",

"state" : "WA",

"zip" : "98034",

"country" : "United States",
"opt in" : "true",

"eula" : "true"

3. After saving changes to the file, pass it with the —-£1i 1e option to register Tableau

Server:

tsm register --file /path/to/<registration file>.json
For example:

tsm register --file /usr/share/tableau-reg-file.json

If you have a product key for Data Management or Advanced Management, you must activate
that key to use the additional functionality. Product keys for these licenses should only be activ-

ated after at least one capacity product key has been activated on the server.
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* Forlicense information on Tableau Data Management, see License Data

Management.

* Forlicense information on Tableau Advanced Management, see About Tableau

Advanced Management on Tableau Server.

Next step

¢ Configure Initial Node Settings

Activate Tableau Server Using the Authorization-To-Run (ATR) Service

You can use the Server authorization-to-run (ATR) service to activate Tableau Server
deployed in on-premises, cloud, container, or virtual environments without running out of
license activations. The ATR service achieves this by providing short-term leases of con-
figurable duration (ATR duration) which ties the license to the device until product key expir-
ation date is met. ATR handles activation capacity tracking so if there is an underlying
hardware change, maximum activation errors don't occur. This option is recommended for all

Tableau Server installations.

If you are activating Tableau Server online (this is the default), Tableau Server connects to
various internet locations for licensing purposes. For more information, see Communicating

with the Internet.

If you are activating Tableau Server offline, you can still use ATR service to activate, however
there are slight differences in how ATR duration works with offline activations. For more

information, see ATR Duration for Offline Activations.

We recommend using the Server authorization-to-run (ATR) service to simplify server licens-
ing. If you chose not to use Server ATR, you will use the legacy licensing technology which

does not provide the dynamic management capabilities of Server ATR.

Your choice of activation type will be permanent for this installation of Tableau Server. To

change this later, you must backup, remove, and then reinstall Tableau Server.
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How Tableau Server ATR works

When ATR service is enabled, Tableau Server periodically contacts a Tableau-hosted author-
ization-to-run (ATR) service to verify that Tableau is authorized to run, based on its license and
the length of the authorization window (ATR duration or lease). As long as this communication

is successful, Tableau runs without any impact to the user.

When Tableau Server is activated offline and ATR is enabled, Tableau Server can not peri-
odically contact the ATR service to verify Tableau is authorized to run. Instead, Tableau Server

internally tracks the ATR Duration from when the product key was first activated offline.
ATR Duration

By default, an instance of Tableau Server is given a 5 day ATR lease (duration) to successfully
contact the ATR service for verification. This means that after the initial authorization, Tableau
Server could be used for 5 days without network connection before the activation expired. The
authorization checks between Tableau Server and ATR service are attempted regularly, and

each time a check is successful, the ATR duration is reset to its full length.

The authorization check frequency varies, and is dependent on the ATR duration:

ATR duration Authorization check frequency
<4 hours every 15 minutes

<24 hours every 1 hour

<7 days every 12 hours

> 7 days every 24 hours

For example: If the ATR duration is 48 hours, Tableau Server will contact the ATR service
every 12 hours to complete an authorization check and the ATR duration is reset to 48 hours
after each successful authorization check. The ATR duration will then begin to count down to 0
until the next authorization check. If the Tableau Server machine is shut down or there is no
internet access, Tableau Server can no longer contact ATR service. If this happens, the ATR

duration will not be reset to 48 hours and will continue to count down to 0. If Tableau Server is
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not started or cannot communicate with the ATR service before the ATR duration reaches 0,

the license will expire and you must activate the license again.

Note: You should keep your Tableau Server running as much as possible. If Tableau
Server cannot successfully complete an authorization check within the ATR duration
period, ATR service will reclaim the license lease and then you'll need to reactivate your

license.

To view the ATR duration, see tsm licenses atr-configuration get.
Set or change the Server ATR duration

When using Server authorization-to-run (ATR) to activate Tableau Server, you can change
the ATR duration and use a setting different than the default of 432000 seconds (5 days). If
you're creating a test server or virtual machine (VM) that will have a short lifespan, you might
want to shorten the ATR duration. Similarly, if you have a server that you plan to keep for a

long time, you might want to lengthen the ATR duration.

If you start up new VMs frequently, reducing the ATR duration can allow older VMs to release
their capacity, allowing it to be used by new VMs. On the other hand, if you increase the ATR

duration, renewal cycles will be longer but capacity is not released as often.

To change the ATR duration, you use the tsm licenses atr-configuration set -
duration <value in_ seconds>command. For more information, see tsm licenses atr-

configuration set.

ATR duration in seconds Minimum Maximum Default

Tableau Server (container) 3600 (1 hour) | 2593000 (30 days) | 14400 (4 hours)

Tableau Server (non-container) | 3600 (1 hour) | 7776000 (90 days) | 432000 (5 days)

Tableau Server on Linux

To set ATR duration and manually start the Activation Service, run the following commands:
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1.

2.

On the initial node, open a terminal session, and then use the following commands:

tsm licenses atr-configuration set --duration <value in

seconds>

tsm pending-changes apply

sudo su -1 tableau

systemctl --user stop activationservice O
systemctl --user start activationservice 0

Verify that the Activation Service is running by using the tsm status -vcommand.
Tableau Server Activation Service should be listed as "is running". If the Activation Ser-

vice is not started, then run:

systemctl --user restart activationservice O

Tableau Server in a Container

To set ATR duration and manually start the Activation Service, run the following commands:

1.

2.

On the initial node, open a terminal session, and then use the following commands:

tsm licenses atr-configuration set --duration <value in

seconds>

tsm pending-changes apply

sudo su -1 tableau

supervisorctl stop activationservice 0
supervisorctl start activationservice 0

Verify that the Activation Service is running by using the tsm status -vcommand.

Tableau Server Activation Service should be listed as "is running". If the Activation
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Service is not started, then run:

supervisorctl restart activationservice 0

Note: For Tableau Server running in a container, the TTL Start and TTL End values
reflect the current lease being used by Tableau Server. Container leases that are shorter

than a day are refreshed hourly, but longer leases can take up to 24 hours to renew.

ATR Duration for Offline Activations

When Tableau Server is activated offline, the ATR duration is set to either one year from the
day the product key was activated offline, or to the renewal date of the product key, whichever
comes first. Once the ATR duration reaches the set date, the product key will become deac-
tivated. Since Tableau can not communicate with the ATR service in offline environments,

there are no authorization checks.

Ifyouusethe tsm licenses atr-configuration get command to view the ATR dur-
ation for offline activations, the result will be 0, which is expected. To view ATR duration for off-
line activations, use the ATRDiag -product "Tableau Server" command instead. For
more information, see ATRDiag.exe Command Line Reference. In the resulting output, the

TTL End date is the date the ATR duration ends.
Updating ATR duration in offline environments

Because authorization checks are not possible in an offline environment, the ATR duration is
set to a fixed value as described above. To avoid unplanned Server downtime, be aware of
the ATR duration in your installation, and plan to update the ATR duration before it expires.

How you do this depends on if you have a USL key or a non-USL key:

* USL keys: If you have a USL key, follow the instructions here: USL offline license enti-

tlement updates.

* Non-USL keys: If you have a non-USL key:

124 Tableau Software



Tableau Server on Linux Administrator Guide

» Deactivate the existing license key. See Deactivate Tableau Server Offline.
* Activate your new key. See Activate Tableau Server Offline
Move a Server ATR product key to another Tableau Server

If you want to stop using your product key on an existing Tableau Server and use it on a new
installation of Tableau Server, you can move your Server ATR product key. You might want to

move product keys when:

Switching between development or pre-production environments.

* Moving Tableau Server to upgraded hardware.

* Moving Tableau Server to cloud infrastructure.

* Using an ephemeral Tableau Server, such as a virtual machine (VM) or container.
Deactivate a product key for reuse on another Tableau Server
Deactivate a product key in version 2021.4 and later

You can remove product key(s) that were activated using Server ATR when you want to
reclaim license capacity from one Tableau Server installation and use it on another. For more

information about reclaiming a product key, see Deactivate Product Key.
Deactivate a product key in version 2021.3 and earlier

When ATR service is used to activate a Tableau Server license you cannot manually deac-
tivate the license. You can have one production and two non-production installations per
license. If you have unused activations on a license, you can activate the same license on
another Tableau Server. If you’re out of activations, you can still activate the license after the

ATR lease expires by taking the following steps:

1. Disable the existing Tableau Server from refreshing its leased activation. You can do

this using any of the following methods:
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* Shut down your existing Tableau Server.
* Uninstall the existing Tableau Server.

» Disconnect the existing Tableau Server from the Internet by unplugging the eth-

ernet cable or disconnecting wifi.
2. Afterthe ATR lease expires, you can reuse the license on another Tableau Server.
3. Onthe new computer, install Tableau Server.

When prompted, activate Tableau Server using the same license.

Activate Tableau Server Offline

When you install Tableau Server, you have to activate at least one product key, but we recom-
mend that you activate all Tableau Server licenses found in the Tableau Customer Portal.
Doing this activates the server, and specifies the number of license levels you can assign to
users. For offline activations, you should activate the product key listed in the Offline Activ-
ation Id field in the Tableau Customer Portal. For information about finding the right key, see

the Find the Correct Key to Activate on Tableau Server Knowledge Article.

There are also times you may need to activate licenses after Tableau Server is installed, for
example, if you add capacity to your server, or get a new product key. If you don't have your

product key, you can get it from the Tableau Customer Account Center.

Note: Activating any product key after Tableau Server has already started will require a

Tableau Server restart for the changes to take effect.

In most cases, you can activate your key directly from Tableau Server, either during install-
ation, or later, using the Tableau Services Manager (TSM) Licenses page, but there are some
circumstances that don't allow you to do this. If your computer is not connected to the internet
for example, or has a firewall that restricts access outside your intranet. In these cases you

need to do an offline activation.
Tableau Server in a Container only supports license activation using Server ATR. Offline
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activation using Server ATR is supported in 2023.1 and later. This functionality is available in
Containers but requires extra steps and approval. If you need to run Tableau Server in a Con-
tainer in an air-gapped or offline environment, contact your Account representative for more
information.

Offline activation and login-based license management (LBLM)

Beginning in Tableau Server version 2023.1.0, offline activation is supported for LBLM when
your server is configured to use the Authorization-to-Run (ATR) service. You can only con-
figure Tableau Server to use the ATR service during a new install. Upgrading customers with
existing server installations need to install a new instance of Tableau Server version 2023.1.0
or later and restore a backup of their existing installation to that new instance. For information
on this process, see Using a Blue/Green approach for upgrading Tableau Server. For more
information about ATR service, see Activate Tableau Server Using the Authorization-To-Run
(ATR) Service.

Offline activation and updateable subscription licenses (USL)

Offline activation of updateable subscription licenses requires special steps. For details, see

Activating USL in Offline or Disconnected Environments.
There are two scenarios in which you may need to do an offline activation:

» Offline activation during install—To complete an offline activation when you are

installing Tableau Server.

» Offline activation of licenses after install—To complete an offline activation after your

server is installed and running.
Offline activation overview
Offline activation of Tableau Server involves the following steps:
1. Generate an offline activation request file.
2. Copy the offline activation request file to a computer with internet access.

3. Upload the offline activation request file to the Tableau activation website.
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4. Download the resulting offline activation response file from the website. You'll use this
file to activate Tableau Server

Offline activation file name changes

Beginning in Tableau Server version 2023.1, the Tableau licensing system supports two
underlying licensing technologies. From an administrative perspective, the only configuration
difference between the two systems is the file types that are generated and consumed for off-
line activation. The licensing technology is determined during the initial installation of Tableau
Server, and cannot be changed after install.

We refer to the legacy (and still supported) version of licensing technology as FlexNet. The
latest version of the technology is referred to as Server ATR. For more information, see Activ-
ate Tableau Server Using the Authorization-To-Run (ATR) Service. The following table

describes the file naming nomenclature for each technology. The table also includes the gen-
eric reference.

Generic file name Server ATR file names FlexNet file names
Off- Off- Tableau-
lineActivationRequest lineActivationRequestFile OfflineActivationRequest.tlq

yyyyMMdd.hhmmss.json

Off- Off- activation.tlf
lineActivationResponse | lineActiv-

ationLicensingAtrs.zip

Note: Since this documentation supports multiple versions of Tableau Server, we will
use the generic file name references (OfflineActivationRequest and Off-
lineActivationResponse) for the rest of this topic. You can identify the licensing tech-

nology your Tableau Server installation uses according to the file type that generated in
the steps that follow.

Use the TSM web interface
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If you attempt to activate your product key from the TSM licenses page and see a dialog that

says online activation is unavailable, you can activate the key offline. The offline activation pro-

cess must be completed once for each product key.

1. Click Activate License Offline.

Online Activation Unavailable

n =

ettings, or installed in an offline environment

Try the following troubleshooting methods to resolve the problem:

i

e Check network connections

s Verify firewall settings

e Try activating the license product key again
¢ Proceed with offline activation

ableau Server may be offline due to network connectivity problems, firewall

C

Try Activating Again | Activate License Offline

2. Create an offline activation request file (OfflineActivationRequest) for the product key.

Create an OfflineActivationRequest file you will upload to the Tableau activation web-

site. If your product key is not pre-filled in the form, enter your key and click Create Off-

line File to generate an OfflineActivationRequest file on the local computer.
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Step 1: Create, Upload, and Submit an Offline File

Enter a product key then create. save. and move the Tableau Offline Activation Request file to a
computer connected to the Internet. You will then need to upload and submit the offline file to
Tableau (Step 2)

The key has 20 characters

Create Offline File

v .LI:I::;-: and submit the Tableau Offline Activation
nerate the first Offline Activation file to upload in Step 2.

Copy the OfflineActivationRequest file to a computer with internet access. You need to
upload this file to the Tableau activation website to generate an activation response

file.
3. Upload and submit the OfflineActivationRequest file.

You will upload and submit the OfflineActivationRequest file to the Tableau activation
website. This automatically generates an activation response file (Off-
lineActivationResponse) that you can download and copy back to the Tableau Server

computer.

a. On the computer where you copied the OfflineActivationRequest file, open a
browser and go to htip://www.tableau.com/support/activation to open the

Tableau Support Activation page.

b. On the Offline Activation page, click Choose File to select the Off-

lineActivationRequest file.

C. Click Upload Activation File to submit the file to the Tableau activation web-

site.
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d. Click the here link to download the OfflineActivationResponse file to your com-

puter.
Offline Activation

The activation was successiul. Please click h%'e to download your activation file.

For help creating the offline activation file, see Activate Tableau Desktop Offline or Activate Tableau Server Offline. (Linux)
e. Copy the OfflineActivationResponse file to the computer where Tableau Server is
installed.
4. Upload the OfflineActivationResponse file.

On the Tableau Server computer, click Upload Activation File to upload the Off-
lineActivationResponse file to Tableau Server. When you do this successfully, the Activ-

ate Product Key button is enabled.

Step 2: Upload Activation File

Upload the Offline Activation file you downloaded from hitp:#www tableau com/support/activation

to activate ¥our server and CC‘E-ftSF client otmlineg.

After activating product key, you can go back to Step 1 to enter another product key.

Cancel Offline Activation

5. Click Activate Product Key to complete the offline activation.
6. (Skip this step if you are installing Tableau Server for the first time.)

Restart Tableau Server for licensing changes to take effect.
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Use the TSM CLI
Step 1. Log in to Tableau Services Manager

Before you can proceed you must log in to Tableau Services Manager (TSM). To log in to

TSM, run the following command:

tsm login -u <username>

What if | can'tlog in?

The account that you use to configure the rest of the installation must be a member of the
tsmadmin group that was created during initialization. To view the user accounts in the

tsmadmin group, run the following command:
grep tsmadmin /etc/group

If the user accountis not in the group, run the following command to add the user to the

tsmadmin group:
sudo usermod -G tsmadmin -a <username>
After you have added the user to the t smadmin group, runthe tsm login command.
Step 2. Generate an offline activation request file
1. On the initial node, open a terminal session.
2. Type this command to get your offline activation file:

tsm licenses get-offline-activation-file -k <product-key> -o

<target-directory>

You can get your product key from the Tableau Customer Portal. The target directory

must already exist.

3. Copy the offline activation file (OfflineActivationRequest) from the target directory to a

computer that has internet access.

132 Tableau Software


http://customer.tableau.com/

Tableau Server on Linux Administrator Guide

Step 3. Upload the offline activation request to the Tableau activation website
1. On the computer that has internet access, go to the Tableau Product Activations page.
2. Complete the instructions to upload your OfflineActivationRequest file.
This creates an activation response file (OfflineActivationResponse).
3. Download the OfflineActivationResponse file from the Tableau activation website.
Step 4. Initialize or activate your license

1. Copy the OfflineActivationResponse file to a location accessible from the Tableau

Server computer.
2. Run the following command:
tsm licenses activate -f <path-and-activation-file>

Note: When using ATR to activate Tableau Server, <path-and-activation-file>
should point to the packaged OfflineActivationResponse . zip file. Do not unzip the

OfflineActivationResponse file prior to running this command.
3. (Skip this step if you are installing Tableau Server for the first time.)

Restart Tableau Server for licensing changes to take effect:

tsm restart

4. (Optional) To verify that all licenses are activated, you can run this command:

tsm licenses list

If you have completed the steps above, you should see a success message:

Activation successful.

Tableau Server is activated. If you need additional assistance, contact Tableau Tech-

nical Support.
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Configure Initial Node Settings

This topic describes how to configure essential server settings as part of the initial

Tableau Server installation process.

Prerequisite

Before proceeding with the procedures in this topic, complete the following prerequisites as

outlined in Install and Configure Tableau Server:
* Install and Initialize TSM
* Activate and Register Tableau Server

You may also need to configure your local firewall for Tableau Server traffic. See Configure

Local Firewall.

Use the TSM web interface

After you have activated and registered Tableau Server, the installation program will display

the Setup page.

Note: If you need to configure Tableau Server to connect to an LDAP directory that is not

Active Directory, then you must use the TSM CLI.
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Identity Store

() Loca

() Active Directory

Gateway Port

Port Mumber: 20 (Default)

Product Usage Data

Dizable sending usage data to Tableau

Include samples

Include sample workbooks

Identity store settings

You must configure the identity store settings for the Tableau Server computer. The identity

store manages Tableau Server accounts. You can configure the identity store to synchronize

with an external directory (for example, OpenLDAP or Active Directory) or you can configure

the identity store to manage and store accounts on Tableau Server. If you will be using a single
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sign on solution (OpenID, SAML, Kerberos, etc) then review the following topics before con-

figuring the identity store:
* |dentity Store

¢ Authentication

Important: After you have configured and applied settings for the identity store, it cannot

be changed.

If you select Active Directory, Tableau Server will populate the Domain and NetBIOS fields
from the computer on which you are running Setup. In some cases, Setup may not display
these attributes. For more information about how Tableau Server connects and com-
municates with Active Directory, see User Management in Deployments with External Identity

Stores.
Tableau Server requires read access to Active Directory.

You can use simple bind or GSSAPI bind to authenticate Tableau Server with Active Dir-
ectory. If Tableau Server requires access to domains outside of the domain where you are
installing, you will need to create duplicate bind accounts. See Duplicate bind accounts for

domain trust.

We recommend configuring an encrypted channel for LDAP. See Configure Encrypted Chan-

nel to LDAP External Identity Store.

LDAP simple bind
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Identity Store

fou cannot change the identity store after initializing.

() Local

(®) Active Directory

Domain MetBIOS (Mickname)
example.lan example
Hostname Port
Hostname Port

Specify and configure the encryption method Tableau Server
will use to commurnicate with Active Directory. Encrypted
communication (TLS/55L) requires a valid certificate in the
Tableau certificate store.

Touse LDAPS, you must specify a hostname and port.

@ LDAF cwer Start TLS (encrypted channel)

O LDAF (unencrypted channel)
Tableau Server requires read access to Active Directory. Specify
how Tableau Server will authenticate with Active Directory.

(®) LDAP simple bind
O LDAF G5SAFI bind
Username Password

Username Password

If you are using simple bind to authenticate with Active Directory, enter a domain account and

password.

LDAP GSSAPI bind
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Identity Store

You cannot change the identity store after initializing.

() Local

(®) Active Directory

Domain MetBIOS (Mickname)
examplelan example

Hostname Port
main-dir 635

Specify and configure the encryption method Tableau Server
will use to communicate with Active Directory. Encrypted
communication (TLS/55L) requires a valid certificate in the
Tableau certificate store.

To use LDAPS, wvou must specify a hostname and port.

I[:]I LDAF over Start TLS (encrypted channel)
@ LOAPS (encrypted channel)

I[:]I LDAR {unencrypted channel)

Tableau Server requires read access to Active Directory. Specify
how Tableau Server will authenticate with Active Directory.

() LDAP simple bind
(®) LDAP GSSAPI bind

Specify a user principal name (UPN) and upload the Kerberos
configuration file Tableau Server will use to authenticate to the
|dentity Store.

UPN

tabservi@example.lan

Configuration file Select File

Specify and configure the method Tableau Server will use to
authenticate to Active Directory.

(®) Keytabfile
(O Local authentication

Keytab file Select File
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To bind with GSSAPI you can bind with credentials or with a keytab file. If you are using a
keytab file, we recommend creating a keytab specifically for the Tableau Server service. See

Understanding Keytab Requirements.
Gateway port

The default port for web access to Tableau Server (via HTTP) is port 80. If the installation pro-
gram determines that port 80 is in use when you first install Tableau Server, an alternate port

(for example 8000) is used and shown in the Port number box.

You may need to change the port for other networking needs, for example, if you have a hard-
ware firewall or proxy in front of the Tableau Server host, this might make running a back-end

system on port 80 undesirable.

Gateway Port

Port Mumber: 80 (Default)

Product usage data

By default, Tableau Server shares usage data with Tableau that helps us better understand
how you use our products, improve your overall experience, and build highly intelligent fea-

tures that make Tableau even more powerful.

Clear this option if you do not want usage data sent to Tableau.

Product Usage Data
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You can also change this setting after installation, on the TSM Maintenance tab in the

TSM Web UI, or using the TSM CLI. For more information, see Server Usage Data.
Sample workbook installation

By default, Tableau Server will install sample workbooks in the Default site when you initialize

the server.

Include samples

Include sample workbooks

Alternatively, you can publish samples after installation by using the publishsamples tabcmd

command.
Initializing install
After you have configured the options on this page, click Initialize.

The initialization process can take a while. When initialization is complete the following page

is displayed:
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O O O
A

Activate Register Setup Initialize

Initialization Complete

You will need to create a Tableau Server Administrator account.

Use the TSM CLI

First, configure identity store, gateway settings, and sample workbook installation. Then apply

the changes, optionally verify your LDAP connection, and then initialize Tableau Server
Configure identity store settings

You must configure the identity store settings for the Tableau Server computer.

Important: After you have configured and applied settings for the identity store, it cannot

be changed.

Use the json template in identityStore Entity to create a json file. After you have filled in the

options with the appropriate values, you can then pass the json file with this command:

tsm settings import -f path-to-file.json.
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Configure gateway settings (optional)

Depending on your network requirements, you may need to configure the gateway settings
for the Tableau Server computer. For example, if you are enabling SSL or configuring access
to Tableau Server with a reverse proxy, you may need to configure gateway settings. See

gatewaySettings Entity for more information.

Use the json template in gatewaySettings Entity to create a json file. After you have filled in

the options with the appropriate values, you can then pass the json file with this command:
tsm settings import -f path-to-json-file.json.
Configure product usage data (optional)

By default, Tableau Server shares usage data with Tableau to help us better understand how
you use our products. This allows us to improve your overall experience and build highly intel-

ligent features that make Tableau even more powerful.

Tableau collects only behavioral and usage data, never any of your confidential database val-
ues, and your usage data will never be shared or sold; its sole purpose is to improve your

Tableau experience.

If you do not want to share product usage data, use the json template in sharePro-
ductUsageDataSettings Entity to create a json file, and specify a value of false. Then pass

the json file with this command:
tsm settings import -f path-to-json-file.json.

You can also change this setting after installation, on the TSM Maintenance tab or using the

TSM CLI. For more information, see Server Usage Data.
Configure sample workbook installation (optional)

By default, Tableau Server will install sample workbooks in the Default site when you initialize

the server.

If you do not want to install sample workbooks during installation, run the following command:
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tsm configuration set -k install.component.samples -v false
You can publish samples after installation by using the publishsamples tabcmd command.
Apply pending configuration changes

Now that you've created and set initial configuration, you must apply them. When you apply

configuration changes, tsm will verify the settings you've set before committing them.
To apply configuration changes to Tableau Server, run this command:
tsm pending-changes apply

If the pending changes require a server restart, the pending-changes apply command will
display a prompt to let you know a restart will occur. This prompt displays even if the server is
stopped, but in that case there is no restart. You can suppress the prompt using the --
ignore-prompt option, but this does not change the restart behavior. If the changes do not
require a restart, the changes are applied without a prompt. For more information, see tsm

pending-changes apply.

Once this command has completed, TSM processes are running, and Tableau Server is con-

figured but is not running.
Verify LDAP configuration (Optional)

If your identity store uses LDAP, then we recommend verifying LDAP connectivity before pro-

ceeding.

To do so, run the following commands before you initialize the server:

tsm user-identity-store verify-user-mappings -v <user name>
tsm user-identity-store verify-group-mappings -v <group name>

User and group names must be valid names that exist in the LDAP server that you are con-
necting to. If your LDAP connection is set up correctly, then the user or group attributes will be

returned to the shell. If your connection is not set up correctly, then an error will be returned.
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Initialize and start Tableau Server
e Toinitialize and start Tableau Server, use the --start-server option:
tsm initialize --start-server --request-timeout 1800
This saves time by starting the server running after initialization.

* If you are going to reconfigure Tableau Server after initialization, leave the --start-

server option off:
tsm initialize --request-timeout 1800
This stops the server after initialization.

Start Tableau Server. If you did not use the --start-server option during initialization and

are finished configuring Tableau Server, use this command to start the server:

tsm start --request-timeout 900

Note: If you experience timeouts when installing or configuring Tableau Server, you may

need to specify a longer timeout. For more information, see Install fails due to timeouts.

Next Step

After initialization is complete, create the Tableau Server administrator user account. See

Add an Administrator Account.

Configuration File Example

This article provides an example of a complete JSON configuration file, with gatewaySettings
and identityStore entities specified. In addition, a configuration key sets the gateway timeout

to 900 seconds.

Your configuration file will look different depending on the options you need to set.
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You might set multiple .json configuration files during installation. To set the values for each file

in Tableau Server, you run the following command, once for each configuration file:

tsm settings import -f path-to-file.]json

After you set the configuration files, run tsm pending-changes apply to apply the changes from
all of the .json files you’ve set.

{
"configEntities": {

"gatewaySettings": {

" type": "gatewaySettingsType",
"port": 80,
"publicHost": "localhost",

"publicPort": 80

by
"identityStore": {

" type": "identityStoreType",
"type": "local",

"domain": "example.lan",
"nickname": "EXAMPLE"

s
"configKeys": {

"gateway.timeout": "900"

Entities vs keys

As shown in the example above, there are two classes of configuration parameters: con-

figEntities and configKeys.
configEntities

Certain types of configuration are done through entity sets that map to specific scenarios, such

as the identity store and gateway configurations. When you pass a set of configEntities with
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the tsm settings import -f path-to-file.jsoncommand, TSM validates the con-
figuration. If values passed are invalid, TSM will provide an error. This enables you to make
changes during the configuration process, rather than experience a configuration failure at ini-

tialization or run time.

Entities can be set only by including a configEntities block in a .json file.

Important: All files that are referenced in configEntities must be located on the local com-

puter. Do not specify UNC paths.

configKeys

Entities cover only a small portion of the configuration values that can be set. Hundreds of
keys correspond to parameters stored in .yml files. Tableau Server uses these parameters to

store all of the configuration information for all services.

You can set individual keys with the tsm configuration command. But during deployment, set-
ting them along with other configuration scenarios in JSON files, as shown above, is more

convenient.

Unlike configEntities, configKeys are not validated.

Note: We do not recommend setting parameters that are not documented in

tsm configuration set Options.

Server Usage Data

The Tableau Server administrator can control whether or not usage data from Tableau Server
is sent to Tableau. By default this option is enabled, and can be disabled at initial install, or
after installing Tableau Server, using the TSM Web Ul or command line. For details about this

usage data, see Tableau Product Usage Data.
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In addition to product usage data, Tableau products send Basic Product Data to Tableau. This
data is sent whether or not you have disabled the sending of product usage data. You can dis-

able the sending of Basic Product Data separately. For details, see Basic Product Data.
Disable Usage Data Sharing

You can disable the sharing of usage data when you install Tableau Server, or at any time after

installation.
Disabling the sharing of usage data at install

To disable the sharing of usage data with Tableau when you are installing Tableau Server,

clear the option during the initial configuration of server. For details, see Product usage data.

Disabling the sharing of usage data after install

Use the TSM web interface
1. Open TSM in a browser:

https://<tsm-computer-name>:8850. For more information, see Sign in to Tableau Ser-

vices Manager Web UlI.
2. Click the Maintenance tab.

3. Under Other Maintenance Tasks, in Server Usage Data, clear Send usage data to

improve Tableau features:

Product Usage Data

glp us improve your Tableau experience by sharing how you use the
product. Tableau collects information about vour feature usage. All usage
data will be handled according to our Privacy FPolicy -
http.#www.tableau.comprivacy

[ ] Disable sending usage data to Tableau
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4. When you are finished, click Pending Changes, and then click Apply Changes and
Restart.

Use the TSM CLI

If you do not want to share product usage data, disable the option using this tsm configuration

command:
tsm configuration set -k shareproductusagedata.enabled -v false

tsm pending-changes apply

If the pending changes require a server restart, the pending-changes apply command
will display a prompt to let you know a restart will occur. This prompt displays even if the
server is stopped, but in that case there is no restart. You can suppress the prompt using the
--ignore-prompt option, but this does not change the restart behavior. If the changes do
not require a restart, the changes are applied without a prompt. For more information, see tsm

pending-changes apply.

Basic Product Data

By default Tableau products send usage data to Tableau so that we can understand how cus-
tomers use our software, and gain insights into where they are successful and where they
might run into problems that we can address. For example, this data can help us learn where
upgrades are commonly failing and allow us to make product changes to address those
issues, or identify what portion of our user base needs informed about a security issue that
applies to a specific version of Tableau Server. You can disable the sending of this data at
installation time, or later. For details on how to do this, see the instructions for Tableau

Desktop or Tableau Server.

Even when you disable the sending of product usage data, certain basic product data is sent
to Tableau. This Basic Product Data includes information about products and their processes,
including which product or process is running, when they start up, what operating system they

are running on, licensing information, which machine or cluster of machines has sent the data
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(using unique pseudonymized identifiers), and whether the product is configured to send

product usage data.

You can disable the sending of Basic Product Data at the machine level, or at the enterprise

level, by blocking traffic sent to prod.telemetry.tableausoftware.com.

Disabling sharing of Basic Product Data on individual computers

Important: This procedure involves modifying your local hosts file. If you do not know
what this is, you should not change it. You should only make this change if you under-
stand the implications of making changes to the file, know how to change the file, and

have made a backup of the file for safety.

Modifying hosts files changes network behavior for computers. Detailed instructions for
modifying hosts files are provided by operating system providers such as Microsoft, Apple or

Linux Distributions.

1. Make a copy of your existing hosts file and save it to a computer that is not your Tableau
computer. This is your backup, in case you need to reverse your changes. Do not start

modifying the file until you have made a backup copy of it.
2. Modify your computer’'s hosts file to include these lines:

# Stops sending Product Usage to Tableau (prod.tele-
metry.tableausoftware.com) .
# Learn more here: http:\\tableau.com\derived-data

127.0.0.1 prod.telemetry.tableausoftware.com
The first and second lines are comments, explaining the third line.

The third line prevents all traffic to prod. telemetry.tableausoftware.com (http://-
prod.telemetry.tableausoftware.com/)from leaving your local machine by sending it

to the Internal host loopback address. The data does not get sent outside the computer.
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Disabling the sharing of Basic Product Data at the enterprise level

To disable sending of Basic Product Data on an enterprise level, modify your Network Fire-

wall to prevent outbound trafficto prod. telemetry.tableausoftware.com.

This domain is used by Tableau to receive the Basic Product Data about process launch and
shutdown. It is also used for the more general Product Usage Data. Blocking traffic to this

domain it you will prevent both kinds of data from being sent.

Traffic to this domain will occur on Ports 80 (for initial registration of our Product Data clients)
and on Port 443 (for all subsequent traffic). To completely prevent product data from being

sent, block all traffic to this domain.

For details on how to configure your network firewall, refer to your vendor or your internal IT

department. Tableau cannot provide these instructions.

Add an Administrator Account

The final step in activating Tableau Server is to add the initial administrator account. The
administrator will have all access to the server including the ability to manage users, groups,

and projects.
The server must be running when you create the initial admin user.

If you have configured the Tableau Server identity store to use LDAP or Active Directory, then
the initial administrative user that you specify must be an account in the directory. The initial
administrative user is generally distinct from the user account on the Tableau Server com-

puter that you use to run tsm.

However, these accounts can be the same if you have configured the Tableau Server identity
store to use LDAP or Active Directory and the initial admin user is a member of the t smadmin

group on the Tableau Server computer.
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Prerequisites

Before proceeding with the procedures in this topic, complete the following prerequisites as

outlined in Install and Configure Tableau Server:
* Install and Initialize TSM
* Activate and Register Tableau Server

* Configure Initial Node Settings

Use web Ul

After Tableau Server is finished initializing, the installation program will display a page to cre-

ate the Tableau Server administrator.

* If you configured a local identity store during setup, then specify a name and password

that you want to use.
 If you configured a LDAP or Active Directory identity store during setup, then you must
specify a user account that is a member of the directory.

¢ The username value cannot include an at sign (@) unless the user name suffix
matches Tableau Server's primary domain. For example, if Tableau Server connects to
domain "myco.com", a user name of "user@example.com@myco.com" cannot be

used.

If you are installing remotely, then you must sign in to TSM on the physical computer where
Tableau Server is installing, or you can access the computer remotely and run the tabcmd ini-

tialuser command from a shell.

Use tabcmd CLI

You must create the initial administrative account for Tableau Server.
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* If you configured a local identity store during setup, then specify a name and password

that you want to use.

» If you configured a LDAP or Active Directory identity store during setup, then you must

specify a user account that is a member of the directory.

¢ The username value cannot include an at sign (@) unless the user name suffix
matches Tableau Server's primary domain. For example, if Tableau Server connects to
domain "myco.com", a user name of "user@example.com@myco.com" cannot be
used.

To create the initial user, run the following tabcmd command:

tabcmd initialuser —--server http://localhost —--username '<new-

admin-username>'
For example:

tabcmd initialuser —--server http://localhost —--username 'tableau-

admin'

If you are running the HTTP protocol on a port other than 80, specify the port after the host

name, for example: --server http://localhost:8080.
After you run the command, the shell will prompt for an administrative password.
Next steps

After you have created the Tableau Server administrator account, continue your deployment

by working through the configuration topics at Post Installation Tasks.

Important: You must install the PostgreSQL driver if you want to use the built-in admin-
istrative views. You can find driver links and installation instructions for all the supported

connectors on the Driver Download page.
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Validate Installation

To validate that Tableau Server is installed and running properly and to review the built-in

administrative views, you must install the PostgreSQL driver.

Prerequisites

Before proceeding with the procedure in this topic, complete the following prerequisites as out-

lined in Install and Configure Tableau Server:

Install and Initialize TSM
» Activate and Register Tableau Server

* Configure Initial Node Settings

Add an Administrator Account

Install PostgresSQL driver and validate installation
To validate installation:
1. Download PostgreSQL drivers from the Driver Download page.

2. Copy the .jarfile to this folder (you may have to create it manually): / op-

t/tableau/tableau driver/jdbc.
3. Restart TSM:
tsm restart

4. To validate that the drivers installed, navigate to the Administrative Views in Tableau

Server.

Initial Node Installation Defaults

By default, the Tableau Server installer configures the number of process instances that

Tableau Server runs based on the hardware detected by the installer. The default
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configuration applies to single-server installations and to the initial server of a multi-node

installation.

You can calculate the default configuration based on the following rules for each process,
where the "number of cores" refers to the number of physical processors:
Process Name Number of Processes

VizQL Server Equal to the number of cores divided by four, up to a max-
imum of four process instances.

Backgrounder Set to two unless the number of cores is fewer than eight.
Cache Server Set to two unless the number of cores is fewer than eight.
Data Server Set to two unless the number of cores is fewer than eight.

For all other process types, the number of process instances is set to one, regardless of the

hardware.

Here's an example default configuration for a computer with 16 cores:

Process Name Number of Processes
VizQL Server 4
Application Server 1
Backgrounder 2
Cache Server 2
Data Server 2
File Store 1
Data Engine 1
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Jump-start Installation

This topic provides all of the steps required to perform a basic, quick-start installation of
Tableau Server using the command line. The purpose of the configuration described here is to
provide the quickest, simplest path to a Tableau Server installation on a computer running the
CentOS 7.3 (and higher) or Ubuntu distribution of Linux. Use this procedure as practice, to try
out the Tableau Server installation, management, and user experience before your actual

server deployment.

Important: Do not use this procedure as a stand-alone resource for deploying Tableau
Server into a production environment. To deploy Tableau Server into a production envir-

onment, refer to the content at Install and Configure Tableau Server.

The procedures in this topic will install an instance of Tableau Server for Linux with the fol-

lowing characteristics:

¢ Operating system: Supported RHEL-like Linux distribution or Ubuntu. (As of July 2022,
Tableau no longer supports Debian distributions. For more information, see this
Tableau Community post.)

 |dentity store: local authentication

e Gateway port: 80

e Tableau Server administrator account: admin

Before you begin

Review the topic, Before you install.... The procedure below assumes that you have installed
Linux on conforming hardware and according to the environmental requirements specified in

that topic.

Note that the computer you install on must meet the minimum hardware requirements spe-
cified in Minimum Hardware Requirements and Recommendations for Tableau Server. The
setup program will not install Tableau Server onto systems that do not meet the minimum hard-

ware requirements.
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Step 1: Install Tableau Server package and start Tableau Services Man-
ager

Install Tableau Server with your distribution’s package manager, then run a script to initialize
Tableau Services Manager (TSM). Tableau Services Manager is a the management toolset

used to install, configure, and manage Tableau services.

The initialize script is included with the installed package. For more details, see Install and Ini-
tialize TSM.

1. Logon as a user with sudo access to the computer where you want to install Tableau

Server.
2. Navigate to the directory where you copied the Tableau Server installation package.
3. Use the package manager to install the Tableau Server package.

Do notinstall to a location using a symbolic link or to a directory on a Network File Sys-

tem (NFS) volume.

* On RHEL-like distributions, including CentOS, run the following commands,

where <version> is formatted as major-minor-maintenance (ex: 2019-2-5):
sudo yum update

sudo yum install tableau-server-<version>.x86 64.rpm

Note: When you use yum to install Tableau Server, all dependent pack-
ages are automatically downloaded and installed. This is the preferred
method for installing Tableau. If your organization does not allow you to use
yum and you must install using rpm -1, you must also install all dependent

packages separately.
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* On Ubuntu, run the following commands, where <version> is formatted as

major-minor-maintenance (ex: 2019-2-5):

sudo apt-get update
sudo apt-get upgrade
sudo apt-get -y install gdebi-core

sudo gdebi -n tableau-server-<version> amd64.deb

4. Navigate to the scripts directory:

cd /opt/tableau/tableau server/packages/scripts.<version code>/
5. Run the following script to start TSM:

sudo ./initialize-tsm —--accepteula
6. Afterinitialization is complete, close the terminal session:

exit or logout

Step 2: Activate and register Tableau Server

Before you can configure Tableau Server you must activate a license and register. For more

details, see Activate and Register Tableau Server.

1. Open a Bash session and sign in with the same account that you previously used to run

initialize-tsm.
2. Activate the Tableau Server license. Run the following command:
tsm licenses activate -k <license key>

3. Register Tableau Server. Generate a template that you can edit by running the following

command:

tsm register --template > /path/to/registration file.Jjson
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4. Open a text editing program, fill in the registration file, save it, then pass it with the fol-

lowing command:

tsm register --file /path/to/registration file.json

Step 3: Configure local identity store

You must configure the identity store settings. This procedure simplifies installation setting
identity store to local authentication. Workbook examples are installed by default. For more

details on customizing these defaults, see Configure Initial Node Settings.
* Pass the configuration file with the following command:

tsm settings import -f /opt/tableau/tableau server-

/packages/scripts.<version code>/config.json

Step 4: Finalize installation

The final steps of installation are to apply changes, initialize and start TSM, and then to create
the administration account. More details about these steps are at Configure Initial Node Set-

tings.
1. Apply the configurations you made in the previous steps. Run the following command:
tsm pending-changes apply
2. Initialize and start Tableau Server. Run the following command:
tsm initialize --start-server --request-timeout 1800
3. Create the Tableau Server administrator account. Run the following command:

tabcmd initialuser —--server 'localhost:80' —--username 'admin' -

-password '<password>'

Where '<password>" is a strong password. Enclose the password and other argu-

ments in single quotes.
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Use the admin account that you created to access the Tableau Server admin web pages. See

Sign in to the Tableau Server Admin Area.

Step 5: Install PostgreSQL drivers

To validate that Tableau Server is installed and running properly and to review the built-in

administrative views, you must install the PostgreSQL driver.
1. Download PostgreSQL drivers from the Driver Download page.

2. Copy the .jar file to this folder (you may have to create it manually): /op-

t/tableau/tableau driver/Jjdbc.
3. Restart TSM:
tsm restart

4. To validate that the drivers installed, navigate to the Administrative Views in Tableau

Server.

Configure Local Firewall
This topic explains how to configure the firewall on the computer running Tableau Server.

A local firewall should be enabled on the operating system to protect Tableau Server in single

and multi-node deployments. In a distributed (multi-node) installation of Tableau Server, com-

munication between nodes does not use secure communication. Therefore, you should enable

firewalls on the computers that host Tableau Server.

We recommend that you configure the firewall so that only two ports are accessible to external

traffic: the gateway port and the tabadmincontroller port. By default, these are ports 80
and 8850 respectively. Additionally, if you are running in a distributed deployment, then you

will need to open the port range, 27000-27009, so licensing can communicate across nodes.

The gateway portis used for HTTP connection to Tableau Server. We recommend that you

use SSL for the gateway port. If you will be using SSL, then the port must be 443 because
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Tableau Server does not support other ports for SSL. The procedures below describe how to
configure the firewall for the gateway port. Configure the Tableau Server gateway (Configure

Initial Node Settings) to match the port you set here.

The examples below describe how to configure the firewall on single and multi-node deploy-
ments of Tableau Server running on RHEL/CentOS distributions. The examples use

Firewalld, which is the default firewall on CentOS.

Single-node configuration

1. Open a bash shell and run the following TSM command to retrieve the port number for

the tabadmincontroller port:

tsm topology list-ports

Make a note of the tabadmincontroller port. By default, this portis 8850.
2. Start firewalld:

sudo systemctl start firewalld

3. Verify that the default zone is a high-security zone, such as public. Ifitis not, we

recommend changing it to a high-security zone.
sudo firewall-cmd --get-default-zone
sudo firewall-cmd --set-default-zone=public

4. Add ports for the gateway port and the tabadmincontroller port. In the example
below we use the default ports (80 and 8850).

sudo firewall-cmd --permanent —--add-port=80/tcp
sudo firewall-cmd --permanent --add-port=8850/tcp

5. Reload the firewall and verify the settings.
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sudo firewall-cmd --reload

sudo firewall-cmd --list-all

Multi-node cluster configuration

In addition to enabling ports, configuring the firewall on a multi-node cluster requires additional

steps to ensure that nodes can communicate with each other.
Before you begin

You will need the IP address for each node in the cluster. The example here uses <nodel1IP>
as a placeholder for the initial node IP address, and <node2IP> and <node3IP> as place-

holders for the IP addresses of two additional nodes.
Step 1: Configure initial node.

1. Open a bash shell and run the following TSM command to retrieve the port number for

the tabadmincontroller port
tsm topology list-ports
Make a note of the tabadmincontroller port. By default, this portis 8850.

2. Run the following commands to determine the range of port numbers that TSM may
dynamically select. You will specify this range later in this procedure. Make a note of the

port range.
tsm configuration get -k ports.range.min
tsm configuration get -k ports.range.max
A typical range is 8000 to 9000.

3. Start firewalld:

sudo systemctl start firewalld
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4. Verify that the default zone is a high-security zone, such as public. Ifitis not, we

recommend changing it to a high-security zone.
firewall-cmd --get-default-zone
sudo firewall-cmd --set-default-zone=public

5. Add ports for the gateway port and the tabadmincontroller port. In the example
below we use the default ports (80 and 8850). You must also add a port range

(27000-27010) to enable licensing communication between nodes.

sudo firewall-cmd --permanent —--add-port=80/tcp

sudo firewall-cmd --permanent —--add-port=8850/tcp

sudo firewall-cmd --permanent —--add-port=27000-27010/tcp

6. Configure the firewall to allow all traffic from the other nodes in the cluster. For the ports
option, specify the range you noted in Step 2. Run the command for each of the addi-

tional nodes in your cluster. For example:

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4
source address=<node2IP>/32 port port=8000-9000 protocol=tcp

accept'

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4
source address=<node3IP>/32 port port=8000-9000 protocol=tcp

accept'
7. Reload the firewall and verify the settings.
sudo firewall-cmd --reload

firewall-cmd --list-all
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Step 2: Configure additional nodes

Each node in the cluster must be able to communicate with the initial node and with the other

nodes.

Run this procedure on each additional node in the cluster. In this example, the node at
IP address, <node21P>, communicates with the initial node at <node1 I P> and a third node at

<node3IP>.
1. Start firewalld:
sudo systemctl start firewalld

2. Verify that the default zone is a high-security zone, such as public. Ifitis not, we

recommend changing it to a high-security zone.
firewall-cmd --get-default-zone
sudo firewall-cmd --set-default-zone=public

3. Configure the firewall to allow gateway and tabadmincontroller access from the

other nodes in the cluster. For example:

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4

source address=<nodelIP>/32 port port=80 protocol=tcp accept’

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4
source address=<nodelIP>/32 port port=8000-9000 protocol=tcp

accept'

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4

source address=<node3IP>/32 port port=80 protocol=tcp accept'

sudo firewall-cmd --permanent --add-rich-rule='rule family=ipv4
source address=<node3IP>/32 port port=8000-9000 protocol=tcp

accept'
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In this example, since the tabadmincontroller port(8850)isincluded in the port

range, it is not explicitly specified in a command.
4. Reload the firewall and verify the settings.
sudo firewall-cmd --reload

firewall-cmd --list-all

Install Tableau Server in a Disconnected (Air-
Gapped) Environment

You can install Tableau Server in a disconnected environment that has no outside network
access of any kind. Such disconnected environments, commonly referred to as air-gapped,
are used when high security is needed to prevent data breaches or to guard against hacking.
Air-gapped environments have no internet access, no outside network access, no outside
wireless access, etc. The only means of getting software and data into or out of an air-gapped
environment is by using removable media such as USB sticks or writable optical CDs or
DVDs.

Installing Tableau Server in an air-gapped environment is an advanced task for IT admin-
istrators who are familiar with the security considerations, best practices, and pitfalls of

installing software in air-gapped environments.

The following Tableau Server features will be unavailable or will have reduced functionality in

an air-gapped environment:

* Maps — Tableau Server uses externally hosted map data by default. Beginning with ver-
sion 2020.4.0, you can configure Tableau Server to use offline maps. With earlier ver-
sions of Tableau, maps are unavailable in an air-gapped environment unless you also
install a map server in your air-gapped environment. For more details, see Displaying

Maps in an Air-Gapped Environment.
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* Licensing — Tableau Server needs to connect to the internet in order to activate product

keys. However, you can manually activate the product keys.

* External data — Any data located outside your air-gapped environment is unavailable.

Prerequisites
In order to install Tableau Server in an air-gapped environment, you’ll need the following:

* Trusted computer with limited access to the internet that you can use to download the
installation packages and resources required by Tableau Server. A trusted computer

has been scanned and cleared of any viruses and malware.

* Trusted removable media that you can use to transfer the downloaded software to your
air-gapped environment. Trusted removable media is removable media that is new and
previously unused and comes from a reputable or known source. Trusted removable

media has been scanned and verified that it does not contain any viruses or malware.

* Air-gapped environment with computers and storage that meet the requirements for

installing Tableau Server.

Installing Tableau Server on an Air-Gapped Computer Run-
ning Linux

The easiest way to install Tableau Server on a computer in an air-gapped environment is to do
so before the computer is placed into the air-gapped environment. If that’s not possible you'll

need to download the required packages to a trusted computer outside the air gap:

1. On a trusted computer outside the air gap with internet access, download the Tableau

Server installation package.
2. Extract the list of dependent packages:

On Ubuntu:

Tableau Software 165



Tableau Server on Linux Administrator Guide

dpkg --field <debfile> Depends (where <debfile> isthe name of the .deb

package you downloaded from Tableau).
Example command:

dpkg --field tableau-server-linux-1.deb Depends

Example output:

ca-certificates, fontconfig, net-tools, bash-completion, ca-cer-
tificates—-java, freeglut3, libegll-mesa, libfreetype6, libgs-

sapi-krb5-2, libxcompositel, libxrenderl, libxsltl.1l, lsb-core
On RHEL and RHEL-like Linux distributions:

yum -gq deplist <RPM file>(where <RPM file>isthe .rpm package you down-

loaded from Tableau).
Example command:

yum —-q deplist tableau-server-linux 1.rpm

Example output:

package: tableau-server-10400.17.0703.1600.x86_ 64 10400-
17.0703.1600

dependency: /bin/sh

provider: bash.x86 64 4.2.46-21.el7 3

dependency: bash-completion

provider: bash-completion.noarch 1:2.1-6.el7

dependency: ca-certificates

provider: ca-certificates.noarch 2017.2.14-70.1.el7 3

dependency: fontconfig
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provider: fontconfig.x86 64 2.10.95-10.el7
provider: fontconfig.i686 2.10.95-10.el7
dependency: freeglut

provider: freeglut.x86 64 2.8.1-3.el7

provider: freeglut.i686 2.8.1-3.el7

dependency: freetype

provider: freetype.x86 64 2.4.11-12.el7

provider: freetype.i686 2.4.11-12.el7

dependency: krbb5-libs

provider: krb5-libs.x86 64 1.14.1-27.el7 3
provider: krb5-1ibs.i686 1.14.1-27.el7 3
dependency: libXcomposite

provider: libXcomposite.x86 64 0.4.4-4.1.el7
provider: libXcomposite.i686 0.4.4-4.1.el7
dependency: libXrender

provider: libXrender.x86 64 0.9.8-2.1.el7
provider: libXrender.i686 0.9.8-2.1.el7
dependency: libxslt

provider: libxslt.x86 64 1.1.28-5.el7

provider: libxslt.i686 1.1.28-5.el7

dependency: mesa-1ibEGL

provider: mesa-libEGL.x86 64 11.2.2-2.20160614.el7
provider: mesa-1libEGL.1686 11.2.2-2.20160614.el7
dependency: net-tools

provider: net-tools.x86 64 2.0-0.17.20131004git.el”
dependency: redhat-lsb-core

provider: redhat-lsb-core.x86 64 4.1-27.el7.centos.l1
provider: redhat-1lsb-core.i686 4.1-27.el7.centos.1

3. Download each of the dependent packages:
On Ubuntu:

apt-get download <packagel> <package2>..
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On RHEL and RHEL-like Linux distributions:
yumdownloader <packagel> <package2>..
Transfer the packages to your removable media.

On your air-gapped computer, insert the removable media containing the Tableau

Server installation package and dependent packages, and then run the installer.

After installation is complete, you can activate the Tableau Server product keys. For

more information, see Activating Tableau Server in an Air-Gapped Environment.

Activating Tableau Server in an Air-Gapped Environment

Because an air-gapped computer is not connected to the internet, you’ll need to perform the

Tableau Server activation process manually.

Offline activation overview

Offline activation of Tableau Server involves the following steps:

1.

168

Generate an offline activation request file.

. Copy the offline activation request file to a computer with internet access.

Upload the offline activation request file to the Tableau activation website.

Download the resulting offline activation response file from the website. You'll use this

file to activate Tableau Server
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Offline activation file name changes

Beginning in Tableau Server version 2023.1, the Tableau licensing system supports two under-
lying licensing technologies. From an administrative perspective, the only configuration dif-
ference between the two systems is the file types that are generated and consumed for offline
activation. The licensing technology is determined during the initial installation of Tableau
Server, and cannot be changed after install.

We refer to the legacy (and still supported) version of licensing technology as FlexNet. The
latest version of the technology is referred to as Server ATR. For more information, see Activ-
ate Tableau Server Using the Authorization-To-Run (ATR) Service. The following table

describes the file naming nomenclature for each technology. The table also includes the gen-

eric reference.

Generic file name Server ATR file names FlexNet file names
Off- Off- Tableau-
lineActivationRequest lineActivationRequestFile OfflineActivationRequest.tlq

yyyyMMdd.hhmmss.json

Off- Off- activation.tIf
lineActivationResponse | lineActiv-

ationLicensingAtrs.zip

Note: Since this documentation supports multiple versions of Tableau Server, we will use
the generic file name references (OfflineActivationRequest and Off-
lineActivationResponse) for the rest of this topic. You can identify the licensing technology

your Tableau Server installation uses according to the file type that generated in the steps
that follow.
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Step 1. Log in to Tableau Services Manager
* Tologinto Tableau Services Manager (TSM), run the following command:
tsm login -u <username>
What if | can't log in?

The account that you use to configure the rest of the installation must be a member of the
tsmadmin group that was created during initialization. To view the user accounts in the

tsmadmin group, run the following command:
grep tsmadmin /etc/group

If the user account is not in the group, run the following command to add the user to the

tsmadmin group:
sudo usermod -G tsmadmin -a <username>

After you have added the user to the t smadmin group, run the tsm login command.

Step 2. Determine your Tableau Server licensing type

How you activate Tableau Server will be different depending on which licensing type you are
running. Run the following command to determine the licensing type your Tableau Server

deployment is configured with:
tsm configuration get -k serverauthorizationtorun.enabled

If this command returns true, then your deployment is configured with Server ATR licensing

type.

If this command returns false, then your deployment is configured with legacy licensing

type.

Go to the step 3 that matches your licensing type.
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Step 3 (Server ATR licensing type) Generate and copy json content to
Activation page.

Follow these steps if your Tableau Server deployment is configured with Server ATR licensing

type. If your server is configured with the legacy licensing type, skip to the following section.

1. On your Tableau Server in the air-gapped environment, use TSM to obtain the offline

activation file. At a command prompt:

tsm licenses get-offline-activation-file -k <product-key> -o

<target-directory>

The <target-directory> mustexist. You can obtain your product key in the

Tableau Customer Portal.
2. Copy the JSON file contents.

3. From the internet connected computer, navigate to the Tableau Offline Activation web-
site, select Option B - Manually Enter Information from Activation File, copy the

JSON contents into the requested fields, and then click Submit.

4. The website should say The activation was successful. Please click

here to download your activation file.

Download the OfflineActivationResponse file from Tableau, and proceed to step 4.

Step 3 (Legacy licensing type) Transcribe data from your air-gapped sys-
tem into an activation request template.

Follow these steps if your Tableau Server deployment is configured with the legacy licensing

type. If your server is configured with the Server ATR licensing type, run the above procedure.

1. On your Tableau Server in the air-gapped environment, use TSM to obtain the offline

activation file. Ata command prompt:
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tsm licenses get-offline-activation-file -k <product-key> -o

<target-directory>

The <target-directory> mustexist. You can obtain your product key in the

Tableau Customer Portal.

2. If you can copy the offline request file (OfflineActivationRequest) from the target dir-

ectory to a computer that has Internet access, skip to step 5.

Otherwise, if you cannot copy the file to another computer due to security reasons, con-

tinue with step 3.

3. Download and open the server 1inux.t1qfileinan XML text editor such as Note-

pad++ on a trusted computer that has Internet access.

You'll need to write down the values listed in step 4 from the air-gapped computer in

order to copy them to the offline template (server linux.tlq).

4. Update the following XML elements in the appropriate server 1linux.tlqfile with

the values for the same elements listed below from the air-gapped computer.

All the Machine / Hash values in the .tlq files are Hex values. The only valid characters

are 0-9andA-F. Use all caps for any letters.

Do not add any additional spaces or carriage controls and only modify the “X” char-

acters found in the template. The format of the file must not change.
Line 2 - <EntitlementId>
Line 5 - <ClientVersion>

Line 5 - <RevisionType> (This value is present in the server

linux.tlg file.)
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Line 5 - <MachineIdentifier> (This value is present in the

server linux.tlg file.)

Line 11 - <Value> (If the value is not present, remove the "X"

place holder, leaving <Value></Value>.)

Line 12 - <Value> (If the value is not present, remove the "X"

place holder, leaving <Value></Value>.)

Line 13 - <Value> (If the value is not present, remove the "X"

place holder, leaving <Value></Value>.)
Line 15 - <SequenceNumber>
Line 61 - <Hash>

5. Upload the offline request file (OfflineActivationRequest) or edited template file (server_

linux.tlg) to the Tableau Offline Activation website.

6. The website should say The activation was successful. Please click

here to download your activation file.

Download the OfflineActivationResponse file and transfer it to your Tableau Server. Pro-

ceed to step 4.

Step 4. Initialize or activate your license

1. Move the OfflineActivationResponse file to your air-gapped computer using trusted

removable media.
2. Run the following command:
tsm licenses activate -f <path-and-activation-file>

You should see the message "Activation successful.", which indicates that

Tableau Server is activated.
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Displaying Maps in an Air-Gapped Environment

In an air-gapped environment, maps in Tableau Server will be unavailable by default due to
the lack of internet access. Instead, you can configure Tableau to use local maps in an air-

gapped environment using the steps below.

Configuring Tableau Server to use offline maps:
1. Open a command prompt as administrator.

2. Configure Tableau to use locally available offline maps:

tsm configuration set -k vizglserver.force maps to offline -v

true

tsm pending-changes apply

Clone Tableau Server

Beginning with version 2022.3 of Tableau Server, a new tsm command enables you to create
a copy of the configuration and topology of a Tableau Server deployment and use that to cre-
ate an exact replica of the original deployment. The command, tsm settings clone, cre-
ates a set of files (the "clone payload") includes settings, secrets, configuration, and topology,

including ports being used, and information about external services.

Security considerations

The tsm settings clone command generates a set of files (the "clone payload") that con-
tain all the secrets generated by Tableau Server, as well as those provided by the server
administrator during configuration, including a keystore containing keypairs and certificates. It
is extremely important for security that you keep the clone payload and the output location

secure. To facilitate this:

« Ifthe output directory does not exist, tsm will create it with access restricted to the user
running the tsm settings clone command.
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* If the output directory exists when you run the command, tsm will confirm that it is owned
by the user running the command, and that permissions are limited to only that user. If

the directory does not have the expected permissions, a message displays:

The output directory '<path/to/directory>' exists, but must be

restricted to owner only.
Limitations of the clone payload
e The version of Tableau Server being cloned must match the version being created. You

cannot install a newer version of Server using a clone payload from an older version.

Using the clone command to create a copy of Tableau Server
Creating a cloned copy of Tableau Server is a multi-step process, with the two high level steps
being:

1. Create a clone payload from the Tableau Server installation you want to duplicate.

2. Use the clone payload to install a second deployment of Tableau Server. You are
responsible for matching the topology of the two installations, adding additional nodes to
match the original deployment.

Creating the clone payload

To generate a set of files (clone payload) that contain the configuration and topology settings
for Tableau Server, use the tsm settings clone command. The command takes a single

argument, the output directory where the set of files should be saved:

tsm settings clone —--output-directory <output directory>

Once the clone payload is created, you can use this when installing a new instance of Tableau

Server with the identical configuration and topology of the source installation.

Using the clone payload to create a copy of Tableau Server

1. Install the Tableau Server package on the initial node. Do not initialize Tableau Server.

Install the Tableau Server package
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2. Runthe initialize-tsmscriptand specify the path to the clone payload created by

the tsm settings clone command

sudo /opt/tableau/tableau server-
/packages/scripts.<version>/initialize-tsm --accepteula --

clone-artifact-dir=<path-to-clone-directory>

Note: Tableau Server runs as unprivileged tableau user therefore administrator
must ensure that tableau user will have read access to the clone directories and
files. This in most cases requires granting read permissions on clone directory con-

tent as well as execute permission (for traversal) on all parent directories to "oth-

ers" .

3. (Optional) Install additional nodes to match the number of nodes on the original
(cloned) installation of Tableau Server. If the original installation had additional nodes,
this step is required. Only install additional nodes to match the number on the original

installation.

a. Generate the bootstrap file on the initial node:

b. Install Tableau Server on each additional node and run the initialize-tsm script:
Install and Configure Additional Nodes

4. On the initial node, complete the initialization:

tsm initialize

Container

Clone functionality is convenient when using Tableau Server in a Container, especially when
used with external repository and storage. The clone command allows the administrator to

quickly recreate a Tableau Server environment and reattach the external services.
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Note: The steps to recreate Tableau Server cluster may differ depending what container

technologies are being used (for example: docker, docker compose, or Kubernetes).

The below information is specific to using docker directly. When starting up the initial node con-
tainer, you need to specify the location of the clone payload using the CLONE ARTIFACT DIR

environment variable.

For example:

docker run \

-v <path-to-clone-directory>:/docker/custom-clone-path \

—-e CLONE ARTIFACT DIR=/docker/custom-clone-path \

-e LICENSE KEY=<key> \

-p 8080:8080 -p 8800-9000:8800-9000 -p 27000-27010:27000-27010 \
—--hostname=<static (internal) name of host machine> \

-d <Tableau Server in a Container image ID or tag>

Recreating a multi-node deployment of Tableau Server in a Container

If your clone payload came from a multi-node Tableau Server deployment your initial container

will wait for additional nodes to join the cluster.

Setting up additional nodes in the cluster when using clone is same as adding nodes in a reg-

ular deployment and requires:

¢ Mounting volumes to share the bootstrap file between the nodes
» Specifying ALWAYS WRITE BOOTSTRAP FILEand BOOTSTRAP INSTALL envir-
onment variables

Detailed steps to create a multi-node environment in a container deployment can be found

here: Multi-node Tableau Server in a Container.
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Note: The clone payload only needs to be mounted and used on the initial node in the

cluster. You do not need to mount the clone payload on additional nodes.

Tableau Server in a Container

Introduction

Tableau Server in a Container is Tableau's first container-based server offering. Tableau
Server in a Container is an all-in-one Tableau Server instance running inside of a Linux
Docker container. In other words, a Tableau Server in a Container image is a docker image
that runs an entire self-contained Tableau Server application. Tableau Server in a Container

is our first of many steps to support Tableau Server running in container-based environments.

The easiest way to understand the concept of Tableau Server in a Container is to think of it
like a VM with Tableau Server pre-installed. The image is based on a UBI 8 image (CentOS 7
for version 2022.1 and earlier) and runs supervisord (instead of systemd) inside the con-
tainer. When the container starts supervisord, it willimmediately attempt to initialize and
start Tableau Server. Much of the documentation here aims to describe how to provide con-

figuration and leverage automation so you can run Tableau Server in Docker environments.

The Tableau Server in a Container Image Setup Tool helps you create and customize con-
tainer images to include custom packages and artifacts. One of the primary functions of the

tool is to build the container image and install custom data connectors.

Limitations for Tableau Server in a Container

e Tableau Server in a Container only supports license activation using Server ATR. Off-
line activation using Server ATR is supported in 2023.1 and later. This functionality is
available in Containers but requires extra steps and approval. If you need to run
Tableau Server in a Container in an air-gapped or offline environment, contact your
Account representative for more information.
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e Tableau Server in a Container does not currently support the Resource Monitoring Tool
(RMT) agent.
¢ Kerberos is not supported in Tableau Server in a Container.

To test out the Tableau Server in a Container Image quickly in a proof-of-concept scenarios,

see Tableau Server in a Container - Quick Start.

Basic Workflow for Tableau Server in a Container

Here is the basic workflow for using Tableau Server in a Container. You can find detailed

instructions for each step in the links.

1. Use the Setup Tool to create a custom image of Tableau Server in a Container. See
Tableau Server in a Container - Using the Setup Tool.

2. Run the image you created to start and use Tableau Server in a Container. See Tableau
Server in a Container - Using an Image.

Tableau Server Feature Considerations

Some Tableau Server features works differently in containers. This section covers specific fea-

tures that have special or different considerations in a container environment.

Active Directory
Set AD Domain Controller

If you plan on using Active Directory as an Identity Store for Tableau Server web pages and
sites, there is an additional consideration to account for. Tableau Servers running in Linux
environments dynamically determine which AD Domain Controller to communicate with by
examining their IP subnet. Containers can be assigned arbitrary IP addresses, and in this case
Tableau Server will not necessarily be able to use its IP address to find an appropriate domain
controller. For this reason it may be necessary to configure a specific domain controller / host-

name for Tableau Server to communicate with. To do this follow these steps:

1. Determine which domain controller you want Tableau Server to use and get the host-
name.
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2. Setthe configuration key wgserver.domain.ldap.hostname to the hostname

using the standard Tableau Server Admin configuration options:

» Setthe value in the json configuration file CONFIG FILE.

* Use the TSM configuration command

tsm configuration set -k wgserver.domain.ldap.hostname -v

<hostname>
Import AD certificate to Tableau Server Keystore

By default Tableau Server in a container communicates with AD via StartTLS whenever
simple bind is used. So when the container is run in this configuration, it is necessary to import
the AD server certificate to the Tableau Server Keystore, otherwise server initialization will

fail. To do this follow these steps:

1. Create a pre-init-command script (check Pre-initialization script section). Add the

following line to add the AD certificate to tableau server keystore.

${INSTALL DIR}/packages/repository.${SERVICE
VERSION}/jre/bin/keytool -importcert -noprompt -alias
startTlsCert -file <mounted-certificate-path> -storetype JKS -
storepass changeit -keystore S${DATA DIR}/-

config/tableauservicesmanagerca.jks

2. Mountthe AD server certificate at the filepath provided for - £i1e parameter in the

pre-init-command script.

Alternatively, the default setting to communicating with AD via StartTLS can be disabled. Set
wgserver.domain.ldap.starttls.enabledto false todisable the StartTLS. Butit

is not recommended.

Note: For an example configuration entity with AD, see LDAP - Active Directory.
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Deployment Configuration Examples
Docker

Tableau Server in a Container Basic Usage

docker run \
-e LICENSE KEY=<key>
-p 8080:8080

-d <Tableau Server in a Container image ID or tag>

Tableau Server in a Container Basic Usage with Automated Initial Admin User

docker run \

-e LICENSE KEY=<key> \

—-e TABLEAU USERNAME=<myadmin> \

-e TABLEAU_PASSWORD_FILE=/etc/tableau-admin-secret \
-v <full-path-to-pw-file>:/etc/tableau-admin-secret \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

TSM only mode

docker run \
-e TSM ONLY=1 \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Multi-Node Basic Usage

Initial Node

Option 1: Use this if the server configuration (CONFIG FILE) specifies a multi-node topology:

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \

-v <full-path-to-config-file>:/docker/config/config.json:ro \

-e LICENSE KEY=<key> \

-p 8080:8080 -p 8800-9000:8800-9000 -p 27000-27010:27000-27010 \
--hostname=<static (internal) name of host machine> \

-d <Tableau Server in a Container image ID or tag>

Tableau Software 181



Tableau Server on Linux Administrator Guide

Option 2: Use this if you want a multi-node deployment even if server configuration does not

specify multi-node topology:

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \

—-e LICENSE KEY=<key> -e ALWAYS WRITE BOOTSTRAP FILE=1 \

-p 8080:8080 -p 8800-9000:8800-9000 -p 27000-27010:27000-27010 \
--hostname=<static (internal) name of host machine> \

-d <Tableau Server in a Container image ID or tag>

Additional node

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \
—-e BOOTSTRAP INSTALL=1 \

-p 8080:8080 -p 8800-9000:8800-9000 \

--hostname=<static (internal) name of host machine> \

-d <Tableau Server in a Container image ID or tag>

Externalize Data Usage

docker run \

-v <empty-data-dir>:/var/opt/tableau \

-e LICENSE KEY=<key> \

—--hostname=<static (internal) name of host machine> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Init-Container Basic Usage

Init Container

docker run \

-v <empty-data-dir>:/var/opt/tableau \

-e LICENSE KEY=<key> \

—-e INIT CONTAINER=1 \

—--hostname=<static (internal) name of host machine> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Run Container
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docker run \
-v <empty-data-dir>:/var/opt/tableau \
--hostname=<static (internal) name of host machine> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Basic Restore from Backup Single-Node

docker run \

-v <full-path-to-backup-file>:/docker/config/backup/backup-file.ts-
bak \

-v <full-path-to-config-only-file>:/docker/config/config.json:ro \
-v <full-path-to-identity-store-config-only-file>:/-
docker/config/identity-store-config.json \

-e LICENSE KEY=<key> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Docker-Compose

version: '3.2'
services:
tableau-server:
hostname: localhost
volumes:
- <your-tsm-command-file>:/docker/config/tsm-com-
mands:ro
- <your-config-file >:/docker/config/config.json:ro
ports:
- "8080:8080"
image: ${IMAGE NAME}
environment:

- LICENSE KEY=<license-key>
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Tableau Server in a Container - Using the Setup Tool

Introduction

Tableau Server in a Container is Tableau's first container-based server offering. Tableau
Server in a Container is an all-in-one Tableau Server instance running inside of a Linux
Docker container. In other words, a Tableau Server in a Container image is a docker image
that runs an entire self-contained Tableau Server application. Tableau Server in a Container
is our first of many steps to support Tableau Server running in container-based environments.
The easiest way to understand the concept of Tableau Server in a Container is to think of it
like a VM with Tableau Server pre-installed. The image is based on a UBI 8 image (CentOS
7.x for version 2022.1 and earlier) and runs supervisord (instead of systemd) inside the
container. When the container starts supervisord, it willimmediately attempt to initialize
and start Tableau Server. Much of the documentation here aims to describe how to provide
configuration and leverage automation so you can run Tableau Server in Docker envir-

onments.

The Tableau Server in a Container Image Setup Tool helps you create and customize con-
tainer images to include custom packages and artifacts. One of the primary functions of the

tool is to build the container image and install custom data connectors.

Limitations for Tableau Server in a Container

¢ Tableau Server in a Container only supports license activation using Server ATR. Off-
line activation using Server ATR is supported in 2023.1 and later. This functionality is
available in Containers but requires extra steps and approval. If you need to run
Tableau Server in a Container in an air-gapped or offline environment, contact your
Account representative for more information.

e Tableau Server in a Container does not currently support the Resource Monitoring
Tool (RMT) agent.

* Kerberos is not supported in Tableau Server in a Container.
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Tableau Server in a Container Setup Tool

The Tableau Server in a Container Setup Tool, build-image, builds a custom Tableau
Server in a Container image from a Tableau . rpm Installer and the provided configuration

files.

The Setup tool takes a Tableau Server installer and your drivers and other artifacts as input
and creates a Docker image. When the build-image tool is used properly the newly gen-

erated image will have installed the desired artifacts.
Supported distributions for building

Building the Tableau Server in a Container Docker image is only supported on a RHEL-based
Linux system (RHEL, CentOS, or Amazon Linux 2). Building on any other Linux distributions

may be possible but is currently untested and unsupported. Building images on macOS is not
supported. The image created is based on a UBI 8 image (CentOS 7.x for version 2022.1 and

earlier).

You must have Docker version 18.09 or later installed on the host in order to build the con-
tainer images. In general, we recommend using the latest stable version of Docker. Some
Linux distros only provide older versions of Docker in their software repositories, in which case
you may need to install Docker from a different source. Docker versions earlier than version

18.09 do not include features that are required for Tableau Server in a Container.
Download the necessary files

To use the Setup Tool, you need to download both the tool and a compatible Server Installer
. rpm file. The Installer file must be version 2021.2.0 or later. Both files can be downloaded

from the Tableau Server page.

1. Download the Server installer file, tableau-server-<version>. rpmversion

2021.2.0 or later.
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2. Download the Server in a Container Setup tool, tableau-server-container-

setup-tool-<version>.tar.gz.
Installation

The Tableau Server in a Container Setup Tool is provided as a tarball. You will need to extract
the contents of the compressed file. Here is an example which assumes the Tableau Server

in a Container setup tool archive is in your current directory:

tar -xzf tableau-server-container-setup-tool-<VERSION>.tar.gz

This creates a new directory, tableau-server-container-setup-tool-<VERSION>

with the build-image script you use to run the tool.
Complete the registration form

Edit the registration file to provide your unique identifying information needed to register
Tableau Server in accordance with the End User License Agreement. The file, reg-
info.json, serves as a template for your required, uniquely identifiable registration inform-
ation and is located in the top directory of the Tableau Server in a Container Setup Tool. This
file is used to register the Tableau Server instance running in the image. Providing accurate

information will ensure the registration process completes properly.

The eula field value is pre-filled with "accept" to indicate you are accepting our End User
License Agreement (EULA). You can view the EULA in the EULA directory of the build tool.
As outlined in the EULA, you must submit a uniquely identifiable user registration when activ-
ating Tableau Server. When you are done editing the registration file, the other fields should
have values that reflect your unique information. This file is used to register the Tableau
Server instance running in the image. Providing accurate information will ensure the regis-

tration process completes and your submission meets the requirements of the license grant.

Note: You must accept the EULA to use Tableau Server. If you do not accept the EULA,

you cannot run Tableau Server.
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The registration file template reg-info. json before editing:

{

"zip" : "<value>",
"country" : "<value>",
"city" : "<value>",

"last name" : "<value>",
"industry" : "<value>",
"eula" : "accept",
"title"™ : "<value>",
"phone" : "<value>",
"company" : "<value>",
"state" : "<value>",
"department" : "<value>",
"first name" : "<value>",
"email"™ : "<value>"

}

How to use the tool

There is an executable script in the setup tool called build-image. Running this with the -h

option displays the help:

./src/build-image -h

Usage: build-image --accepteula -i [INPUT IMAGE NAME] -o [OUTPUT
IMAGE NAME] [optional arguments]

Creates new Tableau Server image with pre-installed database
drivers, configuration, and instructions.

REQUIRED

—-—accepteula Indicate that you have accepted the End

User License Agreement (EULA).

The EULA is available in the EULA directory of this tool.

-1 installer Path to the Tableau Server installer.
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OPTIONAL

-0 output name Tag of target generated Tableau Server
image.

-e environment file Optional environment file to con-

figuration overrides to docker image at build time.

-v setup tool version Prints the Setup tool version.

-b base image version Prints the default base image URL.

Basic example usage:

./build-image --accepteula -i tableau-server-image.rpm

Running the command without providing artifacts or a setup script will work, but doesn't really
do anything because it would not be copying or installing any additional resources into the ori-

ginal Tableau Server in a Container image.
Orchestration

Tableau only provides documentation and support for Tableau Server containers running on
Linux. Tableau does not provide documentation or support for container orchestration sys-
tems like Kubernetes or Docker Swarm. Kubernetes can, however, be used to deploy
Tableau Server in a Container. For resources and guidance on deploying Tableau containers
in Kubernetes, refer to our community-supported GitHub project: https://-

github.com/tableau/tableau-server-in-kubernetes.
Customizing the image
Setting Environment Variables at Build Time

A subset of environment variables that can customize your image can only be set when the
image is built. This includes user, group, and other properties that require root privilege inside

the container. Root actions are not available by default at runtime. Additionally it can be useful
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to bake certain environment variables into the image at build time so they do not have to be set

every time the image is run. All of these environment variables can be set by passingin an

environment file to the build-image script.

Environment File

The environment file can be passed to the build-image script using the -e argument. The file

must conform to this format:

<KEY>=<VALUE>
<KEY>=<VALUE>

Example Usage:

Create an environment file with the correct format:

UNPRIVILEGED TABLEAU UID=1012
UNPRIVILEGED TABLEAU GID=1020
TABLEAU USERNAME=myuser
TABLEAU PASSWORD=pw

Pass the file to the image builder

./build-image --accepteula -i tableau-server-2020-3.x86 64.rpm -e

<path-to-env-file>

Environment Variables

Any environment variable can be set in the environment file. Take a look at the Environment

Variables section to see the complete list.

Build time environment variables can only be set when this script is run to build the image:

Environment name Default

BASE IMAGE URL Use the build
tool com-
mand:
build-

Tableau Software

Description

The default image specified in the build-image
tool and Dockerfile is the only officially supported
base image. This parameter can be used to
either pull a copy of this specific base image from
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Environment name

PRIVILEGED
TABLEAU GID

UNPRIVILEGED
TABLEAU GID

UNPRIVILEGED
TABLEAU UID

UNPRIVILEGED
USERNAME

UNPRIVILEGED
GROUP_NAME

PRIVILEGED GROUP
NAME

LANG

Default

image -Db

997

998

999

tableau

tableau

tsmadmin

en

US.UTF-8

Drivers, Certificates, and other files

Tableau Server on Linux Administrator Guide

Description

a custom docker image repository or define a
custom base image. If you choose to use a cus-
tom-defined base image (see Defining a Custom
Base Image for more details), it is your respons-
ibility to ensure it is based on UBI 8 (CentOS 7 or
RHEL 7 for version 2022.1 and earlier) and con-
tains the necessary resources to run Tableau
Server properly.

The GID of the privileged tableau group.

The GID of the unprivileged tableau group.

The UID of the user that runs tableau processes

(single user deployment).

The string name of the unprivileged user.

The string name of the unprivileged group.

The string name of the privileged group.

Locale setting

The Tableau Server image does not come with pre-installed data connectors or drivers. You

will need to create a bash setup-script that will instruct the build-image script to install the

data connectors Tableau Server will need. These are the steps you would take:
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1. Make sure the Tableau Server in a Container setup tool is installed properly

2. Download the driver from the Tableau driver page: https://www.tableau.com/en-us/sup-

port/drivers

3. Copy the downloaded driver file into the customer-files directory in the Tableau Server

in a Container setup tool.

The customer-£files directory will be copied into the docker image. It will be located

in the following path inside the container: /docker/customer-files

4. Editthe file in the Tableau Server in a Container setup tool customer-files/setup-

script to tell Docker how to install the driver.

The script is just an executable bash file that is executed when the Docker image is built.
(Technically it can be used to perform any arbitrary actions in the image including envir-

onment setup, configuration, etc.)

The script will be run inside the container so be mindful that the commands must work

when executed inside the Tableau Server in a Container image.

For example, if you want to install a driver named mydriver.rpm you would write this in

setup-script:

yum install -y /docker/customer-files/mydriver.rpm
Tableau Administrative Views

Tableau Administrative views require the PostgreSQL driver to be installed. If you plan on
using these views you will need to follow the steps above and install the PostgreSQL driver.

For more information about Administrative views, see Administrative Views
Defining a Custom Base Image

The default base image used to build the Tableau Server container is a UBI 8 image (CentOS
7.x for version 2022.1 and earlier) sourced from Docker Hub. In some cases you may want to

configure the build-image tool to pull the image from a different docker image repository. For
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example, your company may manage an internal docker repository and not want the bui1d-
image pulling from a public repository. Use the following steps to customizing the base image

path:

1. Use the following command to view the current build-image tool's default base

image name and version:
./build-image -b

2. Pull the exactly matching base image name and version from Docker Hub and

store/cache it in your preferred image repository (per your company's image policies)

3. Come back to the build-image tool. Create or modify an existing environment file to
include the BASE IMAGE URL environment key with the value set to a new docker

image registry path:

BASE IMAGE URL=<custom-image-registry-path>

4. Build the image with the environment file:

./build-image --accepteula -i <rpm> -e <path-to-env-file>

These steps enable you to specify a completely different base image. This capability is sup-
ported only for UBI 8-based images (RHEL and CentOS 7.x for version 2022.1 and

earlier) and is provided to help customers create more secure images.

Using a base image other than the default specified by Tableau carries the risk of pro-
ducing an image that does not start or function properly. If you choose to use a custom
base image, you are responsible for ensuring that the base image enables Tableau

Server to run properly. We recommend using the default base image unless it is unac-

ceptable to your organization for some reason, such as security concerns.

The custom base image must be based on UBI 8 (RHEL 7 or CentOS 7 for version

2022.1 and earlier). Using any other distro will result in an unsupported image.
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Using internal repositories for yum and pip

The Tableau Server in Container image is configured to use the default yum and pip repos-
itories to pull dependent packages. If you need to edit, remove, or add repositories (for
example, internal repositories might be used to improve security), you will need to modify one

of the Image Setup Tool's initialization scripts.

Modify the <setup tool>/src/image/init/setup default environment.bash
script in the source code to use the internal repositories. Please keep any repository files
required for the internal repository in the <setup tool>/src/image/init/ directory. That

directory will be copied to the docker image.
Base Images and Security

Many customers will run container scanning tools (such as AquaScan or TwistLock) against
the generated Tableau Server Docker image. These security tools will generate a report of
potential security vulnerabilities (or Common Vulnerabilities and Exposures or CVE). There

are two types of vulnerabilities associated with the Tableau Server in a Container image:

« CVEs associated with Tableau Server or with a library we have a dependency on.
¢ CVEs associated with the underlying Linux distro.

Tableau is responsible for CVEs associated directly with Tableau Server. The Security Team
analyzes these reports to determine impact and severity to help prioritize the issues for res-
olution. The baseline remediation priority and timelines will be determined by the original
CVSS severity scoring. Third party component security updates will not usually be back-ported

into older releases unless there is an executable code path that exposes the vulnerability.

With the containerized distribution model, customers are faced with a different set of chal-
lenges around OS Layer vulnerabilities. Traditionally, with Tableau Server, Tableau would
focus its efforts on delivering a secure application and the customer is responsible for man-
aging the Operating Systems (Linux or Windows). However, with containerization, the OS (UBI
8 starting in version 2023.3, CentOS 7.x or RHEL 7.x for version 2022.1 and earlier) and the
application are packaged together in one container. Tableau takes responsibility for the CVE

associated with Tableau Server and for determining if a CVE from a third party library would
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impact customers. However customers must be responsible for the OS layer issues. In order
for customers to address the security issues in the OS layer customers may replace the base
OS layer with their own version (UBI 8-based for version 2022.3 and later, RHEL or CentOS
7.x for version 2022.1 and earlier). In doing this you must validate that Tableau Server runs
correctly. Removing a library Tableau Server is dependent on because of security issues may
result in a non-functioning instance of Tableau Server. If you change the base OS layer cus-

tomers are responsible for validating that it works.
Hardening Tableau Server in a Container

You can apply the standard hardening steps to Tableau Server in a Container. For more

information on hardening Tableau Server, see Security Hardening Checklist.
Deployment Configuration Examples
Docker

Tableau Server in a Container Basic Usage

docker run \
-e LICENSE_KEY:<key>
-p 8080:8080

-d <Tableau Server in a Container image ID or tag>

Tableau Server in a Container Basic Usage with Automated Initial Admin User

docker run \

-e LICENSE KEY=<key> \

—-e TABLEAU USERNAME=<myadmin> \

—e TABLEAU PASSWORD FILE=/etc/tableau-admin-secret \
-v <full-path-to-pw-file>:/etc/tableau-admin-secret \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

TSM only mode

docker run \
-e TSM ONLY=1 \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
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Multi-Node Basic Usage
Initial Node

Option 1: Use this if the server configuration (CONFIG FILE) specifies a multi-node topology:

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \

-v <full-path-to-config-file>:/docker/config/config.json:ro \

-e LICENSE KEY=<key> \

-p 8080:8080 -p 8800-9000:8800-9000 -p 27000-27010:27000-27010 \
--hostname=<name-of-host-machine> \

-d <Tableau Server in a Container image ID or tag>

Option 2: Use this if you want a multi-node deployment even if server configuration does not

specify multi-node topology:

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \

-e LICENSE KEY=<key> -e ALWAYS WRITE BOOTSTRAP FILE=1 \

-p 8080:8080 -p 8800-9000:8800-9000 -p 27000-27010:27000-27010 \
--hostname=<name-of-host-machine> \

-d <Tableau Server in a Container image ID or tag>

Additional node

docker run \

-v <network-shared-directory>:/docker/config/bootstrap \
- BOOTSTRAP INSTALL=1 \

-p 8080:8080 -p 8800-9000:8800-9000 \
--hostname=<name-of-host-machine> \

-d <Tableau Server in a Container image ID or tag>

Externalize Data Usage

docker run \
-v <empty-data-dir>:/var/opt/tableau \
-e LICENSE KEY=<key> \
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—--hostname=localhost \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Init-Container Basic Usage

Init Container

docker run \

-v <empty-data-dir>:/var/opt/tableau \
-e LICENSE KEY=<key> \

-e INIT CONTAINER=1 \
--hostname=localhost \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Run Container

docker run \
-v <empty-data-dir>:/var/opt/tableau \
--hostname=localhost \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Basic Restore from Backup Single-Node

docker run \

-v <full-path-to-backup-file>:/docker/config/backup/backup-file.ts-
bak \

-v <full-path-to-config-only-file>:/docker/config/config.json:ro \
-e LICENSE KEY=<key> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>

Docker-Compose

version: '3.2"
services:
tableau-server:
hostname: localhost
volumes:
- <your-tsm-command-file>:/docker/config/tsm-com-

mands:ro
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- <your-config-file >:/docker/config/config.json:ro
ports:

- "8080:8080"
image: ${IMAGE NAME}
environment:

- LICENSE KEY=<license-key>

Tableau Server in a Container - Using an Image

Introduction

Tableau Server in a Container is Tableau's first container-based server offering. Tableau
Server in a Container is an all-in-one Tableau Server instance running inside of a Linux Docker
container. In other words, a Tableau Server in a Container image is a docker image that runs
an entire self-contained Tableau Server application. Tableau Server in a Container is our first
of many steps to support Tableau Server running in container-based environments. The easi-
est way to understand the concept of Tableau Server in a Container is to think of it like a virtual
machine (VM) with Tableau Server pre-installed. The image is based on a UBI 8 image
(CentOS 7.x for version 2022.1 and earlier) and runs supervisord (instead of systemd)
inside the container. When the container starts supervisord, it willimmediately attempt to ini-
tialize and start Tableau Server. Much of the documentation here aims to describe how to
provide configuration and leverage automation so you can run Tableau Server in Docker envir-

onments.

The Tableau Server in a Container Image Setup Tool helps you create and customize con-
tainer images to include custom packages and artifacts. One of the primary functions of the

tool is to build the container image and install custom data connectors.

To test out the Tableau Server in a Container Image quickly in a proof-of-concept scenarios,

see Tableau Server in a Container - Quick Start.
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Limitations for Tableau Server in a Container

e Tableau Server in a Container only supports license activation using Server ATR. Off-
line activation using Server ATR is supported in 2023.1 and later. This functionality is
available in Containers but requires extra steps and approval. If you need to run
Tableau Server in a Container in an air-gapped or offline environment, contact your
Account representative for more information.

¢ Tableau Server in a Container does not currently support the Resource Monitoring
Tool (RMT) agent.

e Kerberos is not supported in Tableau Server in a Container.

Tableau Server in a Container Image

The Tableau Server in a Container Image is a Docker image that contains all of Tableau
Server. The image is built using the Tableau Server in a Container Setup Tool. When built, the
image includes Tableau Server but it is not yet initialized. The default user in a Tableau

Server in a Container image is a non-root unprivileged user.
Prerequisites
Run the configure-container-host script

When Tableau Server is installed without a container, certain resource limits and coredump
properties are changed as part of the installation process. This is done to help optimize the
performance of Tableau Server. A Tableau Server in a Container image does not have the
ability to make these changes on the host machine, so we recommend running the configure-
container-host script that is provided in the Tableau Server in a Container Setup Tool on any
machine that will be running Tableau Server in a Container images. This will help ensure the
performance of the Tableau Server in a Container image is equivalent to that of its non-con-

tainer counterpart.

Torunthe configure-container-host script:

1. Locate the script (configure-container-host)in the top-level directory of the
Tableau Server in a Container Setup Tool.

2. Copy it to the environments in which you plan on running Tableau Server.
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3. Determine the unprivileged user account/uid that will run as the default user of the
Tableau Server in a Container image. This user should exist on the host machine and
should match the UID set in the Tableau Server container UNPRIVILEGED TABLEAU
UID environment variable. If you did not set this when creating your Docker image, the
default unprivileged user id inside the container is 999. If you are using Docker user-

mapping, this UID should correspond with the user that exists on the host machine.

4. Execute the script as root:

sudo ./configure-container-host -u <uid>
Running the Image

To run a Tableau Server in a Container docker image, the simplest command to get a Tableau

Server in a Container Image running is the following:

docker run \
-e LICENSEiKEY=<key>
-p 8080:8080

-d <Tableau Server in a Container image ID or tag>

This will run docker in the background and, after some time, will result in a fully installed
instance of Tableau Server. Tableau Server can take 10 to 20 minutes to fully start up, depend-
ing on the hardware of the computer running the image. You can confirm that the container is
running by typing the command docker ps. Once Tableau Server is operational, the initial
Tableau Server administrator account will need to be created. This step can be automated. For

more information, see Automate Initial Tableau Server Administrator.
Basic Run Arguments Summary

All the options used in the Docker run command are necessary, often times more options will
be provided to leverage different functionality in the image. For now, let's take a closer look at
just the arguments used in the simplest Docker run command for Tableau Server in a Con-

tainer:
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Argument Description
-e LICENSE_KEY- Tableau Server must be licensed. This environment variable will
Y=<key> store the key that will be used to license the server. Thisis a

required component of the initialization process. You can
provide multiple licenses separated with comma.

-p 8080:8080 This tells docker to expose port 8080 inside the container and
bind it to port 8080 on the host machine. The first 8080 value is
configurable, changing this will modify the port mapped on the
host. Tableau Server by default expects to receive user traffic
on port 8080 inside the container, you can choose whether to
expose this port on a different host port or not at all.

Automate Initial Tableau Server Administrator

When Tableau Server starts up for the first time an initial administrator user must be created
before remote network connections to Tableau Server are permitted. This can be done by run-
ning the tabcmd initialuser -s localhost:8080 -u <username> -p <pass-—
word>command inside the container. You may also set admin credentials via environment
variables. TABLEAU USERNAME and TABLEAU PASSWORD or TABLEAU PASSWORD FILE
(preferred) are the environment variables that can be set to pass in initial admin credentials.

For more information on password management, see Password Management.
For more information on the tabcmd initialuser command see initialuser.

Example

docker run \

-e LICENSE KEY=<key> \

—-e TABLEAU USERNAME=<myadmin> \

-e TABLEAU PASSWORD FILE=/etc/tableau-admin-secret \
-v <full-path-to-pw-file>:/etc/tableau-admin-secret \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
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Licensing
Licensing in Containers

Licensing of Tableau Server in a Container uses the Server Authorization-To-Run (ATR) ser-
vice to activate Tableau Server deployed in the cloud, containers, or virtual environments
without running out of license activations. The ATR service achieves this by providing short-
term leases of configurable duration (ATR duration) until the product key expiration date is
met. ATR abstracts Tableau licensing from underlying hardware changes, which is a fun-
damental aspect of container deployments. Since Server ATR requires the container to be
able to reach the ATR service hosted by Tableau, the containers require internet access.
Tableau Server in a Container does not support offline or manual activation. See Activate

Tableau Server Using the Authorization-To-Run (ATR) Service for more details.

Important: You must provide either the LICENSE KEY or LICENSE KEY FILE envir-

onment variables (only set one).

When upgrading Tableau Server in a container, if you've used the maximum number of activ-
ations for your license, Tableau Server cannot start until the ATR duration has elapsed (4
hours/14400 seconds by default). For more information about setting or changing the ATR dur-

ation, see Activate Tableau Server Using the Authorization-To-Run (ATR) Service.
License Environment Variable

Tableau Server in a Container supports setting license keys using an environment variable:
the LICENSE KEY can contain one or more keys (-e LICENSE_KEY="<key1>, <key2>") via a

comma separated list.

Example

docker run \
-e LICENSE_KEY="<keyl>, <key2>" \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
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License File

Tableau Server in a Container also supports setting license keys using a file. Mount a file to
the default license key file location in the container (/docker/config/license file)or

as otherwise specified by the environment variable LICENSE KEY FILE.

Example

docker run \
-v <full-path-to-license-file>:/docker/config/license file \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Requested license lease time

You can specify the ATR license lease time in a Tableau Server container by setting the envir-
onment variable REQUESTED LEASE TIME. You must provide the lease time in seconds,
with the minimum duration being 3600 seconds (or 1 hour). It is recommended that you lower
the lease time when experimenting and testing Tableau Server to reduce the likelihood of
reaching the max activated lease limit. For production deployments, it is strongly recommend
to not set the REQUESTED LEASE_TIME parameter (thus using the default value), so

Tableau can determine the ideal lease time.
Example
docker run \

—e REQUESTED LEASE TIME=<time-in-seconds> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Running an Uninitialized Image

Tableau Server has two phases of installation, first the Tableau Service Manager (TSM) ser-
vices are installed. In a typical On-Premise installation this step is a time for server admins to
register their server, activate their licenses, and configure the server to behave the way they
want it to. The second phase of installation is setting up and starting the Tableau Server pro-

cesses which will handle end-user traffic and related business logic.
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The default behavior of Tableau Server in a Container images is to automate all installation
steps so the docker run command eventually results in a fully functional server. However, if
you want to start a Tableau Server in a Container image and have it only running the TSM ser-
vices (what a server administrator would expect if they justran initialize-tsm), you can

do this by passing the TSM_ONLY flag as an environment variable.

For example:

docker run \
-e TSM ONLY=1 \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Interacting with the Image

When you have a Tableau Server in a Container image running, you can call TSM and tabcmd
commands directly. Those tools are added directly to the environment path of the pid 1 user

(which is root at this time). This means you can call TSM and tabcmd commands as folllows:
docker exec -it <container> tsm status -v

docker exec -it <container> tabcmd initialuser -s localhost -u

<admin> -p <secret>

Itis also possible to open a shell in the container to perform more general operations. This is

generally not recommended except for debugging purposes:

docker exec -it <container> bash
TSM Web Ul and Remote CLI

The TSM Web Ul and remote CLI is not accessible by default. This is because it requires a
username and password to authenticate and by default the user running tableau server pro-
cesses in the container is not provided a password. This is done for security reasons (we do
not recommend shipping images with a default password inside them as that would allow
remote access). In some cases the TSM Web Ul and making remote access calls using the
TSM CLI can be useful. If you want to use these features you will need to follow the steps out-

lined below to create a remote access user account.
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More detailed information about the TSM Web Ul and CLI see Sign in to Tableau Services
Manager Web Ul.

Create a TSM Remote User

Specify the TSM_REMOTE_UIDand TSM REMOTE USERNAME environment variables when
you build the Tableau Server in a Container image using the Setup Tool. Creation of a TSM
enabled account in the image requires privileged access in the image that isn't available at
runtime, and therefor it can only be done when the Docker image is being built by the Tableau

Server in a Container Setup Tool (build-image).

Example Tableau Server in a Container Setup Tool environment file:

TSM_REMOTE UID=1010
TSM_REMOTE_USERNAME=myuser

Set the password for the TSM Remote User

The Tableau Server in a Container image requires a password for the account when the

image is run. There are two ways you can set the password for this account.
Secrets File (Recommended)

Create a file named remote-user-secret, write the password into the file and mount it
into the container at runtime. TSM_REMOTE PASSWORD FILE determines the expected loc-
ation (default location is /docker/config/remote-user-secret) of the secrets file in

the container.

Example remote-user-secret file:

mypassword

Example docker run command:

docker run \
-e LICENSE_KEY=<key>
-v {absolute-path}/remote-user—-secret:/docker/config/remote-user—

secret
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-p 8080:8080 \
-p 8850:8850 \

-d <Tableau Server in a Container image ID or tag>
Environment Variable

You can also simply setthe TSM REMOTE PASSWORD environment variable when starting the

docker image.

Example docker run command:

docker run \

-e LICENSE KEY=<key>

-e TSM REMOTE PASSWORD=<password>
-p 8080:8080 \

-p 8850:8850 \

-d <Tableau Server in a Container image ID or tag>

Security Notes

¢ Port 8850 must be exposed to receive TSM request traffic.

« Ifthe password is not set properly in the image at runtime the container will exit imme-
diately.

» TSMrelies on the image's Linux user account system. In this case the accountis a
restricted inside the image. This means the account will have a restricted shell and is lim-
ited to executing two commands: /bin/true and passwd.

How to Rotate the TSM Remote User's Password

If you want to rotate the account password of the TSM remote user, you can do this using

either of these options:
Start a new Tableau Server in a Container

The account's password is set every time the container starts up. If you are persisting Tableau
data outside the container then starting a fresh image with a new password will effectively

rotate the password.
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1. Shutdown and remove the running image

2. Setanew password value in either TSM_REMOTE PASSWORD Or TSM_REMOTE
PASSWORD FILE environment variables (see above) in your image configuration.

3. Start the image up again.

Rotate the password manually inside a running container

If you don't want to shut down the image, you can still rotate the password manually.

1. Open a shell in the running container
2. Log in as the remote user account using the su command

3. Runthe passwd command to change the password.

Warning: These manual rotations only persist as long as the container instance's
write layer remains. If you delete the container, the manual changes will not be

applied when a new container is started.

Initial Configuration Options

Configuring Tableau Server in a Container is essential for getting the Tableau Server beha-
vior you want. Tableau Server in a Container is a clean installation of Tableau Server, so you
need to provide the same information to the container as when configuring Tableau Server

outside a container..
Runtime Environment Variables

The runtime environment variables below tell the Tableau Server in a Container image how to

deploy Tableau Server. A subset of these will be described in greater detail.

All of these values are designed to be overridden to enable more flexibility for configuration.
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Envir- Default Description

onment

name

ACCEPT- | 0 Automatically set to 1 when an image is built

EULA using the Tableau Server in a Container Setup
tool.

LICENS- Set to the license key that will be used to license

E_KEY the server. Accepts multiple licenses separated

with commas.

LICENS- | /dock- File path to license file. The format of the license
E_KEY_ | er/config/license file should be one license key per line.

FILE file

REGIST- | /dock- File path to registration file inside the image. By

RATIO- er/config/tableau default this contains the registration information

N_FILE reg.json that was provided when the Tableau Serverin a

Container image was built. This can be over-
written at run time. For more information, see
Activate and Register Tableau Server.

REGIST- An alternative way to overwrite registration
RATIO- information at runtime. This environment vari-
N_DATA able must be set to a serialized JSON string con-

taining the same registration information that
would be found in a Tableau Server registration
file. For more information, see Activate and
Register Tableau Server.

TABLEA- This refers to the initial administrator account on
u_ Tableau Server. This is recommended but
USERNA- optional. If this user is not set the inital admin
ME account for Tableau Server will need to be set

using tabcmd. If this variable is set to a value
then a password is also required. This is only
used when Tableau Server is initialized for the

Tableau Software 207



Envir- Default
onment

name

TABLEA-
u_
PASSW-
ORD

TABLEA-
U_
PASSW-
ORD_
FILE

CONFI- /dock-
G _FILE er/-

config/config.json

CONFI-
G_DATA

Tableau Server on Linux Administrator Guide

Description

first time. Setting this value will tell Tableau
Server in a Container to automatically attempt to
initialize the user. For more information, see Add
an Administrator Account.

A plain text password for the tableau user. This
refers to the initial administrator account on
Tableau Server. This is required if TABLEAU _
USERNAME is specified. For more information,
see Add an Administrator Account.

A file path to a file containing only the password
text for the tableau user. This refers to the initial
administrator account on Tableau Server. This is
required if TABLEAU USERNAME is specified.
For more information, see Add an Administrator
Account.

File path to default TSM config file. The file will
be used to configure Tableau Server. For more

information, see Configuration File Example.
Do not set CONFIG DATAif CONFIG FILE used

This can be used as a substitute for CONFIG
FILE. If you want to provide configuration to the
server without mounting an external file, set this
environment variable to the equivalent serialized
contents of a TSM config file.

Example CONFIG DATA="{\"con-
figEntities\":{\"identityStore\":

{\" type\":\"iden-
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Envir- Default Description
onment
name

tityStoreType\", \"-
type\":\"local\"}}}" For more inform-

ation, see Configuration File Example

Do not set CONFIG FILEif CONFIG DATA s

used
IGNOR- | 0 Oor1.Ifsetto 1, the container will ignore any
E_ topology related configuration present in the con-
TOPOLO- fig file designated by CONFIG FILE.
GY_
CONFIG
BACKU- | /dock- A file path to a Tableau Server backup file (. ts-
P_FILE er/- bak). If provided during initialization the server
con- will attempt a restore. An IDENTITY_STORE _
fig/backup/backup- FILE must also be provided.
file.tsbak
IDENTIT- | /dock- Identity configuration file while restoring from
Y_ er/config/identity- | backup file.
STORE_ | store-config.json
FILE
INIT 0 Oor 1. If setto 1 Tableau Server will only attempt
CONTAI- to initialize TSM and initialize Tableau Server
NER and the container will exit upon completion.
TSM_ 0 0 or 1. Equivalent to installing the Tableau
ONLY Server rpm and running initialize-tsm. Only the

TSM (Tableau Service Manager) services will
start. ONLY works if the container is initializing
for the first time (this will not work if a Tableau
Server in a Container is being started up with a
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Envir-
onment
name

BOOTST-
RAP_
INSTALL

ALWAY-
S_
WRITE_
BOOTST-
RAP_
FILE

WAIT
FOR_
BOOTST-
RAP_
FILE

BOOTST-
RAP_
FILE

BOOTST-
RAP_
DATA

Default

0

/dock-

er/-

con-

fig/-

boot-
strap/bootstrap.json

Tableau Server on Linux Administrator Guide

Description

previously initialized server directory).

0 or 1. Indicates whether or not the server is an
initial node or an additional node. If setto 1, the
container will wait indefinitely until a bootstrap
file exists at the location specified by
$BOOTSTRAP FILE

Oor1.Ifsetto 1, the container will write a boot-
strap file to the location given in BOOTSTRAP
FILE.

Oor 1. If setto 1 (default), if the container detec-
ted it is a worker installation (BOOTSTRAP
INSTALL=1). The container will wait indefinitely
until a file is detected located at the path setin
BOOTSTRAP_FILE. If setto 0 when the startup
process is run this wait will be skipped. This can
be useful in some debug cases.

File path to bootstrap file. Only applies to worker
containers. This file should only point to a boot-
strap file. The typical usage would be to mount
the directory of the target file (default would be
/docker/config/bootstrap)to the host.

This can be used as a substitute for
BOOTSTRAP_FILE. If you want to provide a
bootstrap file without mounting an external file,
set this environment variable to the equivalent
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Envir- Default
onment
name

PORT_ | 8800
RANGE_
MIN

PORT_ | 9000
RANGE_
MAX

HTTP_
PROXY

HTTPS_
PROXY

Tableau Software

Description

serialized contents of a TSM bootstrap file. Do
not set BOOTSTRAP_DATA if using
BOOTSTRAP_FILE.

For performance reasons, we recommend expos-
ing only 200 ports (8800-9000) instead of the
Tableau Server On-Premise default 8000-9000
port range because exposing 1000 ports in
docker can negatively impact the start up time of
the docker image. See Exposing Licensing and
TSM ports below for more information.

We recommend exposing only 200 ports (8800-
9000) instead of the Tableau Server On-Premise
default 8000-9000 port range because exposing
1000 ports in docker can negatively impact the
start up time of the docker image. See Exposing
Licensing and TSM ports below for more inform-
ation.

To forward http requests to your proxy server,
set this environment variable to point your proxy
host. For example, to set the proxy to example-
host for port 8080, HTTP_PROXY -
Y=http://example-host:8080/

To forward https requests to your proxy server,
set this environment variable to point your proxy
host. For example, to set the proxy to example-
host for port 443, HTTPS PROXY-
Y=http://example-host:443/ Besureto
use 'http' when you specify the URL for the
HTTPS_ PROXY environmental variable.
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Envir- Default Description

onment

name

NO_ To bypass the proxy server, specify exceptions
PROXY in the no_proxy variable. Use this variable if your

proxy server does not route internal addresses.
You must also add exceptions to this proxy con-
figuration to guarantee that all communications
within a local Tableau Server cluster (if you have
one now or will have one later) do not route to
the proxy server. Enter both the host name and
the IP address for each computer, and add host
name of the container. Additionally, include the
canonical host name (localhost) and IP address
(127.0.0.1) for the local computer. For example,
to specify exceptions for a three-node cluster:
NO_ PROXY-

="1lo-

cal-

host,127.0.0.1,host-

namel, host-

name?2,hostname3, IP1,IP2, IP3"

COORDI- | Any port between PORT Client port for the coordination service.
NATIO- RANGE MINand PORT

N_ RANGE MAX

SERVIC-

E_

CLIENT _

PORT

COORDI- | Any port between PORT Peer port for the coordination service.
NATIO- RANGE MINand PORT

N_ RANGE MAX

SERVIC-

E
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Envir-
onment
name

PEER_
PORT

COORDI-
NATIO-
N_
SERVIC-
E_

LEADE-
R_PORT

LICENS-
E_
SERVIC-
E_
VENDO-
R_
DAEMO-
N_PORT

AGENT _
FILE_
TRANSF-
ER_
PORT

CONTR-
OLLER
PORT

REQUE-
STED_
LEASE_
TIME

Default

Any port between PORT _
RANGE MINand PORT _
RANGE MAX

Any port between PORT _
RANGE MIN and PORT
RANGE MAX

Any port between PORT
RANGE MINand PORT
RANGE MAX

Any port between PORT _
RANGE_MINand PORT _
RANGE MAX

Default is currently setto 4
hours.
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Description

Leader port for the coordination service.

Vendor daemon port for the licensing service.

File transfer port for the agent service.

https port for the controller service.

Set the requested lease time for Server ATR
activations. You need to provide the time value
in seconds and the minimum duration is 14400
seconds (or 4 hours). Changing this value is gen-
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Envir- Default Description
onment
name

erally not recommended for production deploy-

ments. However when developing or prototyping

with Tableau Server in a Container you may

want to set this to the minimum value so as to

minimize the loss of activations.

Readonly Environment Variables

These are environment properties that describe some of the basic properties of the Tableau

Server in a Container image. Overriding these values is not recommended.

Environment name | Default

PRE_INIT ${DOCKER CONFIG}/customer-
COMMAND_ files/pre init command
SCRIPT

POST_INIT_ ${DOCKER CONFIG}/customer-
COMMAND _ files/post init command
SCRIPT

214

Description

Path to a user custom
bash/executable file to be
run in Tableau Server prior
to Tableau Server ini-
tialization. Note: Make sure
the file has execute per-
mission for all users, oth-
erwise run chmod +rx
<path-to-pre-init-

command-file>

Path to a user custom
bash/executable file to be
run in Tableau Server after
the server is fully functional
and running. Note: Make
sure the file has execute per-
mission for all users, oth-
erwise run chmod +rx
<path-to-post-init-
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Environment name | Default

DATA DIR /var/opt/tableau/tableau
server

INSTALL_DIR /opt/tableau/tableau
server

SERVICE_NAME

Tableau Server

SERVICE _ N/A

VERSION

DOCKER _ /docker

CONFIG

ENV_FILE ${DOCKER CONFIG}/customer-

files/environment

Description

command-file>

The data directory where
Tableau Server bits should
be written.

The installation directory
where Tableau Server install-
ation bits are written.

Name of the application run-
ning in the container.

Version of Tableau Server
installed in the container.

Directory that stores
Tableau specific docker con-
figuration.

File that contains all user
environment overrides.

Build-Time Environment Variables

BASE_IMAGE_URL | Use the build tool command:
build-image -b

Tableau Software

The defaultimage specified in the
build-image tool and Dockerfile is
the only officially supported base
image. This parameter can be
used to either pull a copy of this
specific base image from a custom
docker image repository or define a
custom base image. If you choose
to use a custom-defined base
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image, it is your responsibility to
ensure it is based on UBI 8
(CentOS or RHEL 7 for version
2022.1 and earlier) and contains
the necessary resources to run
Tableau Server properly. For more
information on custom base
images, see Tableau Serverin a
Container - Using an Image.

PRIVILEGED_ 997 The GID of the privileged Tableau

TABLEAU_GID group.

UNPRIVILEGED _ 998 The GID of the unprivileged

TABLEAU_GID Tableau group.

UNPRIVILEGED _ 999 The UID of the user that runs

TABLEAU_UID Tableau processes (single user
deployment).

UNPRIVILEGED _ tableau The string name of the unprivileged

USERNAME user.

UNPRIVILEGED _ tableau The string name of the unprivileged

GROUP_NAME group.

PRIVILEGED_ tsmadmin The string name of the privileged

GROUP_NAME group.

LANG en US.UTF-8 Locale setting

Tableau Server Configuration Overrides

These environment variables can be overwritten by Docker to point at any file in the container.

So if you want to specify a different mount point you are welcome to do so.
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Tableau Server needs a configuration file to start and run:

CONFIG FILE=/docker/config/config.Jjson

CONFIG FILE referstoa TSM configuration file. The format and usage is identical to the con-

figuration file described in Configuration File Example.
Pre-initialization and Post-initialization Commands

Tableau Server runs an automated installation script designed to take Server from a pre-ini-
tialized state to fully running. However, sometimes you may want to add in your own auto-
mation code in the initialization process. We offer two hooks to do this, the pre-initialization

script and post-initialization script.
Pre-initialization script

This script will run immediately after the base TSM processes are initialized and before any
other TSM setup steps are executed. This is useful for executing TSM configuration com-
mands before Tableau Server runs. For configuration changes made at this point, you do not
need to apply the changes because the normal Tableau Server automation does this after your

script completes.
Post-initialization script

This script will run after all other Tableau Server initialization and start-up automation com-
pletes. Tableau Server will be fully functional and running when this script executes. Con-

figuration changes made at this point must be applied.
Instructions

To add a custom script to one of these hooks in your image, follow these steps:

1. Write your custom script

2. Copy the custom scriptinto the customer-files directory of the Tableau Server in
Containers Build Image Tool.

3. Rename the scriptto be either pre init commandorpost init command depend-
ing on when you would like the script to run (you can use both hooks independently from
each other).
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4. Ensure the permissions of the script are either executable by other (chmod +rx <com-
mand-file>)orthe ownership permissions match the unprivileged user in the con-
tainer.

User Configuration

Tableau Server uses an unprivileged user to run server processes. This user created inside
the container when Tableau Server in a Container is initializing. By default the user is named
tableau with a UID of 999. If you are deploying a Tableau Server in a Container that uses
mounts to externally store data on the host machine you may prefer to change the UID to map
a to a UID on the host machine. Using docker user namespaces is another way to achieve the

same result.
Tableau Server in a Container Utilities and Tools

All Tableau Server in a Container utility and tool functions are placed under this directory:

/docker/
File Permission Management

When passing any configuration files to the container you will want to ensure the user running
the Tableau Server process inside the container has permission to access the files. To avoid
granting all users access to files being mounted to the container you can change the UID
and/or the GID of the user running Tableau Server inside the container to match the user-
/group owner on the host. The container user will have a UID determined by the
UNPRIVILEGED TABLEAU UID environment variable (default: 999) and GID determined by
UNPRIVILEGED TABLEAU GID (default: 998). These values can be changed by overriding
the environment variable or you can use a Docker user namepace mapping to associate the
UID/GID in the container to a different UID/GID on the host.

Password Management

Certain features and options require user credentials to be provided as a configuration setting
into the container. Tableau Initial Admin credentials is an example of optional credentials that

enable additional features. In these cases we always provide two methods of setting the
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password. First, you can provide a file containing the password and supply a file path to an
environment variable. Alternatively, you can set an environment variable to store the password

directly.

The recommended and more secure option is to provide the password as a file path to the con-
tainer. Providing a secret in a file is a well supported pattern in Docker, Docker Swarm, Kuber-
netes, and other container orchestration systems. Storing passwords directly in environment
variables is a common pattern so we do support it, but it typically means the password is less

secure.
Examples

Let's take a look at the TABLEAU USERNAME credential. You can provide the password for the
user as either TABLEAU PASSWORD or TABLEAU PASSWORD_ FILE. When running a Tableau
Server in a Container image you can provide either environment variable to supply the pass-

word.

The password file environment variable expects a file path inside the container to a valid
secrets file. The secrets file should be a single line containing the secret.
Example of using a secrets file

docker run \

-e TABLEAU_USERNAMEzadmin \
-e TABLEAU PASSWORD FILE=/etc/admin-secret \
-v <full-path-to-pw-file>:/etc/admin-secret \

-d <Tableau Server in a Container image ID or tag>

Example contents of a secrets file

mypassword23879172

Alternatively one can directly store the password in plain text in the password environment vari-
able. This approach is considered less secure but it is more convenient and a common pattern

with containers.
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Example

docker run \

—e TABLEAU USERNAME=admin \
—-e TABLEAU PASSWORD=password \

-d <Tableau Server in a Container image ID or tag>
Configuring Tableau Server after it is running

Once Tableau Server has been initialized and is running, the best way to interact with the
server is to use the TSM CLI tool. This is the classic Tableau Server tool for performing admin-
istrative tasks. In the future we will support Tableau Server reacting to changes in the static
configuration provided in the CONFIG FILE environment variable in between runs. But for
now, after Tableau Server is initialized, you must interact with the server using the classic

tools.
For more information on the TSM command-line see tsm Command Line Reference.
Status

There are two basic status checks for Tableau Server provided in the image. These can be

used to check the aliveness and readiness of the server.
Liveness Check

The liveness check indicates whether or not TSM services are running. This means it will
indicate whether the orchestrated services of Tableau Server are operating and are func-

tioning. This check is callable here:

/docker/alive-check

Another option is to expose port 8850 which the Tableau Controller service runs to provide
administrative functions through a web browser. One could periodically check the health of

the service by checking the health of the service through tcp health checks.
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Readiness Check

The readiness check indicates whether Tableau Server is running and business services are

ready to receive traffic. This can be determined using the following script:

/docker/server-ready-check

Another option is to use tcp health checks against port 8080 (or whatever port Tableau Server
is bound to receive traffic). Sometimes this kind of tcp health check is more reliable than the
server-ready-check, as the server-ready-check is based on service status reported to TSM

which can sometimes be delayed as the service state is updated.
Persisting Data

Often times with containers we want the capability to shut a container down and then turn it
back on without losing any important information. Tableau Server in a Container images sup-
port this in that you can mount certain directories outside of the container so you can com-
pletely destroy or remove container instances and still preserve your data. This data can be

used to start another container instance and resume where the previous container left off.
The following sections cover the different kinds of managed state.
Tableau Server Data

Server Data is all stored in the data directory. The data directory is where all user-related data
and service runtime metadata is stored. Externalizing this data means your user's data can be

persisted even after the Tableau Server in a Container is completely removed.

This data is transferable and can is usable with cloud-managed block storage system, like
AWS EBS volumes.

When Tableau Server in a Container is used in conjunction with External Filestore, the data dir-
ectory must be on EBS. Do not use a network file system (for example, NFS) for the data dir-

ectory. The External Filestore directory can be on an NFS volume.
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Static Hostnames

Tableau Server does not handle dynamic hostname changes well so it is important to specify
the container's internal hostname so it is consistent between container runs. The hostname
inside a container is arbitrary and can be set to any value. Using the --hostname option
allows one to specify the internal hostname of the container. Make sure subsequent con-

tainers using the same persistent data are run using the same hostname value.

This is not to be confused with multi-node server installations. In these, additional nodes
should each be assigned a different hosthame. What matters is when any single container is
restarted the replacing container that will use the same persistent data for that instance must

have a matching hostname.
Complete Example

Here is an example where the data directory is mounted outside the container.

docker run \

-v <empty-data-dir>:/var/opt/tableau \

-e LICENSE KEY=<key> \

—--hostname=<static (internal) name of host machine> \

-p 8080:8080 -d <Tableau Server in a Container image ID or tag>
Backup and Restore

Tableau Server in a Container supports Tableau Server creating backups and restoring from
a b