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Step 3: Connect your Tableau site to Slack 541

Disconnect a Tableau site fromSlack 542

Update your Tableau App for Slack 542
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How can I load balance data refresheswith Bridge? 694

Scaling and Deployment 694

How can I scale with Bridge? 694

Monitoring 695
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Configure pooling 729
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Troubleshoot pooling 737
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lii Tableau Software

Tableau Cloud Help



Refresh jobs 739

Refresh jobs by client 740
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Change the connection type of a refresh to use Tableau Cloud 765

Remove a data source from a client 767
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Effects of exit and unlink 768
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Permanently remove a client from a site 768
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Troubleshoot Issueswith Bridge 774
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Resolve sign-in issues 779

Identify causes for scheduled refresh issues 779
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Recommended software and hardware 795
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Data connections 798

Data freshness 798
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Using thismodel means: 802

Mixedmanagement 802
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Bridge exceptions 804

Deploy Bridge 804
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Centralizedmanagement 804

Mixedmanagement 805

Next steps 806
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Step 4: Add existing clients to a pool 810
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Refreshing extracts of other cloud data 813
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Embed or update database credentials 813

Embed or update database credentials for Bridge (legacy) 814

Change the file path for a data source 814

Use .tdc files for generic JDBC or ODBC connections 815

Change the connection type 817

Repair connections 817
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Authentication 818
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Additional security considerations 822
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tableau refreshextract command options 826

Sample tableau refreshextract command 829

Syntax for tableau addfiletoextract 830

tableau addfiletoextract command options 831

Sample tableau addfiletoextract command 833

Using a config file 833

Create the config file 834
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Set Up for Data-Driven Alerts 835

Manage all data-driven alerts in a site 836

Disable data-driven alerts for a site 836

Suspend data-driven alerts 836

Resume suspended alerts 836

Identify and fix failing alerts 837

Set Up for Metrics 839
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Resume suspended refreshes 841
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Troubleshoot Refresh Issues 841

Resolve errors and resume suspended refreshes 842

Troubleshoot Subscriptions 843
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No subscription icon 844
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Suspended Subscriptions 844
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Missing data quality warnings 845
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OAuth Connections 848

Overview of the OAuth process 849
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Access tokens for data connections 850

Access tokens for authentication from approved clients 851

Default managed keychain connectors 851

Configure customOAuth 851

Step 1: Prepare the OAuth client ID, client secret, and redirect URL 852

Step 2: Register OAuth client ID and client secret 853
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Step 4: Notify users to update their saved credentials 854
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Turn autosave off or on 864

Tableau Prep on theWeb 865

Installation and Deployment 865

Sample data and processing limits 866

Available features on the web 866

Autosave and working with drafts 868

Publishing flows on the web 869

Embed credentials 869

Publish a flow 871

Who can do this 871

Create, Interact with, and Embed Views on the Web 872

Alerts and subscriptions 872

WebAuthoring and Tableau Desktop Feature Comparison 873

Features listed by version 873

General differences in web authoring 873

Web authoring capabilities 873

Datamanagement 874

Analytics 876

Filtering and sorting 878

Formatting 878

Related topics 880
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Tableau Software lxi

Tableau Cloud Help



Turn web authoring on or off for a site 881

Notes 881

Seewhich sites allow web authoring 882

Configure cross-database join options 882

Create and Edit Private Content in Personal Space 883

Privacy in Personal Space 883

Tableau Catalog and Personal Space 884

Collaboration tools 884

Extract refreshes in Personal Space 884

Find content in Personal Space 885

Publish a workbook to Personal Space 886

Publish a workbook to Personal Space on Tableau Server or Tableau Cloud 886

Publish a workbook to Personal Space from Tableau Desktop 887

Moveworkbooks to Personal Space 887

Moveworkbooks fromPersonal Space 888

Create a Tableau Data Story (English Only) 888

Understand how Data Stories handles data 889

Learn about how Data Stories are written 889

Manage Data Stories for your site 889

Add a Tableau Data Story to a Dashboard 890

Choose the Right Story Type for Your Tableau Data Story 894

Continuous 894
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Discrete 895

Percent of whole 896

Scatter plot 897

Configure Settings for a Tableau Data Story 898

Configure Tableau Data Story Settings: Analytics 898

Configure analytics for your story 898

Understand different types of analytics 899

Correlation 899

Clustering 899

Distribution 899

Segments 899

Trend line 900

Volatility 900

Break down how analytics are used to generate stories 901

Understand analytics for discrete stories 901

Understand analytics for discrete stories 902

Understand analytics for scatter plot stories 904

Understand analytics for percent of whole stories 906

Configure Tableau Data Story Settings: Characteristics 907

Use dimension andmeasure characteristics 907

Learnmore about measure characteristics 907

Formatting 907
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Content 908

Sorting 909

Configure Tableau Data Story Settings: Display 909

Configure the display for your story 909

Understand when to use story display settings 909

Configure Tableau Data Story Settings: Drivers 910

Set dimension drivers 910

Understand dimension driver types 910

Use secondary contributors 911

Set metric drivers 911

Configure Tableau Data Story Settings: Narrative 912

Set verbosity 913

Set drilldowns 913

Add dimension terms 913

Managemeasure labels 914

Configure Tableau Data Story Settings: Relationships 914

Create Actual vs. Benchmark relationship for continuous or discrete stories 915

Create Current/Most Recent vs. Previous Period relationship 915

Customize Your Tableau Data Story 916

Add your own insights 916

Add headers and footers 916

Add functions 917
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Add conditions 918

Duplicate custom content 919

Add custom content in drilldown sections 919

Customize Your Tableau Data Story: Context Variables 920

Set a context variable 921

When to use a context variable: reference two or moremeasures 922

When to use a context variable: period-over-period analysis 924

Customize Your Tableau Data Story: Functions 927

Average 928

Count 928
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LargestNegativeChangeDifference 929
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LargestNegativeChangeStartingValue 930
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LargestNegativePercentChangeDifference 931

LargestNegativePercentChangeEndingLabel 931

LargestNegativePercentChangeEndingValue 931

LargestNegativePercentChangePercentDifference 931

LargestNegativePercentChangeStartingLabel 931

LargestNegativePercentChangeStartingValue 932

LargestPositiveChangeDifference 932

LargestPositiveChangeEndingLabel 932

LargestPositiveChangeEndingValue 932

LargestPositiveChangePercentDifference 933
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LargestPositiveChangeStartingValue 933
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LongestStreakDifference 935

LongestStreakDirection 935

LongestStreakEndingLabel 935

LongestStreakEndingValue 935
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LongestStreakLength 935

LongestStreakPercentDifference 936

LongestStreakStartingLabel 936

LongestStreakStartingValue 936

MaxLabel 936

MaxValue 936

Median 937

MinLabel 937

MinValue 937

PercentDifference 937

PercentOfWhole 937

PeriodLabel 938

PeriodLabelNewest 938

PeriodValue 938

PeriodValueNewest 938

Range 938

SortAscendingLabel 939

SortAscendingValue 939

SortDescendingLabel 939

SortDescendingValue 939

StartingLabel 939

StartingValue 940
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StartToFinishDifference 940

StartToFinishPercentDifference 940

StdDev 940

Sum 940

Total 941

Value 941

Z-Score 941

Customize Your Tableau Data Story: Hide and Reorder Content 941

Hide content and sections 941

Reorder content within a section 942

AddMore Data to Your Tableau Data Story 943

Use a hidden sheet 943

Concatenate dimensions 945

Stackmultiple data stories 946

Add a Pop-Up Tableau Data Story to Your Dashboard 946

Create CustomMeasure Relationships in Your Tableau Data Story 947

Refresh Parameters in a Tableau Data Story 950

Use a Table Calculation in a Tableau Data Story 951

AddWeb ImagesDynamically toWorksheets 954

Prepare your data source 955

Example data set: 955

Assign an image role to your URLs 956
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From the Data Source page: 956

From aworksheet: 956

Add images to your visualizations 957

Share your visualizations 957

Troubleshoot image connections 958

None of the images are displaying inmy viz 958

Some of the images aren't displaying inmy viz 959

The images aren't displaying outside of myworksheet 960

Connect to Published Data Sources inWeb Editing 961

Connect to a published data source in the web editing environment 961

Set Credentials for Accessing Your Published Data 962

Set the authentication type 963

Dropbox, OneDrive connections 964

Workbook connections to Tableau data sources 964

Virtual connections 965

See also 966

Edit a Published Data Source 966

Edit and test changes 966

Roll back changes 967

Understand supported connections 968

Learn about permissions 968

Edit data sources published by a flow 968
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UseDynamic Axis Titles 969

Supported field types 969

Configure a dynamic axis title 969

Understand limitations and edge cases 970

UseDynamic Zone Visibility 970

Supported field types 970

Configure a dynamic dashboard zone 971

Explore Dashboardswith Data Guide 973

Customize Data Guide as an author 974

Explore Data Guide as a dashboard user 974

Explore Data Guide at different levels 976

Understand dashboard-level details 976

Understand viz-level details 977

Understandmark-level details 979

Control Data Guide visibility 981

AutosaveWorkbooks 981

How does Autosave work? 981

Workbook file size 981

What if multiple users edit the sameworkbook? 982

Permissions requirement 982

UseRelationships for Multi-table Data Analysis 982

The Tableau DataModel 986
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Layers of the datamodel 988

Understanding the datamodel 989

Build a new model 990

Multi-table model 991

Single-tablemodel 993

Single-tablemodel that contains other tables 993

Supported datamodel schemas 994

Single-table 994

Star and snowflake 995

Star and snowflake with measures in more than one table 996

Multi-fact analysis 997

Unsupportedmodels 998

Requirements for relationships in a datamodel 998

Factors that limit the benefits of using related tables 999

How RelationshipsDiffer from Joins 999

Characteristics of relationships and joins 1000

Relationships 1001

Joins 1001

Requirements for using relationships 1001

Factors that limit the benefits of using related tables 1002

Where did joins go? 1002

Optimize Relationship Queries Using PerformanceOptions 1004
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What the Cardinality and Referential Integrity settingsmean 1005

Cardinality options 1005

Referential Integrity options 1005

Where did joins go? 1006

Tips on using PerformanceOptions 1008

Terms defined 1009

Automatically Build Viewswith AskData 1009

Navigating to AskData lenses 1010

AskData from a lens page or dashboard object 1012

Navigate to a lens and learnmore about its data 1012

Build queries by entering text 1014

Build queries by adding suggested phrases 1015

Build queries by adding fields and filters 1016

See how elements of your query are applied 1017

Rephrase your question 1018

Change the viz type 1018

Change fields, filters, and displayed data 1019

Adjust date filters 1021

Compare differences over time 1024

Apply simple calculations 1025

Add sheets with other vizzes 1026

Share AskData vizzes via email, Slack, or a link 1026
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Send feedback to the lens owner 1027

Tips for successful queries 1027

Create Lenses that Focus AskData for Specific Audiences 1028

Create or configure a lens page on your Tableau site 1029

Change the list of recommended visualizations 1031

Add or replace a recommended visualization 1031

Edit section titles and recommendation names, or delete recommendations 1031

Add an AskData lens to a dashboard 1032

Apply a different lens to an AskData dashboard object 1034

Change a lens name, description, or project location 1034

See how people use AskData with a lens 1035

Let users email you questions about a lens 1035

Permissions for publishing and viewing lenses 1036

Disable or Enable AskData for a Site 1037

Optimize Data for AskData 1038

Optimize data in AskData 1038

Changing settings at the data source or lens level 1038

Add synonyms for field names and values 1040

Exclude values of specific fields from search results 1040
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Get Started
Tableau Cloud is a secure, cloud-based solution for authoring, sharing, distributing, and col-

laborating on content created in Tableau.

What’s New in Tableau Cloud
TableauOnline is now Tableau Cloud.

Use the visualization below to explore new features in Tableau Cloud. Click on a feature to

bring up the tooltip with a link to detailed documentation for that feature. Explore the filters to

refine your search. Download the data to create a customized list.

You can also use theSearch by Feature dashboard to see a list of new features for a

product or version, or explore when a feature was released. The dashboard currently

defaults to Tableau Cloud for the latest version of Tableau Cloud.

Tableau Software 1

Tableau Cloud Help



Web authoring and interacting with views

For new features and enhancements related to web authoring and interacting with views,

seeWhat's New in Tableau Desktop andWeb Authoring. For more topics related to those

tasks, see Using Tableau on theWeb.

Features Introduced in Previous Versions of Tableau Cloud

To see the latest Tableau Cloud additions since June 2022, use the Tableau Release Nav-

igator inWhat’s New in Tableau Cloud.

Browse summaries of features for previously released versions.

All Tableau Cloud Release Notes | All Known Issues
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Added in previous versions

Added in June 2022

Provision users and groups with Azure Active Directory

Site administrators can now automate user management, provision groups, and assign

Tableau Cloud site roles through Azure Active Directory. For more information, see Con-

figure SCIMwith Azure Active Directory.

Authorize access to Tableau REST API using Tableau connected apps

Using connected apps, you can programmatically authorize access to the REST API on

users’ behalf using JSON web tokens (JWTs).

For more information, see Access Scopes for Connected Apps.

Enable Explain Data by default per site

Site admins can enable Explain Data by default using site settings and the Explain Data per-

mission. Authors no longer need to set the workbook optionAllow Explain Data to be
used in this workbook when viewed online in the Explain Data Settings dialog box (the
workbook setting has been removed). Access to Explain Data in viewingmode is based on

site setting, site role, and the Explain Data permission.

For more information, see Control Access to Explain Data.

Adjust the comparison and date range for metrics

You can now edit a metric's configuration to change the comparison, date range, and status

indicator. Previously, you could only configure these optionswhen you created ametric. For

more information, see Edit a metric's configuration.
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Add a Tableau Data Story to your dashboard

You can now create a Data Story in Tableau Cloud and in English only. Data Stories auto-

matically generates narrative insights within your dashboard, saving time and surfacing rel-

evant insights. As you interact with your dashboard, the stories written byData Stories

adjust allowing you to dive deeper into data and identify key insights faster. For more inform-

ation, see Create a Tableau Data Story (English Only).

Edit published data sources

As of June, you can now edit more types of connections, including Amazon Athena, OData,

Databricks, and SharePoint lists. For more information, see Edit a Published Data Source.

Suspend accelerated views automatically

You can now automatically suspend acceleration for views that are consuming unne-

cessary resources. Set a threshold for the number of times an acceleration task can fail per

day, week, or month before the acceleration is automatically suspended. For more inform-

ation, see View Acceleration.

Understand the ICU 68.2 upgrade

For improved security and better language support, we're upgrading to the current Inter-

national Components for Unicode (ICU) library, 68.2. This update resolves issueswith

ordering and better handles new Unicode characters. This update can impact dashboard

sorting, filtering, and calculations. If you use string comparisons in calculated fields, confirm

that your calculations are still working as expected. For more information, see String Func-

tions.

Tableau Catalog - part of Data Management

Ask Data Lenses appear in lineage - The lineage pane now contains lens information.

For more information, see Use Lineage for Impact Analysis.
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Virtual connections - part of Data Management

Virtual connections support revision history - Revision history lets you view the

changes to the connection, delete a revision, or restore the connection to a previous version.

Enhanced filter features for data policy testing - In the virtual connection editor, when
you preview the data with your data policy applied, you can now see the values that are

allowed by the policy and the values that are filtered out.

Tableau Bridge support for OAuth

Tableau Bridge now supportsOAuth as an authenticationmethod for connections to: Snow-

flake, Google BigQuery, Google Drive, Salesforce, andOneDrive. Using OAuth provides bet-

ter security than basic username and password authentication and is easier to manage. For

more information, see Publish OAuth enabled private cloud-based data sources.

Added in May 2022

Admin Insights Job Performance data source

Get more visibility into your site with Admin Insights. You can now connect to the Job Per-

formance data source to see events and runtime information for background jobs on the site.

Jobs include extracts refreshes, Bridge refreshes, and flow runs. For more information, see

Use Admin Insights to Create CustomViews.

Added in March 2022

IPv4 address support for Bridge pools

Whenmapping domains to Bridge pools, site admins can specify IPv4 addresses in the Priv-

ate Network allowlist to refresh data sources and virtual connections that use IPv4

addresses in their connections. For more information, see IP addresses.
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Accelerate load time for your view

Workbook owners, site administrators, and server administrators can now accelerate load

time for their views. View Acceleration precomputes long-running queries, so accelerated

workbooks load faster. For more information, see View Acceleration.

Customize the View Data window

In a worksheet, you can customize the tabular display of your data in the View Data win-

dow. Remove columns from the default view, change the column order, sort columns, or

add columns to provide deeper context. You can then download the customized view of the

underlying data as a CSV file to share with your team.

Note: When you customize the View Data window, the changes remain only while the

View Data window is open.

The new View Data window and customization options are available in Tableau Cloud,

Tableau Server, and Tableau Desktop. For more information, see View Underlying Data.

The View Data window and its options are accessible for keyboard navigation and screen

readers in Tableau Cloud, Tableau Server, and Tableau Desktop. For more information,

see View DataWindow in "Keyboard Accessibility for Tableau".
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Open the Sheet Description for a workbook on the web

Sheet Description is now available in Tableau Cloud and Tableau Server. While editing a

workbook on the web, in theWorksheetmenu, selectSheet Description. Field descrip-
tions are also available on the web. For more information, seeGet Details About Fields and

Sheets in aWorkbook.

Change to Search behavior in Tableau

Beginning with the 2022 Spring release, the Search functionality on the Search Results

page in Tableau has changed. Prior to this release, content was indexed to allow “partial

tokenmatching.” Thismeant that you could search for a partial string. For example, if you

searched for “super” the results could include content that contained the word “Superstore”

in the title, description or columns, even if the word “super” was not present by itself.

As of Spring 2022, indexing is done in a new way that supports both “full tokenmatching”

and “fuzzy tokenmatching.” Thismeans that the results you see will be based on complete

strings, and will not do partial matches. Fuzzymatching provides partial matching on com-

plete strings. To find "Superstore", you need to search for “superstore” or some variation of

that entire string, for example “supertor”, “sperstore”, or “superstores”. Searching on just

“super” will not return that match. The goal and benefit of this approach is to reduce noise,

limiting the results to content that more closelymatches your search string.

Recommendations for taking advantage of this change:

l Use complete words in your query
l Search for words that are present in the title or description of the content

Quick Search

The behavior of Quick Search has not changed, so partial tokenmatching is still supported,

but thismeans that the results in Quick Search will likely not be the same as the results in the

Search Results page.
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Tableau Catalog - part of the Data Management Add-on

Certifications and data quality warnings for virtual connections - You can now cer-

tify and set data quality warnings on virtual connections.

Virtual connections appear in lineage - The lineage pane now contains both virtual con-

nection and virtual connection table information. For more information, see Use Lineage for

Impact Analysis.

Developer Resources

Virtual connections in the Metadata API - Virtual connections and virtual connection
tables are now addressable using theMetadata API, and can appear in output when using

it. For more information, see Understand theMetadataModel in the TableauMetadata API

Reference.

Virtual connections - part of the Data Management Add-on

Salesforce connector supports virtual connections - You can connect Tableau to
your Salesforce data and create virtual connections and data policies that implement row-

level security. See About Virtual Connections and Data Policies for details about virtual con-

nections.

Virtual connections added to space usage view - Virtual connections are added as an

Object Type in the Stats for Space Usage view so administrators can see how much disk

space virtual connections use.

Added in January 2022

Set up OAuth for Salesforce CDP

As a Tableau Cloud site admin, you can set upOAuth for Salesforce CDP. For more inform-

ation, see Connect Tableau Cloud to the Salesforce Data Cloud.
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Update Admin Insights data sources

As a Tableau Cloud site admin, you can now specify how often Admin Insights data sources

are updated on your site. For more information, seeManage Admin Insights.

Tableau Cloud sign-in updates

For users added tomultiple Tableau Cloud sites, the sign-in processwill now prompt users

to enter the site URI of the site they are attempting to access. For more information, see Sign

In to Tableau Cloud.

Get view load times with Admin Insights

Get more visibility into your Tableau Cloud site with a new Admin Insights data source. You

can now connect to Viz Load Times to see load time information for views published on your

site. For more information, see Use Admin Insights to Create CustomViews.

Added in December 2021

Reset MFA verification methods

Site admins can now reset MFA for users who lose all their usual MFA verificationmethods

and are locked out of the site. For more information, seeMulti-Factor Authentication and

Tableau Cloud.

Support for IdP-initiated SLO

In addition to supporting service provider (SP)-initiated single log out (SLO), Tableau Cloud

supports identity provider (IdP)-initiated SLO. For more information about SAML con-

figuration and requirements, see SAMLRequirements for Tableau Cloud.

Use Tableau connected apps to enable SSO for embedded content

In early January 2022, as a site admin, you can use Tableau connected apps to create and

manage explicit trust relationships between your Tableau Cloud site and custom applications
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where Tableau content is embedded.With connected apps, you can restrict which content

can be embedded and where the content can be embedded, and provide users the ability to

access embedded content using single sign on (SSO) without having to integrate with an

identity provider (IdP). For more information, see Use Tableau Connected Apps for Applic-

ation Integration.

Keep more data fresh across multiple private networks

Site admins can now configuremultiple Bridge pools to load balance data freshness tasks.

Pools can bemapped to domains, giving you the ability to dedicate pools to keeping specific

data fresh andmaintain security by restricting access to protected domains in your private

network. For more information, see Configure the Bridge Client Pool.

Schedule and manage refreshes for file-based data sources directly in Tableau Cloud

Beginning with Bridge version 2021.4.3, refreshes for file-based data sources using Bridge

will be integrated with Online schedules. Publishers can schedule andmanage refresh

schedules for file-based data sources directly from Tableau Cloud. For more information,

see Set Up a Bridge Refresh Schedule.

Note: Your site adminmust have at least one Bridge 2021.4.3 client in a pool mapped to the
domain where your file-based data sources are located.

Data freshness support for virtual connections

Keep new virtual connections that connect to private network data fresh using Bridge. The

DataManagement Add-onmust be enabled for your site to create and use virtual con-

nections. For more information about virtual connections, see About Virtual Connections

and Data Policies.

Edit published data sources

In Tableau Cloud, you can now edit published data sources. Previously, only data sources

embedded in workbooks could be edited.

Whether you’re creating a new published data source or editing an existing published data

source, you can create joins and edit the schema from the Data Source page. Then use the

10 Tableau Software

Tableau Cloud Help



Scratchpad to test your changes, create folders, organize hierarchies, and rename fields and

aliases before publishing your data source—all without ever leaving Tableau. For more

information, see Edit a Published Data Source.

Copy and paste dashboard objects

You can now copy and paste objects either within the current dashboard, or from dash-

boards in other sheets and files. Note that you can't, however, copy sheets in a dashboard,

items that rely on a specific sheet (such as filters), or objects on a device layout. For the com-

plete list of unsupported items and detailed instructions, see Copy objects.
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Replay animations in dashboards, stories, and worksheets

You can now replay animations in dashboards, stories, and worksheets wherever you use

Tableau. Click theReplay button to rewind and replay themost recent animation. You can
also choose the speed at which you want to replay the animation: actual speed, 2x speed,

or 1/2 speed. Animations help you see how your data is changing in context, so you can

make better conclusions about your data. For more information, see Format Animations.

Share Ask Data vizzes with Slack

If your Tableau administrator has configured Slack integration, you can quickly share Ask

Data vizzeswith anyone who has access to a lens. In the upper right corner of the browser,

click the Share icon, then enter specific user names in the text box.

For more information, see Share AskData vizzes via email, Slack, or a link.
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Use terms previously reserved for analytical functions in Ask Data

Previously, analytical terms found in data source field names and valueswere ignored by

AskData. But now it treats terms like "average," "group," "filter," "limit," "sort," and "date" just

like any other form of data, letting you analyze data sourceswithout needing to revise their

contents.

Query fields with table calculations in Ask Data

AskData now lets you query fields with table calculations. Be aware that you cannot include

filters, limits, or "year over year difference" comparisons in your query expressions for these

calculations.

Add Ask Data lenses to Favorites

You can now add AskData lenses to your Favorites list for a site, helping you easily return to

them.

Provide feedback to Ask Data lens authors

If you have questions about the structure of a lens or how best to use it with AskData, you

can send feedback directly to the author.

To the left of the query box for AskData, click the "i" icon.

Then, at the bottom of the tips dialog, clickContact the Lens Author.
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This option is enabled by default, but lens authors can hide it by following the steps in Let

users email you questions about a lens.

Rename fields and tables when authoring Ask Data lenses

If field and table names in a data source don't reflect terms your users would recognize, lens

authors can now rename these items for each lens.

At left, hover over individual tables or fields, and click the pencil icon:

Then provide amore representative name by clicking the pencil icon to the right.

For more information, see Create or configure a lens page on your Tableau site.

Embed metrics into webpages

Includemetrics on the webpages and appswhere they are relevant by embedding them. To

embed ametric, copy the embed code provided on your Tableau site or write your own

embed code. An embeddedmetric follows the same sign in and permission restrictions as

the site themetric is embedded from on Tableau Cloud or Tableau Server, so your metric's

data is secure. For more information, see EmbedMetrics intoWebpages.
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Configure new comparisons and statuses for metrics

When you create ametric, you can now adjust the date range, configure the historical com-

parison, and set status indicators. The comparison and status you set are displayed on the

metric card, giving users an easy to understand indicator of how themetric is performing com-

pared to a prior point in time or a specific value you’ve defined. For more information see,

Create and Troubleshoot Metrics.

Salesforce Admin Insights and Nonprofit Cloud

After connecting to Salesforce, you can now publish additional workbooks and data sources

for Salesforce Admin Insights and Nonprofit Cloud. The content is customized for your organ-

ization and allows you to explore your Salesforce data in Tableau Cloud. For more inform-

ation, see CreateWorkbookswith Salesforce Data.

Add-ons

Virtual connections and data policies - part of the Data Management Add-on

Virtual connections and data policies are included in the separately licensed DataMan-

agement Add-on for Tableau Cloud. These new datamanagement features enable you to

provide a single, centralized connection to a database for your users, as well as define row-

level security on the tables in the connection using a data policy. For more information, see

About Virtual Connections and Data Policies.
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With virtual connections you get Quick Help

As you create and test your new virtual connection, help is just a click away. Delivered in the

product, Quick Help shows relevant just-in-time help content based on where you are or

what you're doing in the virtual connection editor. Simply click the ? icon on the top right of

your screen to open themovable help window.

Tableau Catalog - part of the Data Management Add-on

Custom SQL information on content lineage pages - Catalog lineage pages show
information that helps users understandmore about customSQL in their content.

l A banner on lineage pages identifies content that uses custom SQL.
l You can review the custom SQL query.
l Awarning is shown for custom SQL queries that could result in incomplete lineage.

For more information, see Supported lineage in the Tableau Desktop andWeb Authoring

Help.

Tableau Catalog supports the T-SQL dialect in custom SQL queries - Support for
the T-SQL dialect means Tableau Catalog can providemore complete lineage when
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customSQL is used. For more information, see Supported queries in the Tableau Desktop

andWeb Authoring Help.

Data quality warnings links in email automatically open the Data Details pane -
When you click a data quality warning in a subscription email, the view openswith theData
Details pane shown. Also, a new embed parameter, showDataDetails, is available to open

the view with theData Details pane shown. For more information, see Parameters for
EmbedCode in the Tableau Desktop andWeb Authoring Help.

Inherited descriptions appear in the fields list on lineage pages - When a description

for a field exists upstream from the field, it now appears in the fields list on lineage pageswith

information about where the description is inherited from. For more information, see How

field descriptions are inherited in the Tableau Desktop andWeb Authoring Help.

Easily create Prep flows based on external assets - Now you can use databases and

tables as starting points for new flows in Prep web authoring. For more information, see

Start a new flow in the Tableau Prep Help.

Added in September 2021

Share, collaborate, and keep up with your data in Slack

You can now see Tableau notifications in Slackwith the Tableau for Slack app, which lets

Tableau Cloud site administrators connect with a Slackworkspace. Once connected,

licensed Tableau users can receive notifications in Slackwhen they’re mentioned in a com-

ment, when teammates share content with them, or when datameets a specified threshold

in a data-driven alert. For more information, see Integrate Tableau with a SlackWorkspace.

Save workbooks in Personal Space

Creators and Explorers can now edit and save content to Personal Space, a private location

for each web author on a Tableau site. Content saved to Personal Space is private to the

user and controlled by added resource governance. In Settings, you can enable Personal
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Space and set user storage limits. Administrators can continue to access andmanage all

content, including Personal Space content. For more information, see Create and Edit Priv-

ate Content in Personal Space.

Set your workbook data freshness policy

Strike a balance between performance and data freshness by using workbook data fresh-

ness policies. While cached data is great for the performance of live-connection workbooks,

seeing stale cached data in a viz can cause confusion and frustration for workbook users.

Now with data freshness policies, workbook owners or administrators can choose granular

data freshness policies, so the freshest data appears when your business needs it.

From theWorkbookDetails dialog in Tableau Cloud or Tableau Server, chooseEdit Data
Freshness Policy. Then, choose one of the following:

l Site default (12 hours in Tableau Cloud)
l Always live (Tableau will always get the latest data.)
l Ensure data is fresh every...then, set your interval, such as every 12 hours.
l Ensure data is fresh at...then set your days and times, such as Monday, Wed-
nesday, and Friday. at 09:00 AM Pacific time.

Data freshness policies allow you to optimize workbook performance on a schedule that

meets the needs of your business. For more information, see Set a Data Freshness Policy.
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Rename published data sources

In Tableau Cloud and Tableau Server, you can now rename a published data source for

which you haveSave permissions. To rename a published data source, click theMore
actionsmenu, and chooseRename—just like renaming workbooks. You can also rename

a published data source using the Update Data Source REST API. When a published data

source is renamed, all workbooks that use that data source will use the new name after the

next data source refresh is complete. For more information, see Best Practices for Published

Data Sources.
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Use axes animations to see and understand changes in scale

Axes animations are now available in Tableau Desktop, Tableau Cloud, and Tableau

Server. For example, when you filter your viz to include a new data group, you’ll see that the

scale of the axis changes because a new value was added. Axes animations allow you to

see changes of scale in context so you canmake better conclusions about your data. For

more information, see Format Animations.

Use advanced filtering

Fromwherever you use Tableau, you can now use advanced filtering that was previously

available only in Tableau Desktop. UseWildcard filtering to filter for strings that match your

filter criteria. Or, author Formulas that work with Conditions or Top N filters. For more

information, see Filter categorical data (dimensions).
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Set new permission capability for metrics

TheCreate/RefreshMetrics permission capability has been added for workbooks. For more

information, see Permission Capabilities and Templates in the Permissions topic.

Prior to 2021.3, the Create/RefreshMetrics capability was controlled by the Download Full

Data capability. On workbooks created prior to 2021.3, users who had the Download Full

Data capability will have the Create/RefreshMetrics capability.

This new capability provides finer-grained control over your data, allowing you to grant users

the ability to createmetrics while denying the ability to view or download the full data for the

view.

Control access to Explain Data with new site setting and Run Explain Data permission cap-
ability

Tableau administrators can now control the availability of Explain Data in site settings. Prior

to 2021.3, the ability to enable or disable Explain Data was controlled at the server level only

using the tsm configuration set option ExplainDataEnabled.

Authors can now control the availability of Explain Data at the workbook level using the Run

Explain Data permission capability. For more information, see Explain Data in the Per-

missions topic.

Note: Tomake Explain Data available in viewingmode, a workbook author must also
select the optionAllow Explain Data to be used in this workbook when viewed
online in the Explain Data Settings dialog box. For more information, see Control
Access to Explain Data.

Limit the number of tags per item

A new setting allows you to limit the number of tags that users can add to Tableau content,

such asworkbooks andmetrics, and external assets, such as databases and tables. This set-

ting ensures that tags don’t pose resource consumption problems.When you lower the tag
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limit, it prevents new tags from being added above the limit, but it doesn’t remove existing

tags on items in excess of the limit. For more information, see Site SettingsReference.

Ensure JDBC or ODBC connection customizations are used by Bridge

If a Tableau Datasource Customization (TDC) file is used to customize your generic JDBC

or ODBC connections, you can use the steps described in Use .tdc files for generic JDBC or

ODBC connections to ensure those customizations are used by Bridge aswell.

Monitor Bridge refreshes using JSON logs

Create data sources and views tomonitor refresh jobs by connecting to a Bridge client’s

JSON log files. For more information, see Configure the Bridge Client Pool.

Provide feedback to Ask Data lens authors

If you have questions about the structure of a lens or how best to use it with AskData, you

can send feedback directly to the author.

1. To the left of the query box for AskData, click the "i" icon.

3. At the bottom of the tips dialog, clickContact the Lens Author.

This option is enabled by default, but lens authors can hide it by following the steps in Let

users email you questions about a lens.
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Use terms previously reserved for analytical functions in Ask Data

Previously, analytical terms found in data source field names and valueswere ignored by

AskData. But now it treats terms like "average," "group," "filter," "limit," "sort," and "date" just

like any other form of data, letting you analyze data sourceswithout needing to revise their

contents.

Access table calculations in Ask Data

If a published data source contains calculated fields with table calculations that aggregate or

sort, AskData now indexes and analyzes those just like other fields. (Table calculations that

filter or limit data are not supported.)

Use longer field values in Ask Data

AskData now indexes field valueswith lengths of up to 200,000 characters, far above the

previous limit of 10,000.

Set up custom OAuth for Dremio

Beginning with version 2021.3, you can set up customOAuth for Dremio. For more inform-

ation, seeOAuth Connections.

Add-ons

Tableau Catalog - part of the Data Management Add-on

Inherited descriptions appear in web authoring - When a description for a field exists

upstream from the field, it now appears in web authoring with information about where the

description is inherited from. For more information, see Describe fields in a published data

source in the Tableau Desktop andWeb Authoring Help.

Assets in personal spaces are indexed - Tableau Catalog indexes assets in personal
spaces, but users who browse through the lineage tool seePermissions required instead
of information about workbooks in personal spaces.
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Data quality warnings appear in subscription emails - Subscription emails can include
data quality warnings for workbooks or views if their upstream assets have warnings. For

more information, see Data quality warnings in subscriptions.

Added in August 2021

See color-coded data types and simplified phrasing for limiting and sorting in Ask Data

As you create queries in AskData, you'll see helpful color-coded icons that identify data

types such as numbers, text strings, tables, and so on. Phrasing for limiting filters and sort-

ing has been simplified too, making AskData's interpretations of your queriesmore clear.

Identify elements used in interpretations for Ask Data

AskData has added visual feedback on how your inputs are used in interpretations. Ignored

words are grayed out; hovering over remaining words highlights how they're incorporated in

the interpretation above.

Edit field descriptions for Ask Data lenses

Lens authors can now customize the description that appears when users hover over a

field, better explaining its purpose to the audience of lens users. To change a Description
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entry, click the pencil icon to the right of a field name.

Added in June 2021

Tableau with MFA

As the security landscape evolves and threats that can compromise user credentials grow

more common, it's important to implement strong securitymeasures to protect your organ-

ization and users. If your organization doesn’t work directly with an single sign-on (SSO) iden-

tity provider (IdP), you can enablemulti-factor authentication (MFA) with Tableau

authentication to better secure your user sign-in process.

For more information, see one of the following:

l If you’re a site admin, see About multi-factor authentication and Tableau Cloud.
l If you’re a user, see Register for multi-factor authentication.

Streamlined site settings for Ask Data

Streamlined site settings for AskData now disable or enable the feature site-wide for all data

sources. If it's enabled site-wide, indexing frequency remains customizable for each data
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source. For more information, see Disable or Enable AskData for a Site.

Organize items in a collection

Collections are like playlists that let users organize content in a way that ismeaningful to

them. Viewers, Explorers, and Creators can all create and share collections. For more

information, seeOrganize Items in a Collection.

Note that if you participated in the limited preview for collections, the site setting to control

public collections no longer exists. Now, permissions for collections are controlled the same

way as other types of content. For more information, see Permissions for Collections.

Create workbooks with Salesforce data

You can now integrate Salesforce data into Tableau Cloud to create starter content for

users on your site. Once you connect to Salesforce, Tableau publishes ready-to-use work-

books and data sources to help jumpstart analysis into your Sales and Service Clouds. For

more information, see CreateWorkbookswith Salesforce Data.

Configure settings for extracts in web authoring

You can now configure settings for extracts that you create inWeb Authoring. Optionally,

configure options to tell Tableau how to store, define filters for, and limit the amount of data

in your extract. For more information, see Create Extracts on theWeb .

Bring Einstein Discovery predictions into your Prep flows on the web

Beginning with version 2021.2, you can bring predictionmodels built in Einstein Discovery

directly into your Prep flows on the web.

Note: Youmust have a Salesforce license and user account that is configured to
access Einstein Discovery to use this feature.

With the power of machine learning and artificial intelligence, you can bulk score your flow

data and generate new fields for predicted outcomes at the row level, as well as add top
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predictors and recommended improvement fields to include data about which fields con-

tributed to the predicted outcome. Add a Prediction step to your flow, sign into Einstein Dis-

covery and choose from deployedmodels, and apply them to your flow data. Then generate

your flow output and use the new data source to analyze the predicted outcomes in Tableau.

This feature was first introduced in Tableau Prep Builder in version 2021.1.3. For more

information, see Add Einstein Discovery Predictions to your flow in the Tableau Prep help

and Create and Interact with Flows on theWeb.

Multiple analytics extensions in a site

Beginning with version 2021.2, you can now createmultiple analytics extensions con-

nections for each site. Thismeans that organizationswith different language or connection

requirements can use analytics extensions on the same Tableau Server site, with different

workbooks using different connections. For more information on configuring analytics exten-

sions for your site, see Configure Connectionswith Analytics Extensions. For details on

using analytics extensions, see Pass Expressionswith Analytics Extensions (Tableau

Desktop andWeb Authoring Help).

Note: As of 2021.2, Einstein Discovery analytics extensions are still limited to one per site.

Share explanations from Explain Data in published dashboards

Explain Data has a reimagined user interface optimized for a broader audience of business

users. Authors (Creators or Explorers with editing permissions) can now enable Explain

Data for viewers of dashboards and sheets in published workbooks. Viewers can select a

mark of interest in the view and run Explain Data to explore their datamore deeply than

before.

Access to Explain Data in viewingmode is not enabled by default, so authors will need to

enable this option. For information on how to enable Explain Data in viewingmode, see Con-

trol Access to Explain Data.

For more information on Explain Data, see Discover Insights Faster with Explain Data, Get

Started with Explain Data, and Requirements and Considerations for Using Explain Data.
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Configure custom OAuth

As a site admin, you can now configure customOAuth clients for your site to override

default OAuth clients. For more information, see Configure customOAuth.

Keep more data fresh using Bridge

Bridge adds support for the following connectors:

l Alibaba AnalyticsDB for MySQL
l Alibaba Data Lake Analytics
l Databricks
l Denodo
l Impala
l Kyvos

For more information about Bridge connectivity, see Connectivity with Bridge.

Explore new Admin Insights data sources

Get more visibility into your Tableau Cloud site with new Admin Insights data sources. You

can now connect to the Groups data source to identify the groupmembership of users or

the Site Content data source for governance information about content items on your site.

For more information, see Use Admin Insights to Create CustomViews.

Tableau Catalog - part of the Data Management Add-on

Add Field Descriptions - You can add descriptions for fields in a published data source
that then display in the Description column on the data source page Lineage tab. You can

also see the description on the Data tab when you build a visualization. For more inform-

ation, see Describe fields in a published data source in the Tableau Desktop andWeb

Authoring Help.

Data Quality Warning Updates

l Formatted text support for warning messages - When you create or edit a data
quality warning message, you can format the text with bold, underline, and italics, and
include a link or an image. For more information, see Set a Data QualityWarning.
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l Message required for warnings - When you create a data quality warning, you're
now required to enter a message to display to users. (This doesn't apply to warnings
generated when you set Tableau to monitor for extract refresh or flow failures.) For
more information, see Set a Data QualityWarning.

Inherited descriptions appear in Tableau Desktop - When a description for a field exists

upstream from the field, it now appears in Tableau Desktop with information about where the

description is inherited from. For more information, see Describe fields in a published data

source in the Tableau Desktop andWeb Authoring Help.

Full table name appears - The table's full name has been added to the table page.

Filter by tags - You can now filter databases, files, and tables by tags in the Connect To dia-

log box.

Filter by embedded or non-embedded - On the External Assets page, you can filter data-
bases, files, and tables by asset category: embedded or non-embedded.

Create parameter actions on the web

You can now create parameter actions in both Tableau Cloud and Tableau Server. When

you create a parameter action, you customize how data is displayed in your viz. And users

can change a parameter value by interacting directly with your viz. For more information, see

Parameter Actions.

Create set actions on the web

You can now create set actions in both Tableau Cloud and Tableau Server. Use sets to

define a subset of data, and then use set actions to control how members in a set compare to

other data in the view. For more information, see Set Actions.

Added in April 2021

Salesforce Authentication
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If your organization uses Salesforce, you can enable Tableau Cloud to use Salesforce

accounts for single sign-on with OpenID Connect. When you enable Salesforce authen-

tication, users are directed to the Salesforce sign-in page to enter their credentials, which

are stored andmanaged in Salesforce. Minimal configurationmay be required. See Sales-

force Authentication.

Added in March 2021

See new comment and share notifications in redesigned notification center

Users can now see notifications for new comments and shares by selecting the bell icon in

the top right corner of their Tableau site. The redesigned notification center also displays

updates for flows and extract jobs. With this update, old notificationswill continue to be sent

by email, but will not appear in the notification center. To continue receiving older noti-

fications via email, navigate to site settings. Under Manage Notifications, select Email for

each notification type. For more information, see Tour Your Tableau Site. For settings

information, see Site SettingsReference.

Tableau Catalog - part of the Data Management Add-on

Automated data quality warning - You can set Tableau tomonitor for extract refresh fail-
ures and for flow run failures. When a failure occurs, Tableau generates a data quality warn-

ing that displays to users. For more information, see Set a Data QualityWarning.

Quick search results expanded - Quick search results now include tags on external

assets.

Add Einstein Discovery predictions to Tableau dashboards

With the new Einstein Discovery dashboard extension, as users select marks in a view, they

see dynamic updates to predictions and suggestions to improve predicted outcomes.

Authors can drag the Extension object onto the dashboard canvas, select Einstein Dis-

covery from the extensions gallery, and then configure the extension in Tableau Cloud. For
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more information, see Explore Predictions in Tableau with the Einstein Discovery dashboard

extension.

For information on required licenses, access, and permissions in Salesforce and Tableau,

see Requirements for access.

For an introduction to Einstein Discovery in Tableau, see the Einstein Discovery in Tableau

page and demo on tableau.com.

For details on configuration steps required in order to enable the Einstein Discovery dash-

board extension, see Configure Einstein Discovery Integration.

Added in December 2020

Create extracts on the web

Now you can create extracts directly in web authoring, without using Tableau Desktop. For

more information, see Create Extracts on theWeb . You can extract new workbooks in addi-

tion to existing workbooks. Optionally, the extract creation can run in the background and you

can be notified when it's completed. This will let you close your authoring session while the

extract is being created, which can be helpful with large extracts that might take a long time.

Create and interact with flows on the web

You can now create flows to clean and prepare your data using either Tableau Prep

Builder, Tableau Server, or Tableau Cloud. Connect to your data, build a new flow, or edit an

existing flow and your work is automatically saved every few seconds as you go. Create

draft flows that are only available to you or publish your flow tomake it available for others.

Run your individual flows right from the web or run your flows automatically on a schedule

using Tableau Prep Conductor if you have the DataManagement Add-on. For more inform-

ation, see Create and Interact with Flows on theWeb.
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Organize items in a collection (limited preview)

Collections are like playlists that let you organize your Tableau content. Create a private col-

lection for personal reference, or make a public collection that can be viewed by other users

on your site. For more information, seeOrganize Items in a Collection.

As a Tableau administrator, you can control whether users can set collections to public by

changing the site settingAllow public collections.

Collections are available as a limited preview for Tableau Cloud. You won’t see collections

unless your site is part of the preview. If you’re a Tableau administrator who would like to

join the preview, sign up here.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed DataManagement Add-on for

Tableau Server and Tableau Cloud. For more information, see About Tableau Catalog.

The following features are included in this release:

Data Quality Warning History admin view - Site administrators can see how data qual-

ity warnings are being used on the site using the pre-built admin view, Data QualityWarning

History. For more information see Data QualityWarning History.

See quality warning details in Tableau Desktop - Tableau Desktop users can hover
over the warning icon on the Data tab to see details about the data quality warnings affect-

ing the data in their workbook. For more information, see Set a Data QualityWarning.

Metrics appear in lineage and show data quality warnings - Data quality warnings
now appear onmetrics affected by a warning. Metrics also appear in the Lineage tool,

enabling you to see how ametricmight be affected by data changeswhen performing

impact analysis. For more information, see Create and Troubleshoot Metrics.

Tableau Prep Conductor updates - part of the Data Management Add-on

Now, the DataManagement Add-on is only needed to schedule andmonitor flowswith

Tableau Prep Conductor. Other flow-related tasks no longer require you to license the add-

32 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/collections.htm
https://www.surveymonkey.com/r/WPJSL6D


on. For more information, see Tableau Prep Conductor.

Analytics extensions

Analytics extensions allow you to extend Tableau dynamic calculations in a workbookwith

languages like R and python, and with other tools and platforms. These settings endpoints

enable you to configure analytics extensions on your site in Tableau Cloud. See Configure

Connectionswith Analytics Extensions.

Ask Data Usage and Adoption admin view

You can now see how users engage with AskData on a site, using the new AskData Usage

admin view. The dashboard highlights the top AskData users, data sources, and data

source owners, along with headline valuemetrics. For more information, see AskData

Usage.

Added in September and October 2020

Bridge (legacy) schedules have moved to a new location

For an extract data source that needs to use a Bridge (legacy) schedule to keep data fresh,

you can find and configure a Bridge (legacy) schedule from its new location in the actions

menu on the data source page. For more information, see Set Up a Bridge Refresh Sched-

ule.
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Note: Recommended schedules have not changed location and continue to be integrated
with Online refresh schedules. However, Recommended schedules is no longer labeled as

"Recommended" to better reflect the integration. All the Bridge-related updates described

here have beenmade to support the new Online scheduling experience.

Custom Extract Refresh schedules

Extract refresh scheduling is now fully customizable and no longer need to be selected from

an pre-populated list of schedules. You now have the ability to create andmanage cus-

tomized hourly, daily, weekly, andmonthly schedules for the extract refreshes.

For more information, see Schedule Refreshes on Tableau Cloud.

Turn off Web Page objects

To preventWeb Page objects in dashboards from displaying target URLs, deselectEnable
Web Page Objects in the site settings.

Added in August 2020

Set the Site Time Zone for Extracts
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The default time zone for extract-based data sources in a site is Coordinated Universal Time

(UTC). Site administrators can now choose to set a different time zone.

For more information, see Change Time Settings.

Automatically Suspend Extract Refreshes for Inactive Workbooks

To save resources, Tableau can automatically suspend extract refresh tasks for inactive

workbooks. This feature applies to full extract refreshes only, not to incremental extract

refreshes. This feature only applies to refresh schedules that run weekly or more often.

For more information, see Automatically Suspend Extract Refreshes for InactiveWorkbooks

and Data Sources.

Manage Licenses for User Groups with Grant Role on Sign In

Administrators can set aminimum site role for user groups and chooseGrant role on sign
inwhen creating or modifying that user group. Enabling Grant role on sign in reduces
manual work tomanage licenses, since administrators can designate site role capabilities by

group, and provision licenseswhen a user actually needs it. Bywaiting to grant licenses until

users sign in, administrators can streamline license provisioning, without granting licenses to

inactive users. For more information, seeGrant License on Sign In.

Tag Stale Content for Archiving

The Stale Content Admin view that was introduced in 2020.2, now has an added func-

tionality that allows you to tag content as stale. You can then choose to archive the tagged

content. For more information, see Stale Content.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed DataManagement Add-on for

Tableau Server and Tableau Cloud. For more information about Tableau Catalog, see

About Tableau Catalog.

The following features are included in this release:
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See data quality warnings in Tableau Desktop - When you open a workbook in

Tableau Desktop that has a data quality warning, the warning icon (either a blue circle or a

yellow triangle with an exclamation point) appears on the Data tab on the sheet page of the

workbook. For more information, see Set a Data QualityWarning

'Sensitive data' warning type added - You can use this new warning type to set a data

quality warning for sensitive data in your organization. For more information, see Set a Data

QualityWarning

Embedded assets are listed in External Assets - You can now see embedded assets

listed in the External Assets page. For more information, see Use Lineage for Impact Ana-

lysis.

Tag external assets - Add tags to databases, tables, and columns, which enables you to,
among other things, tag tables and columnswith personally identifiable information (PII).

For more information, see Tag Items in Tableau Desktop andWeb Authoring Help.

Web authoring and interaction with views

New features and enhancements related to web authoring and interacting with views on the

web are listed inWhat's New in Tableau for Users andWeb Authoring and Tableau

Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on theWeb.

Added in June 2020

Tableau Bridge

No Bridge upgrade or installation required – for publishers

For publishers working exclusively with data sources that connect to on-premises relational

data, you no longer need tomaintain your current client or upgrade to the latest. As long as

youmigrate your refresh schedules using Recommended schedules (next bullet), and your

admin has installed and set up at least one Bridge 2020.2 client, you’re all set. For more

information, see Set Up a Bridge Refresh Schedule.
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Integrated refresh schedules

Refresh schedules for Bridge are now integrated with Tableau Cloud refresh schedules. For

publishers, integrated refresh schedules, calledRecommended schedules, mean:

l You have more control and flexibility to manage your own data sources.
l Your dependence on site admins is reduced for certain data source management
tasks like updating connections credentials.

For more information, seeOnline schedules versus Bridge (legacy) schedules.

Keep private cloud data fresh

Use Bridge to keep cloud data, accessible only from inside a private network, fresh. For

more information, see Use Bridge for Private Cloud Data.

Pooling enabled for extract refreshes

Clients can pool extract refreshes, in addition to live queries, across all 2020.2 clients in the

network. For site admins, pooling of extract refreshesmeans:

l You can focus on providing availability, throughput, and latency.
l You can optimize the composition of your client pool to match the characteristics of
your live query and extract refresh workloads.

For more information, see Configure the Bridge Client Pool.

Updated Settings page
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For site admins, the simplified Bridge Settings page allows you to configure which clients to

include or exclude from the pool and displays a warning icon tomake it easier to know which

clients need to be upgraded to the latest version. For more information, see Configure the

Bridge Client Pool.

Note: The warning icon shows only when there is a newer client available for download.
The warning icon is not an indication that there are issueswith the client or related Bridge

data sources.

Added in May 2020

Site Capacity Updates for Extract Refreshes

To improve site performance and ensure a consistent scheduling experience, sites are alloc-

ated daily and concurrent extract refresh capacity. For more information, see Tableau

Cloud Site Capacity.

Use relationships to combine data for multi-table analysis

Relationships are a new, flexible way to combine data for multi-table analysis in Tableau.

Data sources now support multi-table datamodels in a new logical layer. Tableau recog-

nizes the separate tables in your data source and performs aggregations at the native level

of detail for each table.

Creators can combine tables using relationships. Using relationships between logical tables

makes it easier to explore and analyzemulti-table data at the right level of detail, without hav-

ing to write specialized calculations to control aggregations like averages and totals.
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You do not need to specify join types for relationships; during analysis Tableau automatically

selects the appropriate join types based on the fields and context of analysis in the work-

sheet.

Note: Your workbookmust use an embedded data source for you to be able to edit rela-
tionships in the Data Source page in web authoring in Tableau Server or Tableau

Cloud. You cannot edit the datamodel of a published data source.

In support of multi-table analysis, several parts of the Tableau interface have changed. The

Data Source page (canvas, data grid), View Data window, and the Data pane in the work-

sheet have all been updated to support a multi-table analysis experience. For more inform-

ation, see Changes to different parts of the interface.

Note: View Data column order has changed in Tableau 2020.2 and later. This change is

required to support relationships and logical tables. For details, see View Data column

order changes in Tableau 2020.2 and later.

For more information about relationships and changes to data sources, see these topics:

l What's Changed with Data Sources and Analysis in 2020.2
l Questions about Relationships, the DataModel, and Data Sources in 2020.2
l The Tableau DataModel
l Relate Your Data andOptimize RelationshipsUsing PerformanceOptions
l How AnalysisWorks for Multi-table Data Sources that Use Relationships
l Troubleshoot Multi-table Analysis
l Walkthrough: Don't Be Scared of Relationships

Also see this Tableau blog post: Relationships, part 1: Introducing new datamodeling in

Tableau
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Create metrics to track data

Metrics help users track changes to their data. Users can createmetrics from a view and

use them tomonitor key numbers like daily sales. For information on how users createmet-

rics, see Create and Troubleshoot Metrics.

Tableau Cloud administrators can ensure that users are able to createmetrics or disable

metrics for the site. For more information, see Set Up for Metrics.

Add a Set Control to let users quickly modify the members of a set

With a Set Control, your audience can select themembers of a set without necessitating

edit mode. Users can simply add or remove set members by interacting directly with the

card in the view. Coupled with Set Actions, you have two powerful, complementary features

that make it easy to visualize the set you’re interested in.
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For more information, see Create Sets, or check out this blog post, Powerful analytics in a

user-friendly package with the set control.

Add or remove values from a set by interacting directly with the viz

Now, using Set Actions, you and your audience can use the viz itself to incrementally add val-

ues to or remove values from a set. Simply interact with the viz and choose whichmarks to

include or exclude. Coupled with the new Set Control feature, you have two powerful ways

to gain deeper insights into your data.
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For more information, see Set Actions.

Upload and open workbooks with a browser

Users can now upload a Tableau workbook to your Tableau site without publishing through

Tableau Desktop, the REST API, or TabCmd. In a Tableau site, users with a Creator or

Explorer (can publish) site role can selectNew >Workbook Upload to upload a .twb or
.twbx file (up to 50MB) to a project. For more information, see UploadWorkbooks to a

Tableau Site.
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Access Dashboard Starters from Home in Tableau Cloud

Site Administrator Creators can now accessDashboard Starters from the Home page in

Tableau Cloud. Use these pre-designed dashboards to quickly visualize data from common

business applications like Salesforce or ServiceNow ITSM. For more information, see Use

Accelerators to Quickly Visualize Data.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed DataManagement Add-on for

Tableau Server and Tableau Cloud. For more information about Tableau Catalog, see

About Tableau Catalog.

The following features are included in this release:

Raise the visibility of important warnings - You can set a data quality warning to be
highly visible, so that users of a visualization that's affected by the warning see a notification,

and the warning displays in amore prominent yellow color elsewhere in Tableau. For more

information, see Set a Data QualityWarning and "Use Data Details to see visualization

information" in Explore and Analyze Data in a View in the Tableau Desktop andWeb Author-

ing Help..

Dashboards appear in the Lineage pane - When you select the Dashboards item in the

lineage, you can see a list of downstream dashboards. For more information, see Use

Lineage for Impact Analysis.
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Filter external assets on Certified and data quality warnings - In addition to using
search to narrow down your choices on External Assets, you can now filter databases, files,

and tables byCertified and by data quality warnings.

More filters when connecting - When you connect to data, you can filter databases and

table on connection type.

More information on what's new

Other new features and enhancements related to web authoring and interacting with views

on the web are listed inWhat's New in Tableau for Users andWeb Authoring and Tableau

Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on theWeb.

Added in February 2020

Refresh parameters automatically with dynamic parameters

Now you can set a parameter’s current value to be the result of a single-value, view-inde-

pendent calculation. In addition, you can refresh a parameter's list of values (or domain)

based on a data source column. Thismeans that each time the workbook is opened and

Tableau connects to the data source referenced by the parameter, every place in the work-

book that references the parameter will use the latest value or domain.
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For more information, see Create Parameters.

Automate user provisioning and group synchronization through an external identity provider

You can automate adding or removing users from Tableau Cloud or adding or removing

members from groups using your identity provider (IdP). Tableau Cloud IdP user man-

agement uses the System for Cross-domain IdentityManagement (SCIM) standard, which

is an open standard for automating the exchange of user identity information. Currently we

support SCIMwith the following IdPs:

l Okta
l OneLogin

SCIM is used to provision users in cloud applications such as Tableau Cloud. Cloud IdPs

centrallymanage user identities, including assigning users to applications and groups. The
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IdP uses the SCIM standard to ensure that “downstream” applications are kept in syncwith

the provisioning assignments set up with the IdP. Managing users in this way improves

security, and can greatly reduce the amount of manual work that Tableau Cloud site admin-

istrators need to do tomanage site users and groupmembership.

For more information, see Automate User Provisioning andGroup Synchronization through

an External Identity Provider.

Support for login-based license management

Login-based licensemanagement, helps youmanage licensing for users with Creator roles

on Tableau Server and Tableau Cloud. Users with Explorer or Viewer roles cannot use this

feature. If you’re using Role Based Subscriptionswith Tableau Server or Tableau Cloud,

you can simplify your licensemanagement using login-based licensemanagement to elim-

inate separate Tableau Desktop and Tableau Prep Builder product keys. You only need to

manage one or more product keys for on-premises Tableau Server, or in the case of

Tableau Cloud, you don’t need tomanage any product keys at all.

For more information, see Activate Tableau using Login-based licensemanagement.

Updates for Permission Dialog

Set permissions faster with the new permissions dialog. New permission templates and cap-

ability groupingsmatch common user scenarios. Editing permission rules is easier than

ever with direct editing—double click to enter edit mode. Search for groups and users sim-

ultaneously without preselecting your choice. Copy a custom permission rule and paste it

for another group or user. And hand off project management to Project Leadersmore intu-

itively with the new setting. For more information on permissions, see Permissions.

Lock nested projects

Regulating permissions is now more flexible. Project permissions can be locked inde-

pendently for nested projects. Top-level projects can act as organizational containers for

projects with different permissionmodels. Non-admins can create new locked projects. For

more information, see Lock content permissions.
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Run NowSetting

This new setting allows Administrators to configure whether to allow or block users from

manually running extract refreshes, flows runs, and subscriptions. The RunNow settings are

on theGeneral settings page, and by default, is selected to allow users to run jobsmanually.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed DataManagement Add-on for

Tableau Server and Tableau Cloud. For more information about Tableau Catalog, see

About Tableau Catalog.

The following features are included in this release:

Added connectors - Connect to more data from external assets. We've added support for

the following connectors: Google Big Query, Google Drive, Google Sheets, Box, Dropbox,

andOneDrive.

Create workbooks - Create a workbook from the External Assets page or from a database

or table page for Catalog-supported connections. For more information, see "Tableau Cata-

log users create workbooks from external assets" in Creators: Get Started withWeb Author-

ing in the Tableau Desktop andWeb Authoring Help.

Filter on Certified and data quality warnings - Filter data sources, databases, files, and
tables byCertified, filter data sources by connections, and filter databases and tables by data

quality warnings. For more information, see "Open the Connect to Data page" in Creators:

Connect to Data on theWeb, or "Connect from Tableau Desktop" in Connect to Data by

Using Tableau Server or Tableau Cloud in the Tableau Desktop andWeb Authoring Help.

Enhanced Data Details pane -

l See a sparkline with the number of times a sheet or dashboard was viewed over the
last 12 weeks.

l Easily see that there are Warnings on a view.
l Expand a field to see its metadata, such as a description or calculation.
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l When a field in a workbook inherits its description, see where the description comes
from.

For more information, see "Use Data Details to see visualization information" in

Explore and Analyze Data in a View in the Tableau Desktop andWeb Authoring

Help.

Added in October 2019

Web authoring and interaction with views

For a comprehensive list of new features and enhancements related to web authoring and

interacting with views on the web, see the features listed under "Prepare, Author, and View

Data on theWeb" inWhat's New in Tableau for Users andWeb Authoring and Tableau

Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on theWeb.

Recommendations for views

Tableau Cloud now provides recommendations for views to help users discover relevant

content. To learnmore about these recommendations, see Discover Recommended

Views.

You can control whether recommendations appear on your site, or whether user names

appear on recommendation tooltips, by adjusting the options underRecommendations
for Views on the Settings page.

Table visualization enhancements

Authors can now create wide tables with up to 50 columns.Wide tables with discrete fields

can also now be scrolled horizontally. For more details, see Define Table Structure. Also,

see this post on 50-column tables from Tableau Public Ambassador Marc Reid on the datav-

is.blog.
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Create extracts on the web

Now you can create extracts in the browser, without using Tableau Desktop. For more

information, see Create Extracts on theWeb . You can also use the new cre-

ateextracts and deleteextracts commands in tabcmd to create or delete extracts

for a published workbook or data source. For more information, see tabcmdCommands.

Get view load times with Admin Insights (beta)

Included with the latest version of Admin Insights, is theViz Load Time Drilldown dash-
board and the TS Web Requests data source. You can use both resources to help users
who are authoring views better understand the experience of the users who are consuming

those views. For more information, see Explore the pre-built workbook and Explore the data

sources.

The dashboard and data source are available to you as in-release beta features by request.

To join the beta or provide thoughts and ideas about the new Admin Insights content, sign in

to the Early Feedback site.

Disable email notifications when Tableau Bridge clients aren't running

If scheduled refreshes appear to be running outside of schedule or if you want to stop noti-

fications you receive about clients not running, you can disable email notifications. For more

information, see Change the Bridge Client Settings.

Request access

Users can now request access to see a project, workbook, or view when they don’t have

viewing permission.When someone requests access to content, Tableau routes an email to

the person who controls permissions for that content with information about the request and

instructions onmaking access changes. For information onmanaging permissions, see Per-

missions.
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Limit visibility of user information

TheUser Visibility site setting lets administratorsmanage if users with Viewer and Explorer

site roles see other users and groups on the site, which can be important for sites used by

multiple clients. WhenUser Visibility is set to Limited, Explorers and Viewers cannot see
information about other users, including aliases, project ownership, comments, andmore.

Creators and administrators (including Site Administrator Explorers) can still view user

information. By default, User Visibility is set to Full. For more information, seeManage Site

User Visibility.

Enable or disable Ask Data for a site

As a site administrator, you can control the availability of AskData in theGeneral area of
site settings. For more information, see Disable or Enable AskData for a Site.

Manage Sandboxed Extensions

Tableau now supports Sandboxed extensions, which are a new type of dashboard exten-

sion that run in a protected environment hosted by Tableau. Like Network-enabled exten-

sions, Sandboxed extensions are web applications that run in custom dashboard zones and

can interact with the rest of the dashboard using the Tableau Extensions API. While Net-

work-enabled extensions have full access to the web, Sandboxed extensions can’t share

data or make network calls outside of Tableau. Sandboxed extensions provide a new level

of security for Tableau users and administrators.

To learnmore about controlling extensions, seeManage Dashboard Extensions in Tableau

Cloud. To learnmore about extension security and strategies for deployment, see Exten-

sion Security in Tableau Server Help.

Added in September 2019

Support for Italian added

Tableau has added support for Italian. You can now set Tableau to display the user inter-

face in one of eleven languages:
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l Chinese (Simplified)
l Chinese (Traditional)
l English (United Kingdom)
l English (United States)
l French
l German
l Italian
l Japanese
l Korean
l Portuguese
l Spanish

For more information, see Change language and locale in the Tableau User Help.

In addition to supporting Italian in all Tableau products, the Help is also available in these lan-

guages. To read the help in your preferred language, navigate to the bottom of the Tableau

Help page on the Tableau website, and select the language from the footer.

Tableau Data Management Add-on

TheDataManagement Add-on is a new license that helps customersmanage Tableau con-

tent and data assets in their Tableau Server or Tableau Cloud environment. Tableau Prep

Conductor and Tableau Catalog are included in the DataManagement Add-on. For more

information, see About DataManagement.

Tableau Prep Conductor—part of the Data Management

Tableau Prep Conductor is included in the separately licensed DataManagement Add-on

for Tableau Server and Tableau Cloud. Tableau Prep Conductor leverages the scheduling
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and tracking functionality of Tableau Cloud so you can automate running flows to update

the flow output instead of logging into Tableau Prep tomanually run individual flows as your

data changes. For more information, see Tableau Prep Conductor.

Tableau Catalog features—part of the Data Management

Tableau Catalog is included in the separately licensed DataManagement Add-on for

Tableau Server and Tableau Cloud, making a variety of features available to you in the data

management space. You can use Tableau Catalog to discover data, curate data assets,

communicate data quality, perform impact analysis, and trace the lineage of data used in

Tableau content. For more information, see About Tableau Catalog.

Tableau Metadata API

If you're a developer and interested in accessingmetadata indexed by or surfaced through

Tableau Catalog, see the TableauMetadata API Help.

Explore and inspect views with Explain Data

Inspect, uncover, and dig deeper intomarks in a viz using Explain Data. Explain Data gives

you a new window into your data by proposing statistical explanations for a selectedmark,

including potentially related data from the data source that isn't in the current view.

Creators and Explorers with editing permissions can use Explain Data when editing a view

in Desktop, or editing a view on the web in Tableau Cloud or Tableau Server.

Explanations give you information and visualizations on the data pointsmight be affecting

themark value. You can then open visualizations for further exploration. For more inform-

ation, see Inspect a View using Explain Data in Tableau User help.

52 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/api/metadata_api/en-us/index.html
https://help.tableau.com/current/pro/desktop/en-us/explain_data.htm


Ask Data improvements

Users can now embed AskData into HTML pages, adjust relative date filters, and see top

and bottom outliers in context. For more information, see Automatically Build Viewswith Ask

Data in the Tableau User Help.

Data source owners and Tableau administrators can now add synonyms for field values, in

addition to field names. For more information, seeOptimize Data for AskData in the Tableau

User Help.
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Job Management

Site administrators can now view, monitor, andmanage jobs. For more information, see

Managing Background Jobs in Tableau Cloud.

Added in May 2019

Select from ten different languages for Tableau

Tableau has added support for two new languages, Chinese (Traditional) and English

(United Kingdom). You can now set Tableau to display the user interface in one of ten
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languages:

l Chinese (Simplified)
l Chinese (Traditional)
l English (United Kingdom)
l English (United States)
l French
l German
l Japanese
l Korean
l Portuguese
l Spanish

For more information, see Change language and locale in the Tableau User Help.

In addition to supporting two new languages in all Tableau products, the Help is also avail-

able in these languages. To read the help in your preferred language, navigate to the bottom

of the Tableau Help page on the Tableau website, and select the language from the footer.
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Help Design

A blueSend feedback icon is displayed in the bottom right corner of every Help page to

make it easier for you to send feedback about the content in a topic. Click the icon to let us

know if a topic is helpful to you, and also to comment on what needs improvement.

Use Admin Insights to create custom admin views

Enable the Admin Insights project for your site to create custom admin views about Tableau

Cloud adoption, site traffic, license allocation, andmore. For more information, see Use

Admin Insights to Create CustomViews.
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Configure email alerts for incomplete extract refreshes

As an extract data source owner whose scheduled refreshes are performed by Tableau

Bridge, you can configure Tableau Cloud to send you email alerts for incomplete refreshes.

For more information, see Change the Bridge Client Settings.

Tableau Bridge improvements

Here are some additional improvementsmade to the Tableau Bridge client and workflow.

l Access Tableau Bridge-related admin views from the client menu.

l Quickly identify whether live queries are supported directly from the client.

l Receive email alerts when a scheduled refresh cannot start because the client is not
running.
Note: After Tableau Cloud's upgrade to 2019.2, some data source owners might see
an influx of notifications about Tableau Bridge clients not running. For more inform-
ation, see Scheduled refreshes appear to be running outside of schedule:.

Ask Data improvements

For users, AskData now lets you ask questions in a conversational style, apply simple cal-

culations, and createmultiple sheets. For more information, see Automatically Build Views

with AskData in the Tableau User Help.
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For datamanagers and site administrators:

l Words like "year" and "date" are reserved for analytical functions and should be
avoided in field names.

l The ability to add synonyms for field names is now limited to data source owners and
Tableau administrators, providing a more consistent experience for users.

l AUsage Analytics dashboard reveals the most popular queries, top users, and other
helpful information.

For more information, seeOptimize Data for AskData in the Tableau User Help.

Home page and navigation improvements

For users and administrators, new navigation changes and pagesmake it easier to get star-

ted and locate relevant content:
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l Use the new Home page to access recent views, find favorite content, and see what's
popular on the site. The welcome banner and actions are tailored by site role to help
users get started.

l Dedicated Favorites and Recents pages give users access to all of their most-import-
ant content. Use the sort and filter options on the right side of each page to find rel-
evant content.

l New left navigation panel lets users quickly jump between important pages on the site,
including the Explore page, where they can see all site content in one place. The
panel is responsive to screen sizes and can be collapsed.
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l When users are viewing or creating a visualization, the left navigation panel dis-
appears to make more room for analysis. The compact header makes it easy to nav-
igate through project hierarchy, search the site, and access favorites as needed.

To learnmore, see Tour Your Tableau Site in the Tableau User Help.

Alert side panel

When users selectAlerts in any view, a new panel shows alerts that already exist for the

viz. To create an alert that is visible for others, selectMake visible to otherswhen creating
the alert. Alerts created prior to 2019.2 are not visible to others, but can be updated to be.

To learnmore, see Send Data-Driven Alerts from Tableau Cloud or Tableau Server in the

Tableau User Help.

Custom views supported for Viewer role

Previously, creating custom views required a Creator or Explorer license, but now Viewers

can create them too. For more information, see Use CustomViews in the Tableau User

Help.
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Set a default site start page

Administrators can set a default start page for everyone on a site. When a site user signs into

Tableau Cloud, theywill land on the start page set by an administrator. For more information,

see Set the Default Start Page for All Users.

Web authoring improvements

l Add a stored procedure with parameters when creating a data source.
l See the status bar in web authoring to find information about your view, including selec-
ted marks compared to total marks, rows and columns, and aggregations. For more
information on the status bar, see Status Bar Information in the Tableau User Help.

l Change aggregation of a field using the drop field menu. Right-click+drag (on macOS,
left-click+Option+drag) a field on any card or shelf and select an aggregation type.
This drops the field onto the card or shelf with the aggregation selected.

l Create, edit, and remove parameters.

Added in February 2019

Improved content browsing

You have a new way to browse shared content. When you open a project, you will be able to

see all the content that project contains—workbooks, views, data sources, flows, and nested

projects—in a single grid or list. Locating content is easier, because you no longer need to

navigate separate pages for different content types. For more information, see Tour Your

Tableau Site.
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Ask Data to automatically create a viz

AskData introduces an entirely new way to interact with your data, letting you type a ques-

tion and instantly get a response right in Tableau. Answers come in the form of automatic

data visualizations, with no need tomanually drag-and-drop fields or understand the

nuances of your data’s structure.

AskData lets you ask sophisticated questions naturally, with support for key analytical con-

cepts like time series and spatial analysis, and an understanding of conversational phrases

like “last year”, “earliest”, and “most popular”.

AskData is available for all user roles with direct access to data sources: Creators,

Explorers, and Interactors.

For more information, see Automatically Build Viewswith AskData in Tableau User Help.
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Vector tile background maps

Maps created on or published to Tableau Cloud or Tableau Public now use vector tiles for

quicker geographic data exploring. Maps now appear sharper and smoother when you pan

and zoom, and labels and icons dynamically resize or reshape to fit your view. The new vec-

tor tile maps replace the underlying technology that powers Tableau backgroundmaps for a

smoother and crisper experience. The background cartography for Tableaumaps has also

been updated.

Tableau Software 63

Tableau Cloud Help



New cloud connectors for web authoring

Use the Box, Dropbox, Google Drive, Google BigQuery, andOneDrive connectors to con-

nect Tableau Cloud or Tableau Server to your data. For more information, see Creators:

Connect to Data on theWeb.

Project card images

Project card imageswill no longer appear on the project card unless they are added as the

last item in the project description and encapsulated with ! (exclamationmarks). For more
information, see Add a Project Image.

Suspended subscription notifications

When you subscribe to a view or a workbook, you receive an email snapshot of that content

at regular intervals. Now, you'll receive an email notification if something caused your sub-

scription to fail, with links to resume or delete the failing alert. For more information, see

Create a Subscription to a View or Workbook.
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See new demographic data in Tableau Cloud and Tableau Public

Tableau Cloud and Tableau Public have a new, different source of demographic data than

Tableau Desktop. If your map uses a demographic data layer in Tableau Desktop, youmay

notice some slight differenceswhen that map is published to Tableau Cloud or Tableau

Public, including the time period and value breaks in a legend. In addition, maps that use the

“BlockGroup” Data Layer option in Tableau Desktop will be automatically updated to

“Census Tract” when published to Tableau Cloud or Tableau Public. Six demographic data

layers that appear in Tableau Desktop will be absent whenmaps are published to Tableau

Cloud or Tableau Public:

l Population growth projections
l Household growth projections
l Housing units growth projections
l Effective Buying Income (median)
l Year structure built (median)
l Length of Residence (average in years)

Publishingmaps from Tableau Desktop to Tableau Server will not result in any dis-

crepancies.

Filter improvements

UseCtrl-click (control-click on aMac) to select multiple values in amulti-value filter in the

view. The selected values can be non-contiguous and are indicated with a gray highlight.

When the values are selected, you can then click any one of their check boxes to clear or

choose the values at the same time.

Web authoring enhancements

l New cloud connectors for web authoring: Use the Box, Dropbox, Google Drive,

Google BigQuery, andOneDrive connectors to connect Tableau Cloud or Tableau

Server to your data.

l Data improvements: Authors connecting to a new data source in Tableau Cloud or

Tableau Server can now Run Initial SQL, connect to a customSQL query, and add a
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join calculation to resolvemismatches between fields in a join.

l To better distinguish between dashboard items, you can now rename them using the

Item hierarchy area of the Layout pane or the drop-downmenu for each object on
the canvas.

l After publishing to the web, clickPreview device layouts in the browser to see how
your designs look on desktop computers, tablets, and phones.

For related information on new features, also seeWhat's New in Tableau Desktop and

Web Authoring Help.

Review and monitor Tableau Bridge extract refresh tasks using admin views

Review andmonitor extract refresh tasks performed by Tableau Bridge using admin views.

For more information, see Bridge Extracts.

Configure a timeout limit for extract refreshes in Tableau Bridge

To ensure that long running refresh tasks don't prevent other extracts from refreshing, you

can enforce a timeout limit for refresh tasks performed by a Tableau Bridge client. For more

information, see Configure a timeout limit for refreshes.

Find the Tableau Bridge client version number on Tableau Cloud

As a site admin, you can check Tableau Cloud for the version numbers of the Tableau

Bridge clients associated with your site.
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Note: If the version number for a client ismissing, log on to the computer where the client is
installed and sign in to Tableau Cloud from the client. If the version number doesn't display

after that, consider upgrading to the latest client.

Help Design

Updates have beenmade to help you navigate our content, including a new right-handmenu

to quickly scan and select different topics on a page.

Added in October 2018

Web authoring enhancements

l Build densitymaps and charts. Use the densitymark to createmaps and charts that

can help you identify "hot spots" in your data.

l Add image objects to your dashboards. Easily adjust your image, add a target URL,

and add alt-text to improve the accessibility of your dashboard.

l Add navigation buttons to dashboards. Buttons can help users navigate to another

dashboard, a sheet, or a story. Optionally customize the button with an image of your

own, or add guiding tooltip text.

l Makeworksheets transparent by setting the worksheet background color toNone.

l SelectDuplicate as Crosstab to insert a new worksheet into your workbook and pop-

ulate the sheet with a cross-tab view of the data from the original worksheet.

l Create, move, and resize point, mark, and area annotations.

For related information on new features, also seeWhat's New in Tableau Desktop and

Web Authoring Help.
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Product help search, navigation, and layout improvements

Search results within the product help have been expanded to include results for all Tableau

products and help articles. Help layout and navigation, such as table of contents placement

and breadcrumbs, have been updated to create amore consistent cross-product help exper-

ience.

Secure extract data at the row level

Secure your extract data at the row level using existing approaches for implementing row-

level security in Tableau. For more information, see Restrict Access at the Data Row Level

in the Tableau User Help.

Added in July 2018

Tableau Cloudmigrated to Linux servers. For more information, see Tableau Cloud Pod

Migrations on the Tableau website.

Changes to Tableau Help

Search results within the product help have been expanded to include results for all Tableau

products and help articles. Help layout and navigation, such as table of contents placement

and breadcrumbs, have been updated to create amore consistent cross-product help exper-

ience.

Install Tableau Bridge separately from Tableau Desktop

Beginning with the 2018.2 release, you can install Tableau Bridge separately from Tableau

Desktop. For more information about Tableau Bridge requirements, compatibility with pre-

vious version of Tableau Desktop, and Tableau Bridge client installation, see Install Tableau

Bridge.

No auto-restart for Tableau Bridge

The standalone Tableau Bridge client does not use an auto-restart interval to restart itself

automatically. For more information about the auto-restart interval required by previous ver-
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sions of Tableau Bridge, see Tableau Bridge Frequently AskedQuestions in the Tableau

Knowledge Base.

Note: If you upgrade from Tableau Bridge 2018.1 and earlier to Tableau Bridge 2018.2, the

auto-restart interval that remains in the configuration file is ignored.

Font support in Tableau Cloud

Tableau Cloud includes the following "web safe" fonts: Arial, Courier New, Georgia,

Tableau, TimesNew Roman, Trebuchet MS, and Verdana.

If a visualization uses a font that is not available on Tableau Cloud, Tableau Cloud displays

the visualization using a default system font instead. For more information, see Fonts Not Dis-

playing as Expected After Publishing knowledge base article on the Tableau website.

Validate live connections in Tableau Bridge using Application mode

You can now quickly validate live connections in Tableau Bridge usingApplicationmode.
Thismeans you can also choose to run live queries only when you are logged on toWindows

if the site administrator has enabled the option. For more information, see How Tableau

BridgeWorks.

Manage dashboard extensions in Tableau Cloud

Dashboard extensions are web applications that provide users new ways to interact with

data from other applications directly in Tableau. You can control the dashboard extensions

that you allow to run in Tableau and canmanage the extension's access to data. To learn

more about controlling extensions, seeManage Dashboard Extensions in Tableau Cloud.

Include colleagues on data conversations with @mentions

To engage people in a conversation about compelling data you find in a view,@mention

them in comments. As you begin to type a name, matching people with Tableau accounts at

your organization appear in a list you can choose from. For more information, see Comment

on Views in Tableau User Help.
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Site administrators can disable@mentions in the General section of site settings.

Web authoring enhancements

l Enhance dashboard functionality by connecting to external applicationswith dash-

board extensions. See Use Dashboard Extensions in Tableau User Help.

l Align dashboard items with a visual grid. See Size and LayOut Your Dashboard in
Tableau User Help.

l Use keyboard shortcuts to quickly create and edit views on the web. See Keyboard

Shortcuts in Tableau User Help.

l Createmulti-connection data sources and join data from different databases (cross-

database joins). See Join Your Data in Tableau User Help.

l Union data from the same data connection on the web. See Union Your Data in
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Tableau User Help.

l Whenworking with file-based data sources, you can pivot data from crosstab format

into columnar format. See Pivot Data fromColumns to Rows in Tableau User Help.

l Copy selected values in your data grid by pressing Ctrl+C (Windows) or (Com-

mand+C) (macOS). Alternatively, to copy selected values in themetadata grid, right-

click, and selectCopy.

l Find fields in theData pane using schema search.

l Better control over sorting. Use nested sort to sort dimension valueswithin the context

of each pane. You no longer need to create calculated fields or combine dimensions.

For more information, see Sort Data in a Visualization in Tableau User Help.

Also, you can now access theSort dialog box by right-clicking a dimension field on the
Rows or Columns shelves in a view.

l If you've changed a view (for example, by adjusting filters), you can now create data

alerts without first saving a custom view.

l You now have two ways to open theEdit Axis dialog box. Hover near the top of the
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axis (vertical axis) or to the right (horizontal axis) and click the drop-down arrow that

appears. Or, double-click the axis.

l When you select Logarithmic scale for an axis, you now have the option to specify

Symmetric to display data that contains 0 or negative values on a log scale axis. For
details, see Edit Axes in Tableau User Help.
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l Create and delete annotations by right-clicking the view (in a worksheet or dash-

board), and then selecting point or mark annotation. Right-click the annotation again

to edit or remove the annotation.
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Materialize calculations in extracts already published to Tableau Cloud

If you need to retroactivelymaterialize calculations in extracts that have already been pub-

lished to Tableau Cloud, you can use tabcmd to refresh the published extract with the --

addcalculations option. For more information about materializing calculations in

extracts, seeMaterialize Calculations in Your Extracts in the Tableau User Help. For more

information about the tabcmd option, see refreshextracts workbook-name or datasource-

name.

Added in April 2018

New user-based term licenses are now available

Tableau now offers different types of user-based term licenses that grant a range of web

authoring and other capabilities at various price points. This gives organizationsmore flex-

ibility to fit licenses to the data analysis and visualization needs of different users. To learn

more, see User-based licenses, or to see the capabilities of each license, see Tableau Pri-

cing.

Quickly analyze cloud-based data with Dashboard Starters

Dashboard Starters help you quickly author and analyze data from cloud-based systems

like Salesforce, ServiceNow, Oracle Eloqua, andMarketo. Simply create a new workbook

and choose from several beautiful, informative designs that are tailor-made for key business

metrics. For more information, see Use Accelerators to Quickly Visualize Data

Configure additional Tableau Bridge clients to load balance live connections

Site administrators can configure additional Tableau Bridge clients on different computers

to load balance live queries. For more information, see Allow Publishers toMaintain Live

Connections to On-PremisesData.
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Cancel a scheduled extract refresh that's in progress using Tableau Bridge

Theremay be situationswhere you need to cancel an in-progress extract refresh. You can

cancel an in-progress extract refresh if you have configured the extract to refresh on a sched-

ule using Tableau Bridge. For more information, see Create a Schedule for a Tableau

Bridge Data Source.

Connect to data on the web

With a Creator user license, you can connect to data directly in your browser. Upload Excel

or text-based data sources, connect to data housed in a cloud database or on a server in

your enterprise, or connect to published data saved to your site. For more information, see

Creators: Connect to data on the web.

Prepare your data on the web

With a Creator user license, use the Data Sources tab to prepare your data for analysis.

Create joins, add new data sources, clean your data using the Data Interpreter, andmore.

For more information, see Creators: Prepare Data on theWeb.

Add an accessible toolbar to an embedded view

Authors can enable an accessible toolbar so that all users can add comments, download the

view, or share it with others. For more information, see Publish and embed the view in

Author Views for Accessibility.
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Download your workbook in an earlier version of Tableau

Youmay need to download your workbook to a different version of Tableau, for example, if

the workbook needs to be opened in an earlier version of Tableau Desktop. You have the

option of downloading your workbook in its current version, or downgrading it to an earlier

version. For more information about version compatibility, seeMakeWorkbooksCom-

patible Between Versions.
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Web Authoring Enhancements

l When editing a view on the web, you can resize the width of row headers and the

height of column headers.

l Show Me is now available for dashboards.

l Double-click an annotation to edit its text.

l Hide or show a Viz in Tooltip worksheet. In the target worksheet that is the Viz in Tool-

tip, clickHide. To show the Viz in Tooltip worksheet again, in the source worksheet,

clickUnhide All Sheets.

l Filter hierarchical data in views by using theAll Values in Hierarchy filter option.

l Change the Linemark type to a step line or a jump line by clicking the Path property in
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theMarks card.

l Double-click an axis to edit axis settings.

Added in February 2018

Streamline discussion threads by deleting comments

If a comment is unnecessary or inaccurate, you can quickly delete it. Just click theX in the

upper-right corner. For more information, see Comment on Views in Tableau User Help.

Added in January 2018

Tableau Cloud servers were upgraded to version 10.5.

Recommended data sources

Recommended data sources show Tableau Desktop users relevant data sources published

to Tableau Server and Tableau Cloud. These recommendations are based on published

data sources used by other users in your organization with similar usage behavior as the cur-

rent user.

To keep the recommendations accurate and up to date, the server checks for the following

each day:

l New content - for example, new or updated data sources.

l New usage information - for example, Laura Rodriquez used the Food Catering data

source and HenryWilson used theMonthly Sales data source.

For information on recommended data sources, see Use Certified and Recommended

Data Sources and Tables in Tableau User Help.
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Nested projects

You can now create project hierarchies when you want to segment content into sub-sections

within a larger area. For example, youmight create a project for each department. In each of

those top-level projects, you can separate content based on how the audience uses it, such

as connecting to certified data versus in-progress collaboration. For more information, see

the following articles:

l Use Projects to Manage Content Access

l Navigate projects in the article Navigate Tableau on theWeb

Extracts use the new .hyper format

When you create an extract, it uses the new .hyper format. Extracts in this new format take

advantage of the improved data engine, which supports the same analytical and query per-

formance as the data engine before it, but for even larger extracts. Similarly, when you per-

form an extract task on a .tde extract, the extract is upgraded to a .hyper extract. For more

information, see Extract Upgrade to .hyper Format.

Changes to the way values are computed

To improve data source efficiency and scalability, and produce results that are consistent

with commercial databases, values in your data source can be computed differently in ver-

sion 10.5. In some cases, these changes can cause differenceswith the values andmarks in

your view between version 10.4 (and earlier) and version 10.5 (and later). This applies to

extract data sources, and can apply to multi-connection data sources, data sources that use

live connections to file-based data, data sources that connect to Google Sheets data, cloud-

based data sources, extract-only data sources, andWDC data sources. For more inform-

ation, see Changes to values andmarks in the view in the Tableau User Help.

Desktop operating system requirements (64-bit replaces 32-bit)

Starting with version 10.5, Tableau Desktop, Tableau Reader, and Tableau Public (desktop)

run only on 64-bit operating systems. Version 10.4 is the last version of Tableau Desktop,

Tableau Reader, and Tableau Public to support 32-bit Windows operating systems.
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New in Web Authoring

l Add text objects to dashboards and edit them.

l Edit worksheet and dashboard titles. Double-click the title to open theEdit Title dia-
log box.

l Edit trend lines and view a description of the trendmodel. To view the trendmodel,

hover over any part of the trend line. To edit a trend line on the web, click a trend line

and hold the cursor in place, and then click theEditmenu.

l Trend lines now include a Power option.

l Create hierarchies by dragging one dimension onto another in the Data pane.

l Set the default color property for a field.

l For quantitative color legends, advanced settings are available (dates not included).

l Edit axes on the web. To open the Edit Axis dialog box on the web, double-click an

axis in the view. Options available from the Edit Axis dialog box includeSynchronize
dual axes, clearing the axis range (Reset), and editing tickmarks. You can also
enable or disableDual axis in a field context menu (right-click ameasure field on
Rows or Columns shelf).

Filtered search hidden by default

Filtered search options are now located on the right side of pages, and are hidden by

default. The toggle is a dark icon ( ) when the Filters pane is open and a light icon (

) when the Filters pane is closed. For details on searching, see Search Content.

To use filtered search, click .
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Added in 2017

Added in September 2017

Tableau Cloud servers were upgraded to version 10.4.

Data-driven alerts

When data reaches important thresholds for your business, data-driven alerts automatically

send email notifications to key people users specify. For information on how to create and

manage these alerts, see Send Data-Driven Alerts in Tableau User Help.

Data source certification

Certification offers a way to promote data sources through curation. Site administrators and

project leaders can certify data sources that meet your organization’s security and com-
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pliance standards, or any other standards you define. For more information, see User Cer-

tification to Help Users Find Trusted Data.

Tableau Bridge support for live connections

Live query functionality in Tableau Bridge can now be enabled by site administrators

without requesting access from Tableau. Use Tableau Bridge tomaintain live connections

to on-premises relational data, and to perform scheduled extract refreshes. For more inform-

ation, see Use Tableau Bridge to Expand Data FreshnessOptions.

Enhanced commenting on views

Commenting has been completely redesigned to inspire conversations about data dis-

coveries. The new Comments pane appears to the right of views, rather than at the bottom,

so you can see the discussion and the data at the same time. Profile images automatically

appear too, helping you quickly identify other users. To share filtered viewswith them, add

interactive snapshots along with your comments to highlight the data you're describing.

Any comments you add in a desktop browser also appear in TableauMobile, and vice

versa, so you can easily communicate with colleagues on the go. Comments remain with a

view even if you revise the containing workbook (as long as the view name remains the

same). For more information, see Comment on Views.

Learn who has seen a view

If you own a view, you can quickly find out who at your organization has seen it. At the top of

amain site page, clickViews. Then hover over the specific view you're interested in, and

selectWho Has Seen This View? from themenu at upper-right.

WCAG-conformant drop-down filters in embedded views

Single Value (drop-down) andMultiple Values (drop-down) filters are nowWCAG-con-

formant when accessed in embedded views. For more information, see Build Data Views

for Accessibility and Author Views for Accessibility.
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New to Web Authoring

Precise dashboard spacing, with border and background color controls

If you previously used blank objects to refine dashboard layouts, you'll really appreciate the

new spacing controls. Padding lets you precisely position items on dashboard, while borders

and background colors let you visually highlight them. For more details, see Add padding,

borders, and background colors around items.

Turn on the View Toolbar on the web

In prior releases, when authoring on the web, you could only see and use the View Toolbar

when working with map views. Now you can turn on the View Toolbar for any view or dash-

board in your workbook in web authoring. From the topmenu, selectWorksheet > Show
View Toolbar and select an option.

Edit groups

Starting with Tableau version 10.4, you can edit groups. To edit a group, in the Data pane,

right-click a group field and selectEdit Group. In the Edit Group dialog box that opens, you
can add or removemembers from an existing group, aswell as create new groups in the

group field. You can also choose to Include anOther group. For more information, see

Group Your Data.

Create aliases

Starting with Tableau version 10.4, you can create aliases for members in a dimension so

that their labels appear differently in the view. To create aliases for a field, in theData pane,
right-click a dimension and selectAliases. In the Edit Aliases dialog box, under Value
(Alias), select amember and enter a new name. For more information, see Create Aliases

to RenameMembers in the View.

Format lines

When you are authoring on the web, you can quickly change all the lines in your workbook.

Select Format >Workbook, then expand the Lines section on the Format Workbook and
make your selections. For more information, see Format at theWorkbook Level.
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Added in July 2017

User-specific time zones for subscription schedules

Subscription scheduleswere previously limited to one time zone, but now users can choose

any time zone. At the top of the browser window, click your name, and selectMy Account
Settings. Then, under Subscription time zone, select the time zone for schedules you
create.

Added in June 2017

Default task priority for all extract refreshes

To ensure fair distribution of processing for all Tableau Cloud customers, we're removing

the ability for site administrators to set task priority for scheduled extract refreshes. All pre-

viously set priorities will return to the default value.

Added in May 2017

Tableau Cloud servers were upgraded to version 10.3.

Tableau Cloud sync client evolves into Tableau Bridge

Limited release, by request. The Tableau Online sync client has gained some new func-

tionality and a new name to go with it. Use Tableau Bridge tomaintain live connections to

on-premises relational data. Bridge also takes on all of the functionality that was provided in

the sync client for scheduling extract refreshes. Your existing scheduleswill continue to run

as previously defined in the sync client. 

Live query functionality is currently available to site administrators by request only. For more

information, see Use Tableau Bridge to Expand Data FreshnessOptions.

Encrypted SAML assertions from Identity Providers

Tableau Cloud now supports encrypted SAML assertions from Identity Providers. To learn

more about configuring SAML single-sign-on, see Enable SAMLAuthentication on a Site.
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Site access for support users

Tableau Cloud administrators can allow approved Tableau support technicians to access

their Tableau Cloud site to help troubleshoot a customer support case. To learnmore, see

Enable Support Access.

Help Redesign

Starting with version 10.3, Tableau Desktop Help is now known as Tableau Help. Tableau

Help contains all help topics related to analyzing and consuming data in Tableau Desktop,

Tableau Server, and Tableau Cloud. This help is for people who create workbooks or data

sources and publish them, and for people who want to see, interact with, and share views in

Tableau.

Wewelcome your feedback on this change, aswell as any feedback or ideas youmight have

on how tomake our content better. Please use the feedback bar on the top of any page

("Was this page helpful?") to open the comment field and submit your feedback.

Using Tableau on theWeb provides links to the topics that used to be located in Tableau

Server and Tableau Cloud help.

New to Web Authoring

Web authoring topics for Tableau Server and Tableau Cloud are now located in Tableau

Help, starting with version 10.3.

Save data source

You now have the option to save a data source that is embedded with a published workbook,

as a separate, published data source on Tableau Server and Tableau Cloud that other users

can connect to. When you save the data source, you can choose to update the workbook to

connect to the newly saved data source.
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Edit quantitative color legends

You can now edit the color palette for continuous color legends in web authoring. You can

open the Edit Colors dialog box from theMarks card or by clicking the drop-down arrow on

the legend.

Marks card: Legend:
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You can also set a custom color for the start and end colors by entering the Hex value.

Edit colors on separated legends

When you create separate color legends for measures in your view, you are no longer restric-

ted to using only the default color palette or the color palette assigned to each color legend

when the view was published from Tableau Desktop.
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In web authoringmode, you can now select different color palettes for each legend. Click

the drop-down arrow on the legend to open the Edit Colors dialog box and then select the

color palette. You can also set custom start and end colors using Hex values.

Customize how people interact with your map

In web authoringmode, you can now customize how your audience interacts with your map

view in the following ways using theMap Options dialog box:

l Show a map scale
l Hide map search
l Hide the view toolbar
l Turn off pan and zoom

For more information, see Customize How People Interact with your Map.

Format numbers on the web

You can now specify basic number formatting for measures in the view on Tableau Server

and Tableau Cloud. For more information, see Format Numbers and Null Values on

Tableau Server or Tableau Cloud.
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Create stories

In web authoring, you can now create a story to tell a data narrative, provide context, demon-

strate how decisions relate to outcomes, or to simplymake a compelling case. See Create a

Story for details.
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Create and edit bins

Create bins from continuousmeasures and edit them in Tableau Server and Tableau

Cloud, similar to how you do it in Tableau Desktop. For details, see Create Bins from a

ContinuousMeasure.

Drag fields to ShowMe in the view

Select and drag dimensions andmeasures of interest to the view area. A "Show Me" view is

automatically created. You can then click other Show Me options to try different view types.
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Drill up and down a continuous hierarchy in the view

In a view with a continuous hierarchy, hover near the headers on a continuous axis to display

the + and - controls. Click to drill down or up.
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Added in March 2017

Google authentication

Google authentication gives you the convenience of using your Google ID and password

with Tableau Cloud, thus reducing the number of sign-in prompts when accessing Tableau

Cloud. Your site administrator canmanage these credentials in a central location so that

you no longer need to reset multiple passwords. For more information about Google authen-

tication, see Authentication.

Custom schedules for subscriptions

Subscription schedules used to be limited to a set of standard options, but now you can

receive emails on whatever schedule works best for you. To learnmore, see Subscribe to

Views.
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Added in February 2017

Tableau Cloud servers were upgraded to version 10.2.

The following items inWhat’s New in Tableau Server also apply to Tableau Cloud.

l Support for accessibility compliance

The functionality referred to in this item is for Tableau Desktop authors who want to

create accessible views that they publish to Tableau Cloud or Tableau Server.

l Web authoring enhancements

Added in 2016
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Added in November 2016

Tableau Cloud servers were upgraded to version 10.1.

Web authoring enhancements

l Show or hide headers in a view.

l View read-only device layouts for dashboards.

Full-screen views

To expand a view, clickFull Screen at the far right of the toolbar. To return to the view to its

previous size, press Esc.

Send subscriptions for high-priority alerts

If you’ve configured a view to contain data only when high-priority information exists, select

the new subscription option,Don’t send if view is empty. For more information, see Sub-
scribe to Views andManage Your Subscription Settings.

New location for downloading tabcmd

The tabcmd installer is now available from the Tableau Server Releases page on the

Tableau website. In this location, you can always find the latest version of tabcmd.

The tabcmd download is on the release notes, under the version number.

The link from the Tableau Cloud Help has changed, too. If you bookmark this link, you can

update it at Install tabcmd.

Sign In to Tableau Cloud
You can sign in to Tableau Cloud from a Tableau client. Examples of clients include a web

browser, Tableau Desktop, Tableau Bridge, and TableauMobile. You can sign in to your
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site directly, or from a Tableau view embedded in a web page.

Sign-in options and steps

Depending on how your site admin set up your Tableau Cloud site, you will use one of the fol-

lowing ways to sign in (these are also referred to as authentication types):

l Single sign-on

Single sign-on (SSO) means that your admin has set up the Tableau Cloud site so that

you can use the same user name and password (credentials) you use for other applic-

ations in your company.

When you use SSO, your credentials aremanaged outside of Tableau Cloud by a

third-party identity provider (IdP). When you enter your credentials to sign in to

Tableau Cloud, it's the IdP that lets Tableau Cloud know you are an approved user.

l Tableau with MFA

Whenmulti-factor authentication (MFA) is enabled with Tableau authentication, you

use a combination of your TableauID credentials and a verificationmethod to access

Tableau Cloud.

TableauID credentials aremade up of an email address and password that you use

for accessing your Tableau Cloud site. These credentials also give you access to other

content on the Tableau website, such as on-demand training videos and white papers.

You can choose a verificationmethod after you register for MFA. For more inform-

ation, see Register for multi-factor authentication.

How to know which type of credentials your site uses

If your site is set up for single sign-on (SSO) credentials, generally your site admin will notify

you, and you use the same user name and password you do for signing in to other programs

in your organization.
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If your site admin has set up the site to use Tableau authentication, you receive an email

invitation to the site. When you click the link in the email, you can create your password.

That email address and password become your TableauID. In addition, if MFA is enabled,

you are prompted to register at least one verificationmethod to use to confirm your identity

each time your sign in.

If you are not sure how the site is set up or which credentials to use, checkwith your

Tableau Cloud site admin.

To sign in (includes Tableau Cloud URL)

Do one of the following, depending on where you're signing in:

When signing in
from:

Do this:

Aweb browser Enter the Tableau Cloud URL into the address bar:
https://online.tableau.com

Tableau Desktop, to
publish or access con-
tent

Select Server >Sign In, and enter the Tableau
Cloud URL: http://online.tableau.com

Tableau Desktop, to
sign in to Tableau
Bridge

Select Server >Start Tableau Bridge Client.

Tableau Mobile app Tap Sign In, and then tap Connect to Tableau
Cloud.

For sites with SSO

1. On the Tableau Cloud sign-in page, enter your email address and clickSign In.

You are directed to the sign-in form for the identity provider if you've been added to

only one site. Enter your user name again and your password. The third-party will

authenticate you and direct you back to Tableau Cloud.
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2. If you’ve been added tomultiple sites with SSO, enter the siteUniformResource Iden-

tifier (URI) for the site you want to access, and then clickContinue.

As of January 2022, the site URI is required tomaintain site privacy. The site URI is

the unique identifier for your Tableau Cloud site and appears in the site URL after

authenticating. For example, a site name "Company X"may appear in the URL as

https://us-east-1.online.tableau.com/#/site/companyx. To avoid

remembering your site URI, you can bookmark site URLs in your browser to quickly

redirect and authenticate to that Tableau Cloud site.

Note: If you don’t remember the site URI, clickForgot Site and follow instruc-

tions to verify your email address. Only one verification code is sent within 15

minutes, so be sure to check your spam folder if you don't see an email from

Tableau. After verification, you're redirected to a list of sites associated with your

username. You won't need to verify your email address again for 30 days on this

client.
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For sites with Tableau authentication

1. On the Tableau Cloud sign-in page, enter your email address and password, and

then clickSign In.

If multi-factor authentication (MFA) is enabled with Tableau authentication, you are

prompted to verify your identity using the verification you selected during the

MFA registration process.Note: If you are signing in to Tableau Cloud or registering
for MFA for the first time, see Register for multi-factor authentication below.

2. If your admin has added you tomultiple Tableau Cloud sites, you are prompted to

select a site.

To sign out

To sign out, select your display name in the upper-right corner of any page, and then select

Sign Out.

If your site uses single sign-on, and you do not see a SignOut link, close the browser tab or

window. The SignOut link does not appear if your site and the identity provider that man-

ages your company's user information are not configured to support single log-out.

Remember your sign-in credentials

If you want Tableau Cloud to remember your user name, selectRemember me on the
sign-in page. The next time you sign in, Tableau enters your user name. You still need to

type your password.
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For sites with SSOauthentication, Tableau remembers your user name and sets a default

site aswell. The next time you sign in, Tableau enters your user name and redirects you to

the IdP for authentication without prompting for the site's URI.

In both scenarios, the default site will be replaced if:

l You sign in to a different Tableau Cloud site and selectRemember me again.

l You use deep links, URLs that point to specific sites, to access Tableau Cloud and

selectRemember mewhen signing in to that site.

Tomake Tableau forget your user information, remove cookies using your web browser.

Connected clients

Your site admin has the option to allow direct sign-in from approved Tableau clients. For

examples of clients, see this topic's introduction.

After you sign in successfully from a recognized client, Tableau stores your credentials in a

secure token that remembers your connection with Tableau Cloud.When this token is in

place, you can access your Tableau Cloud site directly, without having to sign in.

Clearing saved sign-ins

l If you want to disconnect from your site, you can explicitly sign out from the connected

client. For example, in Tableau Desktop, selectServer > Sign Out.

l To remove all existing server connections from Tableau Desktop, selectHelp > Set-
tings and performance > Clear saved server sign-ins.

Note: Site admins can disallow secure tokens that store users' connections to the site.
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Sign in to an embedded view in Internet Explorer

When you browse to a web page that has an embedded view, you see a sign-in button in

the framewhere the view will appear. If you use Internet Explorer (IE), and after entering

your credentials, the sign-in button is not replaced with the view, the browser security set-

tingsmight be blocking access to the view.

IE uses security zones to determine access levels to websites. To display Tableau embed-

ded views in IE, you can add the website you visit and Tableau Cloud addresses to the cor-

rect security zone.

Add web addresses to IE security zones

1. In Internet Explorer, browse to the website that contains the Tableau view.

2. Click the Tools button, and then select Internet Options.

3. On theSecurity tab, add the website to the appropriate security zone as follows:

l If the site that contains the Tableau view is internal to your organization, select

Local intranet, clickSites, and clickAdvanced. If the site is not already
there, add it to theWebsites list.

l If the site is external to your organization, select Trusted sites, clickSites,
and add it to theWebsites list.

4. Add Tableau Cloud:

Select Trusted sites, and in theAdd this website to the zone box, enter *.on-
line.tableau.com.

5. ClickAdd, and then clickClose.

These stepswere taken from theMicrosoft Windows page Security zones: adding or remov-

ing websites.
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Note: The link provided will take you away from the Tableau website. Although we

make every effort to ensure these links to external websites are accurate, up-to-date,

and relevant, Tableau cannot take responsibility for the accuracy or freshness of pages

maintained by external providers. Contact the external site for answers to questions

regarding its content.

Register for multi-factor authentication

To help ensure account security, your site adminmight enablemulti-factor authentication

(MFA) with Tableau authentication. If MFA is enabled, youmust register at least one veri-

ficationmethod to use to confirm your identity each time you sign in to Tableau Cloud.Note:
If you're using Tableau Desktop or Tableau Bridge in conjunction with Tableau Cloud, you

must be running version 2021.1 and later.

MFA is a secure account authenticationmethod that requires you to prove your identity by

providing two or more pieces of verification information, also known as “factors”, when you

sign in to Tableau Cloud. The first factor is the username and password you use to sign in to

Tableau Cloud (i.e., your TableauID credentials). The additional factor is a code generated

by an authenticator app, such as Salesforce Authenticator or a third-party time-based one-

time passcode (TOTP) app.

To compare supported verificationmethods and review usage requirements, see Veri-

ficationMethods for Multi-Factor Authentication topic in Salesforce Help.

Important:

l In most cases, verification methods for Tableau Cloud are mobile authenticator apps
that you need to install on a mobile phone.

l Security keys that support WebAuthn or U2F and built-in authenticators can't be used
when authenticating to Tableau Cloud from Tableau Desktop, Tableau Prep Builder,
Tableau Bridge, and Tableau Content Migration Tool.

To register for MFA
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1. Sign in to Tableau Cloud with your username and password. You are prompted to

register for MFA.

2. Select a verificationmethod.

For example, clickSalesforce Authenticator.

3. Follow the steps in the Tableau Cloud dialog to associate the selected verification

method with your Tableau Cloud account.

For example, if you selected the Salesforce Authenticator app in step 2, you are

prompted to do the following:

1. On an iOS or Android mobile device, download and install the free Salesforce
Authenticator app from the App Store or Google Play.
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2. On the mobile device, after the app installation completes, open the app and tap
Add an Account.

3. In Tableau Cloud, enter the two-word phase from the app in the dialog and click
Connect.

4. To complete the sign-in process, Tableau Cloud prompts you to approve the sign in

request through the authenticator app on themobile phone. By accepting the request,

you are verifying your identity. You are then redirected to your site.

For example, if using the Salesforce Authenticator verificationmethod, do the fol-

lowing:

1. When Tableau Cloud shows you the following prompt, respond to the push noti-

fication.
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2. In Salesforce Authenticator, verify the request details are correct.
3. Tap Approve. You are redirected to your site.

Manage verification methods

After you start usingMFA, you canmanage verificationmethods by clicking theManage
MFA Verification Methods link in your MyAccount Settings page in Tableau Cloud. On
this page, you can add or remove additional verificationmethods. For example, if you get a

new mobile phone, delete any verificationmethods on the oldmobile phone. If you're

unable to copy your authenticator app configuration by restoring it from a backup to your

new mobile phone, youmust install and register an authenticator app again. For more

information, seeManage Your Account Settings.
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About recovery codes - use in emergency scenarios only

To help reduce the risk of a locked-out scenario, we recommend you addRecovery Codes
as backup after registering for MFA. Recovery codes, to be used in emergency scenarios

only, allow you to sign in to Tableau Cloud if you don't have access to your usual MFA veri-

ficationmethods. If you add Recovery Codes option, a list of ten one-time use codes are gen-

erated for you that you can use to sign in to Tableau Cloud.

Important:

l Because the list of recovery codes are not accessible after you've added the Recover
Codes option, immediately copy and store these codes in a safe and secure location
so that you can use them in emergency situations.

l Recovery codes should not be used as your primary verification method. Instead,
recovery codes should be used in emergency scenarios only when you don’t have
access to your usual MFA verification methods.
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Regain site access after being locked out

Important: We strongly recommend that you add Recovery Codes option to help avoid

being locked out of your site. Recovery codes should be used in emergency scenarios only.

If you lose all your usual MFA verificationmethods, youmust contact your Tableau Cloud

site admin and request your MFA verificationmethods be reset. After your MFA verification

methods have been reset, follow the procedure in Register for multi-factor authentication to

register for MFA again.

Understanding License Models
This topic describes the different licensingmodels and the product keys or subscriptions

that may be associated with them. A useful visual of how product keys and subscriptions are

represented in Tableau Cloud can be found in the Tableau Customer Portal.

When viewing product keys using the Tableau Customer Portal (Tableau Desktop and

Tableau Prep Builder), note the product specific prefixes.

Product
Key Pre-
fix

Description

TC Tableau Creator product key, can be used to activate or deactivate Tableau
Desktop and Tableau Prep Builder.

TD Tableau Desktop product key, can be used to activate or deactivate Tableau
Desktop only. This is a legacy product key that is no longer sold or provided.

Term licensing models

Tableau’s term licensemodel is defined by themetric that permits use of Tableau Cloud.

Term licenses are also called subscription licenses. Tableau currently sells access to

Tableau Cloud with subscription licenses. In the subscription licensemodel, customers pay

a yearly subscription fee. If the subscription expires, the software will stop working.
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Subscription licenses are either role-based or core-based subscriptions. A single license key

can be purchased with all roles and features and this license is called an Updatable Sub-

scription License (USL). Only one key needs to be activated on Tableau Cloud to represent

the entire purchase.

l A role-based license allows you to add users based on the available licenses of each

role type.

l AnEmbedded Analytics usage-based license imposes no constraints on the number

of Viewer user accounts in Tableau Cloud. Instead, the license is per usage, more spe-

cifically analytical impressions.

Role-based license model

Tableau offers role-based term licenses that grant a range of capabilities at various price

points. Four types of role-based term licenses are available: Display, Viewer, Explorer, and

Creator.

l Display licenses let users share and display Tableau content with a broad, internal
audience of users who consume dashboards via shared displays with no interaction.
There is no separate site role for Display licenses; when using a Display license, admin-
istrators create a dedicated login account for each licensed Display location, which is
not the same as an individual user’s login account, and assign the maximum site role
of Viewer.

l Viewer licenses let users view and interact with workbooks in Tableau Cloud. Viewer
licenses also let users access Tableau Mobile, add comments to workbooks, export
visuals in various formats, download workbook summary data, create subscriptions for
themselves, and receive data-driven alerts.

l Explorer licenses are similar to the user-based licenses available in previous Tableau
Cloud releases, and include the capabilities provided with Viewer licenses, and addi-
tional capabilities. An Explorer license allows access to workbook authoring cap-
abilities using a web browser, as well as a full set of collaboration features.

l Creator licenses permit a wide range of capabilities when using Tableau Cloud, and
also grant use of Tableau Desktop and Tableau Prep Builder. A Creator license allows
all of the capabilities available under the Explorer license, as well as the following cap-
abilities when using Tableau Cloud:
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l Create and publish new workbooks from a new data source.
l Edit embedded data sources in the Data pane.
l Create and publish new data connections.
l Use login-based license management activation on Tableau Desktop and
Tableau Prep Builder.

Embedded Analytics

Tableau’s Embedded Analytics offering is a limited-use license for Tableau Cloud that’s

made available to customerswho want to embed Tableau Cloud analytics into an external

facing solution to provide Tableau content and insights to clients outside of their organ-

ization.

Note: Embedded Analytics licenses cannot be used in the same environment as full-
use licenses.

For example, consider an organization that runs a service where they analyze consumer

data and generate reports on behavioral patterns regarding different consumer demo-

graphics. In this scenario, Tableau Cloud acts in support of a specific proprietary application

titled ‘Demographics Analyzer’ and connects with exported TXT files and a SQL database.

The organizationmakes visualizations available to its clients in a secure portal, where cli-

ents log in tomanage their account and view the results. End users are uniquely identified

by the account they use to access the portal.

To verify the license contact Customer Success.

Embedded Analytics usage-based license model

In the Embedding Analytics usage-based licensingmodel, while Creator and Explorer are

still defined per user, Usage Viewers are licensed per usagemeasured in analytical impres-

sions.
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An analytical impression is when a Usage Viewer (whomust be a viewer outside your organ-

ization) accesses one or more embedded analytics within (or related to) your external facing

application. For example, when a Viewer is performing these following actions:

l Loading a dashboard.

l Loading a worksheet.

l Loading a Tableaumetric.

l Downloading or exporting a visualization (dashboard or worksheet) such as an image,

PDF, PowerPoint or Tableau workbook via API or the UI.

l Receiving a subscription.

l Receiving a data driven alert.

Note: AskData is not currently enabled for usage-based licensing. AskData will be
enabled for usage-based licensing at a later time.

Site administrators will receivemonthly overview emails updating them on Analytical Impres-

sions consumption so they can track their usage andmanage their budget. You can also

request usagemetrics at any time from your account managers tomonitor usage.

Feature licenses

Feature licenses are sold differently than other licenses. Featureswith independent licenses

must be licensed for every user in the deployment.

These features are licensed annually, and in the context of licensing, the availability of these

features to the user base are “all or none:”

l Data Management
l Advanced Management
l Login-based License Management
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Note:Updatable subscription licenses include both features and roles in one license.
You no longer need to activatemultiple licenses and product key(s) for different fea-

tures and their associated roles.

Data Management

TheDataManagement license includes Tableau Catalog and Tableau Prep Conductor.

For more information, see About DataManagement.

Advanced Management

Tableau Cloud AdvancedManagement is licensed on a per deployment basis. For more

information on AdvancedManagement and the features included, see About Tableau

AdvancedManagement on Tableau Cloud.

Login-based License Management

Login-based licensemanagement (LBLM) simplifies licensing for Tableau Desktop and

Tableau Prep Builder. Instead of end users needing to activate product keys, Cloud Creat-

ors can activate and use Tableau Desktop and Tableau Prep Builder by signing in to the

Cloud site (LBLM).

For more information, see Activate Tableau using Login-based LicenseManagement.

Activate Tableau using Login-based License
Management
Login-based licensemanagement is the preferred licensemanagement and activation

option for Creator roles within Tableau Cloud, and is enabled by default on your site. Login-

based licensemanagement allows authorized users to activate and unlock Tableau

Desktop and/or Tableau Prep Builder by signing in to Tableau Cloud. Login-based license
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management eliminates the need to distribute andmanage product keys for Tableau

Desktop and Tableau Prep Builder.

You only need one Tableau Cloud site to authorize an individual Tableau Desktop or

Tableau Prep Builder. You can assign Creator roles to users who use Tableau Desktop, and

Tableau Prep Builder for license activation and centralized licensemanagement. In addition,

login-based licensemanagement gives youmore visibility into license usage.

You can use administrative views on Tableau Cloud to see the assignment and use of

Creator seats in one place. Administrative views provide information about who is using your

Creator licenses, and shows themost recent license lease and version of both Tableau

Desktop and Tableau Prep Builder, which helps you tomonitor your Tableau deployments.

The following Tableau products support login-based licensemanagement:

l Tableau Cloud

l Tableau Server 2020.1+

l Tableau Desktop 2020.1+

l Tableau Prep Builder 2020.1.3+

How login-based license management works

When login-based licensemanagement is in use, Tableau Desktop or Tableau Prep Builder

periodically contacts Tableau Cloud in order to verify that the user is a Creator and to obtain

an authorization to run. Tableau Cloud contacts the Tableau-hosted authorization-to-run

(ATR) service to verify that the Tableau Desktop client is allowed activation. The ATR ser-

vice verifies andmanages the license and the length of the authorization window. The dia-

grams below show the communication process between the client, Tableau Cloud, and the

licensing service.

Tableau uses common ports (80 and 443) to make internet requests. In most cases, the com-

puter where Tableau Desktop or Tableau Prep Builder is installed and the network it is run-
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ning on are already configured to allow the necessary access. For more information about

the ports used by Tableau, see Internet AccessRequirements.

Login-based license management with Tableau Cloud

1. You install Tableau Desktop or Tableau Prep Builder and selectActivate with your
credentials. You sign into your Tableau Cloud site.

2. Tableau Cloud verifies that you are a Creator. If not, you get an error. If yes, Tableau

Cloud communicateswith the ATR service.

3. The ATR service returns an ATR lease to Tableau Cloud.

4. Tableau Cloud provides an ATR lease to Tableau Desktop or Tableau Prep Builder

to finalize activation.

Use login-based license management

To use login-based licensemanagement, you need to install Tableau Desktop and use it

with Tableau Cloud.

Step 1: Enable login-based license management

Login-based licensemanagement is enabled by default for Tableau Cloud and Tableau

Desktop starting with version 2020.1. To use login-based licensemanagement, you need to
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install Tableau Desktop and use it with Tableau Cloud. If you're using Tableau Desktop ver-

sion 2020.1 and later, skip to Step 3: Activate Tableau Desktop.

Versions before 2021.1 do not support login-based licensemanagement.

Change login-based license management settings on
Tableau Desktop or Tableau Prep Builder at install

To change login-based licensemanagement settings at the command line, you can run the

installer .exe file from your computer's command line as an administrator. If you need to

extract the .msi files, follow the instructions to Extract and run theWindows (MSI) installer.

To use a duration length other than the default of 14 days/1209600 seconds, include the

ATRREQUESTEDDURATIONSECONDS switch. For example:

tableauDesktop-64bit-2020-1-0.exe /quiet /norestart ACCEPTEULA=1

ATRREQUESTEDDURATIONSECONDS=43200

Youmust run the command from the directory where the .exe file is located or specify a full

path to the location of the .exe file on the computer. Do not run the setup program from a

shared directory on your network. Instead, download the .exe file to a directory on the com-

puter where you're installing.

The following example shows theWindows installer command that disables login-based

licensemanagement:

tableauDesktop-64bit-2020-1-0.exe /quiet /norestart ACCEPTEULA=1

LBLM=disabled

or

tableauPrepBuilder-64bit-2020-1-0.exe /quiet /norestart

ACCEPTEULA=1 LBLM=disabled
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To set the default URL for the Tableau Server you want users to use for activation when

using login-based licensemanagement, add the ACTIVATIONSERVER or

WorkGroupServer option.

To update the exe:

tableauDesktop-64bit-2021-4-0.exe /quiet /norestart

ACCEPTEULA=1 ACTIVATIONSERVER=http://<tableau_online_site_url>

To update the registry:

reg.exe add HKEY_LOCAL_MACHINE\SOFTWARE\Tableau\Tableau

2021.4\Settings /f /v WorkGroupServer /d https://<tableau_

server_url>

Note: The ACTIVATIONSERVER option is only intended for first time activation. If you
have previously signed-in to this version of Tableau, you use theWorkGroupServer

(Windows) or WorkgroupServer (macOS) option. For example, if you are using

Tableau Desktop version 2021.1 onWindows and have previously signed-in suc-

cessfully, you would use the WorkGroupServer option to specify an activation

server. On Tableau Desktop onmacOS, you would use the WorkgroupServer

option. OnmacOS, this option is case sensitive and uses a lowercase "g".

Change login-based license management settings on
Tableau Desktop by editing the registry

If Tableau Desktop is already installed, you can change login-based licensemanagement

settings by editing theWindows registry.

To turn off login-based licensemanagement:
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reg.exe add HKEY_LOCAL_MACHINE\SOFTWARE\Tableau\ATR /f /v LBLM

/d disabled

Tomake login-based licensemanagement the only login option:

reg.exe add HKEY_LOCAL_MACHINE\SOFTWARE\Tableau\ATR /f /v LBLM

/d required

Or, you can enable, disable, or require login-based licensemanagement by editing the

registry directly:

1. As an administrator on the computer running Tableau Desktop, make a backup of the

registry file before youmake any changes to it.

2. Edit the registry, and in HKEY_LOCAL_MACHINE\SOFTWARE\Tableau, find the

hive named ATR andmodify the LBLM value to reflect the desired setting:

a. Name: LBLM.

b. Data: enabled, disabled, or required.

3. Restart Tableau so the changes take effect.

Change login-based license management settings on
Tableau Desktop on macOS

To change login-based licensemanagement settings onmacOS, run the following com-

mands in a terminal window to update the preferences file, and then install or restart Tableau

Desktop.

To turn off login-based licensemanagement:

sudo defaults write /Library/Preferences/com.tableau.ATR LBLM

"disabled"
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Tomake login-based licensemanagement the only login option:

sudo defaults write /Library/Preferences/com.tableau.ATR LBLM

"required"

To set the default URL for the Tableau Server you want user to use for activation when

using login-based licensemanagement onmacOS.

First time activation:

sudo defaults write /Library/Preferences/com.tableau.ATR LBLM

"required"

Subsequent activations:

sudo defaults write /Library/Preferences/com.tableau.Tableau-

<version> Settings.WorkgroupServer "https://<tableau_server_

url>"

Note:On Tableau Desktop onmacOS, you would use theWorkgroupServer option.

OnmacOS, this option is case sensitive and uses a lowercase "g".

Login-based license management settings

You use the following settings to change login-based licensemanagement, set the ATR dur-

ation, and set the activation server URL.

Setting Value Description

LBLM enabled, dis-
abled, or
required

Set to enabled (the default),

the licensing screenswill present

the two options for activation

(product key, or credentials).
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Set to disabled, login-based

licensemanagement will not

appear on the licensing screens.

Set to required, login-based

licensemanagement is the only

way to activate the Tableau

Desktop (when the licensing

screen appears, it will offer only

the credentials option for activ-

ation).

Note:When LBLM is set to

enabled or required, report-

ing is also enabled.

ATRREQUESTEDDURATIONSECO-

NDS

1209600 Sets the authorization to run

(ATR) duration (in seconds),

which is the length of time that an

instance of Tableau Desktop and

Tableau Prep Builder is author-

ized to run. The default is

1209600 seconds (14 days). Do

not use commas as separators in

the value.

ACTIVATIONSERVER http://<t-

ableau_

online_site_

url>

For first time activation, sets the
default URL for the Tableau
Cloud site you want users to use
for activation.

WorkGroupServer (Windows) http://<t- For updates to theWindows
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WorkgroupServer (macOS) ableau_

server_url>

registry or macOS plist, sets the

default URL for the Tableau

Server you want users to use for

activation.

Note:On Tableau Desktop
onmacOS, you would use

theWorkgroupServer

option. OnmacOS, this

option is case sensitive and

uses a lowercase "g".

REPORTINGFREQUENCYSECOND-

S

3600 Sets the default (in seconds) for
how often the login-based
license management report is
sent to Tableau Server or
Tableau Cloud. The minimum
setting is 60 seconds, and the
default is 3600 seconds (one
hour). Change this setting to
reduce the load on Tableau
Server or to reduce network
traffic. No matter what the author-
ization-to-run (ATR) lease dur-
ation is set to,
REPORTINGFREQUENCYSECO-

NDS sets the time interval that
the Tableau Desktop or Tableau
Prep Builder client report login-
based license management activ-
ations back to Tableau Server or
Tableau Cloud.

Additional configuration for virtual deployments
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Tableau Desktop and Tableau Prep Builder periodically contact Tableau Cloud or Tableau

Server to verify that Tableau is authorized to run, based on its license. Tableau Cloud or

Tableau Server then contacts the ATR service to verify the license and the length of the

authorization window.

When configuring a virtual (non-persistent) deployment of Tableau Desktop or Tableau Prep

Builder, the duration time should be set to one of the lower values such as 4 or 8 hours in

order to avoid an over-use activation error message. After the virtual machine (VM) is

returned, the ATR service will handle the activationmonitoring.

The following flags should be used on a source image prior to publishing Tableau Desktop to

end users. Each end user will be activating the software by logging into Tableau Server or

Tableau Cloud with each new VMdelivered. No product keys need to be entered if the end

user is a Tableau Creator on Tableau Server or Tableau Cloud.

If you are using login-based licensemanagement for Tableau Desktop or Tableau Prep

Builder on a VM, youmay get an error message that your license information has changed

whenever you launch a new VM for Tableau Desktop or Tableau Prep Builder. This error

forces a restart, which then asks you to register Tableau Desktop again. This error occurs

because the ATR service sends a new token that doesn’t match the license cache.

Microsoft Windows

To prevent the error from occurring onMicrosoft Windows, you can use the

SYNCHRONOUSLICENSECHECK and SILENTLYREGISTERUSER optionswith theWin-

dows installer. For example:

tableau-setup-std-tableau-2020 SYNCHRONOUSLICENSECHECK="true"

SILENTLYREGISTERUSER="true" ATRREQUESTEDDURATIONSECONDS=14400

or

tableauDesktop-64bit-2020-1-0.exe /quiet /norestart ACCEPTEULA=1

ATRREQUESTEDDURATIONSECONDS=14400 ACTIVATIONSERVER-
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=http://<tableau_online_site_url> SYNCHRONOUSLICENSECHECK-

K="true" SILENTYLYREGISTERUSER="true"

If Tableau Prep Builder and Tableau Desktop are being delivered on one Virtual Desktop,

ATRREQUESTEDDURATIONSECONDS only needs to be set during Tableau Desktop install-

ation. However, if you plan to install Tableau Prep Builder as a stand-alone, you'll need to

set ATRREQUESTEDDURATIONSECONDS during Tableau Prep Builder installation.

Or, you can edit the following registry keys on the source image:

Reg key path: HKLM\SOFTWARE\Tableau\<Tableau version>\Settings\

Reg key (String value, need to set to true to make that feature

enabled)

SynchronousLicenseCheck

SilentlyRegisterUser

macOS

To prevent the error from occurring onmacOS, run the following command to set the

LicenseCache.Desktop flag to 'false'.

sudo defaults write ~/Library/Preferences/com.tableau.Tableau-

<version>.plist LicenseCache.Desktop false

(Optional) Step 2: Change the authorization to run (ATR) duration

The login-based licensemanagement default settings for the authorization to run (ATR) dur-

ation are appropriate for most environments, but you can change these default settings if

needed. Login-based licensemanagement uses the default authorization to run (ATR) dur-

ation of 1209600 seconds (14 days), which is the length of time that an instance of Tableau

Desktop and Tableau Prep Builder is authorized to run. Thismeans that after the initial

authorization, you could use Tableau without any network connection for 14 days before the

activation expired.
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The default duration value for login-based licensemanagement is not appropriate for deliv-

ering a non-persistent VM delivery solution to end users. The ATR duration should be

lowered to 4 or 12 hours depending on VMuse.When a new VM is delivered to an end user,

a new authority to run token will be created.When the VM is returned, this token is also

returned and is able to be used on the new VMauthorization to run request.

Note: Login-based licensemanagement uses the following hierarchywhen determining
ATR duration.

1. ATR Service – Establishes the minimum (4 hours/14400 seconds) and maximum (90
days/7776000 seconds) ATR durations applicable to all users/installations. It specifies
the default ATR duration (14 days/1209600 seconds) if nothing is specified by Tableau
Server or Tableau Desktop.

2. Tableau Desktop – Can optionally specify the ATR duration
(ATRREQUESTEDDURATIONSECONDS) for the computer on which it is installed. If
necessary, you can change the default ATR duration (14 days/1209600 seconds) to a
setting within the ATR Service minimum (4 hours/14400 seconds) and maximum (90
days/7776000 seconds). This local ATR duration overrides any durations set by the
ATR Service or Tableau Server. However, this default ATR duration cannot be more
than the maximum ATR duration set on Tableau Server.

Change the ATR duration on Tableau Desktop by editing the
registry

To use a duration length other than the default of 14 days/1209600 seconds, update the

ATRRequestedDurationSeconds registry setting. For example:

1. As an administrator on the computer running Tableau Desktop, make a backup of the
registry file before you make any changes to it.

2. Edit the registry, and in HKEY_LOCAL_MACHINE\SOFTWARE\Tableau\ATR,
update the ATRRequestedDurationSeconds as follows (0 uses the default setting):
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a. Name: Find the string value named ATRRequestedDurationSeconds.

b. Data: Update the number of seconds the duration should last. For example,

add 43200 to set a duration of 12 hours.

3. Restart Tableau so that the changes take effect.

Change the ATR duration on Tableau Desktop on macOS

To use a duration length other than the default of 14 days/1209600 seconds, include the

ATRRequestedDurationSeconds preferences setting. For example:

sudo defaults write /Library/Preferences/com.tableau.ATR

ATRRequestedDurationSeconds -string "43200"

Step 3: Activate Tableau Desktop

The 2020.1 and later versions of both Tableau Desktop for Windows or macOS support

login-based licensemanagement.

1. Run Tableau Desktop setup.

2. The Activate Tableau screen will include theActivate by signing in to a server
option.
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3. ClickActivate by signing in to a server and then click the Tableau Cloud link.

When prompted, enter valid credentials to sign in to a Tableau Cloud site as a user

with a Creator role subscription, and then clickOK.

View login-based license usage

You can view login-based license usage for Tableau Cloud or Tableau Server. The report

shows users, hosts, user role, product, version, activations, Creator seats in use, Creator

seats not in use, and when a Creator seat was last used. You can view data for the past 30

days up to amaximumof 183 days.

To view the Login-based licensemanagement License Usage administrative view:
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1. In Tableau Cloud or Tableau Server, in the navigation pane, clickSite Status.

2. On the Site Status page, clickLogin-based License Usage.

3. Optional. On the report screen, you can change the time window to show when seats

were last used, filter on actions, filter on user name, and sort by columns.
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Troubleshooting

Youmay encounter one of the following error messageswhile using login-based license

management. Use the information below to resolve the issue.

If login-based licensemanagement is available as an activation option on Tableau Desktop,

but not enabled on your Tableau Cloud site, the following error messagemay be displayed:

Login-based licensemanagement is not enabled on the server you connected to. Select a dif-

ferent server to connect to, use a product key to activate your license, or start a trial to begin

working immediately.

Contact your administrator and/or Tableau account manager to ensure that your Tableau

Cloud site is enabled for login-based licensemanagement.
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Login-based license management is not enabled on Tableau Desktop

If login-based licensemanagement is not enabled on Tableau Desktop, you will not have

the option to activate Tableau using your credentials. Prior to version 2020.1, the ability to

use login-based licensemanagement on Tableau Desktop is not turned on as a default.

Check the Tableau Desktop version to ensure the correct version is being used.

If the login-based licensemanagement option has been turned off during installation or with

an update, see Step 1: Enable login-based licensemanagement.

Product key expiration date doesn't change after purchasing a year sub-
scription

After purchasing a renewal of Tableau Cloud, it might appear that your Tableau Desktop

license is going to expire. This is not the case. InManage Product Keys, the expiration
date for new Tableau Cloud subscriptions is not updated until two weeks before the pre-

vious Site expiration date.

You do not have a Creator license

When attempting to activate from Tableau Desktop, the following error messagemay be dis-

played:

You do not have a Creator license. Contact your administrator to obtain one.

This error is displayed if you have not been assigned a Creator role. If you belong tomultiple

sites on Tableau Cloud or Tableau Server, you need to sign in to the site where you have

the Creator role when using login-based licensemanagement. Otherwise you'll get this

error.

To verify that the product key you have activated on the server includesCreator licenses,

open the TSMwebUI and clickConfiguration, and then clickLicensing.
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You have activated the maximum number of computers

When attempting to activate from Tableau Desktop, the following error messagemay be dis-

played:

You have activated Tableau themaximumnumber of times allowed under your account. You

must wait for the license activation on another computer to expire before you can activate

Tableau again.

This error is displayed when you activated Tableau frommultiple computers with the same

Creator user credentials and exceeded themaximumnumber of activations. Youmust wait

until the authorization-to-run (ATR) token expires on one of the existing computers before

attempting to activate a new computer. If you are using non-persistent virtual machines

(VMs), you can shorten the ATR duration to prevent this error from occurring again.

To shorten the ATR token duration for maximum activation

If you encounter thismaximumuse error when using a non-persistent virtual deployment, it is

possible to shorten the ATR duration to 4 hours (14400) seconds to avoid the error in the

future.

The following steps shorten the lease on a computer previously activated with login-based

licensemanagement that will no longer be used, in order to free up a seat to be activated on

a new computer:

1. Open a Command Prompt as an administrator on a Tableau Desktop computer that

will no longer be used.

2. Navigate to the Tableau binaries (\bin) directory, using the following command.

Windows: cd Program Files\Tableau\Tableau <version>\bin

Mac: cd /Applications/Tableau\ Desktop\ <ver-

sion>.app/Contents/MacOS

3. Run the following command to set the duration to 4 hours, in seconds (e.g., 14400).
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Windows: atrdiag.exe -setDuration 14400

Mac: sudo ./atrdiag -setDuration 14400

4. Delete the previous ATR token using the following command:

Windows: atrdiag.exe -deleteAllATRs

Mac: ./atrdiag -deleteAllATRs

5. Next, overwrite the existing ATR token. Open Tableau Desktop. Tableau displays the

“License hasChanged” message. ClickExit to automatically close and reopen
Tableau Desktop.

6. In the registration dialog box, clickActivate, and then reactivate Tableau Desktop
through Tableau Server using login-based licensemanagement, which will overwrite

the existing token.

7. Close Tableau Desktop and wait for the ATR duration to elapse (e.g., 4 hours) so

that the ATR token expires and frees-up a user seat. Do not open Tableau Desktop

before the ATR duration has elapsed. Check tomake sure the ATR duration has

elapsed. The ATR token TTL End should show a date and time in the future (e.g., 4

hours from now).

Windows: atrdiag.exe

Mac: ./atrdiag

8. After the ATR token expires and you can successfully sign in to Tableau Server on a

new computer.

To return your computer to an unlicensed state

1. Open a Command Prompt as an administrator.

2. Navigate to the Tableau binaries (\bin) directory, using the following command:
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cd Program Files\Tableau\Tableau <version>\bin

3. Run the following command:

Windows: atrdiag.exe –deleteAllATRs

Mac: ./atrdiag.exe –deleteAllATRs

Note: This removes only the ATR token from the computer. It does not free-up any of

the user seats. The user seat is only freed-up after the deleted ATR token expires.

Your Tableau credentials are invalid

When attempting to activate from Tableau Desktop, the following error messagemay be dis-

played:

Your Tableau credentials are invalid. Contact your administrator to reset your account.

This error is displayed when your Tableau license is not recognized. Contact your admin-

strator..

Your computer’s clock is not synchronized to the current time

When attempting to activate from Tableau Desktop, the following error messagemay be dis-

played:

Your computer’s clock is not synchronized to the current time. Synchronize your computer’s

clock to the current time and then try to activate Tableau.

This error is displayed when your computer's clock is not synchronized with the current time.

Synchronize your computer’s clockwith a time server on the internet or enable automatic

time synchronization.
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Create Workbooks with Salesforce Data
You can quickly author and analyze Salesforce data in Tableau. Sign in to Salesforce dir-

ectly from your Tableau Cloud site and select the clouds you want to explore. Tableau integ-

rates your Salesforce data to create a project with ready-to-use starter workbooks and data

sources - choose to explore them on your own or share themwith other users on your site.

What’s included with the Salesforce project

The Salesforce project includes starter workbooks and data sources, all built using your

Salesforce data. Use the starter workbooks to quickly answer questions about your Non-

profit, Sales, and Service Clouds, or connect to Salesforce Admin Insights to see usage

trends in your organization.

Nonprofit Cloud

Connect to Nonprofit Cloud to analyze your organization's programs and drive impact.
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Includes starter workbooks for:Nonprofit CaseManagement - Service Delivery and Staff

Capacity,Nonprofit CaseManagement Assessments,Nonprofit CaseManagement Enroll-

ment,Nonprofit CaseManagement Intake, andNonprofit Fundraising Overview.

Sales Cloud

Connect to SalesCloud to visualize your sales funnel and better support your sales team.

Includes starter workbooks for: Account Tracking,Open Pipeline,Opportunity Overview,

Opportunity Tracking,Quarterly Sales Results, Top Accounts, andMarketing Leads.

Salesforce Admin Insights

Connect to Salesforce Admin Insights to visualize usage trends and engagement with your

organization.

Includes starter workbooks for: Salesforce Admin Insights.

Service Cloud

Connect to Service Cloud to analyze and explore your critical servicemetrics and cases.

Includes starter workbooks for: Service Overview andCase Tracking.

Connect to Salesforce

Connecting to your Salesforce data is simple. Once you sign in and select the Clouds to

explore, Tableau creates a new project and publishesworkbooks and data sources on your

site. When the publishing process is complete, you can edit the resulting workbooks just like

any other, quickly customizing them for your needs.

To connect to Salesforce, youmust be an administrator with the Site Administrator Creator

site role and have API access to your Salesforce instance. API access requires Salesforce

Professional Edition or higher. For more information, see Set Users’ Site Roles.
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1. Sign in to your Tableau Cloud site as an administrator, and selectSettings > Integ-
rations.

2. On the Integrations tab, clickConnect to Salesforce Data and complete prompts to
authorize access to Salesforce.

3. In the Connect to Salesforce dialog window, select the Clouds you want to explore.

4. Specify a name and initial permissions for the project. You can set permissions for

Only administrators, or choose to Inherit permissions from the Default
project. For more information, see Permissions.

5. Review your selections and clickPublish.

At this point, you’ve created a new project and published starter workbooks.While Tableau

prepares extracts of your Salesforce data, sample data appears in the workbooks so you

can explore the layout. You’ll receive an email when your Salesforce data is refreshed and

added to the workbooks.

Note:Depending on the size of your data source, it may take some time to create
extracts. You can view the status of your Salesforce extracts on the Background Tasks

for Extracts administrative view.

To see your project and other content you have access to, from the navigationmenu, click

Explore.
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Use existing Salesforce credentials

If you've already connected to Salesforce, you can use existing credentials to create addi-

tional starter workbooks.

From the Integrations tab, clickConnect to Salesforce Data, and select the Salesforce cre-
dentials you want to use from the drop-downmenu. Tableau creates a new project every

time workbooks publish on your site.

Note:Workbookswill publish on the site with your Salesforce credentials embedded. All

users with permission to view the workbookwill be able to see data based on these cre-

dentials.
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Schedule refreshes to keep data fresh

Tomake sure you see the latest information when viewing workbooks or connecting to data

sources, you’ll need to schedule refreshes. By default, the Salesforce data extracts created

when publishing starter workbookswill not refresh automatically. For more information

about refresh schedules, see Schedule Refreshes on Tableau Cloud.

Follow the steps below to schedule extract refreshes:

1. In Tableau Cloud, navigate to the project containing your Salesforce content.

2. Select the data source you want to refresh, clickActions, and chooseRefresh
Extracts...

3. In the Create Extract Refresh dialog window, select theRefresh Type andRefresh
Frequency, and clickCreate.

Subscriptions

You’re automatically subscribed to Salesforce workbooks and will receive notification

emails every time the data is refreshed. If you want to update your subscription preferences,

see Create a Subscription to a View or Workbook.
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Change permissions for projects, workbooks, and data
sources

After connecting to your Salesforce data, you can choose how users interact with the Sales-

force project, workbooks, and data sources published on your site. Permissions are a great

way tomake sure the right users have access to the starter content and enable them to build

workbooks of their own. For more information about configuring permissions on your site,

see Permissions.

Create workbooks in Tableau Cloud

With your Salesforce data sources, you can create new workbooks through web authoring in

Tableau Cloud or use AskData to query and create visualizations automatically.

l Web Authoring:Connect to your data directly in Tableau Cloud to explore and cre-
ate custom data visualizations of your own. For more information, see Creators: Get

Started withWeb Authoring in Tableau Desktop help.

l Ask Data: Interact with your data by simply typing a question and see automatic data
visualizations in response. For more information, see Automatically Build Viewswith

AskData in Tableau Desktop help.

Fix grayed-out views by replacing field names

If your organization has customized the data structure of your Salesforce data, youmay

need tomatch those changes in the starter workbooks after your data loads in them. For

example, if your organization has renamed the Salesforce “Account” field to “Customer”,

you'll need tomake a corresponding change in workbooks to avoid grayed-out views like

this:

Tableau Software 135

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/getstarted_web_authoring.htm
https://help.tableau.com/current/pro/desktop/en-us/getstarted_web_authoring.htm
https://help.tableau.com/current/pro/desktop/en-us/ask_data.htm
https://help.tableau.com/current/pro/desktop/en-us/ask_data.htm


To fix grayed-out views:

1. Above the dashboard, clickEdit.

2. Navigate directly to the grayed-out sheet.

3. In the Data pane at the left, look for red exclamation points (!) next to field names,

which indicate that your organization uses different names.

4. Right-click each of those fields, and chooseReplace References. Then select the
correct field name from the list.
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About Tableau Help

Addressing implicit bias in technical language

In an effort to align with one of our core company values, equality, we have changed ter-

minology to bemore inclusive where possible. Because changing terms in certain places can

cause a breaking change, wemaintain existing terminology in the following places:

l Tableau APIs: methods, parameters, and variables
l Tableau CLIs: commands and options
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l Tableau Resource Monitoring Tool installers, installation directories, and terms in con-
figuration files

l Third-party systems documentation

For more information about our ongoing effort to address implicit bias, see Salesforce

Updates Technical Language in Ongoing Effort to Address Implicit Bias on the Salesforce

website.
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Site Administrator Role and Tasks
This topic describes the typical role of the Tableau Cloud site administrator, and how it differs

from the related datamanager role. It then lists the core tasks that the site administrator com-

pletes to set up your Tableau Cloud site. Additional topics in this section providemore inform-

ation about each of the steps.

Howwe define the site administrator role
Wedefine the site administrator as the person who is in charge of creating andmaintaining

the framework that enables Tableau Desktop users in your organization to publish, share,

manage, and connect to data sources and workbooks. For example, a site manager works

with site users and their permissions, in contrast to working directly with content that is pub-

lished to the site.

The Tableau Cloud site administrator is typically part of the IT team at your organization. If

your organization doesn’t have a formal IT team, the site administrator might be a savvy

Tableau Desktop user who takes on this role (the accidental admin, so to speak).

Tasks that are typically outside the site administrator’s realm

In this documentation, wemake a distinction between the roles of site administrator and data

manager, which is the role for the person who creates and publishes data sources to

Tableau Cloud. Even so, in your organization, the same personmight cover both roles. In

practice, you’ll divide these responsibilities in the way that works best in your environment.

To learnmore about the datamanager’s realm, see Publish Data Sources andWorkbooks.

Steps for setting up your site
The table below shows a loose sequence of steps for setting up a site. You can complete the

steps in any order that makes sense for you. At the bottom of this topic you’ll find a list of links

tomore resources for each of the steps.
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Before you configure the site, we recommend getting acquainted with the site authen-

tication options, users’ site roles, projects, and permissions. Create and document a plan for

your projects, groups, and overall permissions strategy. Setting up a test project to exper-

iment with different settings is a good way to iron out these issues. You can changemany

site settings after your users are working with the site, but try to go in with the intention of

minimizing post-production changes.

Upload your
logo

This simple first step helps you get familiar with the envir-

onment while you incorporate your organization's branding

into your site. Sign in, go to theSettings page, and upload
your logo where indicated.

Configure
site access

If your organization uses single sign-on, you can configure

your site to useGoogle or SAML authentication. Otherwise,

you can use the default Tableau ID authentication, where

each user signs in using an email address and password that

is unique to Tableau Cloud.

In addition to the authentication type, you can determine

whether to allow users to sign in directly from Tableau clients

after signing in the first time. This is enabled by default.

Create pro-
jects

Projects help youmanage users’ access (permissions) to data

sources and workbooks that are published to your site. You

can set default groups and permissions for all content on the

Default project, lock the project, and then use it as a template
for additional projects you create.

Projects can also serve as staging environments.

Set up the
permissions
structure

In Tableau, permissionswork with site roles tomake up a

user’s access to the site and its content.
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Upload your
logo

This simple first step helps you get familiar with the envir-

onment while you incorporate your organization's branding

into your site. Sign in, go to theSettings page, and upload
your logo where indicated.

Add users Each user who accesses Tableau Cloudmust sign in.

Determine the users you want to be able to sign in to the site. If

you enabledGoogle or SAML authentication, determine which

of those users will sign in with their single sign-on credentials,

and which will use TableauID credentials.

Add or import multiple users at a time based on their authen-

tication type.

Get your
data to
Tableau
Cloud

We recommend that you designate a Tableau Desktop user

who will publish vetted data sources to the site (that is, who will

serve in the datamanager role mentioned earlier). These will

be the shared data sources that other Tableau users can con-

nect to.

As the site administrator, you can centrallymanage data

source permissions. Other attributes that either you or the data

manager canmaintain centrally are connection information

(credentials, access tokens) and refresh schedules for cloud

data sources. For more information, see Keep Data Fresh.

Analyze site
usage and
performance

You can monitor usage of published data sources and work-
books, the success of extract refresh tasks, user activity, and
so on.
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Navigate the Admin Areas of the Tableau
Web Environment
As an administrator on Tableau Server or Tableau Cloud, you can access admin settings

that aren’t available to other users to configure sites, users, projects, and to do other con-

tent-related tasks.

Access based on site role and number of sites

Themenus you get when you sign in to Tableau Server or Tableau Cloud depend on the fol-

lowing conditions:

l Whether you’re a site or server administrator.

Site administrator access is available on Tableau Cloud and Tableau Server. Server

administrator access is only on Tableau Server.

l Whether you have access to only one site or to multiple sites.
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Server administrator

On a single-site server, the site selector
does not appear, and all other menus are

the same.

In amulti-site environment, menus along
the left enable you tomodify a specific site

or all sites, and to configure users, groups,

schedules, tasks, and server settings.

To access server administrator settings that

affect all sites, open the site menu by click-

ing the arrow next to the current site name,

and then selectManage all sites.

TheContent andGroup tabs go away,
and the site menu text changes toAll Sites
to let you know you aremanaging server-

wide settings, and options likeServer
Status reflect the server-wide view.
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To return to the site administrationmenus,

selectAll Sites, and the select the site you
want to manage.
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Site administrator

If you are a site administrator for Tableau

Cloud or Tableau Server, and you have

access tomultiple sites, you’ll get menus for

selecting which site to manage, and for

managing that site’s content, users, groups,

schedules, and tasks, and for monitoring its

status.

The site selector displays the name of the

current site. To go to another site, select the

site menu, and then select the site name.

If you have access to only one site, the site

selector does not appear, but all other

menus are the same.

Server administrator tasks

Server administrators (available with Tableau Server Enterprise only) can do the following:

l Monitor server status and activity.

l Generate log files.

l Add sites and edit site settings. Only server administrators can add sites to the server.

l Add users to the server, and assign users to sites.

l Add andmanage site groups.

Tomanage settings only for a specific site, youmust first navigate to the site. Within each

site, you can do the following:
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l Administer content: Create projects, move content from one project to another,

assign permissions, change ownership of a content resource, and so on.

l Manage schedules for extract refreshes and subscriptions.

l Monitor site activity and record workbook performancemetrics.

l Manage storage space limits for content published by users.

l Allow web authoring.

l Enable revision history.

l Allow site administrators to add and remove users.

l Set themaximumnumber of licenses that site can consume for each license type

(Creator, Explorer, Viewer).

l Allow users to subscribe to workbooks and views, and allow content owners to sub-

scribe others to workbooks and views.

l Enable offline snapshots for favorites (iOS only).

Site administrator tasks

A site administrator on Tableau Cloud or Tableau Server can do the following tasks:

l Administer content: Create projects, move content from one project to another,

assign permissions, change ownership of a content resource, and so on.

l View, manage, andmanually run schedules for extract refreshes and subscriptions.

l Add andmanage site users.

l Add andmanage site groups.

l Monitor site activity.
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Customize the Site and Content Settings

Site Settings Reference

As a Tableau administrator, you can customize a site for your organization using the settings

below. The settings available to you depend on your site configuration and whether you use

Tableau Cloud or Tableau Server. To view and edit site settings, youmust be a Site Admin-

istrator on Tableau Cloud or Server Administrator on Tableau Server.

Note: To find a specific setting below, pressCtrl+F (Windows) or Command+F

(macOS). Tableau Cloud and Tableau Server present these settings in a different order.

Accessing site settings

l (Tableau Cloud) From the Home page, expand the side pane, and click Settings at
bottom.
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l (Tableau Server) If you're editing an existing site, select it on the Sites page, and then

selectEdit Settings. Or, in a single-site deployment, clickSettings at the bottom of

the side pane.

General tab

Setting Description

Site Name and ID
(Tableau Server
Administrators
only)

Specifies the site name seen in the user interface and the ID seen in
the site URL. (If you are editing the Default site, you cannot change
the ID.)

You can't change the “#/site” portion of the URL (for example, http://-

localhost/#/site/sales). In multi-site server environments, these seg-

ments appear in the URL for sites other than the Default site.

Storage (Tableau
Server Admin-
istrators only)

Select either Server Limit orGB, and for the latter enter the num-
ber of gigabytes you want as a limit for storage space for published
workbooks, extracts, and other data sources.

If you set a server limit and the site exceeds it, publishers will be pre-

vented from uploading new content until the site is under the limit
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again. Server administrators can trackwhere the site is relative to its

limit using theMaxStorage and Storage Used columns on the Sites

page.

Revision History
(Tableau Server
Administrators
only)

Specifies the number of previous versions of workbooks, flows, and
data sources that are stored on the server.

Tableau Prep Con-
ductor

Controls whether users with appropriate permissions can schedule
and monitor flows. Tableau Prep Conductor is part of Data Man-
agement. For more information, see Tableau Prep Conductor.

Web Authoring Controls whether browser-based authoring is enabled for the site.
When web authoring for workbooks is disabled, users can't create or
edit published workbooks from the server web environment but
instead must use Tableau Desktop to republish the workbook. When
web authoring for flows is disabled, users can't create or edit pub-
lished flows from the server web environment but instead must use
Tableau Prep Builder to re-publish the flow.

For more information, see Set a Site’sWeb Authoring Access and

Functions in Tableau Cloud Help.

Managing Users
(Tableau Server
Administrators
only)

Determines whether only server administrators can add and remove
users and change their site roles, or whether site administrators can
too.

If you allow site administrators tomanage users, specify how many

users they can add to the site by selecting one of the following:

l Server Limit adds the number of available server seat
licenses. For a server with core-based licensing, there is no
limit.

l Site Limit lets site administrators add users up to a limit you
specify.

l Site Role Limit lets site administrators add users of each site
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role up to the license limit you specify for the site.

For more information, see View Server Licenses.

Guest Access Lets people who lack a Tableau Server account see views that have
guest access permissions.

Note: If you use Tableau Server, your administrator can dis-
able Guest Access.

Tableau Catalog Turns off Catalog capabilities when Tableau Server or a Tableau
Cloud site is licensed with Data Management. For more information,
see Disable Catalog.

Workbook Per-
formance after a
Scheduled
Refresh (Tableau
Server Admin-
istrators only)

Pre-computes recently viewed workbooks with scheduled refreshes
to open them faster. For more information, see ConfigureWork-
book Performance after a Scheduled Refresh.

Workbook Per-
formance Metrics
(Tableau Server
Administrators
only)

Lets site users collect metrics on how workbooks perform, such as
how quickly they load To initiate recording, users must add a para-
meter to the workbook's URL. For more information, see Create a
Performance Recording.

Managed Key-
chain Clean Up
(Tableau Server
Administrators
only)

Lets site administrators manage saved credential keychains for
OAuth connections on the site. For more information, seeOAuth
Connections.

Automatically Sus-
pend Extract
Refresh Tasks

To save resources, Tableau can automatically suspend extract
refresh tasks for inactive workbooks. This feature applies only to
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refresh schedules that run weekly or more often. For more inform-
ation, see Automatically Suspend Extract Refreshes for Inactive
Workbooks in Tableau Cloud Help.

Linked Tasks

(Tableau Server

and Site Admin-

istrators only)

Lets Server administrators enable users to schedule flow tasks to

run one after the other. They can also enable users to trigger the

scheduled flow tasks to run usingRun Now.

This setting can be applied at the server level to include all sites on

Tableau Server. The setting can be disabled at the site level to

include only specific sites.

If the setting is turned off after linked tasks are scheduled, any tasks

that are running will complete and the scheduled linked tasks are hid-

den and no longer show on theScheduled Tasks tab.

For more information, see Schedule Linked Tasks.

Email Settings
(Tableau Server
Administrators
only)

Specifies the From address and message footer seen in automatic
emails for alerts and subscriptions.

Site Invite Noti-
fication (Tableau
Cloud only)

For sites with single-sign-on authentication, sends an invite email
when new users are added to the site.

Site Logo Specifies the image that appears with the site name.

Start Page Controls which site page appears when users sign in. By default, the
Home page appears, but you can instead open All Projects, All Work-
books, or other pages. For more information, see Set the Default
Start Page in Tableau Cloud Help.

Note: If you use Tableau Server, your administrator can over-
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ride this site setting.

User Visibility Controls what user and group names are visible to other users. For
more information, seeManage User Visibility in Tableau Cloud
Help.

Availability of Ask
Data

Controls whether Ask Data lenses are enabled or disabled for data
sources. Ask Data lets users query data using conversational lan-
guage and automatically see visualizations. For more information,
see Automatically Build Viewswith AskData in Tableau user Help.

Availability of
Explain Data

Controls whether site users with the appropriate permissions can
run Explain Data and authors can access Explain Data Settings. For
more information, see Control Access to Explain Data. To learn
more about Explain Data, see Discover Insights Faster with Explain
Data.

Automatic Access
to Metadata about
Databases and
Tables

Automatically grants users certain capabilities to external assets
using derived permissions. For more information, see Turn off
derived permissions in Tableau Cloud Help.

Sensitive Lineage
Data

Specifies whether sensitive lineage data should be obfuscated or
filtered when users don’t have the appropriate permissions to
related metadata. For more information, see Sensitive lineage data.

Cross-Database
Joins

Determines where the join process happens when joining data from
multiple sources. For more information, see Combine Tables from
Different Databases in Tableau user Help.

Extract Encryption
at Rest (Tableau
Server Admin-
istrators only)

Lets you encrypt .hyper extracts while they are stored on Tableau
Server. Server administrators can enforce encryption of all extracts
on their site or allow users to encrypt all extracts associated with par-
ticular published workbooks or data sources. For more information,
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see Extract Encryption at Rest.

Tableau Support
Access (Tableau
Cloud only)

Allows Tableau Support technicians access to the site to help
troubleshoot support cases. By default, this feature is disabled. For
more information, see Enable Support Access.

Sharing Allows users to share items directly with other users. When an item
is shared, the recipients get a notification and the item is added to
their Shared with Me page. If this is not enabled, users can only copy
a link to share. For more information, see ShareWebContent in
Tableau user Help.

Comments Controls whether users can add remarks in a Comments side pane
for each view and@mention other Tableau users to notify them via
email. For more information, see Comment on Views in Tableau
user Help.

Data-Driven Alerts Lets users automatically receive emails when data reaches key
thresholds. For more information, see SendData-Driven Alerts in
Tableau user Help.

Subscriptions Lets site users subscribe to views and receive regular emails of
them. On Tableau Server, these options are available only if you first
configure subscription settings.

Data Quality Warn-
ings in Sub-
scriptions

Controls whether subscriptions include relevant upstream data qual-
ity warnings in the email. On Tableau Server, these options are avail-
able only if you first turn on and configure subscriptions. For more
information on data quality warnings, see Set a Data QualityWarn-
ing.

Note:Data quality warnings are a feature of Tableau Catalog,
which is part of DataManagement.

Tagging Specifies the number of tags that users can add to items. The
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default limit is 50 tags, and the maximum is 200. For more inform-
ation, see Use Tags.

Recommendations
for Views

Controls whether recommendations show on the site and whether
the names of users who have looked at recommended items show
on recommendation tooltips.

Note: If you use Tableau Server, your administrator can dis-
able Recommendations.

Request Access Lets users send access requests to content or project owners. For
more information, see Let Site Users Request Access to Content in
Tableau Cloud Help.

Metrics Content
Type

Controls whether metrics are available on the site. When you turn
metrics on, users can create metrics from views and metrics appear
as a content type. When turned off, metrics won't appear on the site
or continue to sync. If you turn on metrics again, pre-existing metrics
will reappear and resume refreshing. For more information, see "Set
Up for Metrics" in Tableau Cloud Help or Tableau Server Help.

Web Page Objects
and Web Images

Controls whether these Web Page and Image objects can display
target URLs. For more information, see Security for Web Page
objects in Tableau user Help.

Personal Space Allows Creator and Explorer site users to create and save content to
a private Personal Space. When Personal Space is turned on, you
can set user storage limits. For more information, see Create and
Edit Private Content in Personal Space.

Collections Controls whether collections are available on the site. When you
turn on collections, users can create collections to organize content
and browse collections made available by other users. For more
information, seeOrganize Items in a Collection.
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Site Time Zone for
Extracts

The default time zone for extract-based data sources in a site is
Coordinated Universal Time (UTC). Site administrators can set a dif-
ferent time zone. For more information, see Set the Site Time Zone
for Extracts in Tableau Server Help or Set the Site Time Zone for
Extracts in Tableau Cloud Help.

Extract Quota Limit
Notifications

Sends email alerts to all site administrators when extract refresh
jobs are canceled because of extract job capacity issues.

Flow Parameters

(Tableau Server

and Site Admin-

istrators only)

Enables users to schedule and run flows that include parameters.

Administrators can also enable flow parameters to accept any

value. If this option is enabled, any flow user can enter any value in a

parameter, potentially exposing data that the user should not have

access to.

Parameters can be entered in an input step for file name and path,

table name, or when using customSQL queries, in an output step

for file name and path and table name, and in any step type for filters

or calculated values.

Flow parameter settings can be applied at the server level to include

all sites on Tableau Server. The settings can be disabled at the site

level to include only specific sites.

For more information about using parameters, see Create and Use

Parameters in Flows in the Tableau Prep help.

Run Now Controls who can run jobs manually using the Run Now option from
the web, Rest API, and Tabcmd. By default, this option is selected to
allow users to run jobs manually. Clear the check box if only admin-
istrators should be allowed to run jobs manually.

Note: If you use Tableau Server, your administrator can dis-
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able this site setting.

Manage Noti-
fications

Controls how site users can receive notifications for events such as
extract jobs, flow runs, when another user shares content with them
or mentions them in a comment. Notifications can be seen in their
Tableau site via the notification center, sent by email, or sent to a
Slack workspace. When a notification is enabled, users can con-
figure their notification preferences on their Account Settings page.

Note: If you use Tableau Server, your server administrator can
disable this site setting.

Flow Subscriptions Controls whether flow owners can schedule and send emails with
flow output data to themselves and others. When you allow flow sub-
scriptions, you can control whether flow output data is included in
the subscription email and whether flow output files are attached to
the email. For more information, see Notify Users of Successful
Flow Runs

OAuth Clients
Registry

For a subset of connectors, you can register a custom OAuth client
to override pre-configured OAuth client settings. By registering a cus-
tom OAuth client, you enable new and existing connections to use
the custom OAuth client instead of the default OAuth client. For
more information, see Configure CustomOAuth.

View Acceleration Controls whether Creator and Explorer site users can accelerate the
views in their workbooks for faster loading times. When you allow
view acceleration, you can set a maximum number of views to be
accelerated, and you can choose to automatically suspend accel-
eration for views that repeatedly fail the acceleration task. For more
information, see View Acceleration.
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Authentication tab (Tableau Cloud)

Setting Description

Authentication
Types

Specifies how users can sign in to the site, and how they access it after
signing in the first time. Authentication verifies a user’s identity. For
more information, see Authentication.

Default
Authentication
Type for Embed-
ded Views

Specifies how users can sign in to embedded views. By default,
Tableau authentication is selected.

Control User
Access in
Authentication
Workflows

Enables user attribute functions used in embedded content to accept
the passing of user attributes from a JSONWeb Token (JWT). The
user attributes are passed to Tableau to customize and control the
data that can be shown to a user at runtime. For more information,
see Embedding API v3Help.

Automatic Pro-
visioning and
Group Syn-
chronization
(SCIM)

Allows you to manage users on the site through a third-party identity
provider (IdP). When enabled, the Base URL and Secret boxes are
populated with values to use in the IdP SCIM configuration. For more
information, see Automate User Provisioning andGroup Syn-
chronization through an External Identity Provider.

Connected Cli-
ents

Allows Tableau clients such as Tableau Mobile, Tableau Bridge, and
others to stay authenticated to the server after a user provides sign-in
credentials the first time. When turned off, users are required to sign in
explicitly each time they visit Tableau Cloud. For more information,
see Access Sites fromConnected Clients.

Bridge tab (Tableau Cloud)

Setting Description

Client Not Run-
ning Noti-

Sends email alerts to data source owners when a client appears to be
disconnected from the site.
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fications

Pooling Distributes live queries and refresh jobs across all clients in Bridge
pools. For more information, see Configure andManage the Bridge Cli-
ent Pool.

Private Net-
work Allowlist

Add andmanage domains that enable dedicated Bridge pool access to

private network data on behalf of Tableau Cloud.

Extensions tab

Setting Description

Dashboard
Extensions

Manage and control dashboard extensions. Dashboard extensions are web
applications that run in custom dashboard zones and can interact with the
rest of the dashboard. For more information, see "Manage Dashboard
Extensions" in Tableau Cloud Help or Tableau Server Help.

Analytics
Extensions

Enables a set of functions that your users can use to pass expressions to
analytics extensions for integration with R and Python. For more inform-
ation, see "Configure Connection with Analytics Extensions" in Tableau
Cloud Help or Tableau Server Help.

Tableau
Prep Exten-
sion

When authoring flows on the web, enables users to apply Einstein Dis-

covery-poweredmodels to their flows to bulk score predictions for their

data.

For more information, see Configure Einstein Discovery Integration in the

Tableau Server help.

Integrations tab

Setting Description

Slack Connectivity Displays connections between a Slackworkspace and

the Tableau site. When connected, Tableau site users
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can see their Tableau notifications in the connected Slack

workspace.

In Tableau Cloud, you can request that the Slackwork-

space administrator install the Tableau for Slack app,

then finalize the connection once installed. For more

information, see Integrate Tableau with a SlackWork-

space.

Analytics Extensions Enables a set of functions that your users can use to pass
expressions to analytics extensions for integration with R
and Python. For more information, see "Configure Con-
nection with Analytics Extensions" in Tableau Cloud Help
or Tableau Server Help.

Publish to Salesforce

(Beta on Tableau Cloud and

Tableau Server)

Allows site users to publish views to a Salesforce app.

When a view is published to Salesforce, anyone with

access to the selected app can see that the content exists.

However, only those signed in with existing Tableau per-

missions can see the view. For more information, see Pub-

lish Views to Salesforce (Beta).

Connected Apps tab

Setting Description

Connected Apps

Create andmanage Tableau connected apps, or explicit

direct trust relationships or OAuth 2.0 trust between your

Tableau Cloud site and custom applications and pro-

grammatically authorize access to the Tableau

REST API on users' behalf using JSON web tokens

(JWTs). For more information, see Use Tableau Con-
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nected Apps for Application Integration in the Tableau

Cloud Help.

Mobile tab

Setting Description

App Lock Requires a biometric method or device passcode for
users to open this site on Tableau Mobile. For more
information, see Enable App Lock for Added Security in
the Tableau Mobile Deployment Guide.

Offline Previews Controls whether offline previews are generated for dis-
play when users access the site on Tableau Mobile. For
more information, seeManage TableauMobile Data on
Devices in the Tableau Mobile Deployment Guide.

Mobile Security Policies Some security policies are enabled automatically and can-
not be disabled. Mobile security policies are not available
for MAM versions of Tableau Mobile.

Jailbreak Detection Controls whether a Tableau Mobile app user with a device
that has been "jailbroken" or "rooted" is allowed to access
content on Tableau, and what level of response occurs
when a jailbroken or rooted device is detected. For more
information, see TableauMobile App Security Settings.

Malware Detection (Android
only)

Controls whether malware detection is enabled for mobile
devices, and what level of response occurs when malware
is detected. For more information, see TableauMobile
App Security Settings.

Maximum Days Offline
Without Policy Refresh

Controls whether there is a maximum number of days a
mobile device can be offline and still use the app. For
more information, see TableauMobile App Security Set-
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tings.

Prevent Debugging Controls whether debuggers are prevented on mobile
devices. For more information, see TableauMobile App
Security Settings.

Screen Sharing and Screen-
shots (Android only)

Controls whether a Tableau Mobile user is able to take
screenshots or use screen sharing while in the app. For
more information, see TableauMobile App Security Set-
tings.

Upload a Custom Logo for your Site

To incorporate brand identity into your site header, you can change the Tableau logo to your

own logo.

1. Sign in to Tableau Cloud as a site administrator.

2. On the site you want to show your logo, clickSettings.

3. In theSite Logo section, do either of the following:

l Drag the image file from your computer to the area indicated on theSettings
page.

162 Tableau Software

Tableau Cloud Help



l ClickSelect File to open a dialog boxwhere you can browse to and select the
image file.

The preview area updates to show how your image will look in the space provided in

the header.

4. (Optional) If your logo doesn’t fit quite right in the available space, and you want to

make adjustments outside of Tableau before uploading it, you can do either of the fol-

lowing:

l ClickReset to Default to show the original Tableau logo.

l ClickRevert to go back to the last saved settings. This is useful if you already
have a custom logo in place but want to try a different one.

5. ClickSave.
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Image file tips

l The recommended image size is 48 x 48 pixels, up to 160 x 160 pixels (themax-

imum).

l Images that have a transparent background and light colors work best against the

near-black background of the Tableau Cloud site.

Dashboard-based Custom Portals

Note: This overview was inspired by the work of Tableau VisionaryMark Jackson. For

more details about the process, check out Mark's blog.

The standard Tableau Cloud or Tableau Server interface works great for many organ-

izations, but if you want to create a company-branded experience and don't have API

developer skills, consider creating a custom portal based on a Tableau dashboard. A cus-

tom portal lets you organize content around specific departments or job roles, and you can

even incorporate training that helps people interact with datamore fully. As the volume of

Tableau content grows, a custom portal guides your users directly to the data they need,

while providing ready access to related views and Tableau Cloud search so they can easily

explore further.

Sketch out a portal design

Begin outside of Tableau, on paper or in a wireframing application. Consider the structure

of your organization and the number of Tableau views that apply to each group of users. Do

you simply need one level of navigation that points immediately to content? Or might you

need to start with amain page that provides navigational links for separate groups of users

or report types, followed by a second level with related dashboards and views?
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After you get buy-in on your design from key stakeholders and data consumers, you're ready

tomove on to the next phase.

Gather images for logos and navigation elements

Start thinking about imageswhile refining your initial mockup, and then gather them from lib-

raries of clip-art or approved brand graphics, or create them from scratch in an application

like Photoshop or SnagIt. PowerPoint can also be a good source if you plan to create nav-

igation thumbnails of common chart types.

Lay out text, images, and selected sheets on a dashboard

Create a workbookwith a dashboard for the portal, using a tiled layout for more predictable

positioning and scaling of elements on different devices. Then start adding Text and Image

objects, as well as any sheets for data views you want to highlight right up front in your portal.

To refine spacing between these dashboard elements, insert Blank objects and adjust their

size. For more information, see Create a Dashboard.
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Link dashboard elements to content

If you have a second level of navigation in your portal, use filter actions to point to a sec-

ondary dashboard from themain one. To create links that directly open data views, right-

click Image objects and choose Set URL. (In our example below, each colored arrow and

accompanying text is an image that links to a view URL.) You can even point to empty views

with preloaded data sources, encouraging users to create new Tableau content in the web-

authoring workspace.

Tip: To add hyperlinks to text objects, include the full URL (for example,
http://www.tableau.com).
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Publish, test, and refine your portal

Publish the workbook to your server and distribute the dashboard URL to your users. Portal

design, like data analysis itself, is a cyclical process. Now that your portal is out in the wild,

start gathering user feedback so you can continuously improve the experience
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Tip: As a finishing touch, hide the Tableau toolbar to give your portal a custom feel.

After the questionmark at the end of the dashboard URL, add :embed-
d=y&amp;:toolbar=n

Set the Default Start Page for All Users

In a new site, when users sign in to the Tableau Cloud web authoring environment, they are

taken to the Home screen, which displays a role-based welcome banner. Home also dis-

plays recent views, favorites, and the site'smost-viewed content. As the administrator, you

can change users’ default landing page at the site level. For example, you can show all work-

books, and when the user signs in, they see the workbooks they have access to.

To set the default start page for all users

1. Display the page or filtered view you want to be the default page users see when they

sign in to the site.

2. Select your profile icon in the upper right area of the page.

3. To set the start page for all users on a site, clickSet as Start Page and For Users
on this Site.

User-set start pages and hierarchy

Users can set their own start pages from their profile icon, and can reset their start pages in

their account settings (for information, search for “Access Your Profile and Account Set-

tings” in the online Tableau Server Help for your operating system).

If a user sets their own start page, it will override any start page set for the site. The next

time that user signs into Tableau Cloud, theywill land on the start page that they've set. If

neither a user or an administrator has set a start page, users will default to Home.
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Change Time Settings

There are a couple of time-related configurations youmight make when working with

Tableau Cloud.

Set the site time zone for extracts

The default time zone for extract-based data sources in a site is Coordinated Universal Time

(UTC). Site administrators can set a different time zone.

To set the site time zone for extracts:

1. Sign in to Tableau as an administrator.
2. On the site you want to configure, click Settings.
3. In the Site Time Zone for Extracts section, select a time zone and then click

Save.

In calculated fields, functions such asNOW() or TODAY() look at the time zone. For more

information about Extracts, see Extract Your Data in the Tableau Desktop help.

The timezone setting, in addition to being used for extract-based data sources, also affects

internal extracts. For example, when Tableau connects to file-based data sources like text

files, an extract is automatically created internally. Similarly, this happenswhere Tableau

uses an internal extract to integrate data from different sources.

Synchronize your computer clock with UTC

Timestamps displayed across your Tableau Cloud site is in Coordinated Universal Time

(UTC) of the pod that your site is deployed to. To ensure the time on your computer matches

the time used by your site, you can synchronize your computer's system clockwith UTC

using one of the following suggestions:

l If your computer is deployed on AmazonWeb Services (AWS), you can synchronize

your computer's system clock using Network Time Protocol (NTP) sources as

described in the Keeping TimeWith Amazon Time Sync Service blog post on the
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AWS website.

l If your computer is deployed outside of AWS, you can synchronize your computer's

system clock using one of the National Institute of Standards and Technology (NIST)

time servers as described in Set your computer clock via the Internet using tools built

into the operating system page on the NIST website.

Tableau Mobile App Security Settings

Starting in December 2022, you can adjust Tableau Cloud security policies for the Tableau

Mobile app. These policies help keep your data secure by checking to see if mobile devices

are compromised, and by limiting certain interactionswith the TableauMobile app.

The policies apply to only the standard version of TableauMobile, not theMAM versions of

the app. If you have deployed anMAMapp, use the specific to TableauMobile, in addition to

your MAM system’s settings, to secure the app.

Security settings

Configure security settings for TableauMobile either on the site settings page for Tableau

Cloud or using the REST API. For more information about the REST API, seeMobile Set-

tingsReference in the Tableau REST API Help.

To access the site settings page:

1. Sign into your Tableau Cloud site as administrator.
2. From the navigation pane, select Settings.
3. Select theMobile tab.

Starting in December 2022 settings related tomobile device security are available.

These settings include detecting the following conditions:

l Jailbreak Detection

This setting is enabled by default at theCritical level and detects whether the app is
running on a device that has been jailbroken or rooted.
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l Malware Detection (Android devices only)

This setting is enabled by default at theCritical level and detects whether the device
hasmalware on it.

l Maximum Days Offline Without a Policy Refresh

This setting is enabled by default at theCritical level with a default maximumof 14

days. It determines if the app can be used on a device that has been offline (and thus

without a policy refresh) longer than the configuredmaximum.

l Prevent Debugging

This setting is on by default and cannot be disabled. It detects whether the device has

a debugger attached to it.

l Screen Sharing and Screenshots (Android devices only)

This setting is enabled by default and determineswhether a TableauMobile app user

can share screenshots or use screen sharing with the app.

You can change the severity level for the JailbreakDetection andMalware Detection set-

tings:

l Warn: Enforce the policy and if it fails, show a dismissible blocking message.
l Error: Enforce the policy and if it fails, show a blocking message until the issue is
resolved.

l Critical: Enforce the policy and if it fails, show a blocking message and the app
decides how to handle the logout/clear session through the providers. This is the
default.

Security in the Cloud
Tableau understands that data is among themost strategic and important assets an organ-

ization has.We put the highest priority onmaintaining the security and privacy of our cus-
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tomers’ data. Tableau enterprise-level security featuresmanage operational security, user

security, application security, network security, and data security.

To learnmore, see the following resources on Tableau's website

(https://www.tableau.com):

l Tableau Cloud Security in the Cloud white paper.

l Tableau Cloud tips: A security checklist for publishing data to the cloud

If you sign in to Tableau Cloud using TableauID credentials, you can use them also to sign

in to the Tableau website.

Operational Security

The Tableau Cloud infrastructure is hosted in a SAS-70 compliant data center that provides

numerous controls and safeguards over customer data.

Your data is your own, even when stored in Tableau Cloud. Only your authorized users

have access to data or workbooks stored in Tableau Cloud—Tableau employees and other

Tableau customers do not.

Tableau does have access to andmaymonitor metrics that have to do with system util-

ization, account status, and performance.

User Security

The only people who have access to your site and content are the users that your site’s

administrators have explicitly added to your site. If a user is no longer authorized in your sys-

tem, simply remove that person’s user account to revoke access to Tableau Cloud and your

content stored there.

Tableau Cloud enforces an idle session timeout of 2 hours. Thismeans that users will need

to re-authenticate after not using Tableau Cloud for a period of 2 hours. The idle session

timeout value is a system setting that cannot bemodified.
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Tableau Account

Your Tableau Account provides secure, unified authentication to Tableau’s website and ser-

vices.

Some of the security features of Tableau Accounts are:

l User sign-in is secured byHTTPS.

l Accounts are locked for a period of time after repeated unsuccessful sign-in attempts.

l Accounts are validated by user email to prove identity.

l Passwords are stored using cryptographic protection. Tableau employees and con-

tractor do not have access to plain-text passwords.

l Multi-factor authentication (MFA) can be enabled for accounts that use Tableau

authentication (TableauID).

Tableau Cloud site administrators have the option of using your organization’s identity pro-

vider for added control and convenience of users. For more information, see Authentication.

Roles and Permissions

A role is a set of permissions that is applied to a project, workbook, view, or data source to

manage user interaction. A wide range of specific permissions is available for each asset:

view, create, edit, modify, delete, andmore.

Network Security

All communication between users and Tableau Cloud is encrypted using SSL for secure

transmission of data. Tableau Cloud supports TLS 1.2 and higher. For more information

about TLS support, see the Tableau Knowledge Base. A variety of encryption techniques

ensure security from browser to server tier to repository and back. In addition, Tableau has

many built-in securitymechanisms to help prevent spoofing, hijacking, and SQL injection

attacks, and it actively tests and responds to new threats with monthly updates.
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Application Security

The Tableau Cloud environment is hosted in amulti-tenant configuration providing sep-

aration of users, data, andmetadata across customers.

Data Security

Tableau Cloud eliminates the need to implement VPNs or tunnels into your corporate envir-

onment. Many data sources can be captured as extracts and then refreshed on a regular

basis. To use automatic refreshes, you need to embed credentials in the connection inform-

ation for the data source. For Google and Salesforce.com data sources, you can embed cre-

dentials in the form of OAuth 2.0 access tokens.

You can define additional security in your workbooks and data sources by adding user and

data source filters. Tableau also provides a User Filter capability that can enable row-level

data security using the user name, group, or full name of the current user. User filters allow

you to set a filter on your data based on the identity of the person viewing the data. For

example, theWestern SalesDirector could see results for sales in theWest but not for other

regions. You set user filters when you publish workbooks and data sources from Tableau

Desktop.

For information on the alternatives you can use to implement row-level security in Tableau,

see anOverview of Row-Level Security Options in Tableau.

HIPAA Compliance

Tableau Cloud is compliant with the Health Information and Portability Accountability Act

(HIPAA) and can be provided in a HIPAA-compliant manner tomeet the needs of health

care and life sciences users. For more information, review the “Tableau Cloud and HIPAA

Security Rule” white paper on the Salesforce Trust | Compliance site.
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Data Location

Tableau Cloud is hosted on AmazonWeb Services (AWS) and is structured so that you can

choose the region where your site, and its data, is stored. As a new customer, you can select

one of the following regions during the site setup process: 

Territory Region

Asia Asia Pacific Australia

Asia Pacific Japan

Europe EUWest Ireland

Europe West UK

North America Canada Quebec

US-East Virginia

US-West Oregon

If needed, you canmigrate your existing site to a different region through the site migration

process. Contact your Tableau Sales Account Manager to request this change. For more

information, see Tableau Cloud Environment MigrationsUsing the Content Migration Tool in

the Knowledge Base.

Your site is backed up in the selected region on a regular basis. You can verify your site loc-

ation by signing in to Tableau Cloud, noting the host name at the beginning of the URL, and

then comparing it to theSite Location column in Tableau Cloud IP addresses for data pro-

vider authorization. For example, URLs that begin with 10ax, 10ay, 10az, us-west-2b cor-
respond to the US West - Oregon region. Data corresponding to a site in the US-West

Oregon region is stored and backed up in Oregon.

l To request a new site, fill out thisweb form.
l For more information about the Tableau Cloud maintenance schedule, see Tableau
Cloud SystemMaintenance.

Tableau Software 175

Tableau Cloud Help

https://kb.tableau.com/articles/howto/tableau-cloud-environment-migrations-using-the-content-migration-tool
https://www.tableau.com/products/cloud-bi#form


See also

KeepData Fresh

OAuth Connections

Permissions

How SAMLAuthenticationWorks

User Filtering (Tableau Help)

Tableau Cloud Site Capacity
Your Tableau Cloud site comeswith capacity to support all your users’ analytic needs. A

site’s capacity includes capacity for storage and tasks that need to be performed on the site

for extracts, metrics, subscriptions, and flows.

Summary

The following table summarizes the capacity allowances for your site by feature. You can

findmore capacity information by the features listed below.

Capacity Type Capacity Allowance

Storage Site 100GB

1 TB with an AdvancedManagement license.

For more information, see AdvancedMan-

agement capacity.

Individual workbook,
published data
source, or flow size

15GB

25GB with an AdvancedManagement license.

See AdvancedManagement capacity.
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Capacity Type Capacity Allowance

Extract
refreshes

Daily refreshes Up to 8 backgrounder hours per Creator license

Concurrent
refreshes

Up to 10 jobs

Up to 25 jobswith an AdvancedManagement

license. See AdvancedManagement capacity.

Individual refresh
runtime

2 hours

Metrics Daily refreshes Up to 8 backgrounder hours per Creator license

Concurrent
refreshes

Up to 10 jobs

Individual runtime 2 hours

Subscriptions Concurrent sub-
scriptions

Up to 10 jobs

Individual sub-
scription runtime

2 hours

Individual email size 2 MB

Flows Concurrent flows 1 per Resource Block

Individual flow
runtime

See Job runtime capacity.

Flowmemory usage
size

19.5 GB
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Capacity Type Capacity Allowance

Visualizations Load time Up to 5 minutes

User request rate Up to 600 requests per hour per user

Query usage size 20 GB

View Accel-
eration

Accelerated views Minimum 30 accelerated views per site with an
additional 20 views per Creator License. Max-
imum 750 accelerated views.

Accelerated view
refreshes

Up to 12 jobs per day per view

Memory usage size 20 GB

Individual accel-
eration runtime

Up to 30 minutes

Storage capacity

A Tableau Cloud site comeswith site and individual content storage capacities.

l Site storage: A site comeswith 100GB of storage capacity. Workbooks, published

data sources, and flows count toward this storage capacity.

l Individual workbook, published data source, and flow size: An individual work-
book, data source (live or extract), or flow published to your site can have amaximum

size of 15GB.

Note: If your extract data source exceeds 10GB in size, we recommend that you con-

sider either using live connection to the database or aggregate the data in the extract
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to reduce its size. Frequently republishing or refreshing large extracts can be time

intensive and usually indicates that more efficient data freshness strategies should be

considered.

Visualization capacity

Each site comeswith designated capacity to load and query individual visualizations, also

known as views. You can findmore information about each capacity type below.

l Load time: A site has capacity to spend up to 5minutes to load a view.

l User request rate: Each user on a site has the capacity to make up to 600 requests
per hour to load or refresh views.When this capacity has been reached, the user can

interact with, edit, and save the view. After an hour, the view can be refreshed and

new views can be loaded.

l Query usage size: A site has capacity to use nomore than 20GB of memory to

query a view that uses an extract data source. The amount of memory needed to

query a view can vary depending on the complexity of the datamanipulations that

Tableau needs to perform to generate themarks in the view.

Note: Only queries against extract data sources count toward query usage capacity.
Queries against data sources that use live connections to the underlying data do not.

However, queries against data sources that use live connectionsmight be subject to

other query usage capacity enforced by underlying databases.

Views that exceed one or both capacity typesmight be canceled to ensure enough system

resources are available so that other views on the site can load.

Tips for optimizing visualization capacity

Views that exceed visualization capacity can indicate the queries that Tableaumust run in

order to generate the view might be too complex. In such cases, you can use the following

tips to help optimize queries therebyminimizing the time it takes to load views on Tableau
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Cloud. Most tips require that you edit the data source or workbook and republish to Tableau

Cloud for changes to take effect.

For more tips, see theWorkbook Performance topic in the Tableau Help.

l Use data source filters: When you add a filter on a data source, you reduce the

amount of data that needs to be generated in the view. Reducing the amount of data

can helpminimize load times of views. For more information, see Filter Data from

Data Sources in the Tableau Help.

l Use context filters: Similar to data source filters, context filters reduce the data in
the data source but at the sheet level. Context filters work independently of other fil-

ters and can significantly reduce the amount of data that needs to be generated in the

view. Reducing the amount of data can helpminimize load times of views. For more

information, see Improve View Performance with Context Filters in the Tableau Help.

l Decrease date ranges: As a rule, dates requiremore computing power than other
types of data like numbers and Booleans. If the view contains date filters, you can

reduce the date ranges or the number of dates that need to be generated to helpmin-

imize the load times of views.

l Reduce marks: Because Tableaumust calculate themarks in order to generate the
view, the number of marks can impact how quickly the view can load. There are sev-

eral ways you can reducemarks, including using some of the filters listed above or

using sets to filter, customSQL to aggregate data, andmore. For more information,

see Reduce the number of marks in the view.

View Acceleration capacity

Each Tableau site has the following View Acceleration capacity:

l Accelerated views: The default number of accelerated views per site is 30. For
each additional Creator License, 20more views can be accelerated. Themaximum

number of accelerated views is 750.
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l Accelerated refreshes: Accelerated views are regenerated in alignment with the fol-
lowing four data update events:

l Data freshness policy: The acceleration timestamp is out of sync with the data
freshness policy.

l Extract refreshes: An extract refresh completes, signaling fresher data.
l Accelerated view update: An accelerated view is updated by the owner.
l View opted-in: A view is originally opted in for acceleration.

Each unique event triggers a pre-computation job to be queued. Backgrounder jobs

then pick up and complete the pre-computation, and then store query results as a

materialized view. Views that belong to the sameworkbook are refreshed in one job.

To limit resource consumption, themaximumnumber of pre-computation jobs that can

be run is limited to 12 jobs per day. For more information, see Set a Data Freshness

Policy.

l Acceleration memory usage size: A site has capacity to use no more than 20 GB of
memory for pre-computing and fetching the workbook's data in a backgrounder job.
The amount of memory needed varies depending on the complexity of the query(ies)
that are associated with the view that is being accelerated.

Job runtime capacity

Job runtime capacity is the period of time that a job, or an instance of a task type, is allowed

to run before it's canceled to help protect available system resources. Each site comeswith

job runtime capacities for the following job types:

l Extract refreshes
l Subscriptions
l Flows
l Metrics
l View Acceleration

Each extract refresh, subscription, or metrics job type has amaximum runtime of two hours

(120minutes or 7,200 seconds). View Acceleration has amaximum runtime of 30minutes

(1,800 seconds).
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Note about flows: For sites that don’t have DataManagement, themaximum runtime for

flows jobs for a site is 60minutes times the number of creator licenses up to amaximumof

24 hours. If your site has large flowsworkloads, consider purchasing DataManagementto

get more capacity. For sites with DataManagement, you can run flows for up to 24 hours

per day per Resource Block. If you exceed the time limit no new jobs can be started until the

next day. Additional capacity for concurrent flow jobs can be purchased. For more inform-

ation, see Resource Blocks.

Note about extract refreshes: If a refresh job reaches itsmaximum runtime, you see a

timeout error. For more information about the error and ways you canmodify extracts to

keep refresh jobswithin the runtime capacity, see Time limit for extract refreshes.

Concurrent jobs capacity

Concurrent jobs capacity is the number of jobs, or instances of a task type that can run at

the same time. Each site comeswith concurrent capacities for the following job types:

l Extract refreshes
l Subscriptions
l Flows
l Metrics

You can findmore information about the concurrent jobs capacity for each job type below.

l Extract refreshes: A site has the capacity to refresh up to 10 extracts concurrently.

Depending on available system resources, refresh jobs can run sequentially or in par-

allel. Jobs that count toward concurrent refresh capacity include scheduled

refreshes, manual refreshes, extract creation, and command line or API calls that trig-

ger refreshes, including appending data incrementally.

l Subscriptions: A site has the capacity to run up to 10 subscriptions concurrently.

Jobs that count toward concurrent subscriptions capacity include generating emails

from subscriptions created through Tableau Cloud directly or API calls that generate

the email subscriptions.

l Flows: If licensed with DataManagement, a site has a default capacity of 1
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concurrent flow job per Resource Block. Resource Blocks support flow jobs. If not

licensed with DataManagement, a site has a default capacity of 1 concurrent flow job,

which is the equivalent of having one resource block. If there are no resource blocks

available when a flow job starts, the job goes into a queue to wait for a resource block

to be available. Additional capacity for concurrent flow jobs can be purchased. For

more information, see Resource Blocks. Each user can have amaximumof 4 active

flow web editing sessions at one time. If more sessions are opened, the oldest session

will be closed.

l Metrics: Each site has the capacity to refresh up to 10metrics concurrently. For more
information about how metrics refresh, see Create and Troubleshoot Metrics.

Note: If a site exhausts its concurrent capacity for a job, other jobs that are in the queue
remain in a pending state until one or more jobs have completed.

Daily jobs capacity

Daily jobs capacity is the number of shared hours each site can spend per Creator license a

day to perform all jobs on the site. A server process, called backgrounder, initiates and per-

forms these jobs. A site with more Creator licenses getsmore daily jobs (backgrounder)

capacity to meet the needs of a larger site population.

Each site comeswith daily jobs (backgrounder) capacity to perform both extract refresh and

metric refresh jobs.

For example:

If your site has... multiplied by the default time Daily jobs capacity

10 Creator licenses 8 hours Up to 80 hours/day

50 Creator licenses 8 hours Up to 400 hours/day

Daily jobs capacity resets each day at 24:00:00 UTC (coordinated universal time).
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About extract refreshes

Refresh jobs that count toward daily jobs capacity include full and incremental refreshes

and extract creation, which can be initiated by scheduled refreshes, manual refreshes, and

certain command line or API calls.

Notes:

l As long your site has time remaining in its daily refresh capacity, a refresh job will run
regardless of the time it takes for that refresh job to complete.

l Site admins receive email notifications when a site reaches 70%, 90%, and 100%of
its daily refresh capacity.

l If a site exhausts its daily refresh capacity, any future extract refreshes are canceled
and email notifications are sent to content owners alerting them of the refresh can-
cellation.

Tips for optimizing extract refreshes capacity

If you're managing an extract-heavy environment, Tableau recommends following some

best practices tomake themost efficient use of your site capacity.

l Stop refreshing unused extracts. One of the best ways to reclaim capacity for

your site is to stop automatic refreshes, either through schedules on Tableau Cloud

or through scripts of extracts that aren’t being used. For more information about delet-

ing a refresh schedule, seeManage Refresh Tasks.

l Reduce the frequency of refreshes. Another method of reclaiming capacity for
your site is to reduce the frequency of extract refreshes. For example, instead of

refreshing an extract hourly, consider refreshing an extract daily or only during busi-

ness hours when fresh data ismost useful. For more information about changing a

refresh schedule, seeManage Refresh Tasks.

l Use incremental refreshes instead of full refreshes. To decrease the amount of
time an extract takes to refresh, consider performing an incremental refresh of the

extract instead a full refresh. For more information, see Schedule Refreshes on

Tableau Cloud.
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Note: Changing from a full to an incremental refresh can be done from Tableau Cloud

only if the extract was configured for incremental refresh in Tableau Desktop before

the extract was published. For more information about incremental refreshes, see

Configure an incremental extract refresh in the Tableau User Help.

l Use live connections instead of extract connections. For views, dashboards,
and workbookswhose data needs to be updated frequently, consider setting up the

data source to use a live connection instead of an extract connection.

l Optimize the data in the extract. Improving the performance of an extract can also
help reduce the amount of time an extract takes to refresh. There are a number of

changes you canmake to the extract's data to help its overall performance, such as

removing unused fields, using filters to remove unused rows, changing date ranges,

etc.

About metric refreshes

Metrics that rely on extract data sources refresh when their extract counterparts refresh and

therefore count toward daily job capacity.

Note:Metrics that rely on live data sources refresh every 60minutes and don't count toward
daily job capacity.

Jobs initiated by command line and API calls

In addition to daily jobs capacity described above, a site comeswith designated jobs capacity

for command line and API calls.

l Initiate extract refresh jobs: A site comeswith designated capacity for tabcmd

(refreshextracts), REST API (Run Extract Refresh Task), and Tableau Client

(Python) library calls to initiate extract refresh jobs. A site allows 20 total calls per one-

hour period.

l Query or cancel jobs: A site comeswith a designated capacity for REST API

(Query Job and Cancel Job), and Tableau Client (Python) library calls that query
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status information for asynchronous jobs, or cancel pending and in-progress jobs. A

site allows 20000 calls per 24-hour period.

l Initiate publish, update, or refresh jobs: A site comeswith designated capacity

for tabcmd (publish), REST API (PublishWorkbook, Publish Data Source, Update

Workbook, Update Data Source, Update Data Source Now), and Tableau Client

(Python) library calls that initiate publish, update, or refresh jobs for workbooks and

data sources. A site allows 4000 calls per 24-hour period.

Note: If the number of calls exceed the command line or API calls capacity described
above, you see one of the following errors:Unknown 429 or ApiCallError: 429000: Too

ManyRequests – Toomany requests for <job type> ‘api.rest.refresh_extracts’. Please retry

after 146 second(s).

Monitor capacity

There are a few tools you can use to help youmonitor your site’s capacity: Jobs page and

Admin views.

Jobs page

The Jobs page gives you detail about the unique instances of backgrounder tasks, called

jobs, within the past 24 hours. You can use the jobs page tomonitor extract refreshes, sub-

scriptions, and flow jobs.

1. Sign in to Tableau Cloud using your site admin credentials.

2. In the left navigation pane, click Jobs.

3. From the filter drop-downmenu, under Task Type, select the job type you want to
monitor.

For more information on the Jobs page, seeManaging Background Jobs in Tableau Cloud

topic.
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Admin views

Admin views help youmonitor different types activity on your site. You can findmore capacity

usage information, using admin views, for the features listed below.

l Storage: You canmonitor your site’s storage capacity and checkwhich workbooks,
data sources, and flows take up themost space on your site using the Admin Insights

“Stats for Space Usage” dashboard. SelectExplore > Admin Insights > Admin
Insights Starter > Stats for Space Usage.

For more information about Admin Insights, see Use Admin Insights to Create Cus-

tomViews.

l Flows: You canmonitor the performance of flow runs. SelectSite Status > Flow Per-
formance History. Using the dashboard, under Flow History, click on amark to see
details about the flows job.

For more information about this admin view, see Performance of Flow Runs in the

Tableau Prep Help.

l Metrics: You canmonitor your site’smetrics jobs by using the “Background Tasks for
Non Extracts” admin view. SelectSite Status > Background Tasks for Non
Extracts, and then from the Tasks filter drop-down, selectUpdate all metrics on a
view check box.

For more information about this admin view, see Background Tasks for Non Extracts.

Advanced Management capacity

With AdvancedManagement, you get the following capacity increases for your site:

l Storage of 1 terabyte
l Maximum file size of 25 gigabytes
l Up to 25 concurrent extract refreshes

Tableau Software 187

Tableau Cloud Help

https://help.tableau.com/current/server/en-us/adminview_performance_flows.htm


For more information about AdvancedManagement, see About Tableau AdvancedMan-

agement.

Tableau Cloud SystemMaintenance
Tableau Cloud undergoes periodicmaintenance to sustain the infrastructure supporting

Tableau Cloud services and deliver enhanced features and functionality. As a Tableau

Cloud administrator, you don't have to worry about managing updates to your site. But we

recommend reviewing the reservedmaintenance schedule to plan for scheduled downtime

and to avoid service interruptions.

For more information about quarterly releases, see Tableau Cloud quarterly releases.

Maintenance communication

Tableau communicates systemmaintenance through the Tableau Trust page and noti-

fication emails to site administrators.

Tableau Trust notifications

Tableau Trust is where all Tableau Cloud status updates are posted. Status updates

include systemmaintenance, aswell as reported incidents that may affect the use of

Tableau Cloud. You can quickly check the status of your Tableau Cloud instance by visiting

the Tableau Trust page, or by subscribing to Trust to stay informed.

To subscribe to Trust, simply go to https://trust.tableau.com, and clickSubscribe to
updates. You can receive updates by email, SMSmessage, or RSS notifications

whenever Tableau creates, updates, or resolves an incident.
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Site Administrator emails

Tableau Cloud users with the Site Administrator role will automatically receive notification

emails about their site. Emails include systemmaintenance and reported incidents that may

affect the use of Tableau Cloud.

Notification emails will include the date and time, name of the Tableau Cloud instance, type

of maintenance scheduled, impact to users, and estimated time to completion.

Reserved systemmaintenance schedule

Tableau has reserved systemmaintenance windows for sustaining the security, availability,

and performance of the infrastructure supporting Tableau Cloud services. The reserved

maintenance schedule will help you plan for scheduled downtime and avoid service inter-

ruptions to your Tableau Cloud site. While there is a pre-defined window in whichmain-

tenance can occur, theremay bemonthswhenmaintenance is not required.

Whenmaintenance is scheduled, we publish the dates and times of themaintenance win-

dows on the Tableau Trust site. For maintenances that impact an entire Tableau Cloud

instance, Trust notifications are sent to subscribers and site administrators via email. Noti-

fications are sent when themaintenance schedule is posted to Trust and 14-days before the

maintenance will occur. Trust notificationswill also be sent at the start and end of eachmain-

tenance and 48 hours prior as a reminder.
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In the event that we need to reschedulemaintenance, themaintenance record will be

updated on the Trust site, and an email will be sent to Trust subscribers.

Note: If prioritymaintenance is required, Trust subscribers and Tableau Cloud site
administratorsmay be notified less than one week in advance.

Whenever possible, and only asmaintenance is necessary, Tableau will schedule system

maintenance the first and third weekends of the calendar month during the windows
listed in the table below. Plan themaintenance activities for your organization (software

upgrades, integration changes, etc.) outside of the Tableau systemmaintenance windows

for your instance(s).In extreme circumstances, theremay be timeswhen systemmain-

tenance is scheduled outside of these windows tomaintain system availability, per-

formance, and security of the Tableau Cloud infrastructure.

Reserved System Maintenance Windows

Region Instance Interval Local Time UTC

United States -
West

10ay, 10az,
us-west-2b

1st monthly

weekend

3rdmonthly

weekend

Saturday, 08:00 -

14:00 PST
Saturday,
16:00 – 22:00

United States -
East

prod-us-east-
a, prod-us-
east-b, us-
east-1

1st monthly

weekend

3rdmonthly

weekend

Sunday, 11:00 -

17:00 EST
Sunday, 16:00
– 22:00

Europe - West
dub01, eu-
west-1a, prod-
uk-a

1st monthly

weekend

3rdmonthly

weekend

Saturday, 02:00 -

08:00 CET
Saturday,
01:00 – 07:00
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Canada - Que-
bec

prod-ca-a

1st monthly

weekend

3rdmonthly

weekend

Sunday, 11:00 -
17:00 EST

Sunday, 16:00
– 22:00

Asia Pacific -
Japan

prod-apnorth-
east-a

1st monthly

weekend

3rdmonthly

weekend

Sunday, 01:00 -

07:00 JST
Saturday,
16:00 – 22:00

Asia Pacific -
Australia

prod-apsouth-
east-a

1st monthly

weekend

3rdmonthly

weekend

Sunday, 03:00 -

09:00 AEST
Saturday,
16:00 – 22:00

Note: Local maintenance windows use standard time. The local timemay change +/- 1
hour seasonally during daylight savings.

Tableau Cloud quarterly releases

To ensure our products continue to help people use data to solve problems every day,

Tableau is constantly innovating.We ship new features and functionality four times a year,

once per quarter.

Release communication

Quarterly releases are communicated through in-product notifications to let you know when

your site is scheduled to be upgraded, and then again once the upgrade is complete. Sites

can be accessed during the upgrade, meaning that all features and functionality are available

to users. There is no downtime associated with quarterly release upgrades.

Tableau Software 191

Tableau Cloud Help



Quarterly release schedule

Major releases are rolled out across Tableau Cloud’s worldwide infrastructure over several

weeks before upgrading our on-premises software. Because our quarterly releases are

rolled out worldwide in sequence, exact dates and times are not pre-announced. Instead,

in-product notifications are there to inform users and administrators when releases are

upcoming.

You will see an in-product notification approximately two weeks before your site is sched-

uled to upgrade.

Learn about new features

For more information about the new features on your site, see Coming Soon. The Coming

Soon page offers information about upcoming and in-progress Tableau releases. As a

Tableau Cloud customer, youmay already have access to the features listed on this page.

Broader website updates happen once customers across all of our products can upgrade

and take advantage of the new features.

Authentication
Authentication refers to the options for how users can sign in to their Tableau Cloud site,
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and how they access it after signing in the first time. Authentication verifies a user’s identity.

Tableau Cloud supportsmultiple authentication types, which you can configure on the

Authentication page.

In addition to the authentication type you configure for your site, multi-factor authentication

(MFA) through your SSO identity provider (IdP) is a Tableau Cloud requirement beginning

February 1, 2022. If your organization doesn’t work directly with an SSO IdP, you can use

Tableau with MFA authentication tomeet theMFA requirement. For more information, see

About multi-factor authentication and Tableau Cloud below.

l Tableau: This is the built-in and default authentication type, requiring no additional
configuration steps before you add users. Tableau credentials (also called TableauID)

aremade up of user name and password, which are stored with Tableau Cloud.

Users enter their credentials directly on the Tableau Cloud sign-in page. Beginning

February 1, 2022, site admins or other users who authenticate using TableauID must

have Tableau with MFA configured. If Tableau with MFA is not configured, users will

be prompted to use Tableau with MFA when attempting to sign in based on theMulti-

Factor Authentication (MFA) Enforcement Roadmap.

l Tableau with MFA: This authentication type uses a combination of 1)
TableauID credentials that are comprised of a user name and password, which

are stored with Tableau Cloud, and 2) after a successful TableauID authen-

tication, the user is prompted to respond to an additional verificationmethod

before accessing the site. For more information, seeMulti-Factor Authentic-

ation and Tableau Cloud.

l Google: If your organization usesGoogle applications, you can enable Tableau Cloud
to useGoogle accounts for single sign-on (SSO) with MFA usingOpenID Connect.

When you enable Google authentication, users are directed to the Google sign-in

page to enter their credentials, which are stored byGoogle.

l Salesforce: If your organization uses Salesforce, you can enable Tableau Cloud to
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use Salesforce accounts for single sign-on (SSO) with MFA usingOpenID Connect.

When you enable Salesforce authentication, users are directed to the Salesforce

sign-in page to enter their credentials, which are stored andmanaged in Salesforce.

Minimal configurationmay be required. For more information, see Salesforce

Authentication.

l SAML: Another way to use SSO is through SAML. To do this, you use a third-party

identity provider (IdP) with MFA, and configure the site to establish a trust rela-

tionship with the IdP.When you enable SAML, users are directed to the IdP’s sign-in

page, where they enter their SSO credentials, already stored with the IdP.

Notes:

l Access and management permissions are implemented through site roles. Site roles
define which users are admins, and which users are content consumers and pub-
lishers on the site. For more information about admins, site roles, groups, Guest
User, and user-related administrative tasks, seeManage Users andGroups and Set
Users’ Site Roles.

l In the context of authentication, it’s important to understand that users are not author-
ized to access external data sources through Tableau Cloud by virtue of having an
account. In other words, in the default configuration, Tableau Cloud does not act as a
proxy to external data sources. Such access requires additional configuration of the
data source on Tableau Cloud or authentication at the data source when a user con-
nects from Tableau Desktop.

About multi-factor authentication and Tableau Cloud

In order to get ahead of the rise and constantly evolving threats that can cripple an organ-

ization, MFA authentication will be a Tableau Cloud requirement beginning February 1,

2022. MFA is an effective tool for enhancing sign-in security and protecting your organ-

ization and its data against security threats. For more information, see the SalesforceMulti-

Factor Authentication FAQandMulti-Factor Authentication (MFA) Enforcement Roadmap

in the Salesforce Help.
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Multi-factor authentication (MFA) is an authenticationmethod to use in conjunction with one

of the other authenticationmethods described above to enhance account security. MFA can

be implemented in one of two ways:

l SSO and MFA (primary method): To satisfy theMFA requirement, enableMFA

with your SSO identity provider (IdP).

l Tableau with MFA (alternative method): If you don’t work directly with an
SSO IdP, you can instead enable a combination of 1) TableauID credentials, which

are stored with Tableau Cloud, and an additional verificationmethod before you and

your users can access the site. For more information, seeMulti-Factor Authentication

and Tableau Cloud.

About Google, Salesforce, or SAML

If you enable Google or SAML authentication on your site, you can select which users you

want to sign in using external credentials, and which to use Tableau credentials. You can

allow TableauID and one external provider on a site, but each user must be set to use one or

the other type. You can configure user authentication options on theUsers page.

Important: In addition to these authentication requirements described above, we recom-
mend that you dedicate a site administrator account that is configured for Tableau with
MFA authentication. In the event of an issue with SAML or the IdP, a dedicated Tableau
with MFA account helps ensure that you have access to your site.

Allow direct access from Tableau connected clients

By default, after users provide their credentials to sign in to a site, they can subsequently

access the Tableau Cloud site directly from a connected Tableau client. To learnmore, see

Access Sites fromConnected Clients.

Note:Optionally, youmight need to add *.salesforce.com if MFA with Tableau authen-

tication is enabled for your site and your environment is using proxies that prevent clients

from accessing other necessary services.
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Other authentication scenarios: Embedding and integration

You can put analytics directly in your users’ workflows by integrating and embedding

Tableau into customweb portals, applications, and customer-facing products. For integ-

ration of external applicationswith Tableau Cloud and embedding Tableau Cloud content,

there are additional mechanisms to authenticate users who access Tableau depending on

the intended workflow:

l Embedding with Tableau connected apps:

o Direct trust—Tableau connected apps enable a seamless and secure authen-

tication experience by facilitating an explicit trust relationship between your

Tableau Cloud site and external applicationswhere Tableau content is embed-

ded. The trust relationship provides your users with a single sign-on (SSO)

experience without having to integrate with an identity provider. Using con-

nected apps also enables a programmatic way to authorize access to the

Tableau REST API using JSONWeb Tokens (JWTs). For more information,

see Configure Connected Appswith Direct Trust.

o OAuth 2.0 trust—You can register an external authorization server (EAS)

with Tableau Cloud to establish a trust relationship between your site and the

EAS using theOAuth 2.0 standard protocol. The trust relationship provides

your users with a single sign-on experience (SSO), through your IdP, to

embedded Tableau content. In addition, registering an EAS enables a pro-

grammatic way to authorize access to the Tableau REST API using JSON

Web Tokens (JWTs). For more information, see Configure Connected Apps

with OAuth 2.0 Trust.

l Salesforce integration: Augment your data analysis throughmachine learningmod-
els and comprehensive statistical analysis using Einstein Discovery. For more inform-

ation, see Configure Einstein Discovery Integration.

l Slack integration:Make Tableau notifications available to licensed Tableau users in

196 Tableau Software

Tableau Cloud Help



their Slackworkspace. For more information, see Integrate Tableau with a Slack

Workspace.

Salesforce Authentication

If your organization uses Salesforce, you can enable Tableau Cloud to use Salesforce

accounts for single sign-on (SSO) with OpenID Connect. As of Spring 2021, Tableau Cloud

supports Salesforce authentication as a new authentication type.When you enable Sales-

force authentication, users are directed to the Salesforce sign-in page to enter their cre-

dentials, which are stored andmanaged by Salesforce. This scenario also supports

scenarios where Salesforce federates authentication with another IdP.

Username requirement

The username that is used within your Salesforce Orgmust match the username field in

Tableau Cloud. Both of these usernames are in email format, though theymay not be used

as email addresses. Verify that that these attributesmatch. If the do not, configure the Sales-

force authentication type, and then see the section below, Mismatched usernames.

Change and configure authentication type

If your organization already uses Salesforce, then setting the authentication type to Sales-

force in Tableau Cloud is a three-step process:

1. Install the Tableau Cloud connected app package in Salesforce. To allow users to sign

in to Tableau Cloud from your organization, manage access to your connected app by

assigning the appropriate profiles or permission sets. Additionally, set the connected

app to Admin pre-approved. SeeManageOther Access Settings for a Connected

App.

2. Change to Salesforce authentication in Tableau Cloud:
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l Sign in to your Tableau Cloud site as a site administrator, and select Settings
>Authentication.

l On the Authentication tab, select Enable an additional authentication
method, and then select Salesforce.

l If you have configured your Salesforce organization to use a custom domain
for user sign in, then you will need to configure Tableau Cloud to redirected
users to the sign in page. Click Edit My Domain... to enter your Salesforce My
Domain. Tableau Cloud will verify the domain and then add it as a sign-in URL.

3. Add new users (or update any previous users) to use Salesforce as their configured

authentication type.

Troubleshooting

Mismatched usernames

If existing users in Tableau Cloud are using usernames that do not match their cor-

responding usernames in Salesforce, follow this procedure:

1. Change the existing Tableau Cloud user to an Unlicensed site role to prevent license
consumption.

2. Add the new Tableau Cloud user for Salesforce authentication, ensuring the user-
name matches the username in your Salesforce organization.
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3. If necessary, migrate previous content owned by the old username in Tableau Cloud
to the new user.

Unsuccessful login with OAUTH_APP_BLOCKED in return URL

This issue is surfaced when a user who is configured with Salesforce authentication

attempts to sign in and is not redirected. Tableau Cloud will display amessage:

The sign-in was unsuccessful. Try again.

If you continue to get thismessage, capture the status information below, and send it to Cus-

tomer Support.

Additionally, return URL in the user's browser includes the following string:

/public/oidc/login?error=OAUTH_APP_BLOCKED&error_descrip-

tion=this+app+is+blocked+by+admin&state=...

This indicates that the connected application within Salesforce is being blocked by your

organization. Some security conscious Salesforce customers block all connected applic-

ations and implement API allowlist functionality that will prevent the connected application

fromworking.

To fix this, ensure that the Tableau Cloud - Salesforce User Login via OIDC connected

application is installed and has the appropriate user profiles and permission sets applied.

For more information, see:

l Manage Access to a Connected App
l ManageOther Access Settings for a Connected App

Multi-Factor Authentication and Tableau Cloud

As part of the broader Salesforce ecosystem, we require you, site owners, to configure

account securitymechanisms for you and your users. The way you can enable account

security depends on which technologies are available to you in your organization, such as

multi-factor authentication (MFA). MFA authentication will be a Tableau Cloud requirement

beginning February 1, 2022. MFA is an effective tool for enhancing sign-in security and
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protecting your organization and its data against security threats. For more information, see

the SalesforceMulti-Factor Authentication FAQandMulti-Factor Authentication (MFA)

Enforcement Roadmap in the Salesforce Help.

When you enableMFA, we require you do this through your single sign-on (SSO) identity

provider (IdP). If you don’t work directly with an IdP, you can enableMFA with Tableau

authentication using the Tableau with MFA capability.

Important: If you decide to use Tableau with MFA, review this topic in its entirety, espe-

cially Regain site access after being locked out.

User accounts and multi-factor authentication

Multi-factor authentication (MFA) is a secure account authenticationmethod that requires

users to prove their identity by providing two or more pieces of information, also known as

“factors”, when they sign in to Tableau Cloud. The first factor is unique information your

users know—their user names and passwords. Additional factors are verificationmethods

that users have in their possession, such as an authenticator app.

By enforcingmultiple factors when users sign in to Tableau Cloud, MFAmakes it more dif-

ficult for common threats like phishing attacks and account takeovers to succeed. MFA is an

effective tool for enhancing sign-in security and protecting your organization and its data

against security threats.

Primary method - SSO with MFA: If you are currently using your organ-
ization’s SSO IdP to enhance your security with MFA, you should continue to

do so. If not, to satisfy theMFA requirement, configure your site to use SSO

and enableMFA with your SSO IdP. You can configure your site users to

authenticate with Google, Salesforce, or SAML provider.

Alternative method - Tableau with MFA: If you don’t work directly with an
SSO IdP, or if your site admins or other users use TableauID, you can satisfy

theMFA requirement by enablingMFA with Tableau authentication to secure

your user sign-in process until you’re able to transition to amore centralized
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IdP. This capability enables you and your users to continue signing in to

Tableau Cloud with your TableauID credentials, with an additional step of using

a verificationmethod before being successfully authenticated to the site.

Tableau with MFA supports the following verificationmethods:

l Salesforce Authenticator app
l Time-based one-time passcode (TOTP) authenticator apps, including
Google Authenticator, Microsoft Authenticator, and Authy

l Security keys that support WebAuthn or U2F, such as Yubico YubiKey or
Google Titan Security Key

l Built-in authenticators, including Touch ID, Face ID, and Windows Hello
l Recovery code

Important: Security keys that support WebAuthn or U2F and built-in authen-

ticators can't be used when authenticating to Tableau Cloud from Tableau

Desktop, Tableau Prep Builder, Tableau Bridge, and Tableau Content Migra-

tion Tool. If one of these verificationmethods have been registered, you (and

your users) can register a different verificationmethod from yourMy Account
Settings page in Tableau Cloud.

To compare supported verificationmethods and review usage requirements,

see VerificationMethods for Multi-Factor Authentication topic in Salesforce

Help.

Enable MFA with Tableau authentication

If your organization does not work directly with an SSO IdP, you can satisfy theMFA require-

ment with the default Tableau authentication. For more information, see About multi-factor

authentication and Tableau Cloud.

1. Sign in to Tableau Cloud using your site admin credentials and go to theUsers page.

2. Next to the first user listed, do the following:
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1. Click the Actionsmenu, select Authentication, and then select Tableau with
MFA.

2. ClickUpdate to save changes.

3. Repeat step 2 for each user listed, including site admins.

After users sign in to Tableau Cloud with their Tableau user name and password, they are

prompted to choose a supported verificationmethod—Salesforce Authenticator or other

time-based one time passcode (TOTP) authenticator apps. For more information about the

user process for registering andmanaging a verificationmethod, see Register for multi-

factor authentication.

Best practices for site admin accounts

When enablingMFA for your users, we recommended the following best practices for your

site admin accounts:

l Register a minimum of two verification methods: For each site admin account,
register at least two verificationmethods to reduce the risk of being locked out of the

site. For example, after you have registered a primary verificationmethod, we recom-

mend you add theRecovery Codes option to generate a set of recovery codes as
backup.

l Designate at least two site admin accounts to manage users and MFA:Desig-
nate at least two site admin-level accounts (Site Administrator Creator or Site Admin-

istrator Explorer) that have permissions tomanage users andMFA settings. This can

help prevent admin access delays if another admin is locked out of the site.
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Manage verification methods

You (and your users) canmanage verificationmethods from yourMy Account Settings
page. After clicking theManage MFA Verification Methods link, you can add or remove
additional verificationmethods, including adding recovery codes.

About recovery codes - use in emergency situations only

To help reduce the risk of a locked-out scenario, we recommend you (and your users) add

theRecovery Codes option as backup after registering for MFA. Recovery codes, to be
used in emergency scenarios only, allow you to sign in to Tableau Cloud if you don't have

access to your usual MFA verificationmethods. If you add the Recovery Codes option, a list

of ten one-time use codes are generated for you that you can use to sign in to Tableau

Cloud.

Important:
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l Because the list of codes are not accessible after you've added the Recover Codes
option, immediately copy and store these codes in a safe and secure location so that
you can use them in emergency situations.

l Recovery codes should not be used as your primary verification method. Instead,
recovery codes should be used in emergency scenarios only when you don’t have
access to your usual MFA verification methods.

Regain site access after being locked out

Important: We strongly recommend that you (and your users) register the Recovery

Codes option to help avoid being locked out of your site. Recovery codes should be used in

emergency scenarios only.

If you lose all your usual verificationmethods, contact another site admin to help you regain

site access by using the procedure described below. You can use this procedure to enable

site access for your users aswell.

Reset MFA

To enable site access, reset theMFA verificationmethods from the user's profile page in

Tableau Cloud.

1. Sign in to Tableau Cloud as a site admin.
2. Navigate to the Users page and select the user who needs to regain access to the

site.
3. On the user's profile page, click the Settings tab, and then click the Reset

MFA Verifiers button.
Note: To see the Reset MFA Verifiers button, the user's authentication method
must be set to Tableau with MFA.

After theMFA verificationmethods have been reset, contact the user and request they fol-

low the procedure described in Register for multi-factor authentication to register for MFA

again.

Reset MFA as the only site admin

If you're the only site admin and you lose all your usual verificationmethods, youmust con-

tact your account manager. In order to regain access to Tableau Cloud, Tableaumust
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manually confirm your identity and then reset themethods of verification. To help ensure a

smooth account recovery process, keep the following inmind:

l Tableaumight use information from your TableauID profile (on Tableau.com) to val-

idate who you are. Therefore, it’s important to keep your profile information, such as

phone number, up to date. For more information about editing your TableauID profile,

see the Changing your Name, Title or Email Address in the Tableau Community on

the Tableau Community site.

l If you have Premium Support and require assistance on a weekend, you can file a
Tableau Support case. For more information, see Submitting a Case from theWeb-
form in the Tableau knowledge base.

For more information, see Tableau Cloud Reset Authenticator for Tableau ID with Multi-

Factor Authentication in the Tableau knowledge base.

Access Sites from Connected Clients

By default, Tableau Cloud allows users to access their sites directly from a Tableau client. It

allows this access after the user provides credentials the first time they sign in from the client.

A client in this case is a Tableau application or service that can exchange information with

Tableau Cloud. Examples of Tableau clients include Tableau Desktop, Tableau Bridge, and

TableauMobile.

Tableau Cloud establishes a connected client by creating a secure access token that

uniquely identifies a user when the user signs in from the client.

Connected client requirement for Tableau Bridge

The default connected client optionmust remain enabled for the site to allow Tableau Bridge

clients to run unattended and, if enabled, support multi-factor authentication with Tableau

authentication. If connected clients are disabled for the site, Bridge can only support Tableau

username and password authentication.
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Note: If multi-factor authentication (MFA) is enabled with Tableau authentication, Bridge cli-
entsmust be running Tableau Bridge version 2021.1 and later. For more information about

Tableau with MFA, see About multi-factor authentication and Tableau Cloud.

Opt out of allowing connected clients

Site admins can turn off this functionality, to require users to sign in explicitly each time they

visit Tableau Cloud.

Opting out is recommended if SAML is enabled on your site, and you want to ensure that

users do not have access to Tableau Cloud when they are removed from the IdP’s SAML

directory.

1. Sign in to Tableau Cloud with your site admin credentials.

2. SelectSettings, and then select theAuthentication tab.

3. UnderConnected clients, clear the Let clients automatically connect to this
Tableau Cloud site check box.

If you opt out of connected clients, keep the following points in mind:

l Some clients provide a Remember Me check box, which users can select to remem-

ber their user name. Users always need to provide their password.

l For sites configured for single sign-on using SAML authentication, users have direct

access to the site after they sign in the first time. They can do this if they do not sign

out explicitly by selecting the SignOut link.

Remove a user’s connected clients

Site administrators can remove clients (access tokens) associated with a particular user, for

example, if the user is no longer amember of the site or is seeing amessage about exceed-

ing themaximumnumber of clients in their account.
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1. SelectUsers, and on the Site Users page, select the link on the user's display name.

2. On the user's page, select theSettings tab.

3. In theConnected clients section, remove the appropriate clients.

Users also can go to their own account settings page to remove specific clients.

See also

Sign In to Tableau Cloud

OAuth Connections

Automate User Provisioning and Group Synchronization
through an External Identity Provider

You can automate adding or removing users from Tableau Cloud or adding or removing

members from groups using your Identity Provider (IdP).

Tableau Cloud IdP user management uses the System for Cross-domain IdentityMan-

agement (SCIM) standard, an open standard for automating the exchange of user identity

information. SCIM allows IdPs to centrallymanage user identities, including assigning users

to applications and groups. The IdP uses SCIM to ensure that “downstream” applications

are kept in syncwith the provisioning assignments set up with the IdP. Managing users in this

way improves security and can significantly reduce themanual work that site administrators

must do tomanage site users and groupmembership.
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In the diagram above, the IdP pushes updates to Tableau Cloud and controls how often

Tableau Cloud’s SCIM endpoints are called to ensure users and groups are appropriately

mirrored.

IdP-specific configuration

The steps later in this topic provide general information that you can use with your IdP’s doc-

umentation to configure SCIM for your Tableau Cloud site. You can get IdP-specific con-

figuration steps for the following IdPswe support:

l Configure SCIMwith Azure Active Directory

l Configure SCIMwith Okta

l Configure SCIMwith OneLogin

We intend to support additional IdPs as the functionality evolves. If you have questions

about future plans, email our SCIM pre-release team.

Prerequisites

To enable SCIM integration with your Tableau Cloud site, you’ll need the appropriate levels

of access:

l Site administrator access to the Tableau Cloud site

l Ability to modify your IdPs configuration settings for Tableau Cloud

Additionally, the SCIM functionality requires that you configure your site to support SAML

single sign-on. If you haven’t done this, see Enable SAMLAuthentication on a Site, and

then follow your IdP’s documentation to add Tableau Cloud as an application.

Enable SCIM support with your IdP

Use the following steps to enable SCIM support. To complete this process, you’ll also need

the documentation your IdP provides. Look for topics that refer to configuring or enabling a

service provider for SCIM provisioning.
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Note: After enabling SCIM, users and their attributes should bemanaged through the
IdP. Changesmadewithin Tableau Cloud directlymay result in unexpected behavior

and overwritten values.

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication page in Tableau Cloud, underAutomatic Provisioning and
Group Synchronization (SCIM), select theEnable SCIM check box.

This populates theBase URL andSecret boxeswith values you will use in the IdP’s
SCIM configuration.

Important: The secret token is displayed only immediately after it is generated. If
you lose it before you can apply it to your IdP, you can selectGenerate New
Secret. In addition, the secret token is tied to the Tableau Cloud user account of
the site administrator who enables SCIM support. If that user’s site role changes

or the user is removed from the site, the secret token becomes invalid, and

another site administrator must generate a new secret token and apply it to your

IdP.

3. Copy the secret token value, and then navigate to your IdP settings. Paste the

Tableau Cloud SCIM secret token in the appropriate field.

4. Copy and paste theBase URL shown in the Tableau Cloud SCIM settings to the

appropriate field in your IdP.

5. Follow your IdP’s documentation to provision users and groups after enabling SCIM

support.
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Replace a SCIM secret token

When you need to replace your SCIM (system for cross-domain identitymanagement)

secret token, follow the steps below:

1. In Tableau Cloud, navigate toSettings > Authorization.

2. Under Automatic Provisioning andGroup Synchronization (SCIM), clickGenerate
New Secret.

3. Reconfigure SCIM to use the new secret token.

An administrator can also revoke a secret token that belongs to another user by deleting

that user from Tableau Cloud and then adding them back to the site.

Configure SCIM with Azure Active Directory

You can configure user management through Azure Active Directory, provision groups, and

assign Tableau Cloud site roles.

While you complete the following steps, it will help to have theMicrosoft documentation at

hand. See the tutorial, Configure Tableau Cloud for automatic user provisioning.

Note: If you have already enabled provisioning for your application and would like to
update to use the Tableau SCIM 2.0 endpoint, see theMicrosoft article Update a

Tableau Cloud application. If you are setting up provisioning for a new instance of the

Tableau Cloud application, follow the steps below.

Enable SCIM support

Use the following steps to enable SCIM support with Azure Active Directory. See also

Notes and limitations for SCIM support with Azure Active Directory.
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1. The SCIM functionality requires that you configure your site to support SAML single

sign-on. If you have not done this, complete the section Add Tableau Cloud to your

Azure AD applications in Configure SAMLwith Azure Active Directory.

2. After adding Tableau Cloud from the AzureMarketplace, remain signed in to both the

Azure portal and Tableau Cloud, with the following pages displayed:

l In Tableau Cloud, the Settings >Authentication page.
l In the Azure portal, the Tableau Cloud application >Provisioning page.

3. On theAuthentication page in Tableau Cloud, underAutomatic Provisioning and
Group Synchronization (SCIM), select theEnable SCIM check box.

This populates theBase URL andSecret boxeswith values you will use in the IdP’s
SCIM configuration.

Important: The secret token is displayed only immediately after it is generated. If
you lose it before you can apply it to your IdP, you can selectGenerate New
Secret. In addition, the secret token is tied to the Tableau Cloud user account of
the site administrator who enables SCIM support. If that user’s site role changes

or the user is removed from the site, the secret token becomes invalid, and

another site administrator must generate a new secret token and apply it to your

IdP.

4. Copy the secret token value, and on theProvisioning page in your Azure portal, do
the following:

l For Provisioning Mode, selectAutomatic.

l ForAuthentication Method, selectBearer Authentication.

l For Secret Token, paste the Tableau Cloud SCIM secret token you copied
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earlier.

l For Tenant URL, copy and paste theBase URL shown in the Tableau Cloud
SCIM settings.

5. ClickTest Connection to verify the credentials are working as expected, and then
clickSave.

6. In theMappings section, verify that Provision Azure Active Directory Groups
andProvision Azure Active Directory Users are enabled.
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7. SelectProvision Azure Active Directory Groups, and on theAttribute Map-
pings page, review the attributes synchronized fromAzure to Tableau Cloud. To save

any changes, clickSave.

8. SelectProvision Azure Active Directory Users, and on theAttribute Mapping
page, review the attributes synchronized fromAzure to Tableau Cloud. To save any

changes, clickSave.

Assign users and groups to the Tableau Cloud application

Use the following steps to assign individual users and groups to the Tableau Cloud applic-

ation in Azure.

1. From the application page, selectEnterprise Apps > Users and groups.

2. ClickAdd user/group.

3. On theAdd Assignment page, select a user or group and assign one of the following
site roles:Creator, SiteAdministratorCreator, Explorer, SiteAdministratorExplorer,

ExplorerCanPublish, Viewer, orUnlicensed.
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Youwill receive an error if you select a role that is not in the above list. For more

information about site roles, see Set Users’ Site Roles.

4. ClickAssign.

Create groups for site roles

A user can be amember of multiple groups in Azure, but theywill only receive themost per-

missive site role in Tableau Cloud. For example, if a user is amember of two groupswith

site roles Viewer and Creator, Tableau will assign the Creator site role.

To keep track of role assignments, we recommend creating role-specific groups in Azure,

such as “Tableau - Creator”, “Tableau - Explorer”, etc. You can then use the groups to

quickly provision new users for the correct role in Tableau Cloud.

Site roles are listed below in order frommost permissive to least permissive:

l Site Administrator Creator

l Site Administrator Explorer

l Creator

l Explorer (Can Publish)

l Explorer

l Viewer

Note:Users and their attributes should bemanaged through Azure. Changesmade
within Tableau Cloud directlymay result in unexpected behavior and overwritten val-

ues.

Provision users and groups

After you have enabled SCIM support and assigned users and groups to the Tableau Cloud

application in Azure, the next step is to provision users to your Tableau site.
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1. On theProvisioning page, expand theSettings section, and define the users or
groups you want to provision to Tableau Cloud inScope.

Note: The Azure AD setting "Sync all users and groups" is not supported with

Tableau Cloud.

2. ToggleProvisioning Status toOn.

3. ClickSave.

Saving starts the initial synchronization of the users or groups defined inScope. Syn-
chronization occurs approximately every 40minutes as long as the Azure AD provisioning

service runs. Tomanually provision users outside of the schedule, selectProvision on
demand. For more information about on demand provisioning, see theMicrosoft article On-
demand provisioning in Azure Active Directory.

After provisioning is complete, you should see the users or groups fromAzure AD on the

Site Users page in Tableau Cloud.

Change user authentication in Tableau Cloud

Provisioned users are assigned the SAML authentication type by default. To change the

authentication type for users, use the steps below.

1. In Tableau Cloud, selectUsers.

2. On theSite Users page, select the checkboxes next to the users you want to assign
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an authentication type.

3. On theActionsmenu, selectAuthentication.

4. In the Authentication dialog, select the preferred authentication type for the user.

For more information about the different authentication types in Tableau Cloud, see

Authentication.

Notes and limitations for SCIM support with Azure Active Directory

l Youmust add a separate Tableau Cloud app for each site you want to manage using

SCIM.

l Use of SCIMwith Grant License on Sign In is unsupported andmay result in incor-

rectly provisioned site roles for users or groups.

Configure SCIM with Okta

You can configure user management throughOkta, provision groups, and assign Tableau

Cloud site roles. If you’re not yet familiar with Tableau site roles and the capabilities each

allows, see Set Users’ Site Roles.

As you complete the following steps, it might help also to have theOkta documentation at

hand.

Enable SCIM support

Use the following steps to enable SCIM support with Okta. See also Notes and limitations

for SCIM support with Okta.

1. The SCIM functionality requires that you configure your site to support SAML single

sign-on. If you have not done this, complete the following sections in Configure SAML

with Okta:

l Open the Tableau Cloud SAML settings

l Add Tableau Cloud to your Okta applications
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After you finish the steps in these two sections, remain signed in to both the Okta con-

sole and Tableau Cloud, with the following pages displayed:

l In Tableau Cloud, theSettings > Authentication page.

l In the Okta Developer Console,Applications > Tableau Cloud > Pro-
visioning.

2. On theAuthentication page in Tableau Cloud, underAutomatic Provisioning and
Group Synchronization (SCIM), select theEnable SCIM check box.

This populates theBase URL andSecret boxeswith values you will use in the IdP’s
SCIM configuration.

Important: The secret token is displayed only immediately after it is generated. If
you lose it before you can apply it to your IdP, you can selectGenerate New
Secret. In addition, the secret token is tied to the Tableau Cloud user account of
the site administrator who enables SCIM support. If that user’s site role changes

or the user is removed from the site, the secret token becomes invalid, and

another site administrator must generate a new secret token and apply it to your

IdP.

3. Copy the secret token value, and then on theProvisioning page in your Okta admin-
istrator console, selectAPI Integration in theSettings column.

4. SelectEdit, and then do the following:

l Select theEnable API integration check box.

l ForAPI Token, paste the Tableau Cloud SCIM secret token you copied in the

previous step.
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l ForBase URL, copy and paste theBase URL shown in the Tableau Cloud
SCIM settings.

Enable group provisioning

Okta allows you to push existing groups to Tableau Cloud to assign user attributes, such as

group or site roles. Once a group is pushed, you canmanage groupmembership in Okta to

automatically update the corresponding group in Tableau Cloud.

Note: After enabling SCIM, users and their attributes should bemanaged through the
IdP. Changesmadewithin Tableau Cloud directlymay result in unexpected behavior

and overwritten values.

The following steps continue where you left off in the previous section, and they assume you

are signed in to the Okta administrator console.

1. On theApplication tab, select the Tableau Cloud application.

2. Select thePush Groups tab.

3. ClickPush Groups and select one of the options from the drop-downmenu:
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l Find groups by name: Select this option to search groups by name.

l Find groups by rule: Select this option to create a search rule that pushes any
groups that match the rule.

You can deactivate group push, unlink pushed groups, or push groupmembership imme-

diately by clickingActive or Inactive in the Push Status column. To delete, deactivate, or
activatemultiple groups, clickBulk Edit.

For more information, see Enable Group Push in the Okta documentation.

Notes and limitations for SCIM support with Okta

l In the Okta user assignment settings, the values forUser Name andPrimary email
must be identical.

l Youmust add a separate Tableau CloudOkta app for each site you want to manage

using SCIM.

l If you want to migrate a site, you will need to re-configure SCIM provisioning for the

new site.

l When provisioning new users, first name and last name attributes in Okta are not

synced to Tableau Cloud. New usersmust set those fields when they sign in to

Tableau Cloud for the first time.

l You can set a user’s site role (such asCreator, Explorer, or Viewer) in Okta at either
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the user or the group level. We recommend assigning the site role at the group level.

If the user is assigned a site role directly, it will override any group settings.

l A user can be amember of many groups. Groups can have different site roles. If a

user is assigned groupswith different site roles, the user will receive themost per-

missive site role in Tableau Cloud. For example, if you choose Viewer and Creator,

Tableau will assign the Creator site role.

Site roles are listed below in order frommost permissive to least permissive:

l Site Administrator Creator

l Site Administrator Explorer

l Creator

l Explorer (Can Publish)

l Explorer

l Viewer

l You can update the site role attribute for a user in Okta and this change will propag-

ate to Tableau Cloud. Other attributes, such asUser Name and Primary email, can-

not be updated. To change these attributes, remove the user, change the attribute,

and then add the user again.

l Use of SCIMwith Grant License on Sign In is unsupported andmay result in incor-

rectly provisioned site roles for users or groups.

Configure SCIM with OneLogin

You can configure user management throughOneLogin, provision groups, and assign

Tableau Cloud site roles. If you’re not yet familiar with Tableau site roles and the capabilities

each allows, see Set Users’ Site Roles.
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As you complete the following steps, it might help also to have theOneLogin documentation

at hand. Start with Introduction to User Provisioning.

Enable SCIM support

Use the following steps to enable SCIM support with OneLogin. See also Notes and lim-

itations for SCIM support with OneLogin.

Note:Remember to clickSave in the upper right corner of the OneLogin portal after
making configuration changes.

1. The SCIM functionality requires that you configure your site to support SAML single

sign-on. If you have not done this yet, complete the following sections in Configure

SAMLwith OneLogin:

l Step 1: Open the Tableau Cloud SAMLSettings

l Step 2: Add Tableau Cloud to your OneLogin applications

After you finish the steps in these two sections, remain signed in to both the OneLogin

portal and Tableau Cloud, with the following pages displayed:

l In Tableau Cloud, theSettings > Authentication page.

l In the OneLogin portal, theConfiguration page.

2. On theAuthentication page in Tableau Cloud, underAutomatic Provisioning and
Group Synchronization (SCIM), select theEnable SCIM check box.

This populates theBase URL andSecret boxeswith values you will use in the IdP’s
SCIM configuration.
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Important: The secret token is displayed only immediately after it is generated.
If you lose it before you can apply it to your IdP, you can selectGenerate New
Secret. In addition, the secret token is tied to the Tableau Cloud user account of
the site administrator who enables SCIM support. If that user’s site role changes

or the user is removed from the site, the secret token becomes invalid, and

another site administrator must generate a new secret token and apply it to your

IdP.

3. Copy the secret token value, and then on theConfiguration page in your OneLogin
portal, do the following:

l ForAPI Status, clickEnable.

l For SCIM Bearer Token, paste the Tableau Cloud SCIM secret token you

copied earlier.

l For SCIM Base URL, copy and paste theBase URL shown in the Tableau
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Cloud SCIM settings.

4. On theProvisioning page:

l SelectEnable provisioning.

l SelectSuspend forWhen users are deleted in OneLogin, or the user's
app access is removed, perform the below action.

5. ClickSave.

6. (Optional) On theParameters page, mapSCIM Username to theEmail attribute. If
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you don’t map SCIMUsername to an attribute in email address format, you’ll have to

manually populate this field for each user as part of the provisioning process.

An error is displayed when provisioning users if themapped value doesn’t contain the

user email address.

If you want to complete the steps for provisioning users and groups, stay signed in to the

OneLogin portal and proceed to the next section.

Provision users and groups

OneLogin gives you a number of ways bywhich you can assign user attributes such as

groups or site roles. You can apply them at the Tableau Cloud app level, createmapping

rules, or apply themmanually to individual users.

Before you begin, it's important to note the OneLogin concept of groups operates differently

than the Tableau concept of groups. In OneLogin, groups function as security boundaries to

apply specific security policies to users. Because of this, users can only belong to one group

at a time.

Additionally, OneLogin uses roles as a container for applications that different user cohorts

can access. Once you assign users a role, you grant them access to all the applications

included in the role. This is similar to the Tableau concept of groups. Users can havemul-

tiple roles in OneLogin, which can bemapped to a target application group, such as Tableau

Cloud.

Note: The following steps assume you are signed in to the OneLogin portal and
Tableau Cloud app. These steps provide some Tableau-specific information that you

can use with the OneLogin documentation for mapping group and site role attributes to

users.
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Provision a user

Use the following steps to provision individual users to Tableau Cloud through theOneLogin

portal.

1. Go to theUsers tab and select the user you want to provision. This opens the user set-
tings page.

2. From the left navigationmenu, selectApplications.

3. On theApplications page, click the plus (+) icon to provision the user for your
Tableau Cloud application, and then clickContinue.

4. Enter the appropriate Tableau Cloud site role for the user in theSite Role field. For
more information about site roles, see Set Users’ Site Roles.

5. ClickSave.

Provision multiple users with OneLogin roles

You can provisionmultiple users to Tableau Cloud by assigning roles in OneLogin. Users

can be added to rolesmanually or automatically usingmappings.

To add users to a role:

1. Go toUsers > Roles, and select an existing role or create aNew Role. For more
information, see theOneLogin article Roles.

The following example shows the role “Sales” that we’ll use as a group in Tableau

Cloud later on.
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2. On theApplications page, assign the role access to the Tableau Cloud application.
This should provision the associated users to the application automatically.

3. On theUsers page, you can add users to a role manually by entering their first and
last name, or add amapping to automatically add users to a role based on specific

attributes - such as their Active Directory group, for example.

4. After adding users to roles, we recommend you create rules within the application to

assign the appropriate Tableau Cloud site role based on theOneLogin role. For more
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information, see theOneLogin article Configure Apps.

In the screenshot below, users with the “Sales” role will be assigned the Creator site

role in Tableau Cloud. Likewise, users with the “Marketing” role will be assigned the

Viewer site role.

Add users to existing Tableau Cloud groups

Import Tableau Cloud groups into OneLogin and specify the groups you want to be selected

by default in the user provisioning dialog.

1. On theParameters page, clickGroups, and select the Include in User Pro-
visioning check box.

2. Go to theProvisioning page, and in theEntitlements section, clickRefresh.

This imports the groups from Tableau Cloud.

3. Go back to theParameters page, and then select the groups that you want to show
as selected values in the user provisioning dialog.
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4. To change groupmembership, go to theUsers page, select a user, and in the
Groups section, modify the available and selected values.

You can also createmappings that put users into groups automatically, based on conditions

you define. For more information, see theOneLogin article Mappings.

Create groups in Tableau Cloud from OneLogin

Use the following steps to create Tableau Cloud groups based on attributes in OneLogin

mappings. For example, creating a group in Tableau Cloud based on user roles.

1. Go toApplications, select the Tableau Cloud application, and thenRules.

2. On theRules page, clickAdd Rule to open the edit mapping window.

3. UnderActions, selectSet Groups from the drop-downmenu, and then selectMap
from OneLogin.
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The conditions fieldwith value that matches uses regular expressions. If you want
to create a group in Tableau Cloud that matches the role name in OneLogin, type .*

in the text field.

Assign Tableau site roles

By default, users are assigned theViewer site role, which occupies aViewer license type.

Whatever method you use in OneLogin to assign site roles, at some point you need to enter

the site role name into a text box. For the allowed values you can type, see Valid Tableau site

role values below.

Here are some of the ways you can assign site roles

For individual users:

1. On theUsers page, select the user, and then navigate to theApplications tab.
Select the corresponding Tableau Cloud application.

2. In the user settings, type the site role name in theSite Role text box.

For a set of users:
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1. On theParameters page, clickSite Role, and then, for Value, select one of the
options for assigning the site role attribute

For example:

o If all users have the same site role, selectMacro and enter the site role name.

o If the OneLogin user directory contains the site role, select the corresponding

attribute.

2. On the Rules page, create a rule that maps a role to a particular role in Tableau
Cloud.

When you’re done assigning the site role, clickSave.

Valid Tableau site role values

On theProvisioning page in your OneLogin portal, the Site Role values you can enter are
based on current or legacy license roles.

l Current license roles include the following site role values:

Creator, Explorer, ExplorerCanPublish, ReadOnly, ServerAdministrator, SiteAd-

ministratorExplorer, SiteAdministratorCreator, Unlicensed, or Viewer.

l Legacy (pre-v2018.1) license types comewith the following site roles:

Interactor, Publisher, ServerAdministrator, SiteAdministrator, Unlicensed, Unli-

censedWithPublish, Viewer, or ViewerWithPublish

To learn the effects of changing user attributes, or how to reset individual user attributes you

changedmanually, see theOneLogin article Provisioning Attributes: the Effect of Defaults,

Rules, andManual Entry.
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Notes and limitations for SCIM support with OneLogin

l Youmust add a separate Tableau Cloud app for each site you want to manage using

SCIM.

l Use of SCIMwith Grant License on Sign In In is unsupported andmay result in incor-

rectly provisioned site roles for users or groups.

SAML

SAML (Security AssertionMarkup Language) is an XML standard that allows secure web

domains to exchange user authentication and authorization data. You can configure Tableau

Cloud to use an external identity provider (IdP) to authenticate users over SAML 2.0. No

user credentials are stored with Tableau Cloud, and using SAML enables you to add

Tableau to your organization’s single sign-on environment.

If you want to use site-specific SAML, youmust configure server-wide SAML before you con-

figure individual sites. Server-side SAML does not need to be enabled for site-specific SAML

to function, but it must be configured.

User authentication through SAML does not apply to permissions and authorization for

Tableau Cloud content, such as data sources and workbooks. It also does not control access

to underlying data that workbooks and data sources connect to.

Note: Tableau Cloud supports both service provider initiated and IdP initiated SAML in

browsers and in the TableauMobile app. SAML connections from Tableau Desktopmust be

service provider initiated.

The following image shows the steps to authenticate a user with single sign-on in a typical

service provider initiated flow:
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1. User navigates to the Tableau Cloud sign-in page or clicks a published workbook

URL.

2. Tableau Cloud starts the authentication process by redirecting the client to the con-

figured IdP.

3. The IdP requests the user’s username and password from the user. After the user

submits valid credentials, the IdP authenticates the user.

4. The IdP returns the successful authentication in the form of a SAMLResponse to the

client. The client passes the SAML Response to Tableau Cloud.

5. Tableau Cloud verifies that the username in the SAMLResponsematches a licensed

user stored in the Tableau Server Repository. If a match is verified, then Tableau

Cloud responds to the client with the requested content.

SAML Requirements for Tableau Cloud

Before you configure SAML for Tableau Cloud, obtain what you need tomeet the require-

ments.
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Identity provider (IdP) requirements for Tableau configuration

SAML compatibility notes and requirements

Using SAML SSO in Tableau client applications

Effects of changing authentication type on Tableau Bridge

XML data requirements

Identity provider (IdP) requirements for Tableau configuration

To configure Tableau Cloud for SAML, you need the following:

l Administrator access to your Tableau Cloud site.Youmust have administrator
access to the Tableau Cloud site on which you want to enable SAML.

l List of users who will use SSO to access Tableau Cloud.You should gather the
email addresses for the users you want to allow single-sign-on access to Tableau

Cloud.

l IdP account that supports SAML 2.0. You need an account with an external iden-
tity provider. Some examples are PingFederate, SiteMinder, andOpen AM. The IdP

must support SAML 2.0. Youmust have administrator access to that account.

l SHA256 is used as signing algorithm.As of May 2020, Tableau Cloud blocks IdP
assertions and certificates that are signed with the SHA-1 algorithm.

l IdP provider that supports import and export of XML metadata.Although a
manually createdmetadata file might work, Tableau Technical Support cannot assist

with generating the file or troubleshooting it.

l IdP provider that enforces a maximum token age of 24 days or less (2073600
seconds). If the IdP allows amaximumage of tokens that is a greater length of time

than themaximumage setting on Tableau Cloud (2073600 seconds), then Tableau

Cloud will not recognize the token as valid. In this scenario, users will receive error
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messages (The sign-in was unsuccessful. Try again.) when attempting to log in to

Tableau Cloud.

Important: In addition to these requirements, we recommend that you dedicate a site
administrator account that is always configured for TableauID with MFA. In the event of

an issue with SAML or the IdP, a dedicated TableauID with MFA account ensures that

you always have access to your site.

SAML compatibility notes and requirements

l SP or IdP initiated: Tableau Cloud supports SAML authentication that begins at the
identity provider (IdP) or service provider (SP).

l Single Log Out (SLO): Tableau Cloud supports both service provider (SP)-initiated
SLOand identity provider (IdP)-initiated SLO.

Note: To obtain the SLOURL for your site, download and refer to themetadata XML

file your Tableau Cloud site generates. You can find this file by going toSettings >
Authentication. Under theSAML authentication type, clickEdit Connection, and
then click theExport metadata button under step 1.

l tabcmd and REST API: To use tabcmd or the REST API, usersmust sign in to
Tableau Cloud using a TableauID account.

l Cleartext assertions: Tableau Cloud does not support encrypted assertions.

l Tableau Bridge reconfiguration required: Tableau Bridge supports SAML
authentication, but an authentication change requires reconfiguring the Bridge client.

For information, see Effects of changing authentication type on Tableau Bridge.

l Required signature algorithm: For all new SAML certificates, Tableau Cloud

requires the SHA256 (or greater) signature algorithm.

l RSA key and ECDSA curve sizes: The IdP certificate must have either an RSA
key strength of 2048 or ECDSA curve size of 256.
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l NameID attribute: Tableau Cloud requires the NameID attribute in the SAML

response.

Using SAML SSO in Tableau client applications

Tableau Cloud users with SAML credentials can also sign in to their site from Tableau

Desktop or the TableauMobile app. For best compatibility, we recommend that the Tableau

client application versionmatches that of Tableau Cloud.

Connecting to Tableau Cloud from Tableau Desktop or TableauMobile uses a service pro-

vider initiated connection.

Redirecting authenticated users back to Tableau clients

When a user signs in to Tableau Cloud, Tableau Cloud sends a SAML request (Auth-

nRequest) to the IdP, which includes the Tableau application’sRelayState value. If the
user has signed in to Tableau Cloud from a Tableau client such as Tableau Desktop or

TableauMobile, it’s important that the RelayState value is returned within the IdP’s

SAML response back to Tableau.

When the RelayState value is not returned properly in this scenario, the user is taken to their

Tableau Cloud home page in the web browser, rather than being redirected back to the

application they signed in from.

Workwith your Identity Provider and internal IT team to confirm that this value will be

included as part of the IdP’s SAML response.

Effects of changing authentication type on Tableau Bridge

When you change the site’s authentication type or modify the IdP, publishers who use

Tableau Bridge for scheduled extract refresheswill need to unlink and relink the client, and

re-authenticate using the new method or IdP configuration.

For legacy schedules, unlinking the Bridge client removes all data sources, therefore you

must set up the refresh schedules again. For online schedules, after relinking the client you

must reconfigure the Bridge client pool.
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The change in authentication type does not affect Bridge live queries or refreshes that run

directly from the Tableau Cloud site (such as for underlying data in the cloud).

We recommend that you alert Bridge users to changes in their site authentication before

youmake it. Otherwise, theywill become aware through authentication errors they get from

the Bridge client, or when the client openswith a blank data source area.

XML data requirements

You configure SAML using XML metadata documents that are generated by Tableau Cloud

and by the IdP. During the authentication process, the IdP and Tableau Cloud exchange

authentication information using these XML documents. If the XML does not meet the

requirements, errors can occur when you configure SAML or when users try to sign in.

Tableau Cloud only supports HTTP POST requests for SAML communications. HTTP

Redirect is not supported. In the SAMLmetadata XML document that is exported by the

IdP, theBinding attributemust be set toHTTP-POST.

Enable SAML Authentication on a Site

This topic explains how to enable SAML on the site and select single sign-on users. It also

provides steps for switching fromSAML to the default TableauID authentication. Before you

enable SAML, we recommend that you review the SAMLRequirements for Tableau Cloud,

including Effects of changing authentication type on Tableau Bridge.

This topic assumes you are familiar with the information in Authentication and How SAML

AuthenticationWorks.

IdP-specific configuration information

The steps in the sections later in this topic provide basic steps that you can use with your

IdP’s documentation to configure SAML for your Tableau Cloud site. You can get IdP-spe-

cific configuration steps for the following IdPs:
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l Configure SAMLwith Azure Active Directory

l Configure SAMLwith OneLogin

l Configure SAMLwith PingOne

l Configure SAMLwith Okta

l Configure SAMLwith Salesforce

Enable SAML

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication tab, selectEnable an additional authentication method,
selectSAML, and then selectEdit connection.

SAML configuration steps

This section takes you through the configuration steps that appear on theAuthentication
page in the Tableau Cloud webUI. In a self-hosted Tableau Server installation, this page

appears only when support for site-specific SAML is enabled at the server level. It is enabled

by default in Tableau Cloud.
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Note: To complete this process, you will also need the documentation your IdP
provides. Look for topics that refer to configuring or defining a service provider for a

SAML connection, or adding an application.

Step 1: Export metadata from Tableau

To create the SAML connection between Tableau Cloud and your IdP, you need to

exchange requiredmetadata between the two services. To get metadata from Tableau

Cloud, do either of the following steps. See the IdP’s SAML configuration documentation to

confirm the correct option.

l SelectExport metadata to download an XML file that contains the Tableau Cloud
SAML entity ID, Assertion Consumer Service (ACS) URL, and X.509 certificate.

l SelectDownload signing and encryption certificate if your IdP expects the

required information in a different way. For example, if it wants you to enter the

Tableau Cloud entity ID, ACS URL, and X.509 certificate in separate locations.

The following image has been edited to show that these settings are the same in
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Tableau Cloud and Tableau Server.

Steps 2 and 3: External steps

For Step 2, to import themetadata you exported in step 1, sign in to your IdP account, and

use the instructions provided by the IdP’s documentation to submit the Tableau Cloud

metadata.

For Step 3, the IdP’s documentation will guide you also in how to providemetadata to a ser-

vice provider. It will instruct you to download ametadata file, or it will display XML code. If it

displays XML code, copy and paste the code into a new text file, and save the file with a .xml

extension.

Step 4: Import IdP metadata to the Tableau site

On theAuthentication page in Tableau Cloud, import themetadata file that you down-
loaded from the IdP or configuredmanually fromXML it provided.

Step 5: Match attributes
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Attributes contain authentication, authorization, and other information about a user. In the

Identity Provider (IdP) Assertion Name column, provide the attributes that contain the
information Tableau Cloud requires.

Note: Tableau Cloud requires theNameID attribute in the SAML response. You can

provide other attributes tomap user names in Tableau Cloud, but the responsemes-

sagemust include theNameID attribute.

l Email: (Required) Enter the name of the attribute that stores users’ email addresses.

l Display name: (Optional but recommended) Some IdPs use separate attributes for
first and last names, and others store the full name in one attribute.

Select the button that corresponds to the way your IdP stores the names. For

example, if the IdP combines first and last name in one attribute, selectDisplay
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name, and then enter the attribute name.

Step 6: Embedding options

Select themethod bywhich users sign in to embedded views. The options are to open a sep-

arate pop-up window that displays the IdP’s sign-in form, or to use an inline frame (iframe).
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Caution: Because iframes can be vulnerable to clickjacking attacks, not all IdPs sup-
port signing in through an iframe.With clickjacking, the attacker tries to lure users into

clicking or entering content. They do this by displaying the page to attack in a trans-

parent layer over an unrelated page. For Tableau Cloud, an attacker might try to cap-

ture user credentials or to get an authenticated user to change settings. For more

information, see Clickjacking on theOpenWeb Application Security Project website.

If your IdP doesn’t support signing in through an iframe, selectAuthenticate in a separate
pop-up window.

See also Default authentication type for embedded views

Step 7: Troubleshooting

Start with the troubleshooting steps suggested on the Authentication page. If those steps do

not resolve the issues, see Troubleshoot SAML.

Manage users

Select existing Tableau Cloud users, or add new users you want to approve for single sign-

on.

When you add or import users, you also specify their authentication type. On the Users

page, you can change users’ authentication type any time after adding them.

Default authentication type for embedded views

Part of enabling SAML on your site is to specify how users access views embedded in web

pages.
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l Allow users to choose their authentication type

When you select this, two sign-in options appear where a view is embedded: a sign-in

button that uses single sign-on authentication and a link to use TableauID as an altern-

ative.

Tip: With this option, users need to know which alternative to choose. As part of

notification you send your users after you add them to the single sign-on site, let

them know which type of authentication to use for a variety of sign-in scenarios.

For example, embedded views, Tableau Desktop, Tableau Bridge, Tableau

Mobile, and so on.

l Tableau

This option requires users to sign in using a TableauID even if SAML is enabled on the

site. Generally it’s reserved for administrators for troubleshooting issueswith embed-

ded views and SAML.

l SAML

With this option, the way SAML users can sign in to embedded views is determined by

the setting you select in step 6 above.

Use TableauID authentication

If a site is configured for SAML, you can change the site settings to require some or all users

to sign in using TableauID credentials.

l If you no longer want an identity provider to handle authentication for a site, or require

all users to sign in with their TableauID credentials, you can change authentication

type at the site level.

l If you want to keep SAML enabled for some users, but require others to use
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TableauID, you can change authentication type at the user level.

For more information, see Set the User Authentication Type.

Change the site’s authentication type

1. Sign in to Tableau Cloud as a site administrator and select the site.

2. SelectSettings > Authentication.

3. ForAuthentication Type, select TableauID.

After youmake the SAML configuration inactive, themetadata and IdP information are pre-

served, so that if you want to enable it again, you do not need to set up the SAML con-

nection with the IdP again.

Update SAML certificate

The certificate used for Tableau site metadata is provided by Tableau and not configurable.

To update the certificate for SAML, youmust upload a new certificate to your IdP and re-

exchange themetadata with Tableau Cloud.

1. Sign in to the site as a site administrator, and selectSettings > Authentication.

2. Under Authentication types, selectEdit connection to expand the UI.

3. Open a new tab or window, and sign in to your IdP account.

4. Use the instructions provided by the IdP’s documentation to upload a new SAML cer-

tificate.

5. Download the new XMLmetadata file to provide to Tableau Cloud.

6. Return to theAuthentication page in Tableau Cloud, and in Step 4 of the UI, import
themetadata file that you downloaded from the IdP.

7. Click theApply button.
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See also

Access Sites fromConnected Clients

Configure SAML with Azure Active Directory

If you’ve configuredMicrosoft Azure Active Directory (Azure AD) as your SAML identity pro-

vider (IdP), use the information in this topic alongside the Azure AD documentation to add

Tableau Cloud to your single sign-on applications.

Note: These steps reflect a third-party application and are subject to change without our
knowledge. If the steps described here do not match the screens you see in your IdP

account, you can use the general SAML configuration steps, along with the IdP’s doc-

umentation.

Open the Tableau Online SAML settings

To use Azure AD with Tableau Cloud, you configure a custom application in the Azure

AD management portal. For this task you you’ll need to use information from the Tableau

Cloud SAML settings.

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication tab, selectEnable an additional authentication method,

Tableau Software 245

Tableau Cloud Help

https://help.tableau.com/current/online/en-us/saml_config_site.htm#SAML


selectSAML, and then selectEdit connection.

Add Tableau Cloud to your Azure AD applications

Taking information from the Tableau Cloud SAML settings page, review and complete the

steps in the followingMicrosoft Azure articles:

l Quickstart: View enterprise applications
l Tutorial: Azure AD SSO integration with Tableau Cloud

Configure SAML with AD FS

You can configure Active Directory Federation Services (AD FS) as a SAML identity pro-

vider, and add Tableau Cloud to your supported single sign-on applications.When you

integrate AD FS with SAML and Tableau Cloud, your users can sign in to Tableau Cloud

using their standard network credentials.

Note: These steps reflect a third-party application and are subject to change without
our knowledge. If the steps described here do not match the screens you see in your

IdP account, you can use the general SAML configuration steps, along with the IdP’s

documentation.

246 Tableau Software

Tableau Cloud Help

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/view-applications-portal
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/tableauonline-tutorial#configure-azure-ad-sso
https://help.tableau.com/current/online/en-us/saml_config_site.htm#SAML


Prerequisites

Before you can configure Tableau Cloud and SAMLwith AD FS, your environment must

have the following:

l A server runningMicrosoft WindowsServer 2008 R2 (or later) with AD FS 2.0 (or

later) and IIS installed.

l We recommend that you secure your AD FS server (for example, using a reverse

proxy). When your AD FS server is accessible from outside your firewall, Tableau

Cloud can redirect users to the sign in page hosted by AD FS.

l A site administrator account that uses TableauID authentication. If SAML single sign-

on fails, you can still sign in to Tableau Cloud as a site administrator.

Step 1: Export metadata from Tableau Cloud

1. Sign in to Tableau Cloud as a site administrator.

If you havemore than one site for Tableau Cloud, select the site for which you want to

enable SAML in the sites drop-down.

2. Select Settings >Authentication.

3. On theAuthentication tab, selectEnable an additional authentication method,
selectSAML, and then clickEdit Connection.
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4. Under step 1, Export metadata from Tableau Cloud, clickExport metadata to
download an XML file that contains the Tableau Cloud SAML entity ID, Assertion

Consumer Service (ACS) URL, and X.509 certificate.

Step 2: Configure AD FS to accept sign-in requests from Tableau Cloud

Configuring AD FS to accept Tableau Cloud sign-in requests is amulti-step process, start-

ing with importing the Tableau Cloud XMLmetadata file to AD FS.

1. Do one of the following to open theAdd Relying Party Trust Wizard:

Windows Server 2008 R2:

a. SelectStart menu> to Administrative Tools> AD FS 2.0.

b. InAD FS 2.0, under Trust Relationships, right-click theRelying Party
Trusts folder, and then clickAdd Relying Party Trust.

Windows Server 2012 R2:

a. OpenServer Manager, and then on the Toolsmenu, clickAD FS Man-
agement.

b. InAD FS Managment, on theActionmenu, clickAdd Relying Party Trust.
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2. In theAdd Relying Party Trust Wizard, clickStart.

3. On theSelect Data Source page, select Import data about the relying party
from a file, and then clickBrowse to locate your Tableau Cloud XMLmetadata file.
By default, this file is named samlspmetadata.xml.

4. ClickNext, and on theSpecify Display Name page, type a name and description for
the relying party trust in theDisplay name andNotes boxes.

5. Click Next to skip theConfigure Multi-factor Authentication Now page.

6. Click Next to skip theChoose Issuance Authorization Rules page.

7. Click Next to skip theReady to Add Trust page.

8. On the Finish page, select theOpen the Edit Claim Rules dialog for this relying
party trust when the wizard closes check box, and then clickClose.

Next, you’ll work in theEdit Claim Rules dialog, to add a rule that makes sure the asser-
tions sent by AD FSmatch the assertions Tableau Cloud expects. At aminimum, Tableau

Cloud needs an email address. However, including first and last names in addition to email

will ensure the user names displayed in Tableau Cloud are the same as those in your AD

account.

1. In theEdit Claim Rules dialog box, clickAdd Rule.

2. On theChoose Rule Type page, forClaim rule template, selectSend LDAP
Attributes as Claims, and then clickNext.

3. On theConfigure Claim Rule page, forClaim rule name, enter a name for the rule
that makes sense to you.

4. ForAttribute store, selectActive Directory, complete themapping as shown
below, and then clickFinish.
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Themapping is case sensitive and requires exact spelling, so double-check your

entries. The table here shows common attributes and claimmappings. Verify attrib-

utes with your specific Active Directory configuration.

Note: Tableau Cloud requires theNameID attribute in the SAML response. You

can provide other attributes tomap user names in Tableau Cloud, but the

responsemessagemust include theNameID attribute.

LDAP Attribute Outgoing Claim Type

Depending on the version of AD FS:

User-Principal-Name

or

E-Mail-Addresses

email

or

E-Mail Address

Given-Name firstName

Surname lastName

If you are running AD FS 2016 or later, then youmust add a rule to pass through all claim

values. If you are running an older version of AD FS, skip to the next procedure to export

AD FSmetadata.

1. ClickAdd Rule.
2. Under Claim rule template, choose Pass Through or Filter an Incoming Claim.
3. Under Claim rule name, enter Windows.
4. On the Edit Rule - Windows pop-up:

l Under Incoming claim type, selectWindows account name.
l Select Pass through all claim values.
l ClickOK.

Now you will export AD FS metadata that you’ll import to Tableau Cloud later. You will also

make sure themetadata is configured and encoded properly for Tableau Cloud, and verify

other AD FS requirements for your SAML configuration.

250 Tableau Software

Tableau Cloud Help



1. Export AD FS Federationmetadata to an XML file, and then download the file from

https://<adfs server name>/FederationMetadata/2007-06/Feder-
ationMetadata.xml.

2. Open themetadata file in a text editor like Sublime Text or Notepad++, and verify that

it is correctly encoded asUTF-8 without BOM.

If the file shows some other encoding type, save it from the text editor with the correct

encoding.

3. Verify that AD FS uses forms-based authentication. Sign-ins are performed in a

browser window, so you need AD FS to default to this type of authentication.

Edit c:\inetpub\adfs\ls\web.config, search for the tag , andmove the line so it
appears first in the list. Save the file so that IIS can automatically reload it.

Note: If you don't see the c:\inetpub\adfs\ls\web.config file, IIS is not installed

and configured on your AD FS server.

4. Configure an additional AD FS relying party identifier. This allows your system to work

around any AD FS issueswith SAML logout.

Do one of the following:

Windows Server 2008 R2:

a. InAD FS 2.0, right-click on the relying party you created for Tableau Cloud
earlier, and clickProperties.

b. On the Identifiers tab, in theRelying party identifier box, enter https://<t-
ableauservername>/public/sp/metadata and then clickAdd.

Windows Server 2012 R2:
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a. InAD FS Management, in theRelying Party Trusts list, right-click on the
relying party you created for Tableau Cloud earlier, and clickProperties.

b. On the Identifiers tab, in theRelying party identifier box, enter https://<t-
ableauservername/public/sp/metadata and then clickAdd.

Note: AD FS can be used with Tableau Server for a single relying party to the

same instance. AD FS cannot be used for multiple relying parties to the same

instance, for example, multiple site-SAML sites or server-wide and site SAML

configurations.

Step 3: Import the AD FS metadata to Tableau Cloud

1. In Tableau Cloud, go back to theSettings > Authentication page.

2. Under 4 Import metadata file into Tableau Cloud, in the IdP metadata file box,

specify the name of the file you exported fromAD FS (FederationMetadata.xml).

3. Skip 5. Match attributes.

You’ve already created a claim rule in AD FS tomatch the attribute names to what

Tableau Cloud expects.

4. Under 6. Manage users, do one of the following: 

l If you haven’t added Tableau Cloud users yet, clickAdd users.

You can then add usersmanually using the form, or import a CSV file that con-

tains user information.

l If you have added users to your site already, clickSelect users.
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Select the check box next to the users you want to allow to use SAML sign-in,

and then on theActionsmenu selectAuthentication. Change the authen-
ticationmethod to SAML.

5. (Optional) Test SAML sign in, using the following steps:

a. Open a private window or session in your web browser.

For example, in Google Chrome, in the upper right corner of the window click

Customize and control Google Chrome > New incognito window, and
then navigate to https://online.tableau.com.

b. Enter the email address of the user. Tableau Cloud will remove the password

field if the user’s account is correctly set up for SAML authentication.

c. ClickSign in, and on the AD FS sign-in page, enter your AD credentials.

After you’re authenticated AD FS redirects you to Tableau Cloud.

Your Tableau Cloud site is now ready for users to sign in using AD FS and SAML. They still

navigate to https://online.tableau.com, but after entering their email address, the page

redirects to the AD FS sign-in page (as in the optional test step above), and prompts users

for their AD credentials.

Tableau Software 253

Tableau Cloud Help



Note: If you get errors testing SAML sign-in, in step 7. Troubleshooting single sign-
on (SSO) of the Tableau Cloud SAML configuration steps, clickDownload log file,
and use the information there to troubleshoot the error.

Additional requirements and tips

l After you set up SAML integration between AD FS and Tableau Cloud, youmust

update Tableau Cloud to reflect particular user changes youmake in Active Dir-

ectory. For example, adding or removing users.

You can add users automatically or manually:

o To add users automatically:Create a script (using PowerShell, Python, or
batch file) to push AD changes to Tableau Cloud. The script can use tabcmd or

the REST API to interact with Tableau Cloud.

o To add users manually: Sign in to the Tableau Cloud webUI, go to the
Users page, clickAdd Users, and enter users’ email addresses or upload a
CSV file that contains their information.

Note: If you want to remove a user but keep content assets they own, change
the owner of the content before you remove the user. Deleting a user also

deletes content they own.

l In Tableau Cloud, a user’s email address is their unique identifier. As described in the

steps for configuring AD FS to accept sign-in requests from Tableau Cloud, users’

Tableau Cloud email addressesmust match the email address stored in AD.

l In Step 2: Configure AD FS to accept sign-in requests from Tableau Cloud, you

added a claim rule in AD FS tomatch the first name, last name, and email address

attributes between AD FS and Tableau Cloud. Alternatively, you can use step 5.
Match attributes in Tableau Cloud to do the same.
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Configure SAML with OneLogin

If you useOneLogin as your SAML identity provider (IdP), you can use the information in this

topic to set up SAML authentication for your Tableau Cloud site.

These steps assume that you have permissions for modifying your organization’sOneLogin

portal, and you are comfortable reading XML and pasting values into attributes.

Note: These steps reflect a third-party application and are subject to change without our
knowledge. If the steps described here do not match the screens you see in your IdP

account, you can use the general SAML configuration steps, along with the IdP’s doc-

umentation.

Step 1: Open the Tableau Cloud SAML Settings

1. Sign in to your Tableau Cloud site as a site admin, and selectSettings > Authentic-
ation.

2. On the Authentication tab, selectEnable an additional authentication method,
selectSAML, and then selectEdit connection.
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Step 2: Add Tableau Cloud to your OneLogin applications

1. Open a new browser tab or window, and sign in to your OneLogin admin portal and

do the following:

a. On theApplications page, selectAdd Apps. Search for Tableau, and in the
results, select Tableau Cloud SSO. In this area you configure the SAML con-
nection.

Note: The Tableau Cloud SSOoption for OneLogin does not work with

Tableau Server.

b. On the Info page, set up your portal preferences. If you have more than one
Tableau Cloud site, include the site name in the Display Name field to help
users know which site to select.

2. On theConfiguration page in the OneLogin admin portal, you will use information
from 1 Export metadata from Tableau Cloud in the Tableau Cloud Authentic-
ation.

a. ForConsumer URL, on Tableau Cloud'sAuthentication page, select and
copy theAssertion Consumer Service URL (ACS).

Return to OneLogin and paste the URL into theConsumer URL field.

b. ForAudience, copy and paste the Tableau Cloud Entity ID from Tableau
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Cloud'sAuthentication page.

3. On theSSO page in the Onelogin admin portal, selectSHA-256 for theSAML Sig-
nature Algorithm.

4. On theParameters page in the Onelogin admin portal, make sure the values appear
as follows:

Tableau Cloud field Value

Email Email

Email (attribute) Email

First Name First Name
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Tableau Cloud field Value

Last Name Last Name

Step 3: Configure OneLogin metadata for Tableau Cloud

For the following steps, you'll find and configure OneLogin information for Tableau Cloud to

complete the SAML configuration.

1. While still in the OneLogin admin portal, on theSSO page, select and copy the URI
shown in theSLO Endpoint (HTTP) field.

Note: Although the label indicatesHTTP, the URI provided is an https address,
because the SLO (single logout) endpoint uses SSL/TLS encryption.

2. On the same page, selectMore Actions > SAML Metadata, and save the file to
your computer.

You will import this file to Tableau Cloud in the next section.

Step 4: Complete the SAML configuration

1. On Tableau Cloud'sAuthentication page, do the following:

a. For 4 Import metadata file into Tableau Cloud, import the OneLogin
metadata file you saved in the previous section.

Important: If you encounter any issueswith uploading theOneLogin
metadata file, consider using a non-default certificate with OneLogin. To create

a new certificate, from theOnelogin admin portal, selectSecurity > Cer-
tificates. If you create a new certificate, ensure the Tableau Cloud application

in OneLogin uses this new certificate.

b. For 5 Match attributes, set the values in the IdP Assertion Name column
as follows:
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l Email: Email
l Select the First name, Last name radio button.
l First name: FirstName
l Last name: LastName

c. For 6 Embedding options, select the experience you want to enable when
users access embedded content. For more information, see the (Optional)
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Enable iFrame embedding section below

d. Skip 7 Troubleshooting single sign-on (SSO) for now.

2. Finally, add SAML users to your site and test the connection.

(Optional) Enable iFrame embedding

When you enable SAML on your site, you need to specify how users sign in to access views

embedded in web pages. These steps configure OneLogin to allow your OneLogin dash-

board to be embedded into an inline frame (iFrame) on another site. Inline frame embed-

dingmay provide amore seamless user experience when signing-on to view embedded

visualizations. For example, if a user is already authenticated with your identity provider and

iFrame embedding is enabled, the user would seamlessly authenticate with Tableau Cloud

when browsing to pages that contain an embedded visualizations.

Caution: Inline frames can be vulnerable to a clickjack attack.Clickjacking is a type of
attack against web pages in which the attacker tries to lure users into clicking or enter-

ing content by displaying the page to attack in a transparent layer over an unrelated

page. In the context of Tableau Cloud, an attacker might try to use a clickjack attack to

capture user credentials or to get an authenticated user to change settings. For more

information about clickjack attacks, see Clickjacking on theOpenWeb Application

Security Project website.

1. Open a new browser tab or window, and sign in to your OneLogin admin portal.

2. On theSettingsmenu, clickAccount Settings.

3. On theBasic page, in Framing Protection, select theDisable Framing Pro-
tection (X-Frame-Options) check box.
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Configure SAML with PingOne

If you use PingOne as your SAML identity provider (IdP), you can use the information in this

topic to set up SAML authentication for your Tableau Cloud site.

Note: These steps reflect a third-party application and are subject to change without our
knowledge. If the steps described here do not match the screens you see in your IdP

account, you can use the general SAML configuration steps, along with the IdP’s doc-

umentation.

Get the Tableau Cloud metadata

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On the Authentication tab, selectEnable an additional authentication method >
SAML.

3. In Step 1, clickExport metadata and save themetadata file to your computer.
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Configure the PingOne connection

1. Sign in to your PingOne account, and click theApplications tab.

2. In theApplication Catalog search for Tableau Cloud.

3. On the Tableau Cloud item, click the arrow to expand the item, and then clickSetup.

4. On the 1. SSO Instructions page, clickContinue to Next Step.

5. On the 2. Configure your connection page, forUpload Metadata, clickSelect
File, and upload themetadata file you saved from Tableau Cloud. ClickContinue to
Next Step.

6. In the table on the 3. Attribute Mapping page, map attributes as follows:
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Application Attribute Identity Bridge Attribute

email Email

firstName First Name

lastName Last Name

You can ignore the other settings in the table.

ClickContinue to Next Step.

7. On 4. PingOne App Customization, consider adding your Tableau Cloud site name
in theName field. This is not required.

ClickSave & Publish.

8. On 5. Review Setup, after reviewing the information you provided, click theDown-
load link next toSAML Metadata, and save themetadata file to your computer.
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Support for single logout

When you import the Tableau Cloudmetadata as part of the PingOne SAML configuration,

the certificate embedded in themetadata is not applied to the IdP application definition. This

can cause the following error when people sign out of the SAML site:

It looks like the signing certificate has not been configured.
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Configure the certificate for the IdP

To resolve the sign-out error, you can download the certificate from Tableau Cloud, convert

it fromDER encoded to Base-64 encoded, and then upload it to PingOne.

These steps for converting the certificate are specific toWindows.

1. Return to theSettings > Authentication page in your Tableau Cloud site, andmake
sure theSingle sign-on with SAML box is checked.

2. InStep 1, Export metadata file, click Download signing and encryption certificate
and save the .cer file to your computer.

3. Double-click the file you downloaded, clickOpen.

4. In theCertificate dialog box, select theDetails tab and clickCopy to File.

5. In the Certificate Export Wizard, do the following:

a. ClickNext on the opening screen, and then selectBase-64 encoded X.590 
(.CER).

b. ClickNext, and specify the name and location of the file you are exporting.

c. ClickNext, review the summary information, and then clickFinish.

6. In your PingOne account, return to the application setup pages for Tableau Cloud.

7. InStep 2. Configure your connection, for Verification Certificate, clickChoose
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File, and upload the new .cer file you created.

Complete the Tableau Cloud site configuration

Complete the following steps after you configure your PingOne account and download the

SAMLmetadata file fromPingOne, as described in Configure the PingOne connection

earlier in this topic.

1. Return to theSettings > Authentication page in your Tableau Cloud site.

2. For SAML configuration step 4, for IdP metadata file, clickBrowse and import the
metadata file you downloaded from your PingOne account.

3. Continue to Step 5: Match attributes , and complete the remaining steps as

described.

Configure SAML with Okta

If you useOkta as your SAML identity provider (IdP), you can use the information in this

topic to set up SAML authentication for your Tableau Cloud site.
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Note: These steps reflect a third-party application and are subject to change without our
knowledge. If the steps described here do not match the screens you see in your IdP

account, you can use the general SAML configuration steps, along with the IdP’s doc-

umentation.

Open the Tableau Cloud SAML settings

To configure the Okta application, you will need to use information in the Tableau Cloud

SAML settings.

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication tab, selectEnable an additional authentication method,
selectSAML, and then selectEdit connection.

Add Tableau Cloud to your Okta applications

1. Open a new browser tab or window, and sign in to your Okta administrator console.

2. On theApplications tab, click theAdd Application button. Search for Tableau, and

Tableau Software 267

Tableau Cloud Help

https://help.tableau.com/current/online/en-us/saml_config_site.htm#SAML


then add the Tableau Cloud application. This opens theGeneral Settings tab.

Note: The Tableau Cloud applicationmay appear as "TableauOnline" in the
Okta administrator console.

3. (Optional) If you havemore than one Tableau Cloud site, include the site name in the

Application label field, to help users know which site to select when they sign in.

4. ClickDone to open theAssignments tab.

5. ClickAssign > Assign to People and click theAssign button beside each user you
want to approve for single sign-on access to Tableau Cloud.

6. ClickDone. Make sure users’ email addresses appear in theUsername field.

7. Select theSign On tab. In the Settings section, clickEdit.

8. Switch to the tab or window where you opened the Tableau Cloud SAML con-

figuration settings, and in Step 1 of those settings, select and copy the Tableau
Cloud entity ID.

Note: The Tableau Cloud SAML configuration settings appear in a different
order than on theOkta settings page. To prevent SAML authentication issues,

make sure that the Tableau Cloud entity ID and Assertion Consumer Ser-
vice (ACS) URL are entered into the correct fields in Okta.

9. Return to the Okta administrator console general settings, and paste the URL into the

corresponding field.

10. Repeat the previous two steps for theAssertion Consumer Service (ACS) URL.
ClickSave.

11. Right-click Identity Provider Metadata and clickSave link as to download the
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metadata XML file.

12. ClickView Setup Instructions and complete the steps to import the IdP metadata,

provide the IdP entity ID and SSOservice URL, andmatch email and display name

attributes. Switch to the tab or window where you opened the Tableau Cloud SAML

configuration settings. Note: When importing the Oktametadata file into Tableau

Cloud, it might be necessary to refresh the page after clickingApply to see the
changes.

(Optional) Enable iFrame embedding

When you enable SAML on your site, you need to specify how users sign in to access views

embedded in web pages. These steps configure Okta to allow authentication using an inline

frame (iFrame) for embedded views. Inline frame embeddingmay provide amore seamless

user experience when signing-on to view embedded visualizations. For example, if a user is

already authenticated with your identity provider and iFrame embedding is enabled, the user

would seamlessly authenticate with Tableau Server when browsing to pages that contain an

embedded visualizations.

Caution: Inline frames can be vulnerable to a clickjack attack.Clickjacking is a type of
attack against web pages in which the attacker tries to lure users into clicking or entering

content by displaying the page to attack in a transparent layer over an unrelated page. In

the context of Tableau Cloud, an attacker might try to use a clickjack attack to capture

user credentials or to get an authenticated user to change settings. For more inform-

ation about clickjack attacks, see Clickjacking on theOpenWeb Application Security Pro-

ject website.

1. Open a new browser tab or window, and sign in to your Okta administrator console.

2. On theHome page, clickAdmin to open theAdministrator Dashboard.

3. On theSettingsmenu, clickCustomization.

4. Under iFrame Embedding, select Allow iFrame embedding.
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Add users to the SAML-enabled Tableau site

1. After you complete the Okta configuration steps, return to your Tableau Cloud site.

2. Complete the SAML connection by adding the users you assigned in the Okta admin-

istrator console to Tableau Cloud.

Configure SAML with Salesforce

If you’ve configured Salesforce as your SAML identity provider (IdP), use the information in

this topic alongside the Salesforce documentation to add Tableau Cloud to your single sign-

on applications.

Open the Tableau Cloud SAML settings

To configure the Salesforce application, you will need to use information in the Tableau

Cloud SAML settings.

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication tab, selectEnable an additional authentication method,
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selectSAML, and then selectEdit connection.

Configure SSO from Salesforce to Tableau Cloud

See the Salesforce documentation, Configure SSO fromSalesforce to Tableau Cloud.

Add users to the SAML-enabled Tableau site

1. After you complete the Salesforce configuration steps, return to your Tableau Cloud

site.

2. Complete the SAML connection by adding the users you assigned in the Salesforce

Application Profile Assignment page to Tableau Cloud. On the Authentication page,

scroll down toManage users to add or select users.

Configure SAML for Tableau Viz Lightning Web Component

Tableau provides a LightningWebComponent (LWC) for embedding a Tableau visu-

alization within a Salesforce Lightning page.

This topic describes how to enable a SSOexperience for embedded Tableau visualizations

in a Salesforce Lightning page. SSO for the Tableau Viz LWC scenario requires SAML con-
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figuration. The SAML IdP used for Tableau authenticationmust be either the Salesforce

IdP or same IdP that is used for your Salesforce instance.

In this scenario, Salesforce administrators can drag-and-drop Tableau Viz LWC into the

Lightning page to embed a visualization. Any view that is available to them on Tableau

Cloud can be displayed in the dashboard by entering the embedded URL to the view.

When single sign-on (SSO) is configured for Tableau Viz LWC on Tableau Cloud, the user

experience is seamless: after the user signs into Salesforce, embedded Tableau viewswill

work without further authentication to Tableau Cloud.

When SSO is not configured, then users will need to reauthenticate with Tableau Cloud to

view embedded visualizations from Tableau Cloud.

Note: Users configured with Salesforce Authentication will need to reauthenticate with
Tableau Cloud to view embedded visualizations in Tableau Cloud.

Requirements

l The SAML IdP used for Tableau authentication must be either the Salesforce IdP or
same IdP that is used for your Salesforce instance.

l SAML must be configured on Tableau Cloud. See Enable SAMLAuthentication on a
Site.

l SAML must be configured for Salesforce.
l Install the Tableau Viz Lightning Web Component. See Embed Tableau Views into
Salesforce.

Configuring the authentication workflow

Youmay need tomake additional configurations to optimize the sign-in experience for users

who access Lightning with embedded Tableau views.

If a seamless authentication user experience is important, then you will need tomake some

additional configurations. In this context, “seamless” means that users who access the

Salesforce Lightning page where Tableau Viz LWC SSOhas been enabled, will not be

272 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/embed_ex_lwc.htm
https://help.tableau.com/current/pro/desktop/en-us/embed_ex_lwc.htm


required to perform any action to view the embedded Tableau view. In the seamless scen-

ario, if the user is logged into Salesforce, then embedded Tableau viewswill be displayed

with no additional user action. This scenario is enabled by in-frame authentication.

For a seamless user experience you will need to enable in-frame authentication on Tableau

Cloud and at your IdP. The sections below describe how to configure in-frame authen-

tication.

On the other hand, there are scenarios where users are interacting with the Lightning page

that will require them to click a “Sign in” button to view the embedded Tableau view. This

scenario, where a user must take another action to view the embedded Tableau view, is

called pop-up authentication.

Pop-up authentication is the default user experience if you do not enable in-frame authen-

tication.

Enable in-frame authentication on Tableau Cloud

Before you enable in-frame authentication on Tableau Cloud, youmust have already con-

figured and enabled SAML.

1. Sign in to your Tableau Cloud site as a site administrator, and selectSettings >
Authentication.

2. On theAuthentication tab, selectEnable an additional authentication method,
selectSAML, and then selectEdit connection.

Tableau Software 273

Tableau Cloud Help



3. Scroll down toEmbedding options and selectAuthenticate using an inline
frame.

Caution: Inline frames can be vulnerable to a clickjack attack.Clickjacking is a type of
attack against web pages in which the attacker tries to lure users into clicking or enter-

ing content by displaying the page to attack in a transparent layer over an unrelated

page. In the context of Tableau Cloud, an attacker might try to use a clickjack attack to

capture user credentials or to get an authenticated user to change settings. For more

information about clickjack attacks, see Clickjacking on theOpenWeb Application

Security Project website.

Enable in-frame authentication with your SAML IdP

As described above, a seamless authentication user experience with SalesforceMobile

requires IdP support for in-frame authentication. This functionalitymay also be referred to

as “iframe embedding” or “framing protection” at IdPs.

Salesforce safelist domains

In some cases, IdPs only allow enabling in-frame authentication by domain. In those cases,

set the following Salesforce wildcard domainswhen you enable in-frame authentication:

*.force

*.visualforce
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Salesforce IdP

Salesforce IdP supports in-frame authentication by default. You do not need to enable or con-

figure in-frame authentication in the Salesforce configuration. However, youmust configure

Tableau Cloud for in-frame authentication as described above.

Okta IdP

SeeEmbedOkta in an iframe, in the Okta Help Center topic, General customization options.

Ping IdP

See the Ping support topic, How to Disable the "X-Frame-Options=SAMEORIGIN" Header

in PingFederate.

OneLogin IdP

See Framing protection, in the OneLogin Knowledge Base article, Account Settings for

Account Owners.

ADFS and Azure AD IdP

Microsoft has blocked all in-frame authentication and it cannot be enabled. Instead, Microsoft

only supports pop-up authentication in a second window. As a result, pop up behavior can be

blocked by some browsers, which will require users to accept pop ups for the force.com

and visualforce.com sites.

Salesforce Mobile App

If your users primarily interact with Lightning on the SalesforceMobile App, then you should

be aware of the following scenarios:

l The Salesforce Mobile App requires that you configure SSO/SAML to view embedded
Tableau.

l The Salesforce Mobile App requires in-frame authentication. Pop-up authentication
does not work. Instead, users on the Salesforce Mobile App will see the Tableau sign-
in button but will not be able to sign to Tableau.

l Mobile App will not work on ADFS and Azure AD IdP.

Tableau Software 275

Tableau Cloud Help

https://help.okta.com/en/prod/Content/Topics/Settings/settings-customization-general.htm
https://support.pingidentity.com/s/article/How-to-Disable-the-X-Frame-Options-SAMEORIGIN-Header-in-PingFederate
https://support.pingidentity.com/s/article/How-to-Disable-the-X-Frame-Options-SAMEORIGIN-Header-in-PingFederate
https://onelogin.service-now.com/kb_view_customer.do?sysparm_article=KB0010304#:~:text=Framing%20protection%20allows%20granular%20customization,a%20user%20agent%20can%20access.
https://onelogin.service-now.com/kb_view_customer.do?sysparm_article=KB0010304#:~:text=Framing%20protection%20allows%20granular%20customization,a%20user%20agent%20can%20access.


l Users with Android devices will be required to sign-in to view the embedded Tableau
visualization the first time, then SSO will work as expected.

Troubleshoot SAML

This topic provides information about resolving issues that can occur when you configure

SAML authentication.

Required assertions and metadata do not map correctly

Most issues occur becausemetadata that you import from the IdP, or assertion names that

you enter, do not match the corresponding IdP attributes. To troubleshoot SAML issues,

start bymaking sure the information shown in Steps 1–5 of the Authentication page

matches the IdP’s SAML configuration settings.

Tableau Cloud requires the IdP assertion that contains user email address. In addition to

checking Steps 1–5, make sure that users' email addressesmatch between Tableau Cloud

and the IdP.

Identity provider does not display sign-in page

A user provides his or her user name on the Tableau Cloud sign-in page, Tableau Cloud

redirects the request to the identity provider (IdP), but the IdP does not return its SAML

sign-in page. The IdP can fail to return the sign-in page for any of the following reasons:

l SSOservice URL is not valid.

When you import the IdP metadata, make sure the SSOService URL field shows the

correct URL.

l The IdP does not recognize the authentication request received.

For example, the Tableau Cloud entity ID may be incorrect. This can occur if

SAML configuration settings on the Authentication page have become corrupted or

inadvertently changed.

To resolve the issue, repeat Steps 3–4 of the SAML configuration:
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1. Sign in to your IdP account and export the IdPmetadata
2. Sign in to Tableau Cloud, display the Authentication page, and in Step 4, re-import

the metadata.

Nothing happens after IdP sign-in

If a user provides incorrect credentials on the IdP’s sign-in page, or if the user is not author-

ized to use SAML, some IdPswill not return control to Tableau Cloud when authentication

fails.

In Tableau Cloud, on theUsers page, you can see whether a user is authorized for SAML
authentication.

Full Name field shows users’ email addresses

For a SAML site, the Full Name field is populated with the email address if the assertions for

first and last name or full name are not provided in Step 5 of the Authentication page.

Unable to authenticate users when using single sign-on

SAML authentication takes place outside Tableau Cloud, so troubleshooting authentication

issues can be difficult. However, login attempts are logged by Tableau Cloud. You can cre-

ate a snapshot of log files and use them to troubleshoot problems.

If a user is having trouble being authenticated on Tableau Cloud, you should examine the log

file to ensure that email attribute values returned by the IdP match the email addresses of

users.

To download the log file:
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1. Sign in to Tableau Cloud.
2. Display the Authentication page, and then under Step 7, clickDownload log file.

Signing In through Command Line Utilities

SAML is not used for authentication when you sign in to Tableau Cloud using tabcmd or the

Tableau Data Extract command line utility (provided with Tableau Desktop), even if

Tableau Cloud is configured to use SAML. These tools require TableauID authentication

configured when Tableau Cloud was originally provisioned.

Personal Access Tokens

Personal access tokens (PATs) provide Tableau Cloud users the ability to create long-lived

authentication tokens. The tokens allow users to run automation with Tableau REST APIs

without requiring hard-coded credentials or interactive sign in. More information about using

personal access tokenswith Tableau REST APIs is at Signing In andOut (Authentication).

Personal access tokens are not used for generic client access to Tableau Cloud. To use per-

sonal access tokenswith tabcmd, install the new version of tabcmd from https://t-

ableau.github.io/tabcmd/.

Note: Youmust use a PAT, instead of user name and password, to make a REST API sign
in request to Tableau Cloud with multi-factor authentication (MFA) enabled with Tableau

authentication.

We recommend creating personal access tokens for automated scripts and tasks that are

created with Tableau REST API:

l Improve security: Personal access tokens reduce risk in the event credentials are
compromised. Instead of using a username and password, you can reduce the scope

of credential compromise by using a personal access token for automated tasks. In

this case, using an application-specific token doesn't expose the broader system in

the event that automation or script files are compromised. If a token gets com-

promised or is used in automation that is failing or posing a risk, you can just revoke
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the token. You do not need to rotate or revoke the user's credentials.

l Manage automation: A token can be created for each script or task that is run. This

allows you to silo and review automation tasks across your organization. Additionally,

by using tokens then password resets or metadata changes (username, email, etc.)

on user accounts will not disrupt automation as it would when credentials are hard-

coded into the scripts.

Understand personal access tokens

When a token is created, it is hashed then stored in the repository. After the token is hashed

and stored, the original token is deleted. Users are instructed to copy the token to a safe

place and to handle it as theywould a password.When the token is used at run-time,

Tableau Cloud hashes the token presented by the user and compares it to the hashed value

stored in the repository. If a match ismade, then an authenticated session is started.

Note:One personal access token is required per concurrent request. Signing in again
with the same access token, whether at the same site or a different site, will terminate

the previous session and result in an authentication error.

In the context of authorization, Tableau Cloud handles the authenticated session with same

permissions and rights that the user has as an interactive user.

Create tokens

Users with accounts on Tableau Cloud can create, manage, and revoke personal access

tokens on theMy Account Settings page. For more information, seeManageYour
Account Settings in the Tableau Help.

Usersmust create their own personal access tokens. Site admins can't create tokens on

behalf of their users.
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Token expiry

Personal access tokenswill expire if they are not used after 15 consecutive days. If they are

usedmore frequently than every 15 days, an access token will expire after 1 year. After a

year, youmust create a new token. These expiration values are not configurable. Expired

personal access tokenswill not display on theMy Account Settings page.

Revoke users' tokens

Users are able to revoke their own tokens on theMy Account Settings page. As an admin-
istrator, you can also revoke personal access tokens.

1. Sign in to Tableau Cloud using your site admin credentials and navigate to the Users
page.

2. Locate the user whose token you want to revoke. For more information about nav-
igating Server Admin pages and locating users, see View, Manage, or Remove
Users.

3. Click the user's name to open their profile page.
4. On the user's profile page, click the Settings tab.
5. In the Personal Access Tokens section, identify the token that you want to revoke

and then clickRevoke.
6. On the verification pop-up, clickDelete.

Use Tableau Connected Apps for Application Integration

Beginning in early January 2022, Tableau connected apps enable a seamless and secure

authentication experience by facilitating an explicit trust relationship between your Tableau

Cloud site and external applicationswhere Tableau content is embedded. In June 2022,

Tableau connected apps extended its capabilities to support REST API authorization.

There are two types of connected apps you can configure: direct trust or OAuth 2.0 trust.

Using direct trust, you can:
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l Restrict access to which content can be embedded and where that content can be

embedded

l Provide users the ability to access embedded content using single sign-on (SSO)

without having to integrate with an identity provider (IdP)

l Provide users the ability to authenticate directly from your external application

l Programatically authorize access to Tableau REST API on users' behalf using JSON

Web Token (JWT)

l Scope Tableau REST API capabilities users or applications can perform

For more information about this connected app type, see Configure Connected Apps

with Direct Trust.

UsingOAuth 2.0 trust, you can:

l Restrict access to which content can be embedded and where that content can be

embedded

l Provide users the ability to access embedded content using single sign-on (SSO)

through your identity provider (IdP)

l Provide access using standard OAuth 2.0 standard protocol

l Programatically authorize access to Tableau REST API on users' behalf

l Scope Tableau REST API capabilities users or applications can perform

For more information about this connected app type, see Configure Connected Apps

with OAuth 2.0 Trust.

Note: Tableau connected apps and Salesforce connected apps are different and offer dif-
ferent functionality. Today, Tableau connected apps are optimized for embedding Tableau

views andmetrics in external applications and used to authorize access to the Tableau

REST API.
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Configure Connected Apps with Direct Trust

Beginning in early January 2022, Tableau connected apps enable a seamless and secure

authentication experience by facilitating an explicit trust relationship between your Tableau

Cloud site and external applications to:

l Restrict access to which content can be embedded and where that content can be
embedded

l Provide users the ability to access embedded content using single sign-on (SSO)
without having to integrate with an identity provider (IdP)

l Provide users the ability to authenticate directly from your external application
l Programatically authorize access to the Tableau REST API on users' behalf using a
JSON Web Token (JWT)

How connected apps work

The trust relationship between your Tableau Cloud site and external application is estab-

lished and verified through an authentication token in the JSONWeb Token (JWT) stand-

ard, which uses a shared secret provided by the Tableau connected app and signed by your

external application.

Key components of a connected app

The following components of the connected work together with the JWT in your external

application to authenticate users and display embedded content.

l Secrets: Secrets are keys shared by Tableau and your external application. They
are used in signatures that form the JWT. A secret is required when using connected
apps for embedding authentication or REST API authorization. Secrets can be cre-
ated in a connected app, do not expire, and remain valid until deleted.

l Domain allowlist (embedding workflows only): You can specify a list of allowed
domains in each connected app. Tableau content embedded through a connected
app is only allowed under the specified domains. This helps ensure that content is
exposed under the domains that are secured and approved by your business.

l Access level (embedding workflows only): You can specify what content can be
embedded through a connected app by associating a connected app with one project
or all projects. If you specify one project, only the content in the selected project can
be embedded through the connected app.
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Note: In order for the session token to be valid, the clocks of the external application and the
server that hosts the external applicationmust be set to Coordinated Universal Time (UTC).

If either clock uses a different standard, the connected app will not be trusted.

Connected app workflow

Embedding workflows

The diagram below illustrates how authentication works between your external application

(web server and webpage) and connected app.

1. User visits the webpage:When a user visits the embedded content on a webpage,
webpage sends a GET request to your external application to retrieve the HTML on
that webpage.

2. external application constructs an authentication token: The external applic-
ation constructs a JWT, which contains a secret from the connected app (see Step 3
below for additional JWT requirements) and the scope of user access for the embed-
ded content. The secret is signed by external application and is used for verification of
the trust relationship in a later step.

3. external application responds with authentication token: The external applic-
ation responds to the page with the JWT in the embedded content’s URL called by the
webpage.

4. Webpage requests content from Tableau: With the attempt to load the embedded
content, the webpage calls the embedded content’s URL, which sends a GET request
to Tableau.
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5. Tableau validates the token: Tableau receives the JWT and verifies the trust rela-
tionship with the external application by identifying the connected app and shared
secret used in the JWT. Then Tableau creates a session for the user. The session not
only respects the embedding scopes defined in the JWT, but also the restrictions spe-
cified in the connected app, including the allowed domains and allowed projects.

6. Tableau returns the content based on the restricted embedding context: The
embedded content only loads when the page is under an allowed domain and the con-
tent is published to an allowed project (if applicable). The authenticated user can only
interact with the embedded content by the scope defined in the JWT.

Create a connected app

Step 1: Create a connected app

Create a connected app from Tableau Cloud’s Settings page.

1. As a site admin, sign in Tableau Cloud.

2. From the left pane, selectSettings > Connected Apps.

3. Click the New Connected App button drop-down arrow and selectDirect Trust.

4. In the Create Connected App dialog box, do one of following:

a. ForREST API authorization workflows, in the Connected app name text box,

enter a name for the connected app and click theCreate button.

Note: You can ignoreAccess level andDomain allowlistwhen configuring
a connected app for REST API authorization.

b. For embedding workflows, do the following:

i. In the Connected app name text box, enter a name for the connected
app.

ii. From the Applies to drop-downmenu, selectAll project orOnly one
project to control which views or metrics can be embedded. If you
select the "Only one project" option, select the specific project to scope
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to. For more information about these two options, see Access level

(embedding workflows only).

iii. In the Domain allowlist, specify the domains using the rules described in

Domain formatting below to control where views or metrics can be

embedded.

iv. When finished, click theCreate button.

5. Next to the connected app's name, click the actionsmenu and selectEnable. For
security purposes, a connected app is set to disabled by default when created.
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6. Make note of the connected app’s ID, also known as the client ID, to use in Step 3

below.

Step 2: Generate a secret

You can generate a total of two secrets for each connected app. The second secret can be

used for secret rotation purposes to help protect against issues if a secret is compromised.

1. On the detail page of the connected app you created in Step 1, click theGenerate
New Secret button.

2. Make note of the secret ID and secret value to use in Step 3 below.

Step 3: Configure the JWT

After you’ve generated a secret, you want to enable your external application to send a valid

JWT. JWT is a standard used to securely transfer information between two parties. The

JWT is signed by your external application to securely send information to Tableau Cloud.

The JWT references the connected app, the user that the session is being generated for,

and the level of access the user should have.

A valid JWT includes the following information:

l Connected app ID, also known as the client ID, from Step 1

l Secret ID and secret value generated in Step 2

l Registered claims and header:
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Claim Name Description or required value

"kid" Secret ID Required (in header). The con-
nected app's secret key identifier.

"iss" Issuer Required (in header). Unique
issuer URI that identifies the trus-
ted connect app and its signing
key.

"alg" Algorithm Required (in header). JWT signing
algorithm. Only HS256 is sup-
ported.

"sub" Subject User name (email address) of the
authenticated Tableau Cloud user.

"aud" Audience Value must be: "tableau".

"exp" Expiration Time A valid JWT must not be expired.
The expiration time (in UTC) of the
JWT must be within the maximum
validity period, which is 10 minutes.

"jti" JWT ID Required as a claim. The
JWT ID claim provides a unique
identifier for the JWT and is case
sensitive.

"scp"

Important:Do
not use "scope".

Scope For embedding workflows, sup-
ported values include:

"tableau:views:embed"

"tableau:views:embed_

authoring"

"tableau:metrics:embed"

"tableau:ask_data:embed"
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Notes:

l Values must be passed as a
list type.

l For tableau-
:views:embed and
tableau:views:embed_

authoring, the scope
respects users’ permissions
already configured in
Tableau Cloud and allows
users to interact with the
tools in the embedded view if
available in the original view.

l We recommend the embed
code exclude the toolbar
parameter. For more inform-
ation see Known issues
(embedding workflows only)
below.

ForREST API authorization work-

flows, see REST API methods that

support JWT authorization.

(User attribute) (User attribute val-
ues)

For embedding workflows only.

You can include user attributes in

the JWT. Then when user attribute

functions are used in embedded

content, Tableau checks the

authenticated user’s context and

determineswhat data can display

at runtime.
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Notes:

l Check the Embedding API

v3 Help for known issues

that might affect your work-

flow.

l For the user attribute to
work, 1) you must enable the
Control User Access in
Authentication Work-
flows setting and 2) the con-
tent author must create a
user attribute function.

l User attributes are case
sensitive.

Example JWTs

Here are example JWTs in both Java and Python languages. The Java and Python

examples use the nimbus-jose-jwt library and the PyJWT library, respectively.

Java

import com.nimbusds.jose.*;

import com.nimbusds.jose.crypto.*;

import com.nimbusds.jwt.*;

import java.util.*;

...

String secret = "secretvalue";

String kid = "connectedAppSecretId";

String clientId = "connectedAppClientId";

List<String> scopes = new
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ArrayList<>(Arrays.asList("tableau:views:embed"));

String username = "user@domain.com";

JWSSigner signer = new MACSigner(secret);

JWSHeader header = new

JWSHeader.Builder(JWSAlgorithm.HS256).keyID(kid).customParam

("iss", clientId).build();

JWTClaimsSet claimsSet = new JWTClaimsSet.Builder()

.issuer(clientId)

.expirationTime(new Date(new Date().getTime() + 60 * 1000))

//expires in 1 minute

.jwtID(UUID.randomUUID().toString())

.audience("tableau")

.subject("username")

.claim("scp", scopes)

.claim("Region", "East")

.build();

SignedJWT signedJWT = new SignedJWT(header, claimsSet);

signedJWT.sign(signer);

model.addAttribute("token", signedJWT.serialize());

Python

import jwt

token = jwt.encode(

{

"iss": connectedAppClientId,

"exp": datetime.datetime.utcnow() + datetime.timedelta

(minutes=5),

"jti": str(uuid.uuid4()),

"aud": "tableau",

"sub": user,

"scp": ["tableau:views:embed", "tableau:metrics:embed"],

"Region": "East"

},
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connectedAppSecretKey,

algorithm = "HS256",

headers = {

'kid': connectedAppSecretId,

'iss': connectedAppClientId

}

)

After you’ve configured the JWT, when the code is run by your external application, it will gen-

erate a token.

Step 4: Next steps

For embedding workflows

After the JWT has been configured, youmust add embed code to your external application.

Ensure that you include the valid JWT you configured in Step 3 above in the web component

that your external application calls.

For more information about embedding Tableau content, see one or both of the following:

l Embed metrics, see EmbedMetrics intoWebpages topic in the Tableau Help.
l Embed Tableau views and metrics using the Tableau Embedding API v3.

Note: For users to successfully authenticate when they access embedded content,
browsersmust be configured to allow third-party cookies.

For REST API authorization workflows

After the JWT has been configured, youmust add the valid JWT to the REST API Sign In

request for authorized access. For more information, see Access Scopes for Connected

Apps.

Manage a connected app

TheConnected Apps page is where you canmanage all the connected apps for your site.

You can perform tasks such creating, deleting, and disabling connected apps; and revoking

or generating new secrets if existing secrets have been compromised.
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1. As a site admin, sign in to Tableau Cloud.

2. From the left pane, selectSettings > Connected Apps.

3. Select the check box next to the connected app you want to manage and do one or

more of the following:

l Generate a new secret according to the rotation time line specified by your
organization’s security policies. To generate an additional secret, click on the

name of the connected app and then click theGenerate New Secret button. A
connected app can have amaximumof two secrets. Both secrets can be active

at the same time, do not expire, and remain valid until deleted.

l Review the connected app details by clicking the name of the connected
app to see when the connected app was created, its ID, project and domain

scopes, and its secrets.

l Change the project scope or domain, in the Actionsmenu, selectEdit.
Make your changes and clickUpdate.

Note: If you change the project or domain scopes and the embedded content
doesn’t exist in either the new project or new domain, the embedded view or

metric is unable to display and users will see an error when accessing the

embedded content.

l Delete a secret by clicking the connected app's name. On the connected
app’s page, clickActions next to the secret and selectDelete. In the con-
firmation dialog box, selectDelete again.

Note: If the connected app’s secret is being used by a external application, the
embedded view or metric is unable to display after the secret is deleted. For

more information, see Effects of disabling or deleting a connected app, or delet-

ing a secret below.

l Disable a connected app, in the Actionsmenu, selectDisable. If the
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connected app is being used by a external application, the embedded view or

metric is unable to display after the connected app is disabled. For more inform-

ation, see Effects of disabling or deleting a connected app, or deleting a secret

below.

Effects of disabling or deleting a connected app, or deleting a secret

To display embedded content to your user or enable REST API access through a connected

app, the connected appmust be enabled and its secret generated. If the connect app is

being used in your external application and is either disabled or deleted, or its secret deleted

or replaced, users will get a 403 error.
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To avoid this issue, ensure the connect app is enabled and the JWT is using the correct

secret ID and value.

Access level (embedding workflows only)

You can select one of two project typeswhen configuring a connected app's access level.

The access level controls which content can be embedded.

l All projects: This option enables the content in all projects to be embedded.
l Only one project: This option enables only the content in the specified project to be
embedded. If the specified project contains nested projects, embedding content in
those nested projects is not enabled.

Domain allowlist rules (embedding workflows only)

The connected app’s domain allowlist enables you to restrict access to embedded Tableau

content to all domains or some domains; or exclude some domains or block all domains.

Domain options

You can select one of two optionswhen configuring a connected app’s domain allowlist:

l All domains: As the default option, this option enables unrestricted access to embed-
ded content.

l Only specific domains: This option gives you the ability to scope down access to
embedded content. If you use this option, follow the formatting rules specified in the
following section,Domain formatting.

Domain formatting

In the domain allowlist text box, you can enter one domain, multiple domains, or no domains

at all. The domain allowlist respects any formatting allowed by the CSP (Content Security

Policy) framework’s frame-ancestors header.

Note:Domain formatting rules also apply when using the Connect Appmethods in the
Tableau REST API.

Here are some formatting examples based on common scenarios:

294 Tableau Software

Tableau Cloud Help

https://content-security-policy.com/frame-ancestors/
https://help.tableau.com/current/api/rest_api/en-us/REST/rest_api_ref_connected_app.htm


To specify... Example Embedding access

Range of
domains

*.myco.com Embedded content is accessible from all
subdomains under myco.com.

Multiple discrete
domains

myco.com
events.myco.com
ops.myco.com

Embedded content is accessible from all
three domains.

No domains [no domains] Access to embedded content is blocked.

Known issues (embedding workflows only)

There are a couple of known issueswhen using connected apps that will be addressed in a

future release.

l Toolbar features:When embedded content has the toolbar parameter defined, not

all toolbar featureswill work. To work around this issue, we recommend you hide the

toolbar parameter like in the example below.

<tableau-viz id='tab-viz' src-

='https://online.tableau.com/t/<your_site>/...'

toolbar='hidden'>

</tableau-viz>

l Published data sources: Published data sources set to Prompt User for database
credentials will not display. To work around this issue, if possible, we recommend data
source owners embed their database credentials instead.

l Ask Data objects in embedded dashboards: AskData objects in embedded dash-
boardswill not load.

l Metrics and domain allowlists: Embeddedmetrics viewswill display despite
access restrictions that might be specified in the connected apps' domain allowlists.

Note:Metrics data accessed from toolbars of embedded viewswill work as expected.
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Configure Connected Apps with OAuth 2.0 Trust

As a Tableau Cloud site admin, you can register an external authorization server (EAS) to

establish a trust relationship between your Tableau Cloud site and the EAS using the

OAuth 2.0 standard protocol. By establishing a trust relationship, you’re able to:

l Provide your users a single sign-on (SSO) experience to Tableau content embedded
in your external applications through the identity provider (IdP) you’ve already con-
figured for your Tableau Cloud site

l Programatically authorize access to the Tableau REST API on users' behalf using a
JSON Web Token (JWT)

When embedded Tableau content is loaded in your external application, a standard OAuth

flow is used. After users successfully sign in to the IdP, they are then automatically signed in

to Tableau Cloud. Follow the steps described below to register your EAS with your Tableau

Cloud site.

Important:

l Some of the procedures in this topic require configuration with third party software
and services. We’ve made a best effort to verify the procedures to enable the
EAS feature on Tableau Server. However, third-party software and services might
change or your organization might differ. If you encounter issues, refer to your third-
party documentation for authoritative configuration details and support.

l In order for the session token to be valid, the clocks of the external application and the
server that hosts the external application must be set to Coordinated Universal Time
(UTC). If either clock uses a different standard, the connected app will not be trusted.

Step 1: Before you begin

To register an EAS with your Tableau Cloud site, youmust have an EAS already con-

figured. In addition, the EASmust send a valid JSONWeb Token (JWT) that contains the

registered claims and header listed in the table below.

Claim Description or required value

"kid" (Key
ID)

Required (in header). A unique key identifier from the identity pro-
vider.
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"iss"
(Issuer)

Required (in header or as a claim). Unique issuer URI, in HTTPS,
that identifies the trusted connect app and its signing key.

"alg"
(Algorithm)

Required (in header). JWT signing algorithm. Supported algorithm
names are listed in the Class JWSAlgorithm page in the javadoc.io
documentation.

"sub" (Sub-
ject)

User name (email address) of the authenticated Tableau Cloud
user.

"aud" 
(Audience)

Valuemust be: "tableau:<site_luid>"

To obtain the site LUID, you can use the Tableau REST API's Sign

Inmethod or follow the steps below to copy the site ID.Note: You
must register an EAS using the procedure described here before

you can copy the site ID.

1. Select Settings >Connected Apps and then select the
External Authorization Server connected app.

2. Click theCopy Site ID button.

"exp"
(Expiration
Time)

A valid JWTmust not be expired. The expiration time (in UTC) of

the JWTmust be within themaximum validity period, which is 10

minutes.

"jti"
(JWT ID)

The JWT ID claim provides a unique identifier for the JWT and is
case sensitive.

"scp"
(Scope)

For embedding workflows, supported values include:

"tableau:views:embed"

"tableau:views:embed_authoring"

"tableau:metrics:embed"
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"tableau:ask_data:embed"

Notes:

l Values must be passed as a list type.
l For tableau:views:embed, the scope respects users’
permissions already configured in Tableau Cloud and allows
users to interact with the tools in the embedded view if avail-
able in the original view.

l We recommend the embed code exclude the toolbar para-
meter. For more information see Known issues (embedding
workflows only) below.

ForREST API authorization workflows, see REST API methods

that support JWT authorization.

(User attrib-
utes)

For embedding workflows only.

You can include user attributes in the JWT. Then when user attrib-

ute functions are used in embedded content, Tableau checks the

authenticated user’s context and determineswhat data can display

at runtime.

Notes:

l Check the Embedding API v3 Help for known issues that

might affect your workflow.

l For the user attribute to work, 1) you must enable the Con-
trol User Access in Authentication Workflows setting
and 2) the content author must create a user attribute func-
tion.

l User attributes are case sensitive.

Note: The JWT claims above are documented in the Registered ClaimNames section in

the documentation distributed by the Internet Engineering Task Force (IETF) organization.

298 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/api/embedding_api/en-us/docs/embedding_api_user_attributes.html#known-issues
https://help.tableau.com/current/pro/desktop/en-us/functions_functions_user.htm#user_attributes
https://help.tableau.com/current/pro/desktop/en-us/functions_functions_user.htm#user_attributes
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1


Step 2: Register your EASwith Tableau Cloud

By registering your EAS with Tableau Cloud, you establish a trust relationship between the

EAS and your Tableau Cloud site. Thismeanswhen users access Tableau content embed-

ded in your external application, they are redirected to authenticate with the IdP. The EAS

generates the authentication token, which is passed to Tableau Server for verification. After

the trust relationship is verified, access to the embedded content is granted users.

Note: SomeEAS support the option to display a consent dialog that asks for users’ approval

for the application to access Tableau content. To ensure the best experience for your users,

we recommend you configure your EAS to automatically consent to the external applic-

ation’s request on users’ behalf.

1. As a site admin, sign in to Tableau Cloud.

2. From the left pane, selectSettings > Connected Apps.

3. Click the New Connected App button drop-down arrow and selectOAuth 2.0 Trust.

4. In the Create Connected App dialog box, do the one of following:

a. In the Issuer URL text box, paste the issuer URL of the EAS.

b. Select theEnable connected app. For security purposes, a connected app is
set to disabled by default when created.

Tableau Software 299

Tableau Cloud Help



c. When finished, click theCreate button.

5. After the connected app is created, copy the connected app’s site ID. The site ID is

used for the JWT's "aud" (Audience) claim described in Step 1 above.

Step 3: Next steps

For embedding workflows

After configuring your Tableau Cloud site to use your EAS, youmust add embed code to

your external application. Ensure that you include the valid JWT generated by your EAS, as

described in Step 1, in the web component that your external application calls.

For more information about embedding Tableau content, see one or both of the following:

l Embed metrics, see EmbedMetrics intoWebpages topic in the Tableau Help.
l Embed Tableau views and metrics using the Tableau Embedding API v3.

Note: For users to successfully authenticate when they access embedded content,
browsersmust be configured to allow third-party cookies.
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For REST API authorization workflows

After the JWT has been configured, youmust add the valid JWT to the REST API Sign In

request for authorized access. For more information, see Access Scopes for Connected

Apps.

Known issues (embedding workflows only)

There are a couple of known issueswhen using connected apps that will be addressed in a

future release.

l Toolbar features:When embedded content has the toolbar parameter defined, not

all toolbar featureswill work. To work around this issue, we recommend you hide the

toolbar parameter like in the example below.

<tableau-viz id='tab-viz' src-

='https://online.tableau.com/t/<your_site>/...'

toolbar='hidden'>

</tableau-viz>

l Published data sources: Published data sources set to Prompt User for database
credentials will not display. To work around this issue, if possible, we recommend data
source owners embed their database credentials instead.

Troubleshoot

When embedded content fails to display in your external application or Tableau

REST API authorization fails, you can use a browser’s developer tools to inspect and identify

error codes that might be associated with the EAS feature enabled your Tableau Cloud site.

Refer to the table below to review the description of the error code and potential resolution.

Error
code

Summary Description Potential resolution or explan-
ation

5 SYSTEM_USER_
NOT_FOUND

Tableau user
could not be
found

To resolve this issue, verify the
'sub' (Subject) claim value in the
JWT is the user name (email
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address) of the authenticated
Tableau Cloud user. This value is
case sensitive.

16 LOGIN_FAILED Login failed This error is typically caused by
one of the following claim issues
in the JWT:

l The 'exp' (Expiration Time)
exceeds the default max-
imum validity period. To
resolve this issue, review
registered claims required
for a valid JWT and ensure
the correct value does not
exceed 10 minutes.

l The 'sub' (Subject) is call-
ing an unknown user. To
resolve this issue, verify the
'sub' value is the user
name (email address) of
the authenticated Tableau
Cloud user.

142 EXTERNAL_
AUTHORIZATION_
SERVER_NOT_
FOUND

EAS not found To resolve this issue, verify the
correct issuer is being called.

143 EXTERNAL_
AUTHORIZATION_
SERVER_LIMIT_
EXCEEDED

EAS limit
exceeded

The site has reached the max-
imum allowable number (1) of
registered external authorization
servers (EAS).

144 INVALID_ISSUER_
URL

Invalid issuer
URL

The issuer URL is not valid or the
'iss' (Issuer) attribute is missing
from the JWT.
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149 EAS_INVALID_
JWKS_URI

Missing JWKS
URI

JWKSURI does not exist in the
IdPmetadata or the JWKSURI is
not configured in Tableau. To
resolve this issue, configure a
valid JWKSURI.

150 EAS_RETRIEVE_
JWK_SOURCE_
FAILED

Failure in
retrieving key-
source

To resolve this issue, verify the
JWKSURI is configured correctly.

151 EAS_RETRIEVE_
METADATA_
FAILED

Failure in
retrieving
metadata
from issuerUrl

To resolve this issue, verify the
JWKSURI is configured correctly.

10081 COULD_NOT_
RETRIEVE_IDP_
METADATA

Missing
EAS metadata
endpoint

To resolve this issue, verify the
EAS is configured correctly and
the correct issuer is being called.

10082 AUTHORIZATION_
SERVER_ISSUER_
NOT_SPECIFIED

Missing issuer To resolve this issue, verify the
correct issuer is being called.

10083 BAD_JWT JWT header
contains
issues

The 'kid' (Secret ID) or 'cli-
entId' (Issuer) claims are miss-
ing from the JWT header. To
resolve this issue, ensure this
information is included.

10084 JWT_PARSE_
ERROR

JWT contains
issues

To resolve this issue, verify the fol-
lowing:

l The 'aud' (Audience) value
referenced in the JWT uses
the "tableau" value. This
value is case sensitive.

l The 'aud' (Audience) and
'sub' (Subject) are
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included in the JWT.

10085 COULD_NOT_
FETCH_JWT_
KEYS

JWT could not
find keys

Could not find the secret.

To resolve this issue, verify the

correct issuer is being called.

10087 BLOCKLISTED_
JWS_
ALGORITHM_
USED_TO_SIGN

Issue with the
JWT signing
algorithm

To resolve the issue, you can
remove the signing algorithm.

10088 RSA_KEY_SIZE_
INVALID

Issue with
JWT signing
requirements

To resolve this issue, verify with
the EAS or IdP the JWT is being
signed with an RSA key size of
2048.

10091 JTI_ALREADY_
USED

Unique
JWT required

The JWT has already been used
in the authentication process. To
resolve this issue, the EAS or
IdP must generate a new JWT.

10094 MISSING_
REQUIRED_JTI

Missing
JWT ID

To resolve this issue, verify the
'jti' (JWT ID) is included in the
JWT.

10095 EXTERNAL_
AUTHZ_SERVER_
DISABLED

EAS disabled The connected app for the EAS
registered to the site is disabled.

10096 JWT_
EXPIRATION_
EXCEEDS_
CONFIGURED_
EXPIRATION_
PERIOD

The 'exp' (Expiration Time)
exceeds the default maximum
validity period. To resolve this
issue, review registered claims
required for a valid JWT and
ensure the correct value does not
exceed 10 minutes.

10097 SCOPES_ Issues with This error can occur when the
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MALFORMED scopes claim 'scp' (Scope) claim is either miss-
ing from the JWT or not passed as
a list type. To resolve this issue,
verify 'scp' is included in the JWT
and passed as a list type. For
troubleshooting help with a JWT,
see Debugger on the auth0 site.

10098 JWT_UNSIGNED_
OR_ENCRYPTED

JWT is
unsigned or
encrypted

Tableau does not support an
unsigned or encrypted JWT.

10099 SCOPES_
MISSING_IN_JWT

Missing
scopes claim

The JWT is missing the required
'scp' (Scope) claim. To resolve
this issue, verify 'scp' is included
in the JWT. For troubleshooting
help with a JWT, see Debugger
on the auth0 site.

10100 JTI_
PERSISTENCE_
FAILED

Unexpected
JWT ID error

There was a unexpected error
with the 'jti' (JWT ID). To
resolve this issue, a new JWT with
a new 'jti' must be generated.

Access Scopes for Connected Apps

Beginning in June 2022, using Tableau connected apps, you can programmatically call and

access the Tableau REST API through your custom application on behalf of Tableau Cloud

users. Access to the REST API is enabled by a JSONWeb Token (JWT) defined as part of

the initial Sign In request. The JWTmust contain scopes that define the REST API methods

that are available to your custom application and its users through the connected app.

Authorize access to the REST API using connected apps to:

l Enhance efficiency—using a JWT as a bearer token enables a simplified imper-
sonation with one request to the Sign In endpoint instead of two requests
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l Extend and automate complex Tableau integrations and backend queries—such as
dynamic content retrieval and advanced filtering

Scope actions

Connected apps use scopes that grant access to content or administrative actions through

the REST API methods that support JWT authorization (below). A scope is a colon-sep-

arated string that starts with the namespace tableau, followed by the Tableau resource

that access is being granted to, such as datasources, and endswith the action that is

allowed on the resource, such as update.

The action a scope can take include:

l create

l read

l run

l update

l download

l delete

For example, a scope that allows your custom application to call the Update Data Source

method looks like:

tableau:datasources:update

Scope types

The type of scope you use depends on the content or administrative action that you want to

enable. Scopes generally fall into one of the following types: content read, individual, wild-

card, and cross-category.

l Content read scope: The content read scope, tableau:content:read,
enables supported GETmethods for Tableau content. When you use this scope, you

enable actions acrossREST API categories. More specifically, using this scope you

enable GETmethods for data sources, metrics, views, workbooks, projects, and

sites.
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Note: To enable GETmethods for administrative actions, like users and groups, you
can use their individual scopes.

l Individual scopes: To enable supported content and administrative actions, you can
use their individual scopes. An individual scope is generally associated with a single

method and REST API category.

Examples:

l To enable publish or update a data source action, you can use the individual
tableau:datasources:create or tableau:datasources:update
scope, respectively.

l For administrative actions like add or remove users, you can use the individual
tableau:users:create or tableau:users:delete scope, respect-
ively.

Note: There are some individual scopes that can enable actions acrossREST API cat-
egories. For example, tableau:views:download enables actions in the view

data and workbooksREST API categories.

l Wildcard scopes: For certain scopes, you can replace the action with the wildcard
character (*) to enable supported actionswithin a specific REST API category.

Examples:

l You can use the tableau:projects:* wildcard scope to enable the create,
delete, update actions in the projects REST API category.

l You can use the tableau:users:* wildcard scope to enable the query, add,
delete, update actions in the users REST API category.

l Cross-category scopes: In addition to the content read scope, there are a few addi-

tional scopes that, if used, enable supported actions across different REST API cat-

egories.

Examples:

l If using the tableau:tasks:run scope, you enable actions in the data
sources and workbooks REST API categories.

Tableau Software 307

Tableau Cloud Help



l Again, if using the tableau:views:download scope, you enable actions in
the view data and workbook REST API categories.

l If using permissions scopes like tableau:permissions:update or
tableau:permissions:delete, you enable actions in the data sources,
workbooks, and projects REST API categories.

Summary of how to authorize REST API access

The following list summarizes the steps to request access to the REST API through a JWT:

1. Create a connected app using one of the following methods:
l Configure Connected Appswith Direct Trust
l Configure Connected Appswith OAuth 2.0 Trust

2. Generate a valid JWT—at runtime your custom application will generate a valid
JWT, configured with the scopes you have included

3. Make a Sign In request—your custom application will make a Sign In request using
the JWT to return a Tableau credentials token and site ID (LUID)

4. Use the Tableau access token in subsequent requests—in subsequent
REST API calls, use 1) the Tableau credentials token as the X-Tableau-Auth
header value and 2) the site ID (LUID) in the request URI

Example

For example, suppose you create a connected app using direct trust. Using direct trust, your

custom application that calls the REST API generates a valid JWT using the client ID and cli-

ent secret generated by the connected app.

Scopes in the JWT

To successfully authorize access to the REST API, the JWTmust also contain the scopes

that define the REST API capabilities. For example, to enable various data source-related

methods, youmight include the following scopes in the JWT:

"tableau-

:con-

tent:read","t-
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ableau-

:data-

sources:cre-

ate","t-

ableau-

:data-

sources:up-

date","tableau:datasources:download","tableau:tasks:run"

Or

"tableau-

:content:read","tableau:datasources:*","tableau:tasks:run"

Note: Scope valuesmust be passed as a list type.

Sign In Request URI

Tomake a call to the REST API, your custom applicationmust first make a Sign In request to

generate a Tableau credentials token.

POST https://us-west-2b.online.tableau.com/api/3.16/auth/signin

Request body

To authorize REST API access using a JWT, the Sign In request bodymust contain the valid

JWT like the example below.

<tsRequest>

<credentials jwt-

="eyJ-

pc3MiOiI4ZTFiNzE3Mi0zOWMzLTRhMzItODg3ZS1mYzJiNDExOWY1NmQiLCJh-

bGciOiJIUzI1NiIsImt-

pZCI6ImIwMTE1YmY5LTNhNGItNGM5MS1iMDA5LWNmMGMxNzBiMWE1NiJ9.eyJh-

dWQiOiJ0YWJsZWF1Ii-

wic3ViI-
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joicm1vaGFuQHRhYmxlYXUuY29tIi-

wic2NwIjp-

bInRhYmxlYXU6c2l0ZXM6cmVhZCJdLCJp-

c3MiOiI4ZTFiNzE3Mi0zOWMzLTRhMzItODg3ZS1mYzJiNDExOWY1NmQiLCJleHA-

iOjE2NDg2Njg0Mzk-

sIm-

p0aSI6IjY1ZWFmMmYxLTNmZTgtNDc5Ny1hZmRiLTMyODMzZDVmZGJkYSJ9.mUv2-

o4gtBTrMVLEXY5XTpzDQTGvfE2LGi-3O2vdGfT8">

<site contentUrl="mycodotcom"/>

</credentials>

</tsRequest>

Response body

The Sign In request produces the following response body, which includes the Tableau cre-

dentials token.

<tsResponse>

<credentials token="12ab34cd56ef78ab90cd12ef34ab56cd">

<site id="9a8b7c6d5-e4f3-a2b1-c0d9-e8f7a6b5c4d" con-

tentUrl=""/>

<user id="9f9e9d9c-8b8a-8f8e-7d7c-7b7a6f6d6e6d" />

</credentials>

</tsResponse>

After the Tableau access token is generated, add the Tableau credentials token to the

header of all subsequent REST API requests.

Header

X-Tableau-Auth:12ab34cd56ef78ab90cd12ef34ab56cd

All subsequent REST API requests using the Tableau access token are then bounded by

the scopes in the JWT.
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REST API methods that support JWT authorization

The following scopes can be associated with the connected app to define access andmeth-

ods your custom application can have to the REST API on users' behalf.

Notes:

l For other REST API capabilities not listed in the table below, you can use other author-
ization mechanisms to access the methods. For more information, see Authentication
Methods in the Tableau REST API Help.

l For scopes supported by the Embedding API v3, see one of the following:
l Configure Connected Appswith Direct Trust
l Configure Connected Appswith OAuth 2.0 Trust

Method Scope Description

No scope (No scope) When no scopes are
defined in the JWT,
access to the
REST API is denied.

(Content
read scope)

tableau:content:read Enables query actions
for Tableau content:
data sources, metrics,
views, workbooks, and
projects.

Data
sources

Publish data
source

tableau:datasources:create Publish a data source
to a site or append
data to an existing pub-
lished data source.

Query data
source

tableau:content:read Get information about
a published data
source.

Query data tableau:content:read Get information about
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Method Scope Description

sources all published data
source on a site.

Query data
source con-
nections

tableau:content:read Get server address,
port, user name, or
password information
about a published data
source.

Update data
source

tableau:datasources:update Update owner, project
or certification status of
the data source.

Update data
source con-
nection

tableau:datasources:update Update server
address, port, user
name, or password of
the data source con-
nection.

Update data
source now

tableau:tasks:run Run extract refresh.

(Data source
methods)

tableau:datasources:* Enables publish and
update data source
actions.

Flows

Publish flow tableau:flows:create Publish a flow.

Metrics

Get metric tableau:content:read Get a metric.

Delete met-
ric

tableau:metrics:delete Delete a metric.

List metrics tableau:content:read Get list of metrics for a
site.
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Method Scope Description

Query met-
rics data

tableau:metrics:download Get underlying data of
a metric in comma-sep-
arated value (.csv)
format.

Update met-
ric

tableau:metrics:update Update owner, project,
suspend status, and
name of the metric.

(Metrics
methods)

tableau:metrics:* Enables query,
update, and delete met-
rics actions.

Views

Delete cus-
tom view

tableau:views:update Delete the specified
custom view.

Get custom
view

tableau:content:read Get the details of a spe-
cified custom view.

Get custom
view image

tableau:views:download Download a .png
format image file of a
specified custom view.

Get view tableau:content:read Get details about a
view.

Get view by
path

tableau:content:read Get details for all views
on a site using the spe-
cified name.

List custom
views

tableau:content:read Get a list of custom
views on a site.

Query view
data

tableau:views:download Get a view rendered in
comma-separated
value (.csv) format.
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Method Scope Description

Query view
PDF

tableau:views:download Get a view as a PDF
(.pdf) file.

Query view
image

tableau:views:download Get a view as an image
(.png) file.

Query views
for site

tableau:content:read Get all views for a site.

Query views
for workbook

tableau:content:read Get all views for the
specified workbook.

Query view
preview
image

tableau:views:download Get the thumbnail
image (.png) of the
view.

Update cus-
tom view

tableau:views:update Change the owner or
name of an existing
custom view.

Workbooks

Publish work-
book

tableau:workbooks:create Publish a workbook
(.twb or .twbx).

Query work-
book

tableau:content:read Get a specified work-
book and its details.

Query work-
book for site

tableau:content:read Get a list of workbooks
published to a site.

Query work-
book pre-
view image

tableau:workbooks:download Get the thumbnail
image (.png) of the
workbook.

Update work-
book

tableau:workbooks:update Modify an existing
workbook.

Update work- tableau:workbooks:update Update the connection
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Method Scope Description

book con-
nection

information.

Update work-
book now

tableau:tasks:run Initiate a workbook
refresh outside of a
scheduled task.

(Workbooks
methods)

tableau:workbooks:* Enables publish,
update, download, and
preview image work-
book actions.

Publish

Append to
file upload

tableau:file_uploads:create Upload a block of data
and append it to the
data that is already
uploaded - to be used
after an upload has
been initiated using the
"initiate file upload"
method.

Initiate file
upload

tableau:file_uploads:create Initiate the upload pro-
cess of a file.

Download

Download
data source

tableau:datasources:download Download the data
source (.tdsx).

Download
view
crosstab
Excel

tableau:views:download Download an Excel
(.xlsx) file containing
crosstab data from the
view.

Download
workbook

tableau:workbooks:download Download a workbook
(.twb or .twbx).
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Method Scope Description

Download
workbook
revision

tableau:workbooks:download Download a specific
version of the work-
book (.twb or .twbx).

Download
workbook
PDF

tableau:views:download Download a PDF (.pdf)
file containing images
of the sheets in the
workbook.

Download
workbook
Power Point

tableau:views:download Download a Power
Point (.pptx) file con-
taining slides of the
sheets in the work-
book.

Users

Add user to
group

tableau:groups:update Add a user to a group.

Add user to
site

tableau:users:create Add a user and assign
the user to a site.

Get users in
group

tableau:groups:read Get a list of users in a
group.

Get users on
site

tableau:users:read Get all users on a site.

Query user
on site

tableau:users:read Get a user on a site.

Remove
users from
group

tableau:groups:update Remove a user from a
group.

Remove
user from

tableau:users:delete Remove the user from
a site.
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Method Scope Description

site

(Users meth-
ods)

tableau:users:* Enables add, query,
update, and remove
users actions.

Groups

Create
group

tableau:groups:create Create a group.

Delete group tableau:groups:delete Delete a group.

Get groups
for user

tableau:users:read Get a list of groups that
a user belongs to.

Query
groups

tableau:groups:read Get a list of groups on
a site.

Update
group

tableau:groups:update Update a group.

(Groups
methods)

tableau:groups:* Enables create, query,
update, and delete
groups actions.

Projects

Create pro-
ject

tableau:projects:create Create a project.

Delete pro-
ject

tableau:projects:delete Delete a project.

Query pro-
ject

tableau:content:read Get a list of projects.

Update pro-
ject

tableau:projects:update Update the name,
description, or project
hierarchy of the pro-
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Method Scope Description

ject.

(Projects
methods)

tableau:projects:* Enables create,
update, and delete pro-
jects actions.

Permissions

Add data
source per-
missions

tableau:permissions:update Add permissions to a
data source for a
Tableau Server user or
group.

Add default
permissions

tableau:permissions:update Add default permission
capabilities to a user or
group, for metric, flow,
workbook, data
source, data role, or
lens resources in a pro-
ject.

Add project
permissions

tableau:permissions:update Add permissions to a
project for a user or
group

Add view per-
missions

tableau:permissions:update Add permissions to a
view for a user or
group.

Add work-
book per-
missions

tableau:permissions:update Add permissions to a
specified workbook for
a user or group.

Delete data
source per-
missions

tableau:permissions:delete Delete default per-
mission capabilities of
a user or group, for
metric, flow, workbook,
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Method Scope Description

data source, data role,
or lens resources in a
project.

Delete
default per-
missions

tableau:permissions:delete Delete default per-
mission capabilities of
a user or group, for
metric, flow, workbook,
data source, data role,
or lens resources in a
project.

Delete pro-
ject per-
missions

tableau:permissions:delete Delete the project per-
mission for a user or
group.

Delete view
permissions

tableau:permissions:delete Delete the view per-
mission for a user or
group.

Delete work-
book per-
missions

tableau:permissions:delete Delete the workbook
permission for a user
or group.

Query data
source per-
missions

tableau:permissions:read Get a list of per-
missions for the data
source.

Query
default per-
missions

tableau:permissions:read Get default permission
capabilities of users
and groups for metrics,
workbooks, and data
sources.

Query pro-
ject per-
missions

tableau:permissions:read Get a list of per-
missions for the pro-
ject.
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Method Scope Description

Query view
permissions

tableau:permissions:read Get a list of per-
missions for the view.

Query work-
book per-
missions

tableau:permissions:read Get a list of per-
missions for the work-
book.

(Permissions
methods)

tableau:permissions:* Enables add, query,
update, delete per-
missions actions.

Site

Get recently
viewed site

tableau:content:read Get views and work-
books details on the
most recently created,
updated, or accessed
by the signed in user.

Query views
for site

tableau:content:read List all views on a site.

Update site tableau:sites:update Update a site.

(Sites meth-
ods)

tableau:sites:* Enables create, query,
update, and delete
sites actions.

Troubleshoot scopes

401001 - signin error

If you encounter error 401001, theSign In response body is appended with one of the fol-
lowing additional connected apps-specific error codes: 16, 10084, or 10085.

For example, in the following response body, "10084” is the connected apps error code you

can use to help troubleshoot issueswith signing in to Tableau Cloud using a JWT for REST

API authorization.
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<error code="401001">

"summary": "Signin Error",

"detail": "Error signing in to Tableau Cloud (10084)"

</error>

To help resolve the issue, refer to the description of the applicable error code and its potential

causes.

l 16: Could not find user—this error can occur because the incorrect "sub" (user

name) was specified

l 10084: Could not parse access token—this error can occur for the following reas-

ons:

l JWT is invalid or there was an unexpected problem
l Incorrect "aud" (audience) was specified
l For direct trust, there was a problem with signing the secret

l 10085: Could not fetch secret to verify signature for client ID—this error can

occur for the following reasons:

l Incorrect client ID in "iss" specified
l For direct trust, incorrect "kid" (secret ID) was specified
l For OAuth 2.0 trust, unable to fetch keys from the JWKSource

401002 - unauthorized access error

If you encounter error 401002 and have confirmed that you have the appropriate per-

missions tomake the request, ensure the scope included in the JWT is correct andmatches

the request you're trying tomake. For a list of endpoints and supported scopes, see the

REST API methods that support JWT authorization section above.

Troubleshoot Connected Apps

When embedded content fails to display in your custom application or Tableau

REST API authorization fails, you can use a browser’s developer tools to inspect and identify

error codes that might be associated with the Tableau connected app that’s used to display

the embedded content.
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Refer to the table below to review the description of the error code and potential resolution.

Error
code

Summary Description Potential resolution or explan-
ation

5 SYSTEM_
USER_NOT_
FOUND

Tableau user
could not be
found

To resolve this issue, verify the 'sub'
(Subject) claim value in the JWT is
the user name (email address) of the
authenticated Tableau Cloud user.
This value is case sensitive.

16 LOGIN_FAILED Login failed This error is typically caused by one
of the following claim issues in the
JWT:

l The 'exp' (Expiration Time)
exceeds the default maximum
validity period. To resolve this
issue, review registered
claims required for a valid
JWT and ensure the correct
value does not exceed 10
minutes.

l The 'sub' (Subject) is calling
an unknown user. To resolve
this issue, verify the 'sub'
value is the user name (email
address) of the authenticated
Tableau Cloud user.

126 CONNECTED_
APP_NOT_
FOUND

The con-
nected app
could not be
found

To resolve this issue, verify the con-
nected app is enabled and the cor-
rect client ID (also known as the
connect app ID) is referenced in the
JWT.

127 CONNECTED_
APP_SECRET_
NOT_FOUND

The con-
nected app's

To resolve this issue, verify the cor-
rect connected app's secret ID and
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secret could
not be found

secret value are referenced in the
JWT.

128 CONNECTED_
APP_SECRET_
LIMIT_
EXCEEDED

Maximum
limit for
secrets has
been
reached

Amaximum of two secrets are
allowed for a connected app. This
error can occur when there's an
attempt to create a third secret.

To resolve this issue, delete a secret

from the connected app before cre-

ating a new one.

133 INVALID_
CONNECTED_
APP_DOMAIN_
SAFELIST

Domain
allowlist con-
tains one or
more invalid
characters

This error can occur when the
domain allowlist contains one or
more invalid characters.

10083 BAD_JWT JWT header
contains
issues

The 'kid' (Secret ID) or 'clientId'
(Issuer) claims are missing from the
JWT header. To resolve this issue,
ensure this information is included.

10084 JWT_PARSE_
ERROR

JWT contains
issues

To resolve this issue, verify the fol-
lowing:

l The 'aud' (Audience) value ref-
erenced in the JWT uses the
"tableau" value. This value is
case sensitive.

l The 'aud' (Audience) and
'sub' (Subject) are included in
the JWT.

10085 COULD_NOT_
FETCH_JWT_
KEYS

JWT could
not find keys

Could not find the secret.

To resolve this issue, verify the cor-

rect 'kid' (Secret ID) is used in the
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JWT header.

10089 CONNECTED_
APP_NOT_
FOUND

Could not
find con-
nected app

To resolve this issue, ensure the
issuer is calling the correct con-
nected app ID (also known as the cli-
ent ID).

10090 CONNECTED_
APP_DISABLED

Connected
app is dis-
abled

The connected app used to verify
trust is disabled. To resolve this
issue, enable the connected app.

10091 JTI_ALREADY_
USED

Unique
JWT required

The JWT has already been used in
the authentication process. To
resolve this issue, a new JWT must
be generated.

10094 MISSING_
REQUIRED_JTI

Missing
JWT ID

To resolve this issue, verify the 'jti'
(JWT ID) is included in the JWT.

10096 JWT_
EXPIRATION_
EXCEEDS_
CONFIGURED_
EXPIRATION_
PERIOD

Issue with
expiration
time

The 'exp' (Expiration Time) exceeds
the default maximum validity period.
To resolve this issue, review
registered claims required for a valid
JWT and ensure the correct value
does not exceed 10 minutes.

10097 SCOPES_
MALFORMED

Issues with
scopes claim

This error can occur when the 'scp'
(Scope) claim is either missing from
the JWT or not passed as a list type.
To resolve this issue, verify 'scp' is
included in the JWT and passed as a
list type. For troubleshooting help
with a JWT, see Debugger on the
auth0 site.

10098 JWT_
UNSIGNED_
OR_
ENCRYPTED

JWT is
unsigned or
encrypted

Tableau does not support an
unsigned or encrypted JWT.
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10099 SCOPES_
MISSING_IN_
JWT

Missing
scopes claim

The JWT is missing the required
'scp' (scope) claim. To resolve this
issue, verify 'scp' is included in the
JWT. For troubleshooting help with a
JWT, see Debugger on the auth0
site.

10100 JTI_
PERSISTENCE_
FAILED

Unexpected
JWT ID error

There was a unexpected 'jti'
(JWT ID) error. To resolve this issue,
a new JWT with a new 'jti' must be
generated.

Monitor Site Activity

Find Admin Views

The Site Status page contains an embedded Tableau workbookwith various admin views.

These views help you tomonitor different types of site activity.

l Allows you to access the Admin Insights project, which you can use to build custom

admin views about your site.

l Shows you general site activity for Tableau Cloud.

l Shows you general Tableau Bridge activity.

Navigate to admin views

To see the Admin Insights project or admin views, clickSite Status. Site administrators can
see administrative views for their site.

Use Admin Insights to Create Custom Views

You can get more visibility into your Tableau Cloud deployment by using Admin Insights.
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Admin Insights is a Tableau Cloud-only project that is pre-populated with carefully curated

data sources and a pre-built workbook of your site's data. Using the resources available to

you through the Admin Insights project, you can create custom views to help answer a

range of common questions youmight have about your site.

For example:

l What'smy Tableau Cloud adoption rate in my organization?

l What are common trends around the site’s deployment?

l What content is popular?

l What aremy users doing?

l How should licenses be allocated?

Connect to Admin Insights data

If you're a site admin or someone who has been granted access to the Admin Insights pro-

ject, you can access the Admin Insights data sources directly from Tableau Cloud using

Web Authoring or through Tableau Desktop.

From Tableau Cloud

1. Sign in to Tableau Cloud and navigate to theAdmin Insights project.

2. SelectCreate >Workbook and select one of the data sources to get started.

From Tableau Desktop

1. Open Tableau Desktop, under Connect, select Tableau Server.

Note: If you're not already signed in to Tableau Cloud, in the Tableau Server
Sign In dialog box, click the Tableau Cloud hyperlink. Enter your Tableau Cloud
credentials and then clickSign In.
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2. In the search box, type the name of the data source you're looking for.

3. Select a data source and clickConnect to get started with your analysis.

Start creating custom views

As you think about how you want to approach the analysis of your site and user metrics, con-

sider some of the following questions that organizations commonly ask:

l What are themost popular views or data sources?

l Who are themost active users (i.e., who are the power users)?

l What are themost common tasks performed on the site?

l How many licenses are being used?

l Who hasn't signed in to the site in more than 90 days?

Explore the pre-built workbook

To help you answer the previous questions (andmore), go to the pre-built workbook, Admin

Insights Starter, to see what kind of insights it can offer. The workbook serves as a template

for creatingmore detailed dashboards and workbooks that address unique questions related

to your site or organization.

User Drilldown
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Focus: Site activity
Data source: TS Users

Use this dashboard to explore high-level site activity by user role.

This dashboard shows you some of the ways you can analyze your site’s log and activity

metrics. Although Admin Insights captures up to 90 days of data (365 dayswith an

AdvancedManagement license), the “Last Publish” and “Last Access” dates can go back to

as early as the date the site was created.

Do more with this dashboard:

l Change the "Inactivity threshold" (yellow by default) using the parameter control in

the upper-right corner.

l Create URL actions that can email users based on their activity type. For example,

email users when they haven’t signed in to the site, accessed content, or published

content in the last 90 days.

l Create additional views for this dashboard that compares the last 90 days (default) of

activity (sign in, access, or publish) to the last 30 days, 60 days, and all days.

Group Drilldown

Focus:Groupmembership and licensing
Data source:Groups, TS Events, TS Users

The dashboard shows you the count of groups and grouped users on the site. Use the filters

or click a row or mark in the Group Breakdownworksheet to select a group. After a single

group is selected, you can view membership and license details.

The dashboard shows you the following type of information:

l Groupmembership: How many groups and grouped users are on the site

l License consumption: The percentage of groups using licenses on sign-in
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l Site roles and license type:Which users aremembers of the group and what site role

are they assigned

Do more with this dashboard: Select a user from themembership worksheet to email all

groupmembers.

Login Activity Drilldown

Focus: Sign-in activity
Connects to: TS Events (primary), TS Users (secondary)

Use this dashboard to explore trends in sign-in activity.

Using the “Select Events or Distinct Actors” selector on the left, you can see your site’s

weekly, daily, and hourly sign-in-related activity. Because there are two data sources behind

this dashboard, you can see sign-ins by all users, not just users with recent sign-in activity.

Do more with this dashboard:Duplicate the dashboard and keep only the “Login user
breakdown.” Then change the filter on the “Last Login Date” to null to see a list of users who

have never signed in to the site. You can also email them depending on what kind of action

you want users to take.

Traffic and Adoption Drilldown & Publish Event Drilldown

Focus:Content access and usage
Connects to: TS Events

The information in the dashboards show you the following type of information:

l View access activity: When a view has been accessed and bywhom.

l Data source access activity: When 1) a published data source has been connected to

throughWeb Authoring or Tableau Desktop or 2) a user has viewed or published a

workbook that uses the published data source.

l Workbook publish activity: When a workbook has been published and bywhom.
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l Data source publish activity: When a published data source has been published and

bywhom.

Do more with this dashboard: Using the “Project Name” selector in the upper-right
corner, select a project on your site to filter on. This filter affects all sheets in the Admin

Insights Starter.

Stale Content

Focus:Content usage and disk space
Connects to: Site Content, TS Events

The dashboard shows you the following type of information:

l Disk space usage by activity: Amount of space used by stale content and content con-

sidered active - content accessed in the time frame below the stale threshold.

l Space used by item: Amount of space used by content on the site. The x-axis shows

the number of days since the content was last viewed, while the y-axis shows the

size.

l Space used by stale and unused content: Total amount of space used by stale and

unused content. You can use this information to determine which content is themost

stale or takes themost space.

Do more with this dashboard:

l Use the Inactivity Threshold to determine how long content can go unused before it’s

deemed stale. Changing this value filters content items that don't meet the threshold.

l Use the Project Name selector to filter content by project. This filter affects all sheets

in the Admin Insights Starter.

l Tomaintain a clean site, remove content that is no longer in use. If you’re unsure,

select an item to email the content owner before deleting it.
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Stats for Space Usage

Focus:Content ownership and disk space
Connects to: Site Content, TS Events

The dashboard shows you the following type of information:

l Site capacity: Amount of space used in relation to the total site capacity.

l Space usage by project: Amount of space used by top-level projects. Selecting a pro-

ject filters the other worksheets to show content items, size, and ownership details.

l Space usage by item: Amount of space used by content items, such asworkbooks,

data sources, flows, and virtual connections.

l Space usage by user: Check how much space content owners are using and identify if

any groups or users are exceeding their allotted space.

Do more with this dashboard:

l Use the Project Name selector to filter content by project. This filter affects all sheets in

the Admin Insights Starter.

l Select an item or user to send an email and clarify how the content is used.

Explore the data sources

Alternatively, you can connect to the Admin Insights data directly. Explore the data on your

own by hovering over each field (both dimensions andmeasures) to read a description of the

data that's being captured.

TS Events
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TS Events functions as a primary audit data source. It contains data about the various

events happening on your site, including sign-ins, publishes, and accessed views.

Example: What are the most popular views?

1. Connect to the TS Events data source using one of the procedures listed in Connect

to Admin Insights data.

2. From the Data pane, drag "ItemName" to the Rows shelf and "Number of Events" to

the Columns shelf.

3. From the Data pane, drag "Item Type" to the Filters shelf, and select theView check

box.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

l Join TS Events to TS Users on "Actor User ID = User ID"

l Join TS Events to Site Content on "Item ID = Item ID" and "Item Type = Item Type"

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

TS Users

TS Users contains data about your users such as remaining licenses, site roles, and work-

books and views owned by a user.

Example: How many licenses are being used?

1. Connect to the TS Users data source using one of the procedures listed in Connect

to Admin Insights data.

2. From the Data pane, drag "Measure Names" to the Rows shelf and "Measure Val-

ues" to the Columns shelf.
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3. Right-click theMeasure Names field in the Rows shelf and selectShow Filter.

4. Click theMeasure Names filter drop-downmenu, and selectCustomize > Show
Apply Button.

5. In the filter, select "Total Allowed Licenses" and "Total Occupied Licenses" check

boxes, and then clickApply.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

l Join TS Users to Groups on “User LUID = User LUID”

l Join TS Users to TS Events on “User ID = Actor User Id”

l Join TS Users to Site Content on “User Email = Owner Email” or “User Email = Item

Parent Project Owner Email”

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

Groups

Groups identifies the groupmembership of users. There is one row of data for each unique

combination of group and user pairing. Groupswithout members, and users not in a group,

will be included as a row of data with null values represented as "NULL".

Example: Which users are in a given group?

1. Connect to the Groups data source using one of the procedures listed in Connect to

Admin Insights data.

2. From the Data pane, drag "Group Name" to the Rows shelf.

3. (Optional) In the view, select the groups you want to explore, and then selectKeep
Only.
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4. From the Data pane, drag "User Email" to the Rows shelf, placing it to the right of the

Group Name field.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

l Join Groups to TS Users on "User LUID = User LUID"

For more information, see Join Your Data in Tableau Desktop Help.

Site Content

Site Content provides essential governance information about the projects, data sources,

flows, workbooks, and views on a site. The data provided about a content itemmay be

unique to its item type. Item typeswith unique fields are in folders with titles that correspond

to their Item Type.

Note:Users that connect to the Site Content data source will see data about all content
items on the site, regardless of the permissions set for each item. Keep this in mind if

you plan to distribute to non-administrative users.

Example: What percent of the site's published data sources are certified?

1. Connect to the Site Content data source using one of the procedures listed in Con-

nect to Admin Insights data.

2. From the Data pane, drag "Migrated Data (Count)" to the Columns shelf.

3. From the Data pane, drag "Data Source Content Type" to the Filters shelf, remove

the selection next to theAll check box, and select thePublished check box.

4. From the Data pane, drag "Data Source Certified" to Color on theMarks card.
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5. Right-click the "CNT (Migrated Data)" field in the Columns shelf and selectQuick
Table Calculation > Percent of Total.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

l Join Site Content to TS Events on “Item ID = Item ID” and “Item Type = Item Type”

l Join Site Content to TS Users on “Owner Email = User Email” or “Owner Email = Item

Parent Project Owner Email"

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

Viz Load Times

Viz Load Times contains the load time information for views on your site to help content

authors better understand the user experience when loading views.

Example: Which views take the longest to load?

1. Connect to the Viz Load Times data source using one of the procedures listed in Con-

nect to Admin Insights data.

2. From the Data pane, drag "ItemName" to the Rows shelf and "Duration" to the

Columns shelf.

3. From the Data pane, drag "Status Code Type" to the Filters shelf and select theSuc-
cess check box.

4. In the Columns shelf, right-click "Dimensions" and selectMeasure (Count) >
Median.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".
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l Join Viz Load Times to TS Events and Site Content on “ItemRepository URL = Item

Repository URL”

l Join Viz Load Times to TS Events and Site Content on “Item Type = Item Type”

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

Job Performance

Job Performance contains events and runtime information for background jobs on the site.

Jobs include extract refreshes, Bridge refreshes, and flow runs.

Example: How many extract refreshes and flow runs occur on the site?

1. Connect to the Job Performance data source using one of the procedures listed in

Connect to Admin Insights data.

2. From the Data pane, drag "ItemName", "Item Type", "Owner Email", and "Job Type"

to the Rows shelf.

3. In the Rows shelf, right-click "ItemName" and selectSort.

4. In the Sort window, selectSort By > Field and Field Name > Job ID. Close the win-
dow.

5. From the Data pane, drag "Started At (local)" to the Columns shelf.

6. In the Columns shelf, right-click "Started At (local)" and selectExact Date. This con-
verts the dimension to ameasure.

7. From the Data pane, drag "Job Result" to Color and "Job Execution Duration (Days)

to Size on theMarks card.

Example: What is the average job queued duration?
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1. Connect to the Job Performance data source using one of the procedures listed in

Connect to Admin Insights data.

2. From the Data pane, drag "Started At" to the Columns shelf and "Started At (local)" to

the Rows shelf.

3. In the Columns shelf, right-click "Started At" and selectDay from the second set of val-

ues (i.e., May 11, 2022). This converts the field to ameasure.

4. In the Rows shelf, right-click "Started At (local) and selectMore > Hour from the first

set of values (i.e., 9).

5. On the Marks card, select Square from the Shape drop-down menu.

6. From the Data pane, drag "JobQueued Duration" to Color on theMarks card. Right-

click the field and selectMeasure > Average.

7. From the Data pane, drag "Job ID" to Size on theMarks card. Right-click the field and

selectMeasure > Count (Distinct).

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

l Join Job Performance to Site Content on "Item ID = Item ID"

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

Permissions

Permissions contains the effective permissions for all users and content on the site. Admin-

istrators can use the data source to identify gaps in permissions security and ensure that only

the appropriate users can access content items.
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Note: Site roles determine themaximum capabilities a user can have. For example, a

Viewer can’t web edit, even if they are allowed in a user or group rule. Based on the

order that permissions are evaluated, usersmay have different capabilities than listed

in the data source. For more information, see Effective permissions.

Example: Which users and groups have access to content?

1. Connect to the Permissions data source using one of the procedures listed in Con-

nect to Admin Insights data.

2. From the Data pane, drag "Item Type", "ItemName", "ItemParent Project Name",

and "Controlling Permissions Project Name" to the Rows shelf. This creates a hier-

archical view of your site content and shows how permissions are determined, for

example, if permissions are set at the project level or on individual pieces of content.

3. From the Data pane, drag "Grantee Name" and "Grantee Type" to the Rows shelf.

Adding these dimensions shows the users and groupswith access to the content.

4. From the Data pane, drag "Capability Type" to the Rows shelf. The capabilities for

users and groups are displayed.

Do more with this data source:Using Tableau Prep, you can join Admin Insights data
sources on the following fields to get more visibility into your site. If you're analyzing data

frommultiple Tableau Cloud sites, youmust also join on "Site LUID = Site LUID".

Joining Permissionswith other Admin Insights data sourcesmay result in large data sets if

the site hasmore than 1000 users or if you assign permissions tomultiple large groups on

individual content assets. A large group contains hundreds of members.

l Join Site Content to Permissions on "Item LUID = Item LUID" (left join)

l Join Permissions to TS Users on "User LUID = User LUID"

l Join Permissions to Groups on "Grantee LUID = Group LUID" (right join)
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Tip: To streamline analysis, delete the All Users group rule or edit the rule to remove per-
missions.

For more information, see Aggregate, Join, or Union Data in Tableau Prep Help.

Subscriptions

The Subscriptions data source provides comprehensive details about subscriptions on the

site, including the name of the creator and recipient, content item, job status, and schedules.

Admins can use this data to improve the viewing experience for users who access content

through subscriptions.

Example: What subscriptions are active on the site?

1. Connect to the Subscriptions data source using one of the procedures listed in Con-

nect to Admin Insights data.

2. From the Data pane, drag "ItemName", "Subscription Status", and "Created byUser

Email" to the Rows shelf.

3. From the Data pane, drag "Number of Subscriptions" to the Columns shelf.

4. From the Data pane, drag "Subscription Status" toColor on theMarks card.

Manage Admin Insights

Admin Insights is a Tableau Cloud-only project that is pre-populated with carefully curated

data sources and a pre-built workbook of your site's data. Using the resources available to

you through the Admin Insights project, you can create custom views to help answer a range

of common questions youmight have about your site.

Admin Insights versus Admin views

The Admin Insights project and the pre-built admin views (accessible from Tableau Cloud’s

Status page) are both valuable tools for monitoring the health and activity of your Tableau

Cloud site. One tool does not replace the other.

To determine which tool to use, consider the following:
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Admin Insights Admin Views

l Site traffic, adoption,
and reach

l User roles and sign-in
activity

l Publishing-related
activity

l General site activity, site performance, and disk
space usage

l Extract performance
l Tableau Bridge traffic and extract-related activity
l Troubleshooting

What's included with the Admin Insights project

The Admin Insights project is comprised of the following:

l Admin Insights data sources—TS Events, TS Users, Groups, Site Content, Viz

Load Times, Job Performance, Permissions, and Subscriptions. You can use these

data sources on which to create new data sources if you need to enrich the data with

custom calculations or other data from your organization. For more information about

the data sources, see Explore the data sources.

l Admin Insights Starter—apre-built workbook that contains dashboards based on

the Admin Insights data sources. These dashboards are intended to serve as tem-

plates on which to build more dashboards and views that can gomore in depth and

answer questions that are unique to your site's deployment or organization. For more

information about the dashboards, see Explore the pre-built workbook.

l Tableau System Account—data sources in the Admin Insights project are updated

by the Tableau SystemAccount. While events conducted by this account are not vis-

ible in the data sources, the Tableau SystemAccount is listed as the owner of Admin

Insights content by default. This account exists to provide Admin Insights data to your

Admin Insights project.

About data freshness

The Admin Insights data sources contain up to 90 days of data about your site by default or

365 dayswith AdvancedManagement. For more information, see About Tableau

AdvancedManagement on Tableau Cloud. The data sources can be updated daily or
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weekly. To specify the update frequency for Admin Insights data sources, go toSettings,
and on theGeneral tab, scroll toAdmin Insights Update Frequency.

Because the Admin Insights Starter is based on these data sources, dashboards in the work-

book always show up-to-date information. Periodically, Tableau updates the workbook itself.

For more information, seeGet updates to the Admin Insights Starter later in this topic.

Share access to Admin Insights

The Admin Insights content is initially visible to site admins only. Consider extending access

to other site users in your organization to enable them to build, curate, and gain insight

unique to their needs and workflows and ultimately help themmanage their content more

effectively. For more information about extending project permissions to non-site admins,

see Permissions.

Move or rename the Admin Insights Starter

Tableau strongly recommends that youmove the pre-built workbook, Admin Insights Starter,

to a different project or simply rename it. Doing so helps ensure that your changes are pre-

served and do not get overwritten by periodic updates Tableaumakes to the pre-built work-

book.

For more information, see theGet updates to the Admin Insights Starter below.

Get updates to the Admin Insights Starter

Periodically, Tableaumakes updates to the Admin Insights Starter. The updates are auto-

matically applied to theAdmin Insights Starter workbook in the Admin Insights project.
The updates are summarized in the Release Notesworkbook that is also available in the

Admin Insights project. Updates can include new fields or field descriptions, new views,

updates to existing views, andmore.

Tomake sure you get the latest updates to the Admin Insights Starter, and none of the

changes youmake to the workbook are overwritten, follow the steps described below.

Step 1: Prepare for updates
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In order to preserve the changes youmake to your workbook and avoid these changes from

being overwritten by Tableau, Tableau recommends that you do one of the following tasks:

l Move the workbook to a different project
l Rename the workbook

Tomaintain both your changes and Tableau's latest workbook improvements, you'll need to

repeat one of the above tasks after each update that Tableaumakes.

Step 2: Check for updates

As part of its update process, Tableau recreates and then adds the Admin Insights Starter

to your Admin Insights project.

If you'vemoved or renamed the workbook, a new "Admin Insights Starter" is added to your

Admin Insights project. You can verify the new workbook by itsmodified date or by its pub-

lish date in revision history.

Step 3: Use Revision History to undo changes (optional)

If you were unable tomove or rename the workbook before Tableau replaced the Admin

Insights Starter, or you don't care for the update, you can use revision history to revert the

changes. For more information about revision history, seeWorkwith Content Revisions in

the Tableau User Help.

Step 4: Manually make or move your changes to the latest Admin Insights Starter

To ensure that your changes are reflected in the sameworkbook as the changesmade by

Tableau, you'll need to follow the procedure below.

1. In the latest version of the Admin Insights Starter workbook, you do can do one or

both of the following:

l Manually make the changes that you made in your version of the workbook to
the latest version of the workbook.

l Export the sheet from your version of the workbook and save it to the latest ver-
sion of workbook. For more information about exporting sheets, see Export
and import sheets between workbooks in the Tableau User Help.
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2. Move or rename the latest workbook again, so that any new updates Tableaumakes

to the Admin Insights Starter does not overwrite your changes.

Tips for managing Admin Insights

Although the Admin Insights project functions just like any other project on your site, Tableau

recommends you consider the following while managing the project:

l Move the Admin Insights Starter to a different location. If you plan tomake
updates to Admin Insights Starter, Tableau recommends that you either 1) move the

workbook to a different project or 2) rename the workbook. Doing one of these tasks

ensures that your changes are preserved and do not get overwritten by periodic

updates that Tableau automaticallymakes to the workbook. For more information, see

Get updates to the Admin Insights Starter.

l Use caution when moving data sources. If youmove any of the Admin Insights
data sources outside of the Admin Insights project, Tableau will be unable to refresh

them. The data sources are also periodically updated by Tableau. To ensure the data

sources are refreshed and your changes are preserved, keep the TS Events, TS

Users, Groups, Site Content, Viz Load Times, Job Performance, Permissions, and

Subscriptions data sources in the Admin Insights project.

l Designate other users, including users who are not site admins, to access
and create content for the project. For example, allow a user to create new views

based on the TS Events, TS Users, Groups, Site Content, Viz Load Times, Job Per-

formance, Permissions, and Subscriptions data sources. For more information about

changing project permissions, see Set permissions.

Traffic to Bridge Connected Data Sources

The Traffic to Bridge Connected Data Sources admin view gives the site admin the abil-

ity to see usage of data sourceswith live connections. This view can help you determine

which data sources aremost heavily used and those that are used less often. You can filter

the information you see by selecting the Bridge client name, data source, and the time range.
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This view gives you a snapshot of Tableau Cloud activity over the past 30 days.

The top of the view shows you how data sources are being used over the Time Range you
specify (the default is the last 7 days):

l What is the Data Source Usage by Project—this shows total data source usage
by project, based on the filters you set. Hover over a mark to see the number of times
a data source was used. Select the mark to update the other sections of the view
based on your selection.

l What is the Total Data Source Usage by Day—this shows total data source
usage by day, based on the filters you set. Hover over a point on the line to see the
count. Select the point to update the other sections of the view based on your selec-
tion.

Two bar graphs at the bottom of the view show results that are filtered byMin Interactions.
These show you which data sources aremost used, and who uses data sourcesmost often.

Only those data sources and users with interaction counts greater than or equal to themin-

imum interactions value are displayed:

l What Data Sources are Used Most—this is a list of the most used data sources.
Like the other sections of the view, the information is limited by filters and any selec-
tion you make.
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l Who Uses Data Sources Most Often—this shows the users who most often use the
data sources. This is impacted by filters and any selection you make.

Background Tasks for Extracts

The Background Tasks for Extracts view displays extract-specific tasks that run on the

server. This view gives you a snapshot of Tableau Cloud activity over the past 30 days.

Understand this view

To better understand this pre-built admin view, make note of the following:

l The table, "What Extracts Ran on this Server," lists the extracts that ran in the time
period specified in Timeline.

l You can click Success or Error to filter the table based on status.
l You can also click a specific task to update the "HowMuch Time did Extracts Take"
graph for the selected task.
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l The table, "HowMany Extracts Succeeded or Failed," updates for the status (success
or failure) of the task, but the count of extracts that succeeded or failed does not
change.

Status

Tasks can have a status of success or error.

Icon Description

Error—Server was unable to complete the task.

Success—Server completed the task.

See details about a task

For details on about the task, use your mouse to hover over the success or error icon.

Errors in task details

If a refresh task reaches the timeout limit, youmight see one of the following errors in the

task details:

l The query time resource limit (7200 seconds) was exceeded.
l com.tableau.nativeapi.dll.TableauCancelException: Operation cancelled.
l The query time resource limit (8100 seconds) was exceeded.
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For more information about the timeout limit for refresh tasks and suggestions for resolving

these errors, see Time limit for extract refreshes.

Bridge Extracts

TheBridge Extracts admin view captures the last 30-days' worth of refresh activity by

Tableau Bridge.

This pre-built admin view can help answer the following questions the site adminmight have

about refreshes performed by one or all of the Bridge clients registered to the site:

l Error rate: How often are refreshes succeeding and failing? If refreshes are failing,
why?

l Requests made: Howmany refreshes are scheduled?
l Time-elapsed: How long are refreshes taking?
l Saturation: How busy is each client?

You can filter the view by the client name, when the extract data source was created, the

extract data source name, and the duration of the refresh.
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Notes about this view

l If you don't see any data in the admin view, verify that you have a Bridge client asso-
ciated with your site. Alternatively, change the value for the "Extract created" filter in
the upper-right corner of the view.

l If you don't see the duration-based data that you expect in the view, clear the "Avg.
Duration of refresh (seconds)" filter by clicking the Show All Values ( ) icon.

l In the "Common extract refresh failures" table, hover over each bar to see the error
and the error details. If there's more than one data source associated with the error,
an asterisk (*) shows instead.

Background Tasks for Non Extracts

The Background Tasks for Non Extracts view displays tasks that the server runs that are

not related to standard Online extract refreshes. For example, Bridge Refresh jobs, edited

OAuth connections, subscription notifications, and so on. This view gives you a snapshot of

Tableau Cloud activity over the past 30 days.

A table lists the tasks that ran in the time range specified. ClickSuccess or Error to filter
the table based on status. Select a specific task in theHow Many Tasks Succeeded or
Failed on this Site table to update theWhat Background Tasks Ran on this Site
graph for the selected task.

Tasks can have a status of success or error. For details about the task, use your mouse to

hover over the success or error icon.

Icon Description

Error—Server was unable to complete the task.

Success—Server completed the task.

Details that you can see about the task are its ID, status, priority, when it was created, star-

ted and completed. You can also see its runtime: the total run time of the background job,

which includes the run time of the job plus background job overhead such as initialization

and cleanup. You can also see which backgrounder the job is running on.
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Ask Data Usage

The AskData Usage view is a pre-built dashboard that allows site or server admins to see

and understand the usage patterns and value of AskData for a site. Admins can see the

growth of engagement with AskData andmonitor the results of internal training or roll-outs.

The dashboard highlights the top AskData users, data sources, and data source owners,

along with some headline valuemetrics.

To enable AskData, see Disable or Enable AskData for a Site.

Explore the dashboard

The AskData Usage view provides information about AskData across the entire site. You

can use the followingmetrics to understand user engagement and help drive self-service

analytics adoption in your organization.
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At the top of the dashboard, three headlinemetrics provide an overview of AskData usage

on the site.

l Number of Users on Ask Data - This shows the total number of AskData users on
the site.

l Number of Queries on Ask Data - This shows the total number of AskData quer-
ies issued on the site.

l Number of Data Sources Used with Ask Data - This shows the total number of
data sources used with AskData.

In themiddle of the dashboard, two line charts show you how AskData is used over time.

l Distinct Users Over Time - This shows the distinct number of AskData users over
time.

l Distinct Data Source Owners Over Time - This shows the distinct number of data
source owners over time.

At the bottom of the dashboard, three bar charts list the top AskData users, data sources,

and data source owners.
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l Top Ask Data Users - This lists the top AskData users and the total number of quer-
ies issued by each user.

l Top Ask Data Data Sources - This lists the top AskData data sources and the total
number of queries issued for each data source.

l Top Ask Data Data Source Owners - This lists the top AskData data source own-
ers and the total number of data sources owned by each user.

Data Quality Warning History

When Tableau Catalog is enabled in your environment, site administrators can see how data

quality warnings are being used on the site using the pre-built admin view, Data Quality

Warning History.

For more information about Tableau Catalog, part of DataManagement, see "About

Tableau Catalog" in the Tableau Server or Tableau Cloud Help.

From the Site Status page, select the Data QualityWarning History dashboard:
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The dashboard shows how many data quality warnings are active over a period of time. It

also shows how manywarnings have been changed (created, updated, and deleted) over

that same time period.

See warning details

Under the line charts are the details about the data quality warnings, including:

l Date and Time - When the warning was created or last changed.
l Content Type - The type of asset the warning is set on, such as a database, table, or
data source.

l Content Name - Name of the asset the warning is set on.
l Changed By - Name of the person who created or last changed the warning.
l Status - If the warning is active or inactive.
l Type - Warning type can be Stale data, Warning, Deprecated, Sensitive data, or
Under maintenance.

l Visibility - The warning can be configured to have normal (the default) or high vis-
ibility.

l Message - The message the warning creator wrote to display to users when they see
the details of the warning.

Filter warning history

When you review data quality warning history, you can click amark on the view to filter the

details shown below the view.
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The numbers on the Day axis represent the date within the time range. For example, if today

is November 18, and you filter for the last 7 days, the Day axis shows 12-18.

More filters are available when you click the filter icon in the upper right corner: filter by time

range and by content type.

Filter by time range

Themaximum time range you can configure is the past 30 days.

Tableau Software 353

Tableau Cloud Help



Filter by content type

You can see all the data quality warnings on your site, or you can filter to see warnings for

specific types of assets, like data source or table:

Who can do this

To set a data quality warning, youmust be a server or site administrator.

Administrative Views for Flows

Administrative views can be used tomonitor the activities related to flows, performance his-

tory, and the disk space used. TheStatus page contains an embedded Tableau workbook
with various administrative views that can be used tomonitor different types of server or site

activity.

Who can do this?

Tableau Site administrators can view and work with Administrative Views.

Action by all users

Use this view to gather insight into how flows are being used. This includes actions like pub-

lish, download, and flow runs. You can filter the view by actions, by site, and by time range.

The Total Users count shows the number of users who have performed an action. This
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value is not affected by any filtering. The Active user count shows the number of users who

have been active during the selected time period and performed one of the selected actions.

Action by Specific User

Use this view to gather insights about how an individual user is working with flows. You can

filter the view by user name, the type of action, and by time range.
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Action by Recent Users

This view shows you which users have been active on Tableau Cloud over the past 24

hours.

This can be useful if you need to do somemaintenance activity on the server and want to

know which users and how many this will affect, and what they're doing.

The view showsActive,Recently Active, and Idle users that are currently signed in to
Tableau Cloud.

For this view, an active user is one who took an action in the last 5minutes, a recently active

user is one who last took an action within 30minutes, and an idle user is one who last took

an actionmore than 30minutes ago.

Select a user to see only the actions that user performed recently. Hover over an action to

see details of the action.

Backgrounder Task Delays

This view shows the delay for extract refresh tasks, subscription, and flow tasks—that is,

the amount of time between when they are scheduled to run and when they actually run.
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You can use the view to help identify places you can improve server performance by dis-

tributing your task schedules and optimizing tasks.

Possible reasons for the delays and ways to reduce the delays include the following:

l Many tasks are scheduled for the same time.

In the example view, tasks that show long delays are clustered at the same time every

day, which creates spikes in the wait time. You can set the Timeline filter to a single

day to view task delays by hour and identify the hours of the daywhenmany tasks are

scheduled at the same time. One solution is to distribute the tasks to off-peak hours to

reduce load on the server.

Background Tasks for Non Extracts

Background Tasks are created to run flows (scheduled and ad hoc). You can use this view to

see how many flow tasks succeeded or failed on this site. For details on a task, hover over its

icon.
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Performance of Flow Runs

Use this view to see the performance history for all the flows on a site. You can filter by Flow

Name, Output Step Name, Flow Owner, Run Type (Scheduled or Ad Hoc), and the time

the flow runswere started.

Questions you can answer using this view include:

l What flow tasks are currently scheduled? – To do this, use the Start Time filter
and select the time frame you want to look at. For example, to see flow tasks that are

scheduled in the next 3 hours, selectHours -> Next -> and enter 3.

l What is the duration of flow tasks? - To answer this, click on amark in the view to

see details, including the task duration.
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l How many flows were run ad hoc, and how many were scheduled runs? - To
answer this, use theRun Type filter and selectAd hoc or Scheduled.

This view can also show you the following information:

l Flowswith the highest run frequency have themost marks.

l To see flows that are currently running at the same time, hover over amark that shows

“In Progress” or “Pending and select “Keep Only” to filter all flow runs that are cur-

rently running.

l To see flows that are running at the same time during a specific time range, select a

range for theStart Time filter. For example, select “Next three hours” to see which
flowswill be running in the next three hours.

Stats for Space Usage

Use this view to identify which flow outputs are taking up themost disk space on the server.

Disk space usage is displayed by user, project, and by the size of flow output and is rounded

down to the nearest number.

Use theMin Size filter to control which flow outputs are displayed, based on the amount of

space they take up. Use the object type filter for flows.
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l What Users Use the Most Space – This section shows the users who own flows
(when filtered for flows) that are taking up themost space. Click a user name to filter

the next two graphs for that user.

l What Projects Use the Most Space – This section shows the projects with flows
(when filtered for flows) that are using themost space.

l What Workbooks, Data Source and Flows Use the Most Space – This section
shows the flows (when filtered for flows) that take up themost space.

Who can do this

l Tableau Site Administrators:
l Set up email notifications at the site level
l View errors
l Resume suspended tasks
l View alerts

l Flow owners, project leaders and any user who is granted permissions to
view the flow:

l View errors
l Resume suspended tasks
l View alerts (Flow owners)

Notify Owners When Extract Refreshes Fail
A scheduled extract refresh can fail to complete for a variety of reasons, such as outdated

embedded credentials or file path. For scheduled refreshes that run directly from Tableau

Cloud, after a refresh has failed five consecutive times, Tableau Cloud suspends the sched-

ule until a site admin or the data source owner takes an action to address the cause.

A site admin can enable Tableau Cloud to send email to the owner of a data source when its

scheduled extract refresh does not complete successfully. The data source owner can then

opt out individually in their account settings.

The email contains the following information:
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l Extract or workbook name.

l The date and time of the last successful refresh. Or, if the last refresh was longer than

14 days ago, the email shows “not in the lastN days.”

l The number of consecutive times the refresh has failed.

l A suggested action to take to address the cause of the failure, such as updating

embedded credentials or a file path, and a link to Tableau Cloud to take the action.

When receiving email about data sources refreshed by Tableau Bridge, there will be some

differences. For more information, see Differences for Tableau Bridge refreshes later in this

topic.

Enable refresh failure emails

As a site admin, you have the ability to enable (or disable) refresh failure emails for your site

using the procedure below. If you opt in, each user can potentially opt out from receiving

refresh failure emails from his or her individual account.

1. Sign in to Tableau Cloud as a site admin and clickSettings.

2. UnderManage Notifications , select or clear the check boxes to allow or disable noti-

fications for all of your site users.

Differences for Tableau Bridge refreshes

For data sources that are refreshed through Tableau Bridge, notificationswill vary. For more

information, seeManage Email Alerts for Bridge.

Manage Users and Groups
You can add users to your Tableau Cloud site and set their site roles, which determines each

user's level of access. Tomake it easier to managemultiple users, you can organize users

into groups.
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Add Users to a Site

Everyone who needs to access Tableau Cloud—whether to browse, publish, edit content

or administer the site—must be added as a user. Administrators have the following options

for adding users:

l Enter users’ email addresses individually.

l Import Users via a CSV file that you create using the CSV Import File Guidelines.

Add users

1. When you’re signed in to the Tableau Cloud site, selectUsers.

2. On theUsers page, clickAdd Users, and then clickEnter Email Addresses.

3. If Google or SAML authentication is not enabled on this site, skip to the next step.

If Google or SAML authentication is enabled on this site, you can select the authen-

tication type for the new users.

l SelectAdd users for [Google/SAML] authentication if you enabled your
site for Google or SAML authentication and want the imported users to sign in

to the site through an external identity provider.

l SelectAdd users for Tableau authentication if you want these users to

362 Tableau Software

Tableau Cloud Help



have the default email address and password authentication.

You can go to theUsers page to change users’ authentication type any time
after you add them.

Note: To work with Tableau Cloud byway of tabcmd, the Tableau Data
Extract Utility, or the Tableau APIs, usersmust authenticate with a

TableauID account.

4. In theEnter email addresses box, enter the users’ email addresses. If you addmore
than one user, separate each addresswith a semicolon.

For example, tdavis@example.com; jjohnson@example.com; hwilson@example.-

com

5. Select a site role from the drop-down list, to assign that site role to all users you’re

adding.

For site role definitions, see Set Users’ Site Roles.

6. ClickAdd Users.

If a new user’s email address is already associated with an account on tableau.com, the user

is prompted to sign in using the existing email address and password for that account.

If a new user’s email address is not already associated with an account on tableau.com, the

user is prompted to provide a first and last name and password.

Until the user provides these values, their entry in the Tableau Cloud user list shows the

email address preceded by a period. For example:

.snguyen@example.com

After the user signs in, the entry is updated to show the full name. For example:

Susan Nguyen
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Set Users’ Site Roles

When you add users to a site on Tableau Cloud, independent of their license type, youmust

apply a site role to them. The site role signifies themaximum level of access a user can have

on the site. Along with content permissions, the site role determineswho can publish, inter-

act with or only view published content, or who canmanage the site’s users and administer

the site itself.

How user licenses, site roles, and content permissions work together

The intersection of a user’s license type, site role, and content permissions determines the

level of access a user has on the Tableau site.

1. The license type is associated with the user. The site role you want to assign to the

user determines the license type they require.

If a user is amember of multiple Tableau Cloud sites, theymust have a license for

every site they belong to.

2. The site role is also set at the user level. If a user is amember of multiple Tableau

Cloud sites, theywill have independent site roles. For example, the same user can

have the Site Administrator Creator site role on one site and the Viewer site role on

another site.

The site role defines themaximum capabilities the user can have.

3. Whether the site role’smaximum capabilities are available to the user depends on the

permissions set on the content resources (projects, data sources, workbooks).

For example, let's say that a user has the following access on a site:

l Creator license
l Explorer site role
l Save permission capability on a project
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In this scenario, the license allows connecting to and creating new data sources in the web

editing environment or Tableau Desktop, and a permission rule allows them to save in a pro-

ject. However, their site role prevents them from being able to save, so their effective per-

missions don’t include the save capability. Therefore, the user can’t publish content to the

site.

Even if a user has a creator license and a creator site role, if they don’t have the save cap-

ability on at least one project, they can’t publish anything to the site.

For more information, see Permissions.

Change a user’s site role

1. Sign in to the site as a site administrator, and go to theUsers area.

2. Select the users, and then selectActions > Site Role.

3. Select the new site role, and then clickChange Site Role.
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You can hover the pointer over the information icon to display amatrix that shows the

maximum level of general capabilities each site role allows. For more information,

continue to General capabilities allowed with each site role.

General capabilities allowed with each site role

Note: This information focuses on site roles and ismore generalized. For a list of com-
mon specific tasks available per license role, see thematrix on the For Teams& Organ-

izations tab on the Tableau pricing page.

Tableau site roles

Site role name Maximum capabilities this site role allows

Site roles that use a Creator license

—Userswith these site roles have access to Tableau clients such as Tableau Prep,

Tableau Desktop, Tableau Bridge, and Tableau Mobile.

Site Administrator Creator This is the highest level of access for Tableau Cloud.

Unrestricted access to content as described above, but

at the site level. Connect to Tableau or external data in
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Site role name Maximum capabilities this site role allows

the browser, Tableau Desktop, or Tableau Prep; create

new data sources; build and publish content.

On Tableau Server, server administrators can determine

whether or not to allow site administrators tomanage

users and assign site roles and site membership. By

default, on Tableau Server, and always on Tableau

Cloud, site administrators are allowed these capabilities.

Creator This is similar to the former Publisher site role, but allows

new features. This site role offers non-administrators the

maximum level of content access.

Connect to Tableau or external data in the browser,

build and publish flows, data sources and workbooks,

have access to Dashboard Starters, and use interaction

features on published views. Can also connect to data

from Tableau Prep or Tableau Desktop, publish

(upload/save) and download flows, workbooks and data

sources.

Site roles that use an Explorer license

—Userswith these site roles can access the server from the browser or TableauMobile.

Site Administrator Explorer Same access to site and user configuration as Site

Administrator Creator, but can’t connect to external data

or virtual connections from the web editing environment.

Can connect to Tableau published data sources to cre-

ate new workbooks, and edit and save existing work-

books. Can't publish Tableau Prep flows.

Explorer (can publish) Can publish workbooks from the web using existing data
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Site role name Maximum capabilities this site role allows

sources, browse and interact with published views, and

use all interaction features.

In the web editing environment, can edit and save exist-

ing workbooks. Can't save new standalone data sources

from data connections embedded in workbooks, and

can’t connect to external data or virtual connections, or

create new data sources. Can't publish Tableau Prep

flows.

Explorer Can browse and interact with published views. Can sub-

scribe to content, create data driven alerts, connect to

Tableau published data sources and open workbooks in

the web authoring environment for ad-hoc queries, but

they can’t save their work. Can’t connect to a virtual con-

nection. Can't publish Tableau Prep flows.

Site roles that use a Viewer license

Viewer Can see published views others have created and use

most interaction features. Can subscribe to views and

download as images or summary data. Can’t connect to

data, create, edit, or publish content, or set data alerts.

For a list of specific capabilities, see theViewer column
in thematrix on the Tableau pricing page.

Note: Although the Viewer site role existed in previous
versions, the new Viewer site role has additional cap-

abilities.

Other site roles

Unlicensed Unlicensed users can’t sign in to Tableau Server or

368 Tableau Software

Tableau Cloud Help

https://www.tableau.com/pricing/teams-orgs


Site role name Maximum capabilities this site role allows

Tableau Cloud. Users are assigned the Unlicensed role

in the following circumstances:

l You import users from aCSV file and their license

level is set to unlicensed.

l The number of available licenses is reached at the

time you add or import users.

l You remove a user who owns content on the site.

The user will still own the content but not be able

to do anything with it.

Who can publish content

The following site roles allow the specified level of publishing access.

l Site Administrator Creator; andCreator allow full connecting and publishing

access.

This includes connecting to data and publishing new flows, new workbooks and new

data sources from Tableau Desktop and the web editing environment. The site roles

also allow editing and saving existing published workbooks, or publishing updates to

existing data sources.

l Explorer (Can Publish) andSite Administrator Explorer have limited publishing
capabilities, as described in General capabilities allowed with each site role.

l Explorer, Viewer,Read Only, andUnlicensed don’t allow publishing.

View, Manage, or Remove Users

Administrators canmanage a site’s users such as adding and removing users, setting the

groups they’re members of, setting their site roles, and so on.
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View and manage users on a site

Sign in to a site as an administrator, and then selectUsers. On this page you can do any of
the following tomanage users:

l Set groupmembership, set site role, or remove the user from the site. If you’ve con-

figured the site for SAML single sign-on, you can set the selected users’ authen-

tication type.

l Select a user name to see details about them, such as content they own, views they

subscribe to, and their account settings.

Search for users (or groups)

To search for a specific user (or group), use the filter toggle in the upper right to display the

search box and site role filter. Then use the search box or filters to find the users (or group)

you want. The search operation checks the display name and user name attributes.

The search box supports the wildcard (*) character. For example, searching for John* will

return all names that start with John.

In addition, you can do the following:

l Use the wildcard character (*) with a special character to search for names that con-
tain special characters. For example, sync-* or *sync-*.
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l Use the wildcard character (*) with AND or OR conditions when filtering users. For
example, searching for *aw* AND John* returns all users whose names contain aw
and whose names start with John.

l When searching for names with diacritics, names must be entered with exact diacritics
to return relevant results. For example, to search for José, enter José. Searching for
Jose will not return results.

Remove users from a site

You can remove a user only if the user does not own any content (projects, workbooks,

views, data sources, collections, or data alerts for example). If you attempt to remove a user

who owns content, the user site role will be set toUnlicensed, but the user will not be
removed.

If the default All Users group has enabledGrant site role on sign in, that user's content must

be reassigned to another user or removed before they can be unlicensed or removed. For

more information onGrant role on sign in, see Removing users affected byGrant role on sign

in. For more information on changing content ownership, seeManage Content Ownership

Note: On Tableau Server, when an administrator removes a user from a site (and the

user belongs only to that one site), the user is also deleted from the server.
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1. Sign in to a site as an administrator, and go to theUsers area. Select one or more
users to remove, and then selectActions > Remove.

2. ClickRemove in the confirmation dialog.

Set the User Authentication Type

On aGoogle or SAML-enabled site, administrators can specify users’ authentication type.

For example, which users can access Tableau Cloud using their single sign-on credentials.

You can assign authentication type at the time you add users to Tableau Cloud, aswell as

any time afterward.

1. When you’re signed in to the Tableau Cloud site, selectUsers.

2. On theSite Users page, select the check boxes next to the users you want to assign
an authentication type.

3. On theActionsmenu, selectAuthentication.
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4. In the Authentication dialog box, selectGoogle or Tableau with MFA.

Notes

l If you change users’ authentication from Tableau with MFA to Google, the next time

they sign in, theywill be directed to your identity provider’s site to provide their cre-

dentials.

l If users were signing in using their external Identity Provider credentials, and you

change their authentication type to Tableau, if they do not have existing Tableau cre-

dentials, theywill receive email from Tableau with instructions for creating new

Tableau credentials.

l Tableau recommends that you dedicate a site administrator account that is always con-

figured for Tableau with MFA authentication. In the event of an issue with your Identity

Provider, a dedicated Tableau account ensures that you always have access to your

site.

l SeeMulti-Factor Authentication and Tableau Cloud for more information about the

Tableau with MFA authentication option.

Import Users

To automate the process of adding users to a site, you can create a CSV file that contains

user information, and then import the file. When you import the CSV file, you also specify the

users’ authentication type.
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Site administrators can import users to a particular site; server administrators (Tableau

Server only) can import users at the server level, to later add them tomultiple sites.

Note: This topic contains the steps for importing, assuming that you have already cre-
ated the CSV file. If you have not created the file yet, see CSV Import File Guidelines

for a list of file format requirements and import options.

Add users from a CSV file

1. When you’re signed in to the Tableau Cloud site, selectUsers.

2. ClickAdd Users, and then click Import From File.

The options you have in the Import Users dialog box depend on how users sign in to

the site.

3. If Google or SAML authentication is not enabled on the site, skip to the next step.

If Google or SAML authentication is enabled on the site, you can select the authen-

tication type for the new users.

l SelectAdd users for Google authentication if you enabled your site for
Google or SAML authentication and want the imported users to sign in to
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Tableau Cloud through an external Identity Provider.

l SelectAdd users for Tableau authentication if you want these users to
have the default email address and password authentication.

4. For File name, clickBrowse, navigate to the CSV file, and clickOpen.

5. To see account-specific information, selectView Details.

To continue, click Import Users, and then clickExit in the final dialog box.

If a user already exists in the Tableau Cloud site, and the import file defines a different

site role for them, theywill get the new site role as defined in the CSV file, even if it is

more restrictive than their current site role. This includes existing site administrators.

CSV Import File Guidelines

You can automate adding users by creating a comma-separated values (CSV) file with user

information and then importing the file. You can include attributes in the CSV file, such as

license level and the publishing access, to apply to the users at the same time you import

them.

To import users, you can use the site administration page or the tabcmd utility. Using tab-

cmd provides an option for assigning a site role to all users in the CSV file. For information,

see Import Users or createsiteusers filename.csv.

CSV file format requirements

When you create the CSV file for importing users, make sure that the file meets the following

formatting requirements:

l The file does not include column headings. Tableau Cloud assumes that every line in

the file represents a user.

l The file is in UTF-8 format, and includes the byte-order mark (BOM).

l Character encodings such as BIG-5 have been converted to UTF-8. You can do this
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by opening the file in a text editor and using theSave As command.

l If a user name includes an@ character that represents anything other than a domain

separator, you need to refer to the symbol using the hexadecimal format: \0x40

For example, user@fremont@mycompany.com should be user-
\0x40fremont@mycompany.com

Required columns in the CSV file

The following value is required for each user:

l User name: The user’s email address.

Additional CSV column options

For each user, the CSV file can contain the following fields. Where indicated, Tableau

Cloud does not use the field, but it must be accounted for in the file.

l User name. The user’s email address. This is the only required column.

l Password. Tableau Cloud does not use this field, but you need to delimit it in each

row to position the subsequent fields correctly.

l Display name. Tableau Cloud does not use this field, but you need to delimit it in each

row to position the subsequent fields correctly.

l License level. This can beCreator, Explorer, Viewer, orUnlicensed.

l Administrator level. This can beSite orNone.

l Publishing capability. Acceptable values areYes/True/1 orNo/False/0.

CSV file sample entries

The following example shows a user who will be granted theExplorer site role, will not be a
site administrator, and will be able to publish to projects on which they have the appropriate

content permissions.
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user1@domain.com,,,Explorer,None,true

By changing the administrator-level column, you can import the following user as a site

administrator with the Site Administrator Explorer site role.

adminuser@domain.com,,,Explorer,Site,true

Notes

l If the CSV file contains only user name values (email addresses), the users will

receive an email invitation to the site. Users can join the site to create their accounts,

but the accounts remain unlicensed until an administrator configures the accounts (dis-

play name, license level, and so on).

l The password (second value) and display name (third value) fields are not used by

Tableau Cloud. Values you do specify for those fields are ignored.

However, if you want to set the license and publish access for the users, your file still

needs to include delimiters for these fields, as shown in the example earlier.

l New usersmust select a password and a display namewhen they first sign in to

Tableau Cloud. If users already have a Tableau account, such as for the Tableau Com-

munity forums, they already have passwords.

l TheCSV file does not include a field for setting authentication type (Tableau, Google,

or SAML). You specify this in Tableau Cloud when you import the file. The setting

applies to all imported users, and you can change authentication type for individual

users afterward.

Note: Alternatively, you can use tabcmd to import users and set the authen-
tication type and site role that applies to all users in the CSV file. For information,

see createsiteusers filename.csv.
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CSV settings and site roles

The license level, administrator, and publishing settings for a user determine how the user's

site role is set during the import process. The following table shows how the settings are con-

verted to site roles.

CSV settings Site role

License level=(any)

Administrator=System

Publisher=true

Server Administrator. This setting applies to

Tableau Server only, and it is valid only if you are

importing users while managing the server (that is,

not signed in to a specific site).

License level=Creator or

Explorer

Administrator=Site

Publisher=true

Site Administrator Creator or Site Administrator

Explorer. This setting is valid only if you are import-

ing users while signed in to a specific site.

License level=Creator

Administrator=None

Publisher=true

Creator

License level=Explorer

Administrator=None

Publisher=true

Explorer (Can Publish)

License level=Explorer

Administrator=None

Publisher=false

Explorer
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CSV settings Site role

License level=Viewer

Administrator=None

Publisher=false

Viewer

License level=Unlicensed

Administrator=None

Publisher=false

Unlicensed

Manage Site User Visibility

By default, all site users can see aliases, project ownership and comments by other users

when permissions allow. The User Visibility setting lets administratorsmanage if users with

Viewer and Explorer site roles see other users and groups on the site, which can be import-

ant for sites that are used bymultiple clients. To learnmore about site roles, see Set Users’

Site Roles.

Limit user visibility

Setting User Visibility to Limited impacts certain collaboration tools and hides user inform-
ation in Tableau Cloud and Tableau Server. Limited User Visibility either disables the feature

for Viewers and Explorers (excluding Site Administrator Explorers), or removes user inform-

ation from other areas. Note that Creators and administrators will still see user information

when User Visibility is set to Limited.

To limit user visibility for Explorers and Viewers (excluding Site Administrator Explorers):

l Navigate to the site's Settings page
l Select Limited in the User Visibility setting
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The following is a list of site areas impacted when User Visibility is set to Limited. Unless

noted that the feature is disabled for all users, only non-administrator Explorers or Viewers

are impacted.

Area Impact

Search User information not displayed

Content owners User information not displayed (Explorers and Viewers can't
see themselves, but can see their content in My Content)

Profile pictures User information not displayed

Subscriptions User information not displayed

Recommendations Similar users not displayed (all users)

Add/Edit Tags Explorers and Viewers can see tags but cannot delete or modify
them

"Who has seen this
view?"

Disabled

Ask Data usage ana-
lytics

Disabled

Permissions dialogs Disabled

Named sharing Disabled (all users)

Alerts Disabled (all users)

Existing alerts paused

Comments Disabled (all users)

Public Custom Views Disabled (all users)

380 Tableau Software

Tableau Cloud Help



Existing public custom views appear as private

Request Access Disabled (all users)

Tableau Desktop Publishing workbooks disabled fromDesktop

User information not displayed on user filters

Tableau Catalog (with
Data Management)

User information not displayed

WhenUser Visibility is set to Limited, Tableau Server REST API andMetdata API calls

behave as described in the table above.

Users on a site can interact with views andmodify them, such as applying filters. If that user

shares their modified view with others, or if the user creates something from that modified

view (like ametric or a private custom view), then that user's name appears in the URL.

Make sure that the URL for thismodified view is only distributed to users who are permitted

to see that person's name.

Note: If a user is amember of multiple sites, entering an email on the sign in page for
Tableau Cloud will return the names of all sites the user is amember of.

Best practices for limiting user visibility

Administrators can also check that user and group information is not visible in these ways:

l Configure permissions to only provide content to appropriate parties. For more inform-
ation, see Permissions.

l Limited User Visibility hides user identification information from search, but
might return content that the user published, including when searching by owner
name, if the person searching has viewing permission to that content.

l A user publishing a workbook with a duplicate title in the same project might see
a warning that a workbook with that title already exists.

l Apply row-level security when necessary.

Tableau Software 381

Tableau Cloud Help



l Check that metadata within dashboards does not contain user information.
l Check that calculations accessible to users don't contain user metadata (e.g., user fil-
ters).

Restore Full User Visibility

When administrators set User Visibility back to Full, features disabled for all users by Lim-

ited User Visibility (such as comments and alerts) remain off. Administrators can re-enable

these features through the site's Settings page.

Any previous feature settings are not retained when User Visibility is set to Full, and

affected features are not automatically turned on.

Enable Support Access

Tableau Cloud administrators can allow approved Tableau Support technicians to access

their Tableau Cloud site to help troubleshoot a customer support case. By default, this fea-

ture is disabled for all sites. Enable the feature to allow support access.

1. In a web browser, sign in to Tableau Cloud as a site administrator and go to the site in
which you want to enable support access.

2. From the navigation panel, click Settings.
3. Under Tableau Support Access, select Let Tableau Support access your site.
4. Click Save.

When enabled, Tableau Support technicians are assigned theSupport User role and gran-
ted administrator-level access to your site and its content. Tableau Support technicians use

this access to gather information to diagnose and reproduce issues. Tableau Support tech-

nicians do not make changes to your site unless you authorize them to do so.

Only Tableau Support technicians can be assigned the Support User role. You cannot add

this role to new or existing site users. Users assigned the Support User role do not count

against the site's user limit. To view users who have the Support User role on the site, click

theUsers tab.
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Disable Support Access

When you disable support access, users with the Support User role who are signed on to the

site are automatically signed out. If you do not disable support access, users with the Sup-

port User role will be automatically deleted after 16 days. Any content owned by the Support

User will be reassigned to the longest-tenured site administrator.

Create a Group and Add Users to It

You can organize Tableau Cloud users into groups tomake it easier to managemultiple

users.

Create a group

1. In a site, clickGroups, and then clickNew Group.

2. Type a name for the group.

Optionally, selectGrant role on sign in and select aminimum site role for the group.

For more information, seeGrant License on Sign In.

3. ClickCreate.
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Note: The All Users group exists in every site by default. Every user added to the
server becomes amember of the All Users group automatically. You cannot delete this

group, but you can set permissions for it.

Add users to a group (Users page)

1. In a site, clickUsers.

2. Select the users you want to add to the group, and then selectActions > Group
Membership.

3. Select the groups and then clickSave.

Add users to a group (Groups page)

1. ClickGroups, and then click the name of the group.

2. In the group's page, clickAdd Users.
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3. Select the users to be added, and then clickAdd Users.
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Grant License on Sign In

Grant license on sign in (Grant role on sign in) lets unlicensed users in specific groups

become licensed when they sign into a Tableau site. This streamlines license provisioning

for administrators and removes the user’s need to request a license before using Tableau.

For more information about site role capabilities andminimum site roles, see Set Users’ Site

Roles.

For example, imagine that your company has 100 people in theMarketing group, but only

25members need to access Tableau Cloud. The Tableau Cloud administrator isn't sure

which 25 need Tableau. That administrator can create aMarketing user group with an

Explorer minimum site role, selectGrant role on sign in, and add all 100Marketingmem-
bers to the group. Instead of provisioning licenses to the entire group, the 25 Tableau users

in Marketing are provisioned Explorer licenseswhen they sign in to their Tableau Cloud site.

Those who don't need Tableau Cloud remain unlicensed unless they sign in.

Note: For more information about benefits and best practices, seeGrant Role on Sign
In in Tableau Blueprint, Tableau's planning tool for data-driven organizations.

Activate Grant role on sign in

You can enable Grant role on sign in on new or existing groups. The following stepswalk

through how to useGrant role on sign in to add new users that are eligible for a license but

may not consume one. Thismay be the case when your company has a lot of eligible users,

but limited Tableau licenses.

1. In a site, add a new group:

l ClickGroups, and then clickNew Group.

l Add a group name.
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l SelectGrant role on sign in and select aminimum site role for the group. This

settingmeans licenses and site roles will only be provisioned to group users

who sign into this Tableau Cloud site.

l ClickCreate.

2. Add users to a site, either by entering users’ email addresses individually, or Import

Users via a CSV file that you create using the CSV Import File Guidelines.

l Enter email addresses if adding individually. For information on using Google or

SAML authentication when adding users, see Add Users to a Site.

If you addmore than one user, separate each addresswith a semicolon.
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For example, tdavis@example.com; jjohnson@example.com;

hwilson@example.com

l Set the site role for those users toUnlicensed.

l ClickAdd Users.

3. Add those new, unlicensed users to the new group.

l ClickGroups, and then click the name of the group.

l In the group's page, clickAdd Users.

l Select the users to be added, and then clickAdd Users.

For more information, see Create aGroup and AddUsers to It.

Modifying user roles with Grant role on sign in

If a user is part of a group using Grant role on sign in, then that user role can't be set to unli-

censed or downgraded to a role lower than theminimum site role set for the group, whether

or not they sign in. Administrators can upgrade a user’s site role manually, however.

To downgrade a user’s site role, or unlicense the user from the site, remove the user from

the group(s) that haveGrant role on sign in enabled.

In accordance with the terms of the End User License Agreement, licenses granted on an

Authorized User basismay be permanently reassigned to new users. Usersmay only be

downgraded to a lower site role (including Unlicensed) when theywill permanently dis-

continue access to Server Software at the higher role.
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Removing users affected by Grant role on sign in

You can remove a user from a site only if the user does not own content. If you attempt to

remove a user who owns content, the user site role will be set to Unlicensed and removed

from all groups, but the user will not be removed from the site. To remove content owners,

remove owners from group with Grant site role enabled or reassign content ownership to

another user. For more information, see Remove users from a site in the View, Manage, or

Remove Users help topic.

If the default All Users group hasGrant site role enabled, users who own content can't be

removed from the site or unlicensed. To remove or unlicense these users, reassign content

ownership to another user, then remove or unlicense the user.

REST API can be used to reassign content ownership of a workbook. For more information,

see UpdateWorkbook in the REST API documentation. REST API can also be used to

remove users from the site and transfer content ownership to another user. For more inform-

ation, see Remove User fromSite in the REST API documentation.

For more information on reassigning content ownership in Tableau Cloud, seeManage Con-

tent Ownership.

Buy More Licenses

You can scale your Tableau Cloud deployment at any time by purchasing additional licenses

through the TableauWebstore.

What accounts are eligible?

To buymore licenses through theWebstore, youmust meet the following requirements:

l Customer Portal account administrator.

l Not a Government or Non-Profit account.

If you are not currently eligible, contact our sales team to complete a transaction.
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Access the TableauWebstore

Complete the following steps to redirect and buymore licenses through the TableauWeb-

store:

1. Sign in to the Tableau Cloud site as a site administrator and go to theUsers page.

2. On the Users page, clickBuy More Licenses, and then clickGo to Webstore. The
Webstore will open in a separate browser tab.

3. Sign in to theWebstore using your Tableau account. Youmay not be prompted to

sign in if you previously authenticated to the Customer Portal.
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4. Select the number ofCreator, Explorer, andViewer licenses to add using the drop-
downmenus.

5. ClickAdd to Current Deployment and continue to theContact & Billing andSum-
mary & Payment sections of theWebstore.

You should receive order confirmation and information about your new licenseswithin 10

minutes. The new licenseswill appear in your Tableau Cloud site shortly after payment.
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Manage Content Access
You canmanage who can access content on your site and set the permissions that govern

content ownership.

Set Web Edit, Save, and Download Access on Content

If you’re enabling web authoring functionality on your site, you can configuremore precisely

which users on the site have access to this functionality. Using site roles and permissions

rules at the content level, you can grant or denyWeb edit, Save, orDownload capabilities
on projects, workbooks, and data sources.

Note: This document strives to use the phraseWeb edit to specify the name of the cap-

ability in permissions rules, andweb authoring to refer to the general functionality of cre-

ating andmodifying workbooks on the server. However, youmight otherwise see these

two phrases used interchangably.

Why allow users to work on the site directly

As an administrator, your initial thought about allowing people to populate a site with con-

tent, seemingly indiscriminately, might be one of skepticism. However, with a few controls,

you can limit where this is done, while providing important benefits that centralized content

management offers both you and your users.

Web authoring pros and cons

For publishers and business users, some benefits of web authoring include the following:

l It provides analyst teams who work collaboratively with a central location in which to
provide input.

l It enables people who do not have Tableau Desktop to connect to data sources and
create workbooks.
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l It enables people to access content when they are away from their Tableau Desktop
computer or VPN, whether on a computer or a hand-held device.

l It can provide a framework for enabling consistency across Tableau reports.(By mak-
ing template workbooks available on the site, analysts can download or create new
workbooks with data connections, branding, and formatting already in place.

For administrators, benefits can include the following:

l Fewer Tableau Desktop deployments to manage and support.
l Fewer computers that need to have database drivers installed.
l Capacity to govern content.
l More accurate monitoring of what people are doing with Tableau.

Some disadvantages to web editing include the following:

l For analysts, web editing functionality is not as extensive as in Tableau Desktop 
(although it continues to evolve toward that parity).

l For administrators, more people working on the server might mean upgrading sys-
tems.

l Without publishing guidelines, content proliferation on the site is expected.
This can confuse the people who rely on published Tableau dashboards and data
sources, degrade server performance and data quality, and potentially affect data
security.

Managing permissions to help users avoid content proliferation

To help users to avoid content proliferation on the site, many Tableau administrators use pro-

jects to allow varying levels of access to content. For example, one project can be configured

to allow all users to edit and save workbooks; another can allow only approved publishers to

save new content.

To get a better idea how this works, see the following resources:

l Configure Projects, Groups, and Permissions for Managed Self-Service
l Governed Self-Service at Scale, a Tableau whitepaper by Rupali Jain.
To view the PDF, you might need to provide your Tableau website credentials. These
are the same ones you use for the community forums or to submit support cases.
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Coordinate edit and save capabilities with site roles for the appropriate
level of access

To edit, save, and download workbooks, usersmust have a site role that allows those

actions, along with the capabilities—defined in permissions rules—that grant or deny edit-

ing-related access.

Site role access

l When the appropriate permissions are set at the content level, the Creator or
Explorer (can publish) site role allows both Save (overwrite) and Save As/Down-
load.

Note that File > Save is only available to the workbook owner. When theSave per-
mission capability has been granted at the project and workbook level, a non-owner

user can overwrite the existing workbook in web authoring by selecting File > Save
As and using the sameworkbook name. This overwrites the existing content and
they become the owner and gain full access to the content.

l The Explorer site role can be granted theWeb Edit and Save As/Download cap-
abilities, but they will not be able to save (neither overwriting existing nor saving
changes to a new workbook).

For more information, seeWeb Editing andWeb Authoring.

Configure Projects, Groups, and Permissions for Managed
Self-Service

Publishing to Tableau Cloud and Tableau Server is easy. For some organizations, it might

be a little too easy. There is value in creating a controlled framework before letting creators

publish their own content.

To keep things tidy and tomake sure people can find and access the right content, it may be

useful to configure your site for managed self-service. Thismeans having guidelines and set-

tings in place to ensure content is organized, discoverable, and secure without having bot-

tlenecks in the publishing process.
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This article lays out a possible path for you as a site administrator to set up your site for man-

aged self-service:

1. Identify the types of groups and projects you’ll need
2. Create groups
3. Remove permissions that will cause ambiguities and establish default permission pat-

terns
4. Create projects
5. Lock project permissions

Note: The information provided here is adapted and simplified from practices of

Tableau Visionaries and customerswho have shared their experiences.

Plan your strategy

Permissions in Tableau consist of rules that are applied to content (projects, workbooks,

etc.) for a group or user. These permission rules are built by allowing or denying specific cap-

abilities.

Having a comprehensive plan for your projects, groups, and permission rules is useful

whether you’re starting new or making changes. The details are up to you, but there are two

important practices that we recommend for all environments:

l Manage permissions on projects, not individual pieces of content.
l Assign permissions for groups, not individual users.

Setting permissions at the individual user level and on individual content assets becomes

unmanageable quickly.
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Use a closed permissions model

General models for setting permissions are open or closed. In an openmodel, users get a

high level of access, and you explicitly deny capabilities. In a closedmodel, users get only

the access they need to do their jobs. This is themodel security professionals advocate. The

examples in this topic follow a closedmodel.

For more information on how Tableau permissions are evaluated, see Effective per-

missions.

Identify the types of projects and groups you’ll need

Designing a structure to accommodate content (in projects) and categories of users (as

groups) can be themost challenging part of setting up a site, but it makes ongoingman-

agement much easier.

Projects: Projects function both as a unit for managing permissions and as an organ-
izational and navigational framework. Try to create a project structure that balances how

people expect to find content and allows for logical permissioning.

Groups: Before you create groups it can be useful to find common themes in how people

interact with content. Try to identify patterns you can use to create groups and avoid one-off

permissions for individual users.

Example: Project and group structure

For example, let’s imagine an environment where there is company-wide content that every-

one should be able to access, as well as someHR content that needs to be restricted.

Projects include:

l Acme Corp Conference. This will include data sources and workbooks for ticket
sales, dashboards for content strategy, and project plans for the company con-

ference.
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l Employee Success. This will include anonymized data sources and workbooks for
the internal employee survey

l Human Resources. This will include HR data sources and workbooks that should

only be available to members of the HR team.

Then, groups shouldmatch what people need to do:

l Core Content Creators. This group is for users who can publish to top-level projects
and have broad access to data sources, but who don’t need to be able to move or oth-

erwise manage content.

l HR Content Creators. This group is for users who have access to HR data sources

and can publish to the HR project.

l Business Users. This group is for users who should be able to access the content cre-
ated by the Core Content Creators, but shouldn’t even know the HR content exists.

l HR Users. This group is for users who should be able to access content in the HR pro-

ject but don’t have rights to create or publish content.

l Core Project Leaders. This group is for users who should be given project leader
status on the projects that aren’t HR.

Consider site roles

Remember that permissions are tied to content, not groups or users. Thismeans that you

can’t give a groupExplore permissions in a vacuum. Rather, the group can be given
Explore permissions for a project and its content. Site roles, however, are given to specific
users andmay define or limit the permissions they can have. For more information on how

licenses, site roles, and permissions tie together, see Permissions, Site Roles, and Licenses.

Create the groups

While it might be tempting to create the groups and projects as soon as you identify what you

need, it’s important to do things in a certain order.
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Projects: Projects shouldn’t be created until after the Default project has been properly con-
figured (see the next section). This is because top-level projects use the Default project as a

template for their permission rules.

Groups: Groups need to be created before they can be used to build permission rules.
Users do not need to be added to the groups yet, but they can be. For more information on

creating groups, seeManage Users UsingGroups.

For more information on adding users to groups, see Add Users to a Group.

Tip: Creatingmultiple groups and projects and setting permissionsmanually can get a little
tedious. To automate these processes andmake them repeatable for future updates, you

can perform these tasks using REST API commands. You can use tabcmd commands for

tasks such as adding or deleting a single project or group and adding users, but not for set-

ting permissions.

Membership in multiple groups

It’s possible to include the users in the HR Content Creators and HR Users groups in the

BusinessUsers group. This wouldmake it easy to assign permissions to Core Content

Users versus BusinessUsers for themajority of content. However, in that scenario, the

BusinessUsers group couldn’t be denied any capabilities in the HumanResources folder

without denying the HR users aswell. Instead, the BusinessUsers group would have to be

left as unspecified, and the specific HR Content Creators and HR Users groupswould be

given their applicable capabilities.

This is because Tableau permissions are restrictive. If the BusinessUsers group was

denied certain capabilities, that Denywould override the Allow of another permission rule

for users in both groups.
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When deciding how groupmembership should be assigned it’s important to understand how

permission rules are evaluated. For more information, see Effective Permissions.

Remove permissions that will cause ambiguities and establish default per-
mission patterns

Every site has anAll Users group and aDefault project .

All Users group: Any user added to the site becomes amember of the All Users group auto-
matically. To avoid any confusion with permission rules set onmultiple groups, it’s best to

remove the permissions from the All Users group.

Default project: The Default project works as a template for new projects in the site. All new

top-level projects will take their permission rules from the Default project. Establishing

baseline permission patterns on the Default project means you will have a predictable start-

ing point for new projects. (Note that nested projects inherit the permission rules from their

parent project, not the Default project. )

Remove the permission rule for the All Users group on the Default project

1. Select Explore to see the top-level projects on the site.
2. On the Default project’sAction (…) menu, select Permissions.
3. Next to the All Users group name, select…, and then selectDelete Rule….

This lets you establish permission rules for the groups that you have full control over without

any conflicting permissions assigned to All Users. For more information on how multiple

rules are evaluated to determine effective permissions, see Effective Permissions.
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Create permission rules

Now you can set up the basic permission patterns for the Default project that all new top-

level projects will inherit. Youmay choose to keep the Default project’s permission rules

empty and build permissions for each new top-level project individually. However, if there

are any permission rules that should apply to themajority of projects, it can be helpful to set

them on the Default project.

Remember that the permissions dialog for a project contains tabs for each type of content.

You must set permissions for each type of content at the project level or users will
be denied access to that content type. (A capability is only granted to a user if they are

expressly allowed it. Leaving a capability as Unspecified will result in it being denied. For

more information, see Effective Permissions.)

Tip: Every time you create a permission rule at the project level, make sure you look through

all the content type tabs.

Create permission rules as desired:

1. Click + Add Group/User Rule and start typing to search for a group name.
2. For each tab, choose an existing template from the drop-down or create a custom

rule by clicking the capabilities.
3. When finished, click Save.

For more information on setting permissions, see Set Permissions.

Example: Project level permissions for each content type

For our example, themajority of projects should be available tomost people. For the default

project, we’ll use the permission rules templates to give the core content creators publishing

rights and everyone else the ability to interact with workbooks and not much else.

Group Projects Workbooks Data (Other con-
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Sources tent)

Core Content Creat-
ors

Publish Publish Publish View

HR Content Creat-
ors

View Explore View None

Business Users View Explore View None

HR Users View Explore View None

Core Project Lead-
ers

Set as project

leader

n/a n/a n/a

This pattern follows a closedmodel and limits permissions to basic usage for most content

for most users. As new top-level projects are created, these rules are what will be inherited

by default, but the permission rules can bemodified per project as needed. Remember that

theHuman Resources project should have these permissions removed and its own pattern
established.

Create projects and adjust permissions

After the Default project is set with your custom permissions templates, you can create the

rest of your projects. For each project, you can adjust the default permissions as appropriate.

To create a project

1. Select Explore to see the top-level projects on the site.
2. From the New dropdown, select Project.
3. Name the project and, if desired, give it a description.

It can be useful to establish a naming convention. For example, a basic structuremight be

<DepartmentPrefix><Team> - <ContentUse>; such asDevOps - Monitoring.
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The description appears when you hover over a project thumbnail and on theProject
details page. A good description can help users know they’re in the right place.

4. Adjust permissions as necessary.
a. Open the new project.
b. From the Action menu (...), select Permissions

c. Modify any permission rules as desired.Remember to check all the content

tabs.

Lock content permissions

In addition to permission rules, projects have a content permission setting. This setting can

be configured in two ways, either Locked (recommended) orCustomizable.

Locking a project is a way of maintaining consistency and ensuring that all content in the pro-

ject has uniform permissions (per content type). A customizable project permits authorized

users set individual permission rules on pieces of content. For more information, see Lock

content permissions.

Regardless of the content permission setting, permissions are always enforced on content.

Possible project structures

Some organizations find it useful to have projects that serve specific purposes. Here are

some example projects and their intended uses. Note that these are example templates and

you should always test the configuration in your environment.

For information about what capabilities are included with each content type’s permission

rule templates, see Permission capabilities.

Examples: permission settings for specific purposes
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Workbooks shared for open collaboration on the server

Anyone in the department can publish to the open-collaboration project while their content is

in development. Colleagues can collaborate using web editing on the server. Some people

call this a sandbox, some call it staging, and so on. On this project you can allow web editing,

saving, downloading, and so on.

Here you want not only to enable collaboration, but also to enable people who don’t have

Tableau Desktop to contribute and provide feedback.

Group Projects Workbooks Data Sources (Other content)

Data Stewards Publish Publish Publish TBD

Analysts Publish Publish Explore TBD

Business Users Publish Publish Explore TBD

Remember that some capabilities in the Publish template (such asOverwrite) may be pre-

vented by a user’s site role even if they are allowed that capability.

Note: "TBD" indicates these permission rules aren't easily determined by the scenario
and can be set however makes sense for a given environment.

Shared reports that cannot be edited

This could be a project that people who create workbooks and data sources (Analysts and

Data Stewards) could publish to when theywant to make content available to business users

for viewing, with confidence that their work cannot be “borrowed” or modified.

For this type of project, you would deny all capabilities that allow editing or getting the data off

of the server for reuse. You would allow viewing capabilities.

Group Projects Workbooks Data Sources (Other content)
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Data Stewards Publish TBD Publish TBD

Analysts Publish Publish View TBD

Business Users View View None None

Vetted data sources for Analysts to connect to

This would be where Data Stewards publish the data sources that meet all of your data

requirements and become the “source of truth” for your organization. Project leaders on this

project can certify these data sources, so that they rank higher in search results and are

included in recommended data sources.

You would allow authorized Analysts to connect their workbooks to data sources in this pro-

ject, but not download or edit them. You would deny the view capability to the Business

Users group for this project, so those users would not even see this project.

Group Projects Workbooks Data Sources (Other content)

Data Stewards Publish TBD Publish TBD

Analysts View None View None

Business Users None None None None

Inactive content

Another possibility is to segregate workbooks and data sources that the site’s administrative

views show haven’t been used for a period of time. You could give content owners a time

limit before their content is removed from the server.

Whether you do this or delete directly from the working projects is up to your organization. In

an active environment, don’t be afraid to be intentional about removing content that is not

being used.
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Group Projects Workbooks Data Sources (Other content)

Data Stewards None None None None

Analysts View View TBD TBD

Business Users None None None None

Source for workbook templates

This is a project that people can download from but not publish or save to, where authorized

publishers or project leadersmake template workbooks available. Templates that have your

organization’s approved fonts, colors, images, and even data connections built in can save

authors a lot of time and keep your reports looking consistent.

Group Projects Workbooks Data
Sources

(Other con-
tent)

Authorized
Author

Publish Publish Publish TBD

Data Ste-
wards

None None None None

Analysts View Template: Explore

+ 

Capability: DownloadWork-

book/Save a Copy

View None

Business
Users

None None None None

Next steps

Besides projects, groups, and permissions, other data governance themes include:
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User education

Help all of your Tableau users become good data stewards. Themost successful Tableau

organizations create Tableau user groups, have regular training sessions, and so on.

For a common approach to orienting users to the site, see Dashboard-based Custom

Portals.

For publishing and data certification tips, see the following topics:

l UseCertification to Help Users Find Trusted Data

l Prepare for Publishing aWorkbook (links to Tableau Help)

l Best Practices for Published Data Sources (links to Tableau Help)

Optimize extract refresh and subscription activity

If you use Tableau Server, create policies for extract refresh and subscription schedules, to

avoid them dominating the site’s resources. The TC customer presentations byWells Fargo

and Sprint address this subject in detail. In addition, see the topics under Performance Tun-

ing.

If you use Tableau Cloud, see the following topics to become familiar with the ways people

can refresh extracts:

l KeepData Fresh

l Use Tableau Bridge to Expand Data FreshnessOptions

Monitoring

Use administrative views to keep an eye on the site’s performance and content use.

Administrative Views
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Use Projects to Manage Content Access

When Tableau Desktop users publish content to a site on Tableau Cloud, they can select a

project to publish it to.

Projects can be used for navigation, organization, and accessmanagement for assets like

workbooks, data sources, lenses, and nested projects. Starting in Tableau CloudOctober

2022 / Server 2022.3, if DataManagement is licensed and Catalog is enabled, a project can

also contain external assets like databases.

The following image shows content within the top-level Operations project in the web author-

ing environment. TheOperations project contains a few nested projects (highlighted) and

published workbooks. A project can also contain other asset types.
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Why use projects

Projects help you to create a scalable process for managing access to the content published

to Tableau Cloud. Advantages they have include:

l They enable administrators to delegate content management to project leaders who
work with the content more closely, without having to give them administrator access
to site or server settings.

l Project leaders can create nested projects under their top-level project,
enabling them to maintain their team’s content within a single hierarchy.

l Note: Project owners can delete top-level projects they own. Project leaders
cannot delete top-level projects.

l They can make the site easier to navigate for self-service users.
l They segment the Tableau Cloud site into areas that give users access based
on how they use the data published to those areas, or on the Tableau user
group they work with.

l You can hide projects from groups who don’t need to use them, create a dis-
tinguishable project-naming scheme, and take advantage of project descrip-
tions to clarify how to use the project.

l They enable you to track permissions effectively.
l You can create groups based on the level of content access users in the group
need, and set default permissions on projects. This enables you to know
exactly which capabilities new users get by default, and likewise which cap-
abilities all users get when a new project is created.

When to create project hierarchies (example)

Many organizations have several or more distinct groups of Tableau users, each with its

own priorities and leaders. These groupsmight share some organization-wide content (or

even draw from an org-wide pool of data sources), but primarily they use data and reports

that are specific to their team. In this or similar scenario, an example for using project hier-

archiesmight look as follows:

1. You, as a site or server administrator, can create top-level projects for each of your
distinct Tableau teams.

2. On each top-level project, you assign the Project Leader status to team leads, and
change project ownership. Project leaders effectively are the content administrators,
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so it’s important that they understand how permissions work in Tableau, along with
Tableau content management best practices.

3. Each project leader can manage their project, creating the structure within the project
that works for their team. That is, they can create child projects they need, based on
how their team members collaborate and share data and reports.

The benefit to you as the site administrator is that you can focus on system health. The bene-

fit to your Tableau users is that people who know the best practices for working with Tableau

and data canmanage these things for their teams, without having to submit IT requests to

change permissions or add projects.

Project-level administration

For more information about administering projects, seeManage Permissionswith Projects.

Add Projects and Move Content Into Them

Tableau content (such asworkbooks, data sources, or metrics) must be in a project. Starting

in Tableau Server 2022.3 and Tableau CloudOctober 2022, if DataManagement is licensed

and Catalog is enabled, external assets (such as databases and tables) can also be in pro-

jects. Server and site administrators can add or remove top-level projects on a site, and

move published content from one project to another. Project leaders with appropriate site

roles can add or remove child projects andmove content between projects on which they

have Project Leader access.

This article contains the steps for creating andmoving projects. We recommend becoming

familiar with the following related content aswell:

l To learn about projects and when or why to use them, see Use Projects to Manage

Content Access.

l Before you create project hierarchies, become familiar with Permissions.

l To see the specific site roles that allow full Project Leader access, see Project-level

administration.
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Add a top-level or child (nested) project

1. While you’re signed in to Tableau Cloud as an administrator or project leader, select

Explore, and then do one of the following:

l SelectNew > Project to create a new top-level project (only administrators

can do this).

l Navigate to and open the project in which you want to create a sub-project,

and then selectNew > Project. If you’re not sure where to find the child pro-
ject, selectAll Projects from the drop-downmenu next toExplore, or use the
filters in the upper right.

2. Enter a name and description for the project, and then clickCreate.
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You can include formatting and hyperlinks in the project description. SelectShow
formatting hints for syntax.

Note: To edit a project description later, select it to open it, select the information
icon next to its name, and then clickEdit.
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Move an asset to another project

1. In theExplore section, find the asset you want to move. You can use the filters in the
upper right to search, or you can navigate through the project hierarchy.

2. On the workbook’sActions(…) menu, selectMove.

3. Select the new project for the workbook, and then clickMove Content.

Moving a project includesmoving everything in it, including child projects and their

assets.

Howmoving projects affect permissions

When youmove a project, Project Leader permissions adapt to the new project envir-

onment.
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l When the target project hierarchy isLocked, previous Project Leader permissions are
removed, and new Project Leader permissions are granted according to those set at

the top-level of the target hierarchy.

l When the target project hierarchy isCustomizable, previous implicitly granted Pro-
ject Leader permissions are removed, explicitly set Project Leader permissions are

retained, and new Project Leader permissions are granted according to those set at

the top-level of the target hierarchy.

When youmove a project and assets, permissionsmay be impacted. For more information,

see Permissions.

Delete a project

When you delete a project, all of the Tableau content in the project is also deleted. If you

want to delete a project but not its content, move the content to another project, and then

delete the project.

External assets, such as databases and tables, are not deleted, but aremoved to the

External Assets Default Project.

Important

l You cannot undo deleting a project.

l Deleting a project deletes all Tableau content in it, including child projects and their

content, but not external assets.

l You cannot delete theDefault project or theExternal Assets Default Project.

To delete a project:

1. In theExplore section, find the project you want to remove. If you’re not sure where

to find the project, selectAll Projects from the drop-downmenu next toExplore, or
use the filters in the upper right.
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2. On the project’sActions (…) menu, selectDelete.

3. Confirm that you want to delete the project.

Requirements for moving assets

Moving an asset is effectively like removing it from one project and publishing it to another.

For non-administrators, the permissions needed on the source project are different from

those needed on the destination project.

Required site role

Tomove assets, usersmust have one of the following site roles:

l Server Administrator (Tableau Server only)

l Site Administrator Creator or Site Administrator Explorer

l Creator or Explorer (can publish)

Users with a Server Administrator or Site Administrator site role do not need any additional

capabilities.

Required permissions for the project that users move content to

Non-administratorsmust have thePublish permission capability for the destination project.

Required permissions for the project that users move content from

Non-administrator usersmust

l Be the project owner, project leader, or content owner for the original project

OR

l Have theMove permission capability for the content (or, for data sources, be the data
source owner). Whenmoving a database with its tables, the user must have the

Move capability for both the database and its tables.

For more information onmoving assets, seeMove content.
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Add a Project Image

To help distinguish projects youmanage on Tableau Cloud (and help your users find them),

you can add an image that appears in the thumbnail. Your imagemust meet the following

requirements:

l The image must be accessible using HTTPS protocol. Shared network directory and
related protocols (UNC, SMB, AFP, NFS, etc) are not supported. HTTP protocol for pro-
ject images is not supported by Google Chrome.

l All users who access the project must have, at a minimum, "read-only" permission on
the target image.

l The image must be common internet format: .jpg, png, or gif.

Set a project image

1. Sign in to a site on Tableau Cloud. In the list of Top-level Projects you have access
to, select or navigate to the project you want to update. In this example, we'll add an

image to the Statistics project folder.
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If you're not sure where to find a child project, use theExplore drop-down list and
selectAll Projects.

2. Click theDetails icon (i), to open theProject details dialog box, and then clickEdit.

3. In theAbout field, you can enter a description for your project (optional), for example
"Global and US statistics." At the end of the project description, add the URL for your

image using the following syntax:

!http://www.example.com/image.png!
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SelectShow formatting hints to see how you can format description text.

Note: Images embedded in project descriptions cannot be resized or positioned.
Recommended size is (300 x 184 pixels). Images that are not 300 x 184 pixels

may be stretched, shrunk, or cropped to fit the width of the thumbnail. In addition,

theymust be added at the end of the project description and be enclosed in !
(exclamationmarks), otherwise theywill not be displayed as the thumbnail.

4. ClickSave.
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Let Site Users Request Access to Content

Permissions determine if a user has viewing access to a workbook, view, or other content

inside a project. If a user clicks on content or a project they don’t have access to, they can

send a request for access to the owner who controls permissions for that content.
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When someone requests access, the owner who controls permissions for that content

(either at the project or workbook level) receives an email with the name and email of the

requester, the content or project requested, and a link to grant access to the content. In

Tableau Server version 2022.3 and earlier, the owner receives a link to the content to man-

age permissions instead of a link to directly grant access.

1. On the email notification, selectGrant Access.

2. On the dialog that appears, to grant the view permissions template, selectGrant
Access. To grant permissions other than the view template, selectManage Per-
missions.

If a user requests access to a workbook and content permissions are locked to the project,

then the project owner receives the request. Likewise, if a user requests access to a work-

book and project permissions aremanaged by the workbook owner, then the workbook

owner receives the request.

After permission is granted, the owner can email the requester to let them know they have

view capability to the project or workbook.

Default settings

TheRequest Access setting is enabled by default on a new site. To enable the setting if it's

been disabled:
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1. Go to the General tab of the Settings page for your site.
2. On the General tab, scroll down to Request Access and select Let users request

access to projects, workbooks, and views.
3. Click Save.

Configure project permissions

You can control who receives the access request by adjusting the project’s content per-

missions. If content permissions are:

l Locked to the project: the project owner receives the request.
l Managed by the owner: The workbook owner receives the request.

Tomanage content access using projects, see Use Projects to Manage Content Access

and Permissions.

For more information about how permission rules are evaluated, see Permissions: Evaluate

permission rules.

Change project permissions

For administrators and project leaders

Permissions can be set at the project level for both the project itself and for any content in

the project. For example, if workbook permissions are configured at the project level, all

workbooks published into that project inherit those default permissions. However, the

Creator can choose to change the permissions during publishing, or certain users can

change the permissions on published content. To enforce the permissions established at

the project level,Content Permissions can be locked to the project. For more information,
see Lock asset permissions.

To set permissions at the project level:

1. Navigate to the project
2. Open the Actions menu (...) and click Permissions. The permissions dialog box

opens.
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This dialog box has twomain areas: permission rules at the top and the effective per-

missions grid below. Use the tabs to navigate between types of content.

With a row selected at the top, the effective permissions grid populates. Use this to

verify permissions. Hovering over a capability indicator provides information about

why the capability is allowed or denied for that specific user.

3. To modify an existing permission rule, select the rule and click the capability boxes to
toggle through allowed/denied/unspecified.

4. To create a new rule,
a. Select + Add Group/User Rule.
b. Select a group or user from the drop-down box. This creates a row where you

can configure the permission rule.
5. In the row for the permission rule

a. choose an existing permission role template from the drop-down box for each
content type tab.
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b. Or create a custom rule by navigating to a content type tab and clicking the cap-
abilities. One click sets the capability to Allowed, two clicks sets it to Denied,
and a third click clears the selection (Unspecified).

6. When finished, click Save.

Change content permissions

For administrators, project leaders, and content owners

If project permissions are not locked, permissions for individual pieces of content can be

modified.

Warning: Tableau recommendsmanaging permissions at the project level within the
Tableau site. These steps are relevant only for content in projects where permissions are

managed by the owner.

Set permissions on content

1. Navigate to the content (workbook, data source, flow, data role)
2. Open the Actions menu (...) and click Permissions. The permissions dialog box

opens.

This dialog box has twomain areas: permission rules at the top and the effective per-

missions grid below.
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With a row selected at the top, the effective permissions grid populates. Use this to

verify permissions. Hovering over a capability square provides information about why

the capability is allowed or denied for that specific user.

3. To modify an existing permission rule, open the Actions menu (...) for that row and click
Edit.

4. To create a new rule,
a. Select + Add a user or group rule.
b. If necessary, use the drop-down box on the right to change between groups and

users.
c. Select a group or user from the drop-down box. This creates a row where you

can configure the permission rule.
5. In the row for the permission rule, choose an existing permissions role template from

the drop-down box or create a custom rule by clicking the capabilities.

One click sets the capability toAllowed, two clicks sets it toDenied, and a third click
clears the selection (Unspecified).

6. When finished, click Save.
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Set permissions on a view

In some situations, it may be valuable to specify permissions on a view independently from

the workbook that contains it. To set permissions on a published view, navigate to the view

within a published workbook and follow steps above.

Warning: While it is possible to set view-level permissionswithin a workbook, we strongly

recommendmanaging permissions at the project (or workbook) level asmuch as possible.

For views to inherit permissions, the project must be locked or the workbookmust be pub-

lished withShow Sheets as Tabs. See Let Site Users Request Access to Content for
more information.

Permissions

Permissions determine how users can interact with content such asworkbooks and data

sources. Permissions are set in the permission dialog or via the REST API. At the top of the

dialog, permission rules configure capabilities for groups or users. Below, the permissions

grid displays the effective permissions for users.
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There are several interrelated topics that discuss how to think about, set, andmanage per-

missions. Themain topics are:

l This topic, which covers the fundamentals, how to set permission rules for projects and
other content, and permission considerations for specific scenarios.

l Permission Capabilities and Templates, which covers in detail the various capabilities
that are used to build permission rules.

l Manage Permissionswith Projects, which covers using projects to manage per-
missions and how nested and locked projects impact permissions.

l Effective permissions, which covers how permission rules are evaluated and how final
permissions are determined.

l Permissions, Site Roles, and Licenses, which covers how permissions interact with
site roles and licenses to determine what a user can do on a site.

Additionally, if DataManagement is licensed, permissions for external assets have additional

considerations. For more information, seeManage Permissions for External Assets.
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Permissions fundamentals

Projects and groups

Tableau sites use projects to organize content and groups to organize users. Managing per-

missions is easier when permission rules are:

l Set at the project level instead of on individual pieces of content.
l Established for groups instead of individuals.

Permissions can only be established for users, groups, projects, or assets that already exist.

For more information about creating users and groups, creating projects, and publishing

content, seeManage Users andGroups, Use Projects to Manage Content Access , and

Publish Data Sources andWorkbooks.

Capabilities and permission rules

Permissions aremade up of capabilities—the ability to perform actions like view content,

web edit, download data sources, or delete content.Permission rules establish what cap-

abilities are allowed or denied for a user or group on an asset.

For more information about capabilities and permission rule templates, see Permission Cap-

abilities and Templates.

Note:When talking about permissions in general, it’s common to see a phrase like "a

user must have the delete permission." This is easy to understand in a broad context.

However, when working with permissions at a technical level like in this article, it’s more

accurate to say "the delete capability." In this topic we’ll use themore precise term cap-

ability, but you should be aware that youmight see permission in other places.
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For a breakdown of the capability icons and their meanings, see Permission Capabilities and

Templates.

The interplay between license level, site role, and potentiallymultiple permission rules factor

into the final determination of what a user can or can’t do. For each user this becomes their

effective permissions. For more information, see Effective permissions.Some tasks such as

creating new workbooks from a browser (web authoring) or moving content might require

specific configurations of several capabilities rather than being captured in a single capability.

For more information, see Permission settings for specific scenarios.

Set permissions

Permission rules are set differently at the project level, at the content level, or when pub-

lishing content from Tableau Desktop.

Note: The phrase "project permissions" can have twomeanings. There are the per-
mission capabilities for a project itself—View and Publish—that control how a user can

interact with a project. There is also the concept of project-level permission rules for

other content types. In this article “project-level permissions” means permission rules for

workbooks, data sources, and the other assets that are configured in the permission dia-

log for a project. This is in contrast to “content-level” permission rules that can be set on

a specific workbook, data source, etc.

Project-level permissions

For administrators, project owners, and project leaders
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To set permissions at the project level:

1. Navigate to the project
2. Open the Actions menu (...) and click Permissions.

The permissions dialog opens. This dialog has twomain areas: permission rules at

the top and the effective permissions grid below. Each content type has a tab. The

image below shows theWorkbook tab.

428 Tableau Software

Tableau Cloud Help



With a row selected at the top, the effective permissions grid populates. Use this to

verify permissions. Hovering provides information about why the capability is allowed

or denied for that specific user.

3. To modify an existing permission rule, select the appropriate tab for that content type
and click a capability.

4. To create a rule, click + Add Group/User Rule and start typing to search for a group
or user. For each tab, choose an existing template from the dropdown box or create a
custom rule by clicking the capabilities.

One click sets the capability toAllowed, two clicks sets it toDenied, and a third click
clears the selection (Unspecified).

5. When finished, click Save.
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Set project permissions for all content types

Remember that the permissions dialog for a project contains tabs for each type of content.

You must set permissions for each type of content at the project level or users
will be denied access to that content type. A capability is only granted to a user if

they’re expressly allowed it. Leaving a capability as Unspecified will result in it being denied.

Tip: Every time you create a permission rule at the project level, make sure you look
through all the content type tabs.

Configure the asset permissions setting

Permission rules set at the project level act as a default for content saved in that project and

any nested projects it contains. Whether those project-level default rules are kept uniform or

are able to be edited depends on theAsset permissions setting. This setting can be con-
figured in two ways, either Locked orCustomizable. For more information, see Lock asset
permissions.

Content-level permissions

For administrators, project leaders, and content owners

If projectAsset permissions areCustomizable, permissions for individual assets can be
modified. The information below isn’t relevant to assets in locked projects. For more inform-

ation, see Lock asset permissions.

Tip: While it is possible to set permissions on individual assets inCustomizable projects,
we recommendmanaging permissions at the project level.
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Set permissions on assets

1. Navigate to the asset (such as a workbook, data source, or flow)
2. Open the Actions menu (...) and click Permissions.

The permissions dialog opens. This dialog has twomain areas: permission rules at the

top and the effective permissions grid below. (Note the lack of tabs across the top—an

asset-level permissions dialog has no tabs.)
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With a row selected at the top, the effective permissions grid populates. Use this to

verify permissions. Hovering over a capability square provides information about why

the capability is allowed or denied for that specific user.

3. To modify an existing permission rule, click a capability.
4. To create a rule, click + Add Group/User Rule and start typing to search for a group

or user. Choose an existing template from the dropdown or create a custom rule by
clicking the capabilities.

One click sets the capability toAllowed, two clicks sets it toDenied, and a third click
clears the selection (Unspecified).

5. When finished, click Save.

Set permissions on a view

Tip: While it’s possible to set view-level permissionswithin a workbook, we strongly recom-

mendmanaging permissions at the project (or, if necessary, workbook) level.
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If a workbook is published withShow Sheets as Tabs checked, the views in that workbook
will inherit all permissions set for the workbook. The permission dialog for a view will be read-

only.

In some situations, it may be valuable to specify permissions on a view independently from

the workbook that contains it. If the workbook is published withShow Sheets as Tabs
unchecked (sheet tabs hidden), the viewswill start with the workbook permissions but will be

independent thereafter and can be set independently. Note that thismeans if the permission

rules aremodified for the workbook, those changeswon’t be applied to the views—each

view’s permissionswill need to bemanaged individually.

See Show or Hide Sheet Tabs for more information.

Set permissions at publish

For content publishers

If projectAsset permissions areCustomizable, permissions for individual assets can be
set when publishing from Tableau Desktop. The information below isn’t relevant for content

in locked projects. For more information, see Lock asset permissions.

Tip: While it’s possible to set permissions on individual assets inCustomizable projects, we
recommendmanaging permissions at the project level.

1. From the publishing dialog , click the Edit link for Permissions.
If the Edit link is unavailable, permissions are locked to the project and can’t be mod-
ified except by the project owner, project leader, or an administrator.

2. The Add/Edit Permissions dialog shows any existing permission rules. ClickAdd to
add a permission rule or Edit to modify an existing permission rule

a. Select the group or user from the left pane. You can expand a group to see
which users it contains.

b. Use the selector at the top of the right pane to choose an existing template, or
use the radio buttons to create a custom rule.
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Note that effective permissions can’t be inspected from the publishing dialog.

3. When finished, clickOK and resume publishing.

Note: Permissions can’t be set while publishing flows from Tableau Prep Builder. To

set permissions on a flow, refer to the steps for Project-level permissions or Content-

level permissions.

Clean up the All Users group

By default, all users are added to an "All Users" group that has basic permissions for con-

tent. To start with a clean slate when building your own permission rules, we recommend

that you delete the rule entirely or edit the rule for All Users to remove any permissions (set

the permission role template to None). This helps prevent any ambiguity down the road by

reducing the number of rules that applies to any given user and thereforemaking effective

permissions easier to understand.
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Permission settings for specific scenarios

Certain actions require combinations of permission capabilities and possibly site roles. The

following are some common scenarios and their necessary permission configurations

Saving, publishing, and overwriting

In the context of permissions, saving is essentially publishing. As such, theOverwrite and
Save a Copy capabilities can only be given to users with a site role that allows
publishing: Administrator, Creator, or Explorer (can publish). Explorer or Viewer site roles

can’t publish, overwrite, or save a copy.

l The Publish capability for a project allows a user to publish content into that project.
l TheOverwrite capability allows a user to save over an existing piece of content. By
saving over the content, the user becomes the owner of that content. The Overwrite
capability also allows users to edit minor aspects of existing pieces of content, such as
the description for a metric or the synonyms for a data role. Editing the existing content
in this way doesn't change the owner of the content.

l The Save a Copy capability allows a user to save a new copy of the content. This is
usually done in conjunction with web authoring and means the user can save their
modifications.

It’s important to note that users aren’t able to Save or Save As a piece of content unless

they’ve thePublish capability for at least one project, because all content must be published
into a project. Without thePublish capability at the project level, the content can’t be pub-
lished.

In web editing, theSave option in the File menu only appears to the content owner. If a user
who isn’t the owner has theOverwrite capability (allowing them to save the content), they

must use File > Save As and name the workbook the exact same name. This prompts a
warning that they’re about to overwrite the existing content, which they can do. Conversely,

a user with only theSave a Copy capability trying to use the same name gets an error stat-
ing they don’t have permission to overwrite the existing content.
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If a user who isn’t the content owner overwrites content, they become the owner, with all the

permissions that entails. The original owner’s access to the content is then determined by

their permissions as a user rather than the owner.

Note:Download Workbook/Save a Copy is a joint capability for workbooks.
Explorers can be given this capability but they’re only able to download the workbook,

not save a copy. Giving the capability to Explorer (can publish), Creator, or Admin-

istrator site roles gives them both the ability to download workbooks and save a copy.

Web Editing and Web Authoring

Web editing and web authoring allows users to edit or create workbooks directly in the

browser.

The permission capability is calledWebEdit and the site setting is calledWebAuthoring.

This section refers to anyweb-based editing or publishing action asweb authoring.

To enable this functionality, there are several requirements.

l User site role: The user must have the appropriate site role.
l Viewers can never web edit.
l Explorers can be given the web edit capability but can’t publish. Essentially,
they can use web editing to answer deeper questions based on existing con-
tent on the fly, but can’t save their edits.

l Explorers (can publish) or Site Administrator Explorers can publish, but they
can only use data that is already published to the site.

l Creators, Site Administrator Creators, and Server Administrators can publish
and create data sources.

l Permission capabilities: The user must have the necessary permission capabilities
based on the desired functionality.

Required Permission Capability Settings

Desired func-
tionality

Minimum
Site Role Web

Down-

load/ Save

Over-

write (work-

Pub-

lish (pro-

Con-

nect
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Edit a Copy book) ject) (data
source)

Web author
without being
able to save

Explorer

Allow Deny

Deny Optional

Allow

Web author
and save as
new content

Explorer
(can pub-
lish)

Allow Allow

Deny

Allow Allow

Web author
and save
(overwrite)
content

Explorer
(can pub-
lish)

Allow Allow

Allow

Allow Allow

Web author
with new data
and save
new content

Creator

Allow

Optional Optional

Allow

Optional

Optional indicates this capability isn’t involved in the desired functionality

Data access for published Tableau data sources

Data sources published to a Tableau site can have native authentication aswell as per-

missionswithin the Tableau environment.

When the data source is published to the Tableau site, the publisher can choose how to Set

Credentials for Accessing Your Published Data, which addresses how data source cre-

dentials are handled (such as requiring users to log into a database or enter their credentials

for Google Sheets). This authentication is controlled bywhatever technology holds the data.

This can be embedded when the data source is published, or the data source publisher can

choose to prompt the user for their credentials to the data source. For more information, see

Publish a Data Source.
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There are also data source capabilities that allow or deny users the ability to see (View) and
connect to the published data source (Connect) in the context of Tableau. These cap-
abilities are set like any other permissions in Tableau.

When a workbook is published that uses a published data source, the author can control

how the Tableau authentication behaves for someone consuming the workbook. The

author sets the workbook’s access to the published data source, either asEmbed pass-
word (using the author’s Connect access to the data source) or Prompt users (using the
Connect access of the person viewing the workbook), whichmay require data source

authentication aswell.

l When the workbook is set to Embed password, anyone who looks at the workbook
sees the data based on the author’s access to the data source.

l If the workbook is set to Prompt users, the Tableau-controlled access is checked for
the data source. The person consuming the workbook must have the Connect cap-
ability for the published data source to see the data. If the published data source is
also set to Prompt user, the viewer must also enter their credentials for the data
source itself.

Workbook
authentication
to the data
source

Data source
authentication
to the data

How data access is evaluated for someone con-
suming the workbook

Embed pass-
word

Embed pass-
word

User sees the data as if they were the workbook
author

Embed pass-
word

Prompt user User sees the data as if they were the workbook
author. (The author is prompted for data source
authentication, not the user.)

Prompt user Embed pass-
word

User must have their own Connect capability to the
published data source

Prompt user Prompt user User must have their own Connect capability to the
published data source and are prompted for their cre-
dentials to the underlying data
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Note that this applies to consuming a workbook, not web editing. To web edit, the user must

have their ownConnect capability.

For information on embedding passwordswhen you publish Tableau content such as a data

source or workbook that uses a virtual connection, see Virtual connections in the Tableau

Server help.

Move content

Tomove an item, open its Actionmenu (...) and clickMove. Select the new project for the

item, then clickMove Assets. IfMove is unavailable or there are no available destination
projects, verify the appropriate conditions aremet:

l Administrators can always move assets and projects to any location.
l Project leaders and project owners can move assets and nested projects among their
projects.

l Note that non-administrators can’t move projects to become top-level projects
l Other users can move assets only if all three of the following requirements are met:

l Creator or Explorer (Can Publish) site role.
l Publishing rights (View and Publish capabilities) for the destination project
l Owner of the content, or—for workbooks and flows—having theMove cap-
ability.

Whenmoving a database with its tables, the user must have theMove capability for both the
database and its tables.

For information about how permissions are handled whenmoving content and projects, see

Move projects and content.

Metrics

Metrics are created from views in published workbooks. Users can createmetrics if they:

l Are a Creator or Explorer (can publish) site role
l Have the Publish capability on a project
l Have the Create/Refresh Metric capability for the relevant workbook

For more information, see Create and Troubleshoot Metrics and Set Up for Metrics.

Tableau Software 439

Tableau Cloud Help

https://help.tableau.com/current/server/en-us/publishing_sharing_authentication.htm#virtual-connection-embedded-password


Note: Prior to 2021.3, the ability to create ametric on a view was controlled by the

Download Full Data capability.

Becausemetrics are independent assets, it’s important to note that the permissions for met-

rics aremanaged independently from the view theywere created from. (This is unlike data-

driven alerts and subscriptions, where the content of the alert or subscription can only be

seen if the user has the correct permissions for the view itself.)

Although the capabilities for metrics are straightforward, theView capability should be con-

sidered carefully. It may be possible for a workbookwith restricted permissions to be the

basis for ametric with more open permissions. To protect sensitive data, youmight want to

denymetric creation for specific workbooks.

Metrics display data from their owner’s perspective

When you create ametric, you capture your perspective of the data from that view. This

means that any users who can access your metric will see the data as it appears to you. If

the data in the view is filtered based on your credentials, the data you seemight be different

fromwhat other users see when they access the same view. Limit theView capability for

your metric if you're concerned about exposing your perspective of the data.

Show or Hide Sheet Tabs

In the context of published content, sheet tabs (also referred to as tabbed views) is a distinct

concept from sheet tabs in Tableau Desktop. Showing and hiding sheet tabs in Tableau

Desktop refers to hiding sheets in the authoring environment. For more information, see

Manage Sheets in Dashboards and Stories.

Showing and hiding sheet tabs (turning tabbed views on or off) for published content refers

to navigation in a published workbook.When sheet tabs are shown, published content has

navigational sheet tabs along the top of each view.
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This setting also impacts how permissions function andmay have security implications (see

note).

Note: It’s possible to have theView capability for a view without theView capability for

the workbook or project that contain it. Normally if a user lacks the View capability for a

project and workbook, theywouldn’t know those assets exist. If they have the View cap-

ability for a view, however, a user may be able to see the project and workbook name

when looking at the view, such as in the navigational breadcrumb. This is expected and

accepted behavior.

Turn off tabbed views to allow independent view permissions

Although it isn’t recommended as a general practice, there are timeswhen it can be useful to

set permissions on views independently of the workbook that contains them. To do so, three

conditionsmust bemet:

1. The workbook must be published—there’s no way to set view permissions during pub-
lishing.
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2. The workbook must be in a customizable project.
3. The workbook can’t show sheets as tabs (tabbed views must be hidden).

When aworkbook shows sheets as tabs, all views inherit the workbook permissions and

any changes to the workbook permissions affect all of its views.When a workbook in a
customizable project doesn’t show tabbed views, all views assume the workbook
permissions upon publication, but any subsequent changes to the workbook’s
permission rules won’t be inherited by the views.

Changing the configuration of sheets as tabs on a published workbookwill also impact the

permissionmodel. Show Tabs overrides any existing view-level permissions and reinstate

the workbook-level permissions for all views. Hide Tabs breaks the relationship between

the workbook and its views.

l To configure sheets as tabs on a published workbook, open the Actions menu (...) for
the workbook and select Tabbed Views. Choose Show Tabs or Hide Tabs as
desired.

l To configure sheets as tabs during publishing, refer to Show sheets as tabs.
l To set view-level permissions, see Set permissions on assets.

Important: In a customizable project, anymodifications to the workbook-level permissions
won’t be applied if navigational sheet tabs are hidden (aka tabbed views are off). Changes

to permissionsmust bemade on individual views.

Collections

Unlike projects, which contain content, a collection can be thought of as a list of links to con-

tent. Project permissions can be inherited by the content in the project, but permissions for a

collection have no effect on the content added to the collection. Thismeans that different

usersmight see different numbers of items in a collection, depending on which items they

have permission to view. Tomake sure that users can see all items in a collection, adjust the

permissions for those items individually.

Permissions for a collection can be changed either by using the permissions dialog or by

granting access upon sharing a collection, if you’re an administrator or the collection owner.

For more information, seeManage Collection Permissions.
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Private collections

When a collection is created, it’s private by default. A private collection appears on the

owner’sMyCollections page, but it doesn't appear in the list of all collections on a site. Priv-

ate collections are simply collectionswith no permission rules added. Unlike other types of

content, collections don't have the “All Users” group added by default. When you add per-

mission rules to a collection, it’s no longer flagged as private. To return a collection to a

private state, remove the permission rules.

Private collections can be viewed by the collection owner aswell as by administrators,

whose site role gives them effective permissions to view all collections.

Explain Data

When Explain Data is available, a user can select amark in a view and click Run Explain

Data in themark’s Tooltip menu. A combination of settingsmust be enabled tomake Explain

Data available in editingmode and viewingmode.

Requirements for authors to run Explain Data or edit Explain Data settings in editingmode:

l Site setting:Availability of Explain Data set to Enable. Enabled by default.
l Site role: Creator, Explorer (can publish)
l Permissions:Run Explain Data capability set to Allowed. Unspecified by default. If
you open a workbook (Tableau version 2022.1 or earlier) that used this permission in
Tableau version 2022.2 or later, you must reset the Run Explain Data capability to
Allowed.

Note: TheDownload Full Data capability for a Creator or Explorer (can publish) con-
trols whether they see the View Full Data option in Extreme Values explanations. View-

ers are always denied the Download Full Data capability. However, all users can see

record-level details when the Extreme Values explanation type is enabled in Explain

Data settings.

Requirements for all users to run Explain Data in viewingmode:
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l Site setting:Availability of Explain Data set to Enable. Enabled by default.
l Site role: Creator, Explorer, or Viewer
l Permissions:Run Explain Data capability set to Allowed. Unspecified by default. If
you open a workbook (Tableau version 2022.1 or earlier) that used this permission in
Tableau version 2022.2 or later, you’ll need to reset the Run Explain Data capability to
Allowed.

Ask Data Lenses

By default, users with a site role of Explorer (can publish) and Creator have theOverwrite

capability for lenses. Thismeans that any user with the appropriate role can edit the name,

description, fields, synonyms, and suggested questions for a lens.

To limit who can edit a lens, deny theOverwrite capability for specific users or entire groups.

To limit all lenses in a project, deny theOverwrite capability for lenses at the project level.

Permission Capabilities and Templates

Permissions aremade up of capabilities, or the ability to perform a given action on a piece of

content, such as view, filter, download, or delete. Each row in the Permission Rules area of

the dialog is a permission rule. Permission rules are the setting for each capability (allowed,

denied, or unspecified) for the group or user in that row. Permission rules have templates

available that make it easier to assign capabilities quickly. Permission rules can also be

copied and pasted.

Note: In the permission dialog for projects, there are tabs for each content type:Pro-
jects,Workbooks,Data Sources,Data Roles, Flows,Ask Data Lenses,Metrics
and—if you have the DataManagement—Virtual Connections,Databases, and
Tables. (Virtual connectionswere added in Tableau Server 2021.4 and Tableau Cloud
December 2021. Databases and tables were added in Tableau Server 2022.3 and

Tableau CloudOctober 2022.) When a permission rule is added, the default for all cap-

abilities across all content types is Unspecified. To allow or deny capabilities for each

content type, youmust go to each tab in turn. In the permission dialog for a specific
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piece of content, there are no tabs and the permission rules only apply to that piece of

content.

Templates

Templates group sets of capabilities that are often assigned together based on common user

scenarios,View, Explore, Publish, andAdminister. When you assign a template, its

included capabilities are set toAllowed, with the rest left asUnspecified. The templates are
cumulative, so the Explore template includes everything from the View template plus addi-

tional capabilities. All content also has a template forNone (which sets all capabilities to
unspecified) andDenied (which sets all capabilities to denied).

Templates aremeant to be a starting point and can be adjusted after they are applied. Cap-

abilities can also be granted or denied without using a template at all. In both cases, the tem-

plate column then showsCustom.

Copy and paste permissions

If there is a permission rule that needs to be assigned tomultiple groups or users, you can

copy and paste from one rule to another. You can’t copy from or paste onto a rule that

involves Project Leader status.

1. Open the action menu (...) for the existing rule you want to copy from and selectCopy
Permissions. This is available only when the rule is not in edit mode.

2. Select an existing rule you want to paste over. You can also create a new rule by click-
ing + Add Group/User Rule and selecting a group or user.

3. Open the action menu (...) and select Paste Permissions.

Capabilities

Each content type has specific capabilities:

Projects

Projects have only two capabilities and two templates. For more information about project

leaders and how to assign them, see Project administration.
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View template

View lets a user see the project. If a user hasn’t been granted the view capability, the

project won’t be visible to them. Granting the view capability for a project does not mean a

user can see any content in the project, just the existence of the project itself.

Publish template

Publish lets a user publish content to the project from Tableau Desktop or Tableau

Prep Builder. The publish capability is also required tomove content into the project or save

content to the project fromweb authoring.

Workbooks

View template

View lets a user see the workbook or view. If a user hasn’t been granted the view cap-

ability, the workbookwon’t be visible to them.

Filter lets a user interact with filters in the view, including keep only and exclude filters.

Users lacking this capability won’t see filter controls in the view.

View Comments lets a user view the comments associated with the views in a work-

book.

Add Comments lets a user add comments to views in a workbook.

Download Image/PDF lets a user download each view as a PNG, PDF, or Power-

Point.

Download Summary Data lets a user view the aggregated data in a view, or in the

marks they’ve selected, and download that data (as a CSV).
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Explore template

Share Customized lets users add their custom views to the list of “Other Views” visible

on a workbook.

l When this capability is denied, users won’t see the “Make visible to others” option
when they create a custom view. For more information, see UseCustomViews. This
capability doesn’t impact the ability to share a custom view with the share dialog or by
copying the link.

Download Full Data lets a user view the underlying data in a view, or in themarks

they’ve selected, and download that data (as a CSV).

Web Edit lets a user edit the view in a browser-based authoring environment.

l Note that creating new content in the browser or saving views from the web edit inter-
face requires a specific combination of capabilities. For more information, seeWeb
Editing andWeb Authoring.

l The Web Editing feature must also be enabled for the entire site or even users with this
capability allowed won’t be able to web edit. For more information, see Set a Site's
Web Authoring Access.

Run Explain Data lets a user run Explain Data onmarks in editing and viewingmode.

l Note that for Explain Data to be displayed as an option when a user selects a mark in a
workbook, the feature must also be enabled as a site setting. To make Explain Data
available in viewing mode, the feature must also be allowed by the author from within a
workbook in Explain Data settings. For more information, see Control Access to
Explain Data.

Publish template

Download Workbook/Save a Copy lets a user download a packaged workbook (as a

TWBX). Lets a user save (publish) a copy from the web edit interface as a new workbook.

Overwrite lets a user overwrite (save) the content or asset on the server.
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l When allowed, the user can re-publish a workbook, data source, or flow, or save a
workbook or flow in web authoring, thereby becoming the owner and gaining access
to all permissions. After this change in ownership, the original owner’s access to the
workbook is determined by their permissions just like any other user.

Create/Refresh Metrics lets a user createmetrics on the views in a workbook and lets

anymetrics that a user creates from those views refresh. For more information, see Create

and Troubleshoot Metrics.

Administer template

Move lets a user move workbooks between projects. For more information, seeMove

content.

Delete lets a user delete the workbook.

Set Permissions lets a user create permission rules for the workbook.

Views

In a workbook that is not in a locked project and does not show sheets as tabs for nav-

igation, views (sheets, dashboards, stories) inherit the workbook permissions at publication,

but any changes to permission rulesmust bemade on individual views. View capabilities

are the same as those for workbooks, except forOverwrite,Download Workbook/Save
a Copy, andMovewhich are only available at the workbook level.

We recommend showing navigational sheet tabswhenever possible so views continue to

inherit their permissions from the workbook.

Data Sources

View template

View lets a user see the data source on the server.
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Connect lets a user connect to a data source in Tableau Desktop, Tableau Prep Builder,

AskData, or web editing.

l If a workbook author embeds their credentials to a published data source in a pub-
lished workbook, they are essentially embedding their Connect capability. Therefore,
users can see the data in the workbook regardless of their own Connect capability for
that data source. If the workbook author doesn’t embed their credentials to the pub-
lished data source, the user needs their own Connect capability to the data source to
consume the workbook. For more information, see Data access for published Tableau
data sources.

l A user must have the Connect capability for a data source to use Ask Data and to cre-
ate Ask Data lenses. For more information, see Enable AskData for Sites and Data
Sources.

Explore template

Download Data Source lets a user download the data source from the server (as a

TDSX).

Publish template

Overwrite lets a user publish a data source to the server and overwrite the data source

on the server.

Administer template

Delete lets a user delete the data source.

Set Permissions lets a user create and edit permission rules for the data source.

Other types of assets

View template Explore tem-
plate

Publish tem-
plate

Administer tem-
plate
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Flows View lets a

user view the
flow.

Download
flow lets a user
download the
flow (as a
TFLX).

Run lets a

user run the

flow.

Overwrite

lets a user pub-

lish a flow and

overwrite the

published flow.

Move lets a

user move

assets between

projects. For

more inform-

ation, seeMove

content.

Delete lets a

user delete the

asset.

Set Per-

missions lets a
user create per-

mission rules for

the asset.

Data Roles View lets a

user view data
roles.

n/a Overwrite
lets a user pub-
lish data roles,
overwrite pub-
lished data
roles, and edit
published data
roles' syn-
onyms.

Metrics View lets a

user viewmet-
rics.

n/a Overwrite
lets a user over-
write a metric
and edit a met-
ric's details.

Ask Data
Lenses

View lets a

user see the
lens.

n/a Overwrite
lets a user edit
the lens.

Virtual Con-
nections

View lets a

user see the vir-
tual connection.

n/a Overwrite
lets a user edit
the virtual con-
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Connect*

lets a user con-

nect to data

using a virtual

connection.

nection.

Databases View lets a

user see the
database.

n/a Overwrite
lets a user edit
the metadata
for the data-
base.

Tables View lets a

user see the
table.

n/a Overwrite
lets a user edit
the metadata
for the table.

Collections View lets a

user view col-
lections.

n/a n/a n/a

*By default, virtual connections have a Custom template that sets the View capability to

Allowed but not the Connect capability. Be sure to set the Connect capability to Allowed so

users can connect using the virtual connection.

Manage Permissions with Projects

Using projects can simplify permissionmanagement through features such as nested project

hierarchies, hiding projects from certain users or groups, authorizing project leaders, and

locking permissions.

Tip: How permissions are set at the project level is very important, especially for the Default

project. When a new top-level project is created, it inherits its default permission rules (for all
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content types) from the Default project. When a new project is created nested inside

another project, the child project inherits its default permission rules from the parent project.

Project administration

Projects are containers used to organize andmanage access to content. By giving non-

administrators privileges tomanage projects, certain content administration tasks can be

handled at the project level.

Project Leaders: Projects can have project leaders, users who have been set as a
project leader. This setting automatically grants a user their maximum capabilities—

depending on their site role—for that project and all content in that project. Project leaders

with site role of Explorer (can publish) and above will therefore have all capabilities. Project

leaders are essentially local admins for the project without access to site or server settings.

Hierarchy: Only administrators can create top-level projects. Project owners and project
leaders can create nested projects inside their projects. Project owners and leaders have

full administrative access to the project and its content, as well as any nested projects it con-

tains. In a hierarchy, project leaders are implicitly given project leader access to all child con-

tent. To remove project leader access, youmust do so at the level in the hierarchywhere

the role was explicitly assigned.

Ownership: A project can havemultiple project leaders, but each project has exactly one

owner. By default, a project is owned by the user who created it. A project’s owner can be

changed (by the existing owner or an administrator, but not a project leader) to any user

with a site role of Explorer (can publish) or Creator, or an administrator site role. Project

ownership can be changed regardless of whether the project permissions are locked. Note

that this refers to project ownership. Content ownership can be changed by project owners,

project leaders, and administrators.

Deleting: Content can only exist inside a project. (External assets can exist outside of pro-
jects, however. See External assets that are not in projects for information.) Only admin-

istrators can create and delete top-level projects, but project leaders can create or delete

nested projects. Deleting projects also deletes all the Tableau content and nested projects

they contain. External assets that were in the project are not deleted, but are removed from
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the project and continue to appear inExternal Assets. To delete a project without losing its
content, move the content to another project first. Deleting projects can’t be undone.

For a deeper dive into project administration, see Use Projects to Manage Content Access

and Add Projects andMove Content Into Them.

Special projects

Default: The project named "Default" is a special project. When other top-level projects are

created, they use the Default project as a template, and copy all their permissions rules from

it (but not theAsset permissions setting). TheDefault project cannot be deleted, moved,
or renamed, but its description can be changed. It has no owner by default, but one can be

assigned.

External Assets Default Project: If you have the DataManagement license with Catalog
enabled, the project named "External Assets Default Project" will appear when Catalog

needs tomove new or existing external assets to it. Catalog puts new external assets that it

discovers into this project, andmoves external assets from deleted projects here too. The

External Assets Default Project has no permissions rules defined on it by default, so
server administrators and site administrators are the only users that can see it without chan-

ging the permissions. It cannot be deleted, moved, or renamed, but its description can be

changed. It has no owner by default, but one can be assigned.

Set a project leader

Project leaders are users who have administrator-like access for a specific project or project

hierarchy.

To assign project leader status to a group or user

1. Open the permission dialog for the appropriate project.
2. Select an existing permission rule, or click + Add Group/User Rule and chose the

desired group or user.
3. Open the action menu (...) for that permission rule and select Set Project Leader....
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Note: If the actionmenu includes an option for Enable “Set Project Leader”, this will
need to be selected before the group or user can be set as a project leader. This option

only appears when that group or user was denied the Project Leader capability (prior to

2020.1). That denied capability needs to be removed before they can be set as a pro-

ject leader.

Once a permission rule establishes a group or user as a project leader, the templates and

capabilities are no longer editable because all capabilities are allowed for project leaders. If

a project leader is established on a project that contains nested projects, theywill have inher-

ited project leader status on all nested projects and their content.

Project leader status is always applied downward through the entire project hierarchy and

can only be removed from the level where it was set. To remove project leader status, follow

the same steps as above but selectRemove as Project Leader from the actionmenu.

Once a group or user has been removed as project leader, that permission rule will have all

capabilities set to Unspecified. Thismaymean their access to and capabilities for that pro-

ject will be removed if there is no other permission rule giving them permissions to the con-

tent. To keep their access to the project and its content, theywill need to have capabilities

set like any other group or user.

Lock asset permissions

Permission rules set at the project level act as a default for content saved in that project and

any nested projects it contains. Whether those project-level default rules are enforced or

only preliminary depends on theAsset permissions setting. This setting can be con-
figured in two ways, either Locked (recommended) orCustomizable. Locking a project
removes the ability for content owners tomodify the permission rules on their content. Lock-

ing permissions can be applied to nested projects or just to the parent project itself.

l When Asset permissions is Locked (including nested projects), permission rules
set at the project level are enforced for all assets in the project and all nested projects.

l When Asset permissions is Locked (not including nested projects), permission
rules set at the project level are enforced for assets in the project, but nested projects
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can be configured independently with their own permission rules and as locked or cus-
tomizable.

l When Asset permissions isCustomizable, permission rules set at the project level
are applied to all assets in the project by default. However, permission rules can be
modified for individual assets during or after publishing.

Note: Whether permission rules are locked or customizable, the permissions on content

are always applied. Locked and customizable refer only to how project-level per-

missions are inherited by content in the project and who can change them. Even in a pro-

ject with customizable permissions, only specific users canmodify permissions (content

or project owner, project leader, admins, or those with the Set Permission capability).

In a locked project:

l The project permission rules per content type are applied to all assets.
l Only administrators, project owners, and project leaders can modify permissions.
l Content owners lose the Set Permission capability but retain all other capabilities on
their content.

l Permissions are predictable for all content in the project.

In a customizable project:

l The project permission rules are applied by default when content is published into the
project or nested projects are created, but permissions can be modified during pub-
lication or after the content is created.

l Any user with the Set Permissions capability can modify permission rules for that con-
tent.

l Content owners have all capabilities on their content.
l Permissions can be different across content in the project.

Set asset permissions (lock a project)

New top-level projects inherit all initial permission rules from the Default project but not the

Asset permissions setting, which is set toCustomizable. This can be changed to Locked
if desired.

To configureAsset permissions:
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1. You must be logged into the site as an administrator, project owner, or project leader
2. Open the permissions dialog for a project
3. Next to Asset permissions in the upper left, click the Edit link and select the desired

option in the Asset permissions dialog

Note: If the upper left corner doesn’t show anEdit link in step 3 above, youmay be on
the permissions dialog for a (a) nested project or a piece of content in a locked project,

in which case the link should bring you to themanaging project, (b) piece of content in a

customizable project, which won’t show anything, or (c) view, which will indicate how

the view permissions are tied to the workbook. For more information on the interplay of

permissions for views and workbooks, see Show or Hide Sheet Tabs.

Change asset permissions

When theAsset permissions setting for a project is changed, the outcome depends on
the new setting. Changes to permission rules in a locked hierarchymust be done at the level

of themanaging project.

Changing
from

Changing to Outcome

Locked (includ-
ing nested pro-

Locked Doesn’t modify existing permission rules.
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jects) Any nested projects become customizable.

Customizable Doesn’t modify existing permission rules, though

they become customizable.

Any nested projects become customizable.

Locked Locked (includ-
ing nested pro-
jects)

Overwrites existing custom permission rules for all

nested projects and their content. This can’t be

undone.

Customizable Doesn’t modify existing permission rules, though

they become customizable.

Any nested projects retain their content permission

settings and permission rules.

Customizable Locked (includ-
ing nested pro-
jects)

Overwrites existing custom permission rules for con-
tent in the project, as well as all nested projects and
their content. This can’t be undone.

Locked Overwrites existing custom permission rules for con-

tent in the project. This can’t be undone.

Any nested projects retain their permission rules

and remain customizable.

Move projects and content

Move Tableau content and external assets

When Tableau content or external assets aremoved between projects with different per-

mission settings,Asset permissions settings determine the logic of how permissions are

applied.

l Moving assets into a locked project will override the existing permission rules and
enforce the destination’s permissions.
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l Moving assets into a customizable project will maintain the existing permission rules
on the asset.

Note: Prior to Tableau Server 2022.3 and Tableau Cloud June 2022, external assets

could not be in projects, and permissions on tables weremanaged through the Table
permissions setting of the parent database. Beginning with Tableau Server 2022.3
and Tableau Cloud June 2022, external assets can be in projects. If a database or a

table ismoved into a project, older settings to control table permissions through the

database are ignored, and the database or table permissions follow the logic of other

assets, above.

Move projects

When a project is moved into another project, the permissions settings on the item being

moved aremaintained unless the destination project is scoped to include nested projects.

(Project permissions in this casemean the View and Publish capabilities for the project

itself.)

l If the destination project is set to locked (including nested projects), the per-
missions for the project being moved and its content are overwritten.

l If the destination project is set to locked (not including nested projects), the per-
missions for the project being moved are not overwritten. Whether or not the moved
project is locked or customizable is preserved from its original setting.

l If the destination project is set to customizable, the permissions for the project being
moved are not overwritten but they are now editable.

If the project beingmoved was previously nested under a parent that was locked

(including nested projects), whenmoved, the project takes on the setting of locked

(including nested projects) and becomes themanaging project for any projects it con-

tains. Note: This is the same outcome if a project ismoved to become a top-level pro-

ject.
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Effective permissions

A permission rule establisheswho is impacted (a group or user) and what Capabilities they

areAllowed,Denied, orUnspecified. While it seems straightforward to simply set a per-

mission rule and have that be the whole story, whether a user has a capabilitymay be

unclear because of membership in multiple groups and the interplay of site roles and own-

ership with permission rules.

Multiple factors are evaluated in a specific order, yielding effective permissions on a piece of

content.

Tip: To help keep things as straightforward as possible, we recommend (1) setting per-
mission rules for groups instead of users, (2) managing permissions locked at the project

level instead of setting permissions on individual content, and (3) deleting the All User

group’s permission rule or setting all capabilities to None.

A capability is allowed for a user if and only if the following three conditions are all met:

l The capability is within the scope of their site role.
l They have that capability:

l based on a specific user scenario (such as being the content owner or a project
leader, or they’re an administrator site role),
OR

l because they have been allowed the capability as a user,
OR

l because they are both in a group that has been allowed the capability and no
rules deny them the capability as a user or member of another group.

l There is no conflicting permissions settings at another content level that takes pre-
cedence.

Any other situation denies the user the capability.

Hovering over a capability brings up a tooltip that explains the effective permission. Here are

some common examples of why effective permissions—what the user can or can’t do in actu-

ality—might appear different than what a given permission rule states:
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l A user might have a capability they are denied in a permission rule because their site
role includes it (administrators).

l A user might have a capability they are denied in a permission rule because their user
scenario allows it (because they own the content or are a project owner or leader).

l A user might lack a capability they are allowed in a permission rule because their site
role doesn’t allow it.

l A user might lack a capability they are allowed in a permission rule because a con-
flicting group or user rule denied it.

l A user might lack a capability they are allowed in a permission rule at one level of con-
tent (such as a workbook) because another level of content denied it (such as a view).

Evaluate permission rules

Permissions in Tableau are restrictive. Unless a capability is granted to a user, they are

denied permission. The following logic evaluates if a capability is allowed or denied for an

individual:

1. Site role: If a site role doesn’t permit a capability, the user is denied. If the user's site
role does permit the capability, then specific user scenarios are evaluated.

l For example, a Viewer site role can’t web edit. SeeGeneral capabilities
allowed with each site role for more information on what each site role can do.

2. Specific user scenarios:
l If the user is an admin they have all capabilities on all content.
l If the user is a project owner or project leader, they have all capabilities on all
content in their projects.

l If the user is the content owner, they have all capabilities* on their content.
l If these scenarios do not apply to the user, then user rules are evaluated.
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*Exception: Content owners won’t have theSet Permissions capability in projects
where permissions are locked. Only administrators, project owners, and project lead-

ers can set permission rules in locked projects.

3. User rules: If the user is denied a capability, it is denied. If they are allowed a cap-
ability, it is allowed. If a capability is unspecified, then group rules are evaluated.

4. Group rules: If the user is in any group that is denied a capability, it is denied. If the
user is in a group that is allowed a capability (and not in any groups that are denied that
capability), it is allowed.

l That is to say, if a user is a member in two groups, and one is allowed a cap-
ability and one is denied the same capability, the denial takes precedence for
that user and they are denied.

5. If none of the above conditions apply, the user is denied that capability. In effect, this
means that capabilities left as unspecified will result in denied.

A final effective permission ofAllowed therefore occurs in three circumstances:

l Allowed by site role (Server Administrator, Site Administrator Creator, Site Admin-
istrator Explorer)

l Allowed because the user is the content owner, project owner, or project leader
l Allowed by a group or user rule (and not denied by a rule of higher precedence)

Denied occurs in three circumstances:

l Denied by site role
l Denied by a rule (and not allowed by a rule of higher precedence)
l Not granted by any rule

Evaluate permissions set at multiple levels

IfAsset permissions are set toCustomizable, it’s possible to configure permission rules in
multiple places. There are specific rules that determine what permissions are applied on the

content.

l If there are nested projects, permissions set at the child level take precedence over
permissions set at the parent level.

l Changes to permissions at the project level are not enforced for existing content.
l If there are permissions set on content (workbook, data source, or flow) during or after
publication, these take precedence over rules set at the project level.
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l If a workbook doesn’t show navigational sheet tabs, any changes to the workbook-
level permissionswon’t be inherited by the views and any changes to permissions
must be done on the view.

l Configuring the workbook to show navigational sheet tabs will override existing view-
level permissions and sync them with the workbook-level permissions. See Show or
Hide Sheet Tabs.

This image shows how capabilities are evaluated throughmultiple levels of content.

Permissions on views

In a workbook that is not in a locked project and does not show sheets as tabs for nav-

igation, views (sheets, dashboards, stories) inherit the workbook permissions at publication,

but any changes to permission rulesmust bemade on individual views. View capabilities
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are the same as those for workbooks, except forOverwrite,Download Workbook/Save a
Copy, andMovewhich are only available at the workbook level.

We recommend showing navigational sheet tabswhenever possible so views continue to

inherit their permissions from the workbook. For more information, see Show or Hide Sheet

Tabs.

Permissions, Site Roles, and Licenses

Adding a user to Tableau Cloud requires an available license. (Users can also be added as

unlicensed and configured so theywill consume a license only when they first sign in. For

more information, seeGrant License on Sign In.) For each site the user belongs to they have

exactly one site role, restricted by their license. A user has permissions for content on the

site, restricted bywhat their site role allows.

Licenses and site roles apply to users. Permission capabilities apply to content.

Licenses are assigned to a user when they are created (or sign in for the first time) on
the Tableau Server or Tableau Cloud site. Users are licensed as aCreator, Explorer, or
Viewer.

l License levels are consumed based on the maximum site role a user can have on that
server.

l Site Administrator Creator and Creator site roles use a Creator license.
l Site Administrator Explorer, Explorer (can publish), and Explorer site roles use
at least an Explorer license.

l Viewer site role uses at least a Viewer license.
l An unlicensed user can exist on the site, but they cannot sign in unless they
were added with grant site role on sign in.

l For Tableau Cloud, a user consumes a license per site and has only one site role.

Site roles are assigned to a user for each site they are amember of.

l Site roles determine the maximum capabilities a user can have in that site. (For
example, a user with a site role of Viewer will never be able to download a data source
even if that capability is explicitly granted to them on a specific data source.)
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l Site roles do not inherently grant any capabilities in and of themselves—with the
exception of the administrator site roles. Administrators always have all capabilities
applicable to their license level.

Permissions consist of capabilities, like the ability to save to a project, web edit a work-
book, connect to a data source, etc. They apply to group or user on a specific piece of con-

tent (project, data source, workbook, view, or flow).

l Permission capabilities are not given to a group or user in a vacuum but rather in the
context of content. A user can have different capabilities for different content assets.

l Permissions are evaluated based on the interplay of a user’s site role and the per-
mission rules for that user or any groups they are members of.

l Some actions such as web authoring might require combinations of capabilities. For
more information, see Permission settings for specific scenarios.

Site roles and their maximum capabilities

These tables indicate what capabilities are available for a site role. Theremay be other

ways for a user with a site role to perform a similar action. For example, although Viewers

can’t be given theShare Customized capability to make their custom views visible to oth-

ers on the workbook, they can share custom views by copying the view URL. SeeGeneral

capabilities allowed with each site role for more information on what each site role can do.

Projects

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Publish

Workbooks

Capability Creator Explorer (can
publish)

Explorer Viewer
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View

Filter

View Com-

ments

Add Com-

ments

Download

Image/PDF

Download

Summary Data

Run

Explain Data †

Share Cus-

tomized

Download

Full Data

Web Edit

Download

Workbook/Save
a Copy

Overwrite
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Create/Re-

fresh Metrics ‡

Move *

Delete

Set Per-

missions

† Explain Data can be controlled in site settings and in a workbook using the Run Explain

Data capability. The availability of Explain Data in viewingmode is controlled in a workbook

in the Explain Data Settings dialog box.

‡ Prior to Tableau 2021.3, the Create/RefreshMetrics capability was controlled by the

Download Full Data capability.

Data Sources

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Connect

Download

Data Source

Overwrite

Delete

Set Per-
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missions

Data Roles

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Overwrite

Move *

Delete

Set Per-

missions

Flows

To run flows on a schedule, youmust have the DataManagement For information about con-

figuring flow settings, see Create and Interact with Flows on theWeb.

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Download

Flow

Web Edit

Run Flow
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Overwrite

Move *

Delete

Set Per-

missions

Ask Data Lenses

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Overwrite

Move *

Delete

Set Per-

missions

Metrics

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Overwrite
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Move *

Delete

Set Per-

missions

Collections

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Virtual Connections

Virtual connections require a DataManagement license. See About DataManagement for

details.

Capability Creator Explorer (can
publish)

Explorer Viewer

View

Connect

Overwrite

Move *

Delete

Set Per-

missions
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* Although the Explorer role can be given theMove capability, they can’t have thePublish
capability on a project and therefore there is no place for them tomove content to. The

Move capability should therefore be considered not possible for Explorer site roles.

Quick Start: Permissions

A permission rule is a set of capabilities that defineswhat access a group or user has to a

piece of content, such as a workbook, project, or data source.

To efficientlymanage permissions:

l Remove permissions from the All Users group before creating more groups
l Configure template permissions on the Default project before creating more projects
l Manage permissions for groups, not users
l Manage permissions for projects, not content

Create group permission rules for projects

For details on the following steps, see themain article on permissions. ThisQuick Start

guide is an overview and doesn't capturemany important details about permissions and per-

missionmanagement.

1. Add users to groups

A commonway tomanage permissions is to use groups for users who should have the

same permissions.

1. If necessary, add users to the site.
2. Within a site, selectGroups.
3. If necessary, create a group using the Add Group option.
4. Click a group name to open it, then use the Add Users button to add existing users to

the group.

2. Access project-level permissions settings

TheExplore page displays the content on the site. Use the dropdown to display Top-Level
Projects or All Projects (to see nested projects aswell).
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Navigate to the project you want to update, open theActions (…) menu, then selectPer-
missions.

3. Create a permissions rule

Select + Add Group/User Rule to create a new permission rule.

The template drop-down offers a shortcut to apply an initial set of capabilities for the group.

If desired, customize the permission rule by clicking a capability to set it toAllowed or
Denied, or leave itUnspecified.
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Whether a user can set permissions is based on their site role, content ownership, and how

their Set Permissions capability is set.

4. View a user’s effective permissions

After you save the permissions rule for the group, you can view the effective permissions for

each user. Click a group name to see the group's users and their permissions. Hover over a

capability box to see a tooltip with details on whether a capability is allowed or denied.

Site roles

A user’s site role determines themaximumpermissions allowed for that user.

l Server and site administrators can access all site content and take actions on it.
l Owners always get full access to the content they’ve published. When the parent pro-
ject permissions aren’t locked, owners can change permissions for their published
content.

For more information, see Set Users’ Site Roles and Use Projects to Manage Content

Access.

Permission logic

l Denied takes precedence over Allowed.
l Unspecified results in Denied if no other permissions are specified.
l Specific user permissions on content take precedence over group permissions on
content. In other words, user permissions trump group permissions.

For more information, see Effective permissions.
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Manage Content Ownership

When you publish a data source or workbook on Tableau Cloud or when you create a pro-

ject, you become its owner. A content owner, a project leader with an appropriate site role, or

an administrator can change ownership of a content asset. After ownership is reassigned,

the original owner has no special connection to the content item, and their ability to access it

is determined by their permissions on the project or that specific item.

Who can change or be given ownership, by content type

Whether you can change or be given ownership depends on your permissions and your rela-

tionship to the content asset, as described in the following table.

Note: Full project leader access is available only with some site roles. For information,
see Project-level administration.

Content asset type Who can change own-
ership

Who can be given ownership

Top-level projects Server administrator1

Site administrator

Server administrator

Site administrator (Creator and

Explorer)

Creator

Explorer (can publish)

Child
(nested) projects

Server administrator

Site administrator

Project owner

Any administrator or owner,

excluding Explorer and Viewer.

Workbooks and data Server administrator Server administrator
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sources Site administrator

Workbook or data

source owner

Project leader or owner

of the project that con-

tains the item

Site administrator

Creator

Explorer

Viewer

Metrics Server administrator

Site administrator

Metric owner

Project leader or owner

of the project that con-

tains the item

Any administrator or user of the

site, excluding Explorer and

Viewer.

Ask Data lenses Server administrator

Site administrator

Lens owner

Project leader or owner

of the project that con-

tains the item

Any administrator or user of the

site, excluding Explorer and

Viewer.

Flows Server administrator

Site administrator

Server and site administrators can

only change the owner to them-

selves.
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Data Roles Server administrator

Site administrator

Data role owner

Project leader or owner

of the project that con-

tains the item

Any administrator or user of the

site, excluding Explorer and

Viewer.

Collections Server administrator

Site administrator

Collection owner

Server administrator

Site administrator

Creator

Explorer

Viewer

Virtual Connections2 Server administrator

Site administrator

Virtual connection owner

Server administrator

Site administrator

Creator

1 The Server Administrator site role applies to Tableau Server only; not Tableau Cloud.

2 Virtual connections require DataManagement. See About DataManagement for details.

Note that to edit a virtual connection, youmust have the database credentials.

Considerations for changing content ownership

l Before you remove a user from Tableau Cloud, make sure they do not own any con-

tent assets.
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If the user does own content, youmust first reassign ownership of those assets

before you can delete the user. Otherwise, their site role is set toUnlicensed, but
they are not deleted, and only an administrator can take certain actions on that con-

tent.

l If you change the ownership of a workbook or data source that includes embedded

credentials to connect to underlying data, the embedded credentials will be deleted.

For flows, embedded credentials are preserved when changing ownership. Con-

nections to published data sources are authenticated using the flow owner and

authorized based on their permissions.

You can update the embedded credentials by editing the connection information on

Tableau Cloud. For more information, see Edit Connections on Tableau Cloud.

Alternatively, the new owner can download the flow, workbook, or data source and

open the item in Tableau Desktop to update the embedded credentials and then re-

publish the content.

l If you do not lock permissions to projects, make sure users you give content own-

ership to know your permissions guidelines, or you account for permissions as you

change ownership. In unlocked projects, by default, content owners can set per-

missions on their content. For more information, see Permissions.

l While it is possible to change the owner of a metric to a user with a site role of Viewer
or Explorer, it is not recommended, because doing so will cause the metric refresh to
be suspended. A site role of Creator or Explorer (can publish) is required to refresh,
overwrite, or delete a metric.

Change the owner of a content resource

1. Sign in to the Tableau Cloud web environment, and from the navigationmenu, select

Explore.

2. Navigate to the content you want to assign to someone else.
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l If you want to reassignmultiple of the same type of content, for example, mul-

tiple workbooks, select the content type from the drop-downmenu.

l If you want to reassignmultiple itemswithin the same project, navigate to the

project.

If you’re not sure where to find a child project, display filters, and selectShow
all projects.

l If you want to reassignmultiple content itemswith the same owner, find the user

on theUsers page.

3. Select the items you want to reassign, and then selectActions > Change Owner.

The other menu commands you see will depend on the content type.

4. Type the name of a user or select a user from the list.
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5. ClickChange Owner.

Manage Permissions for External Assets

Tableau Cloud and Tableau Server provide a space for accessing andmanaging published

content. When Tableau Cloud or Tableau Server is licensed with DataManagement, you

have access to Tableau Catalog. Tableau Catalog adds a complementary space and a set

of features across your site to track andmanagemetadata and lineage of external assets

used by the content published to your site.

Tableau Catalog indexes content and assets

Catalog discovers, tracks, and storesmetadata from the content that you publish to Tableau

Cloud or Tableau Server.

Catalog indexesmetadata for the following:

l Tableau content: workbooks, data sources, flows, projects, metrics, virtual con-
nections, virtual connection tables, users, and sites

l External assets: databases and tables associated with Tableau content

Catalog classifies themetadata of any data that comes from outside the Tableau

environment as external assets. The data that comes from outside the Tableau envir-
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onment is stored inmany different formats, such as a database server or a local .json

file.

Catalog tracks only themetadata of the external data and does not track the under-

lying data in any form (raw or aggregated).

Catalogmetadata includes the following: 

l Lineage information or the relationship between items. For example, the Sales table
has a relationship with both the Superstore data source and the Superstore Sample

workbook.

l Schema information. Some examples include:
l Table names, column names, and column types. For example, Table A contains
Columns A, B, and C, which are types INT, VARCHAR, and VARCHAR.

l Database name and server location. For example, Database_1 is a SQL Server
database at http://example.net.

l Data source name, and the names and types of the fields the data source con-
tains. For example, Superstore data source has fields AA, BB, and CC. Field CC
is a calculated field that refers back to both field AA and field BB.

l User curated, added, or managed information. For example, item descriptions,

certifications, user contacts, data quality warnings, andmore.

How does Tableau Catalog work?

Tableau Catalog indexes all content published to Tableau Cloud or Tableau Server to track

lineage and schemametadata. For example, themetadata comes fromworkbooks, pack-

aged workbooks, data sources, and the Tableau Server or Tableau Cloud repository.

As part of the indexing process, lineage and schemametadata about external assets (data-

bases and tables) used by the published content are also indexed.

Note: In addition to accessing Catalog from Tableau Cloud or Tableau Server, indexed

metadata can also be accessed from the TableauMetadata API and Tableau Server

REST API. For more information about the TableauMetadata API or metadatamethods in
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the REST API, see TableauMetadata API andMetadataMethods in the Tableau Server

REST API, respectively.

Permissions on metadata

Permissions control who is allowed to see andmanage external assets and what metadata

is shown through lineage.

Note: If Tableau Cloud or Tableau Server is not licensed with DataManagement, then by
default, only admins can see database and tablemetadata through the TableauMetadata

API. This default can be changed to use "derived permissions," as described below.

Access metadata

The permissions used to accessmetadata through Catalog (or Metadata API) work sim-

ilarly to permissions for accessing content through Tableau Cloud or Tableau Server, with

some additional considerations for sensitive data that can be exposed through lineage and

the capabilities granted on external assets.

Permissions on Tableau content

Catalog follows the view andmanage capabilities that are already in place on existing

Tableau content to control themetadata that you can see andmanage on Tableau content.

For more general information on these capabilities, see Permissions.

Permissions on external assets using derived permissions

When Tableau Cloud or Tableau Server is licensed with DataManagement, by default

Catalog uses derived permissions to automatically grant you capabilities to external assets

in the following scenarios:

For View capability:

l If you are the owner of a workbook, data source, or flow, you can see the database

and tablemetadata used directly by that workbook, data source, or flow. See
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Additional notes about lineage.

l If you are a project owner or project leader, you can see all the database and table

metadata used by the content published to your project.

l Embedded files use the permissions of the source content (such as the workbook,

data source, or flow), rather than the derived permissions of the external asset (the

database or table). For example, if you can see a workbookwith an embedded file,

you can see the embedded file and itsmetadata used by that workbook.

For bothOverwrite andSet Permissions capabilities:

l If you are the owner of a flow, you can edit andmanage permissions for the database

and tablemetadata used by the flow output.

Note: In the case of flows, the capabilitiesmentioned above apply only after the flow has

been run successfully at least once under the current owner of the flow.

Check permissions

As an admin or someone who has been given the capability to set permissions for an asset,

you can validate who has derived permissions by following the steps below.

1. Sign in to Tableau Cloud or Tableau Server.

2. From the left navigation pane, clickExternal Assets.

3. From the drop-downmenu, selectDatabases and Files or Tables.
Note: Local files, like .json or .csv files are grouped as external assets underData-
bases.

4. Select the check box next to the database or table whose permissions you want to

modify, and then selectActions > Permissions.

5. In the Permissions dialog box, click + Add Group/User Rule and start typing to
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search for a group or user.

6. Validate the permissions by clicking a group name or user name in the permission

rules to see the effective permissions below.

Order of precedence for derived permissions on external assets

When derived permissions are configured for your Tableau Cloud site or Tableau Server,

each user's level of access to external assets depends on the associated Tableau content

and the order of precedence of rules Tableau uses for its content.

Tableau follows the rules below, continuing on to the next rule, only if the current rule eval-

uates to "denied." If any rule evaluates to "allowed," the capability is allowed and Tableau

stops evaluating. This rules list is based on the Permissions.

For View capability:

1. Admin role
2. License
3. Project leader (Tableau content)
4. Project owner (Tableau content)
5. Content owner (Tableau content)
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6. Derived permissions (applies only to external assets and the View capability)
a. Admin role
b. License
c. Project leader (external assets)
d. Project owner (external assets)
e. Content owner (external assets)

7. Explicit permissions

ForOverwrite andSet Permissions capabilities: 

1. Admin role
2. License
3. Project leader (Tableau content)
4. Project owner (Tableau content)
5. Content owner (Tableau content)
6. Explicit permissions (Tableau content)

7. Derived permissions (applies only to external assets and the Overwrite and Set Per-

missions capabilities for flow outputs)
a. Admin role
b. License
c. Project leader (external assets)
d. Project owner (external assets)
e. Content owner (external assets)

Turn off derived permissions

As an admin, you can turn off the derived permissions default setting for a site in favor of

manually granting explicit permissions to databases and tables.

1. Sign in to Tableau Cloud or Tableau Server as an admin.

2. From the left navigation pane, click Settings.
3. On the General tab, under Automatic Access to Metadata about Databases and

Tables, clear the Automatically grant authorized users access to metadata
about databases and tables check box.
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Note:Data quality warningmessages on databases and tables that are visible to
users though derived permissions remain visible to those users even when the check

box is not selected.

Set permissions on individual external assets

In order to grant additional users permissions to view, edit (overwrite), andmanage external

assets, an admin can grant those capabilities explicitly on individual databases or tables for

users or groups.

Starting with Tableau Server 2022.3 and Tableau Cloud September 2022, you can organ-

ize external assets in projects. Permissions inheritance for external assets works the same

way as it does for Tableau content, as described in the Permissions topic, and can simplify

permissionsmanagement.

Summary of permissions capabilities

The following table shows the capabilities you can set for external assets (databases and

tables):

Capability Description Template

View See the database or table asset. View

Overwrite Add or edit data quality warnings and descrip-

tions of the database or table asset. Prior to ver-

sion 2020.1, the Overwrite capability was called

Save.

Publish

Move Move the database or table asset. Administer

Set Per-

missions

Grant or deny permissions for the database or

table asset.

Administer

Set permissions on a database or table

484 Tableau Software

Tableau Cloud Help



To set permissions on databases or tables, use the following procedure.

1. Sign in to Tableau Cloud or Tableau Server as an admin or someone who has been

granted the "Set Permissions" capability.

2. Find the database or table. You can do this throughExplore (starting with Tableau
Server 2022.3 and Tableau Cloud September 2022) if you know the current location

of the database or table, or throughExternal Assets to see a list of all databases,
tables, and files.

l Explore - From the left navigation pane, clickExplore and locate the project
the database or table is in.

l External Assets - From the left navigation pane, clickExternal Assets. From
the drop-downmenu, selectDatabases and Files or Tables (Note: Local files,
like .json or .csv files are grouped as external assets under Databases.)

3. Select the check box next to the database or table whose permissions you want to

modify, and then selectActions > Permissions.

4. In the Permissions dialog box, click + Add Group/User Rule and start typing to
search for a group or user.

5. Select a permission role template to apply an initial set of capability for the group or

user, and then clickSave. Available templates are: View, Publish, Administer, None,
and Denied.

6. To further customize the rule, click a capability in the rule to set it to Allowed or Denied,

or leave it unspecified. Click save when you are done.

7. Configure any additional rules you want for other groups or users.

8. Validate the permissions clicking a group name or user name in the permission rules
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to see the effective permissions below.

External assets that are not in projects

Assets that Catalog discovered before the ability to move external assets into projects was

released (Tableau Cloud June 2022 / Server 2022.3) will not be in a project unless they've

beenmoved into one since then.

If an external asset is not in a project, permissions for external assets work as they did in

Tableau Server 2022.1 and Tableau Cloud June 2022 and earlier. That is, database and

table permissions are controlled independently of content in projects, and table permissions

can bemanaged through database permissions.When permissions are set at the database

level in this way, those permissions can serve as a template for any newly discovered and

indexed child tables of that database. Furthermore, database permissions can also be

locked so that the child tables will always use the permissions set at the database level.

Note: You cannot lock (or unlock) permissions to a database if the database is in a pro-

ject.

To lock (or unlock) permissions to the database, use the following procedure:
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1. Sign in to Tableau Cloud or Tableau Server as an admin or someone who has been

granted the "Set Permissions" capability.

2. From the left navigation pane, clickExternal Assets. By default, the External Assets
page shows a list of databases and files.

3. Select the check box next to the database whose permissions you want to lock, select

Actions > Permissions, and then click the Table PermissionsEdit link .

4. In the Table Permissions in Database dialog box, select Locked and clickSave.

5. To unlock permissions, clickEdit again, and selectCustomized.

Access lineage information

Catalog (and theMetadata API) can expose relationship and dependenciesmetadata, also

referred to as lineage, among the Tableau content and external assets on Tableau Cloud or

Tableau Server. Lineage shows three primary things:

l How items relate to each other, either directly or indirectly
l Howmany of those items relate to each other
l With the appropriate permissions, shows sensitive data about items in the lineage

Sensitive lineage data

In some cases, lineage can contain sensitive data, such as data quality warningmessages,

content or asset names, or related items andmetadata.

By default, complete lineage information displays for all users while its sensitive data is

blocked from specific users who don’t have the appropriate View capabilities. The concept of

blocking sensitive data is called obfuscation.

Obfuscation allows all metadata in the lineage to be visible while keeping its sensitive data

blocked from specific users who don’t have the appropriate View capabilities. This default

enables workflows that rely on a complete impact analysis.

If obfuscating sensitive data in the lineage is not enough for your organization, certain parts

of the lineage, including its sensitive data, can be filtered.
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Filtering omits certain parts of the lineage (and lineage-related areas like data details) for

specific users who don't have the appropriateView capabilities for its sensitive data.

Because filtering omits parts of lineage, it prevents workflows that rely on a complete impact

analysis.

To change how sensitive data is handled, do the following:

1. Sign in to Tableau Cloud or Tableau Server as an admin.
2. From the left navigation pane, click Settings.
3. On the General tab, under Sensitive Lineage Information, select the radio button

that best handles lineage information for all users on your Tableau Cloud site or
Tableau Server.

Additional notes about lineage

l If you have the View capability on related assets, you can see when and what
assets and content are related to each other, and their sensitivemetadata.

For example, you can see 1) the names, data quality warnings, and total number of

related upstream databases and tables and 2) the combined number of sheets (vis-

ible and hidden) in the lineage of the downstreamworkbook of the asset you are eval-

uating.

l If you don't have the View capability on related assets, you can always see
when assets relate to each other.

For example, you can see 1) whether related upstream databases and tables exist in

the lineage and 2) the total number of databases or total number of tables that are

related to the asset you are evaluating.

However, you can't see themetadata associated with those assets when you don't

have the view capability for them.Whenmetadata is blocked because of limited per-

missions, or the asset is in a Personal Space, you seePermissions Required.
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l If you don't have the View capability on related assets, you can always see
whether the assets are certified.

However, if you don't have View capability, you can't see sensitive information related

to the certification, like the names of the related databases and tables. When

metadata is blocked because of limited permissions, or the asset is in a Personal

Space, you seePermissions Required.
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For more information about lineage see Use Lineage for Impact Analysis.

Additional notes about tags discoverable through lineage data

In addition to Tableau content, external assets can also be tagged. Although tags are

always visible, tagged items that you see through lineage data can either be obfuscated

(default) or filtered as described earlier in this topic.

When tagged items are obfuscated:

l If you have the View capability for tagged items, you can see the tagged items
and related tagged items, and all metadata.

l If you don’t have the View capability for tagged items:

l You can see the type of tagged and related tagged items but you can't see

sensitivemetadata about the items. For example, suppose you use a tag filter

to see itemswith the tag “Noteworthy.” Although you can see that there are

database items tagged with "Noteworthy," you can’t see the names of the

tagged databases.
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l You can see how many related tagged items there are. For example, suppose

you do a tag query on “Noteworthy.” Your query returns five tagged databases.

When tagged items are filtered, the tagged and related tagged items you see are limited to

only the items that you have the View capability for.

For more information about tags, see Tagged Items in the Tableau User Help.

Potential mismatch between asset results and content results

WhenCatalog shows lineage information, it provides information about Tableau content and

external assets. Catalog lineage always shows the true count or result of associated items.

However, in other areas of the site, youmight see fewer items. This could be because of

your View capabilities. Outside of Catalog, you see only the content that your permissions

allow.

For example, suppose you're looking at the Superstore data source. The lineage for the

Superstore data source shows how many upstream underlying tables the data source con-

nects to and how many downstreamworkbooks rely on the data source. However, because

youmight not have permissions to see all of those downstreamworkbooks, the number of

related workbooks in the Catalog lineage (actual total) might be greater than the number of

workbooks in theConnected Workbooks tab (what you have permission to see).

Theremight be other reasons, unrelated to permissions, why youmight see amismatch

between asset counts and content counts. For more information, see Use Lineage for

Impact Analysis.

Who can do this

The following information summarizes the types of users who can do the tasks described in

this topic.

Tableau Cloud site or Tableau Server admin

Tableau Software 491

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/tags.htm


Data Man-
agement

Capability Requirements

Licensed See assets and their metadata None
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Data Man-
agement

Capability Requirements

Edit assets and their metadata None

Change permission on assets and their
metadata

None

Grant users ability to see assets and their
metadata

Default: When “derived

permissions” is on, your

users can seemetadata on

external assets for the con-

tent that they own, or for

the content that is pub-

lished to a project that they

are a project leader or pro-

ject owner of.

Ad-hoc: You can con-
figure explicitView per-

missions on a specified

external asset.

Grant users ability to edit assets and their
metadata

You can configure explicit
"write" orOverwrite per-
missions on a specified
external asset (if not auto-
matically granted because
the user is a flow owner) .

Grant users ability to change permissions
on assets and their metadata

You can configure explicit
"edit" or Set Permissions
on a specified external
asset (if not automatically
granted because the user
is a flow owner) .
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Data Man-
agement

Capability Requirements

Not licensed See all assets and their metadata Applies to Metadata API
only

Edit assets and their metadata Requires the Data Man-
agement

Change permission on assets and their
metadata

Requires the Data Man-
agement

Grant users ability to see assets and their
metadata

Applies to Metadata
API only:

You can turn on derived

permissions as described

above. If “derived per-

missions” is on, your users

can seemetadata on

external assets for the con-

tent that they own, or for

the content that is pub-

lished to a project that they

are a project leader or pro-

ject owner of.

Grant users ability to edit assets and their
metadata

Requires the Data Man-
agement

Grant users ability to change permissions
on assets and their metadata

Requires the Data Man-
agement

User with Creator or Explorer license
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Data Man-
agement

Capability Requirements

Licensed See assets and their metadata Default:When "derived per-

missions" is enabled by your

Tableau Cloud site admin or

Tableau Server admin, you

can seemetadata on

external assets for the con-

tent that you own, or for the

content that is published to a

project that you are a project

leader or project owner of.

Ad-hoc: You can see
metadata on external assets

that you have been granted

explicitView permissions to.

Edit assets and their metadata You can edit metadata on
an external asset that you
have been granted explicit
"write" orOverwrite per-
missions to(if not auto-
matically granted because
the user is a flow owner).

Change permissions on assets and their
metadata

You can change per-
missions on an external
asset that you have been
granted explicit "edit" or Set
Permissions to ((if not auto-
matically granted because
the user is a flow owner).

Grant other users permissions to see You can change per-
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Data Man-
agement

Capability Requirements

assets and their metadata missions on an external
asset that you have been
granted explicit "edit" or Set
Permissions to ((if not auto-
matically granted because
the user is a flow owner).

Not licensed See assets and their metadata Applies to Metadata API
only:

If “derived permissions” is

enabled by your Tableau

Cloud site admin or Tableau

Server admin, you can see

metadata on external assets

for the content that you own,

or for the content that is pub-

lished to a project that you

area project leader or pro-

ject owner of.

Edit assets and their metadata

Requires the DataMan-

agement

Change permissions on assets and their
metadata

Grant other users permissions to see
assets and their metadata

Enable Tableau Catalog
Tableau Catalog discovers and indexes all of the content on your Tableau Cloud site or

Tableau Server, including workbooks, data sources, sheets, metrics, and flows. Indexing is
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used to gather information about the content, or metadata, about the schema and lineage of

the content. Then from themetadata, Catalog identifies all of the databases, files, and tables

used by the content on your Tableau Cloud site or Tableau Server.

Catalog is available with the DataManagement license. For more information, see About

DataManagement.

In addition to Catalog, metadata about your content can also be accessed from both the

TableauMetadata API and the Tableau REST API usingMetadataMethods.

Catalog on Tableau Cloud

Catalog is automatically enabled when Tableau Cloud is licensed with the DataMan-

agement.

After your Tableau Cloud site has been licensed with the DataManagement, the content that

already exists on your Tableau Cloud site is immediately indexed. The time it takes to index

the content depends on the amount of content you have. After the content is initially indexed,

Catalogmonitors newly published content and other changes to assets and continues to

index in the background.

Troubleshoot Catalog

You or your usersmight encounter one of the following issueswhen using Catalog.

Timeout limit and node limit exceeded messages

To ensure that Catalog tasks that have to return a large number of results don’t take up all

system resources, Catalog implements both timeout and node limits.

l Timeout limit

When tasks in Catalog reach the timeout limit, you and your users see the following

message:
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“Showing partial results, Request time limit exceeded. Try again later.” or TIME_

LIMIT_EXCEEDED

l Node limit

When tasks in Catalog reach the node limit, you and your users see the followingmes-

sage:

NODE_LIMIT_EXCEEDED

Disable Catalog

As a Tableau Cloud site admin, you can disable Catalog by turning off its capabilities.

Turn off Catalog capabilities

(Requires DataManagement)

You can turn off Catalog capabilities at any time.WhenCatalog capabilities are turned off,

the features of Catalog, such as adding data quality warnings or the ability to explicitlyman-

age permissions to database and table assets, are not accessible through Tableau Online.

However, Catalog continues to index published content and themetadata is accessible

from the TableauMetadata API andmetadatamethods in the Tableau REST API.

1. Sign in to Tableau Cloud using your site admin credentials.

2. From the left navigation pane, clickSettings.

3. On theGeneral tab, under Tableau Catalog, clear the Turn on Tableau Catalog
check box.

Stop indexing metadata

Indexing cannot be stopped for a Tableau Cloud site.
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Use Certification to Help Users Find Trusted
Data
In a self-service environment with multiple publishers, it’s common for a project on Tableau

Cloud to contain a variety of content that is named similarly, or is based on the same or sim-

ilar underlying data, or is published without any descriptive information about it. When this is

the case, analystsmight lack confidence about the data they should use.

To help your users find the data that’s trusted and recommended for their type of analysis,

you can certify the data that complies with your organization’s data standards.

In addition to certifying published data sources, if you have a DataManagement license for

Tableau Server or Tableau Cloud:

l Starting in Tableau 2019.3, if Tableau Catalog is enabled, you can certify databases
and tables that are associated with your Tableau content. (For more information about
Tableau Catalog, see "About Tableau Catalog" in the Tableau Server or Tableau
CloudHelp.)

l Starting in Tableau 2022.1, you can certify virtual connections and virtual connection
tables.

How certification helps users find trusted data

When you certify an asset, users see a green badge or green checkmark, depending on

where the asset is being viewed.
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Certified data sources rank higher in search results and are added to recommended data

sources.

In addition, you can provide notes about the certification status, which appear when users

click the badge, or in a tooltip when they hover over the data source icon in web authoring or

Tableau Desktop. The information also showswho certified the data source.

For more information, see the How to certify data steps below.

Create guidelines for selecting data to certify

Aswith most Tableau functionality, certification is flexible. You can define for your organ-

ization the criteria you use to determine when to certify a data source (or database or table).

As you do this, youmight want to document and share your guidelines. As new data

sources are published, the guidelines can help you and other administrators or project lead-

ers to be consistent with your certification choices. They can also help users understand

what certificationmeans.

Whether you use the same certification criteria across all projects, or define unique criteria

for each project, the important thing is to be clear about what certificationmeans in your

environment.
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Who can certify data

To certify a data source, youmust

l be a Server or Site Administrator, or
l have a site role of Explorer (Can Publish) or Creator and be the project owner or have
the Project Leader capability for the project containing the data you want to certify.

To certify virtual connections and virtual connection tables, youmust have a DataMan-

agement license in your environment, and youmust

l be a Server or Site Administrator, or
l have a site role of Explorer (Can Publish) or Creator and be the project owner or have
the Project Leader capability for the project containing the data you want to certify.

To certify databases or tables, youmust have Tableau Catalog enabled in your environment,

and youmust

l be a Server or Site Administrator, or
l have the Set permissions capability on the database to certify that database or any
tables within that database.

How to certify data

The data you can certify depends on whether you have a DataManagement license, and if

you do, if you have Tableau Catalog enabled in your environment.

l All users with the right permissions can certify data sources.
l If you have a Data Management license, users with the right permissions can also cer-
tify virtual connections and virtual connection tables.

l If Tableau Catalog is enabled, users with the right permissions can also certify data-
bases, tables, and files.

Take the following steps to certify the data.

1. Sign in to Tableau Cloud.
2. This step depends on the type of asset you want to certify:

l Data source or virtual connection - on the Explore page, selectAll Data
Sources or All Virtual Connections.
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l Virtual connection table - on the Explore page, selectAll Virtual Con-
nections, and select the virtual connection that contains the virtual connection
table you want to certify. Then select the virtual connection table.

l Database or table - on the External Assets page, selectDatabases and
Files or Tables.

3. On the page, select the More actions menu (...) next to the asset name you want to
certify.

4. Select Edit Certification and then do the following:
l Select the This data is certified check box.
l Add a note that gives users context for the certification status, intended use for
the data, or other helpful information. Information you add to the Note section
appears in the certification badge or tooltip, mentioned earlier in How cer-
tification helps users find trusted data. You can format the text in a message
with bold, underline, and italics, and include a link or an image. To see text
formatting tips, click the information (i) icon above the Save button.

5. Click Save.

Use Lineage for Impact Analysis
Knowing where your data comes from is key to trusting the data, and knowing who else

uses it means you can analyze the impact of changes to data in your environment. The lin-

eage feature in Tableau Catalog helps you do both these things.

Lineage requires DataManagement. Starting in 2019.3, Tableau Catalog is available as

part of the DataManagement offering for Tableau Server and Tableau Cloud.When

Tableau Catalog is enabled in your environment, you have access to lineage information for
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your content. For more information about Tableau Catalog, see "About Tableau Catalog" in

the Tableau Server or Tableau Cloud Help.

Navigate lineage

How you navigate to the Lineage pane depends on what kind of asset you're working with.

To see the lineage for Tableau content such asworkbooks, data sources, virtual con-

nections, lenses, or flows, fromExplore, navigate to and open the content asset, and then
select the Lineage tab.

If you see a Lineage tab but don't have a license that includesDataManagement, clicking on

the Lineage tab displays a promotion for DataManagement. The promotion can be disabled

in your Account Settings.

Note: Lineage data for flowswon't show if the flow includes parameter values. For more

information about using parameters in flows see Create and Use Parameters in Flows

in the Tableau Prep help.

To see lineage for external assets, such as databases or tables, locate the asset using

External Assets. Starting in Tableau CloudOctober 2022 / Server 2022.3, you can also

Tableau Software 503

Tableau Cloud Help

https://help.tableau.com/current/server/en-us/dm_catalog_overview.htm
https://help.tableau.com/current/online/en-us/dm_catalog_overview.htm
https://help.tableau.com/current/prep/en-us/prep_parameters.htm


locate the asset usingExplore if the asset is in a project. Click the asset, and a page opens
with details about the external asset, including the name, the description, any tags, and

tables or columns in it. To the right of the asset information is the Lineage pane, which
shows the lineage for that external asset.

Lineage shows dependencies in relationship to the lineage anchor, which is the asset selec-

ted. A lineage anchor can be a database, table, workbook, published data source, virtual

connection, virtual connection table, lens, metric, or flow. (In the first example, the anchor is

the Batters data source and in the second example, it's the Batters table). All the assets

below the anchor depend, either directly or indirectly, on the anchor and are called outputs

or downstream assets. The assets above the anchor are the assets the anchor is either dir-

ectly or indirectly dependent on and are called inputs or upstream assets.

When you select a field in a data source or a column in a table, the lineage is filtered to show

only downstream assets that depend on the field (or column) or upstream inputs to the field

(or column) as in this 'Superstore' workbook example that shows the lineage filtered for the

Commission (Variable) field:
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You can select an upstream or downstream asset in the Lineage pane to see its details. For

example, when you select Metrics, the list of metrics depending on this workbook appears to

the left of the Lineage pane.

From the Lineage pane, you can navigate to any asset related to your initial choice, in this

case the workbook, by following the links that interest you.

Embedded asset appears in External Assets

Tableau Catalog treats an external asset as ‘embedded’ if the Include external files check
box is selected when a data source or workbook is published.When an external asset (data-

base, table, or file) is embedded in published Tableau content (workbooks, data sources,

and flows), the external asset is used by the content, but is not shareable with other users.

That embedded external asset appears in the lineage upstream from its Tableau content and

is listed in External Assets.

To see if an external asset is embedded, go to the external asset’s detail page and see if

“Embedded Asset” is listed underCategory.
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For information about embedded data, see Publishing data separately or embedded in

workbooks in Tableau Desktop andWeb Authoring Help.

Lineage and custom SQL connections

When you view the lineage of a connection that uses customSQL, keep inmind the fol-

lowing:

l Lineage might not be complete.
l Catalog doesn't support showing column information for tables that it only knows
about through custom SQL.

l Field details cards might not contain links to connected columns, or might not show
any connected columns at all.

l Column details cards might not contain links to fields that use the column, or might not
show any fields at all.

For more information, see Tableau Catalog support for customSQL in the Tableau Desktop

andWeb Authoring Help.

Catalog doesn't support cubes

Cube data sources (also known asmultidimensional or OLAP data sources) are not sup-

ported by Tableau Catalog. Tableau content (such as a data source, view, or workbook)

that relies on cube data does not display any cubemetadata or cube lineage in Catalog.
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Mismatch between lineage count and tab count

Youmight notice amismatch in the count of assets between the Tableau Catalog Lineage

tool and the tabs in Tableau Server or Tableau Cloud.

The count mismatch is explained by the fact that each—lineage count vs. tab count—counts

assets a different way. For example, at any given point in time, Catalog can count only assets

that are indexed, whereas Tableau Server or Tableau Cloud counts any assets that are pub-

lished. Other reasons for count differences include whether:

l You have "View" permissions for the asset.
l An asset is hidden.
l Any fields are used in a workbook.
l An asset is directly or indirectly connected to.
l An asset is in a Personal Space.

Workbook count mismatch example

As an example, here's how the tab count vs. the lineage count is determined for workbooks.

ConnectedWorkbooks tab counts workbooks that meet both these criteria:

l Connects to the data source (whether or not any fields are actually used in the work-
book).

l The user has permissions to view (whether it's a worksheet, dashboard, or story).

Tableau Software 507

Tableau Cloud Help



Tableau Catalog Lineage counts workbooks that meet all these criteria:

l Has been indexed by Tableau Catalog.
l Connects to the data source and uses at least one field in the data source.
l Contains worksheets, including dashboards or stories that contain a worksheet, that
use at least one field in the data source.

Whenmetadata is blocked because of limited permissions, or the asset is in a Personal

Space, Catalog still counts the workbook. But instead of seeing some of the sensitive

metadata, you seePermissions required. For more information, see Access lineage
information.

Use email to contact owners

At the end of the lineage isOwners. The list of owners includes anyone assigned as the

owner or contact for any content downstream from the lineage anchor.

You can email owners to let them know about changes to the data. (To email owners, you

must have the 'Overwrite' (Save) capability on the lineage anchor content.)

1. SelectOwners to see the list of people who are impacted by the data in this lineage.
2. Select the owners you want to send a message to.
3. Click Send Email to open the email message box.
4. Enter the Subject and your message in the text box, and click Send.

Set a Data Quality Warning
Data quality warnings are a feature of Tableau Catalog, part of the DataManagement offer-

ing for Tableau Server and Tableau Cloud. For more information about Tableau Catalog,

see "About Tableau Catalog" in the Tableau Server or Tableau Cloud Help.

When Tableau Catalog is enabled in your environment, you can set data quality warnings

on data assets so that users of that data are aware of issues. For example, youmight want

to let users know that a data source has been deprecated, or that a refresh has failed for an

extract data source, or that a table contains sensitive data.
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You can set data quality warnings on data sources, databases, tables, flows, virtual con-

nections, virtual connection tables, and columns.

Data quality warnings for data sources, databases, tables, and flowswere introduced in

Tableau Server 2019.3 and Tableau Cloud 2019.3. Data quality warnings for virtual con-

nections and virtual connection tables were added in Tableau Server 2022.1 and Tableau

CloudMarch 2022, and for columns in Tableau Server 2022.3 and Tableau CloudOctober

2022.

About data quality warnings

There are two kinds of data quality warnings you can set. The first kind is visible to users until

you remove it. The second kind is generated by Tableau when you set Tableau tomonitor for

refresh failures of extract data sources or flow run failures.

For extracts and flows, you can set one data quality warning of each kind per asset.

For databases, tables, columns, virtual connections, virtual connection tables, and live data

sources, you can set only one quality warning.
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When you set the first kind, it's visible to users until you remove it using the data quality dia-

log box. You can also use the dialog box tomake any updates to the quality warning you set.

When you set Tableau tomonitor for extract data source refresh failures or flow run failures,

if a warning is generated, it’s visible to users until the extract refresh or flow run is suc-

cessful. You can update or remove a warning by opening and editing the contents in the dia-

log box.

Note: You can set both kinds of data quality warnings and enable high visibility using
REST API. For more information, see Add Data QualityWarning in the Tableau

REST API Help.

Who can see the data quality warning

In Tableau Server and Tableau Cloud, when you set a warning on a data source, flow, data-

base, table, column, virtual connection, or virtual connection table, the warning is visible to

users of the asset and any assets downstream from it. For example, a warning set on a

table is visible to users looking at a dashboard with an upstream dependency on that table -

users see a warning icon on the dashboard's Data Details tab and can open the pane to see

the details. Warnings are visible elsewhere in Tableau as described in Set high visibility for a

data quality warning.
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When exploring some types of content using list view, Tableau Server and Tableau Cloud

users also see data quality warnings in a column.

If you see a data quality warning column, but don't have a license that includesDataMan-

agement, clicking on the column header displays a promotion for DataManagement. The

promotion can be disabled in your Account Settings.
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In Tableau Desktop and TableauWeb Authoring, users see a warning icon (either a blue

circle or a yellow triangle with an exclamation point) on the Data tab in a workbook sheet

when either

l a warning is set on a data source used in the workbook, or
l there is a warning upstream from the data source used in the workbook

Note: Data quality warnings for columns and virtual connections do not appear in Tableau

Desktop.

To see the details of the warning, hover over the warning icon with the cursor.
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Data quality warnings in subscriptions

Administrators can turn on data quality warnings in email subscriptions so that when users

subscribe to a view, for example, the email they get includes any data quality warnings asso-

ciated with that view. Emails with data quality warnings contain:

l Links to relevant views or workbooks with their Data Details pane open.
l Links to relevant upstream assets, such as data sources, tables, or databases.
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Administrators can turn on data quality warnings in email subscriptions by selecting the

Data Quality Warnings in Subscriptions option on the Tableau Server or Tableau
Cloud site settings page. For more information, see Data QualityWarnings in Subscriptions

in the Site SettingsReference.

How to set a quality warning

There are several types of data quality warnings you can set on an asset:

l Warning
l Deprecated
l Stale data
l Under maintenance
l Sensitive data

In addition to showing the type of data quality warning, you can include an optional message

with more details about the warning.

To set a data quality warning:

1. Open the Data Quality Warning dialog for the asset you want to create a warning
for. How you do this depends on the type of asset.

l For all asset types except columns: Select the More actions menu (. . .) next to
the asset, and then selectQuality Warning.

l For columns: On the table page, select the check box next to the column. Click
the Actionsmenu and selectQuality Warning.

2. Enable the warning.
3. Select the warning label from the drop-down list. (Older dialogs have aWarning type

dropdown.)
4. Set the visibility level. (Older dialogs have a checkbox for high visibility.)
5. Enter a message to display to users. You can format the text in a message with bold,

underline, and italics, and include a link or an image. To see text formatting tips, click
the information (i) icon above the Save button.

6. Click Save.
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How to set a monitoring quality warning

You can set Tableau tomonitor for two events: extract data source refresh failure and flow

run failure. When the event occurs, Tableau generates a quality warning that appears in the

same places that amanual quality warning appears.

To set Tableau tomonitor for either event:
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1. Select the More actions menu (. . .) next to the extract data source or flow you want to
create a warning for, and then select the appropriate option:

l Quality Warning >Extract Refresh Monitoring
l Quality Warning > Flow Run Monitoring

2. Enable the warning.
3. Set the visibility level. (Older dialogs have a checkbox for high visibility)
4. (Optional) Enter a message to display to users. You can format the text in a message

with bold, underline, and italics, and include a link or an image. To see text formatting
tips, click the information (i) icon above the Save button.

5. Click Save.
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Set high visibility for a data quality warning

There are timeswhen you want to make sure that users of a visualization know important

information about the data they're viewing, whether it be that the data is stale, or that the

source has been deprecated, or that the flow run has failed. You can do this by setting the

visibility level to high in the Data QualityWarning dialog box, as described in How to set a

data quality warning.

When enabled, a notification appears when anyone opens a published view affected by this

warning.

High visibility warnings are identified with a yellow warning symbol, whichmakes them

more visible elsewhere in Tableau, as in these examples:

On the External Assets page:

On a database page:

On the Data Details pane:
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Onmetrics. Warnings appear when you open ametric in TableauMobile, and in Tableau

Server and Tableau Cloud when you hover over ametric in grid view and on themetric

details page, as shown below:
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You can change a high visibility warning to normal visibility by clearing theEnable high vis-
ibility check box in the Data QualityWarning dialog box.

Remove a data quality warning

When awarning no longer applies, you can remove it by navigating to the data asset with

the warning.

1. Open the Data Quality Warning dialog for the asset. How you do this depends on
the type of asset.

l For all asset types except columns: Select the More actions menu (. . .) next to
the data asset and selectQuality Warning.

l For columns: On the table page, select the check box next to the column. Click
the Actionsmenu and selectQuality Warning.

2. Clear the Enable warning check box to remove the warning.
3. Click Save.
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Who can do this

To set a data quality warning, youmust either

l be a server or site administrator, or
l have the Overwrite capability for the asset.

Manage Dashboard Extensions in Tableau
Cloud
Dashboard extensions are web applications that run in custom dashboard zones and can

interact with the rest of the dashboard using the Tableau Extensions API. Dashboard exten-

sions give users the ability to interact with data from other applications directly in Tableau.

Note: Youmust be a site administrator to add extensions to the safe list and to control
the type of data the extensions can access. The site administrator can also configure

whether users on the site will see prompts when they add or view extensions in a dash-

board. For information about extension security and recommended deployment options,

see Extension Security - Best Practices for Deployment.

For information about using dashboard extensions in Tableau, see Use Dashboard Exten-

sions.

Looking for Tableau Server? SeeManage Dashboard Extensions in Tableau Server.

Before you run extensions on Tableau Cloud

Tableau supports two types of dashboard extensions: Network-enabled extensions, which

can be hosted on web servers located inside or outside of your local network and have full

access to the web, and Sandboxed extensions, which run in a protected environment

without access to any other resource or service on the web.

Tableau Software 521

Tableau Cloud Help

https://tableau.github.io/extensions-api
https://help.tableau.com/current/server/en-us/security_extensions.htm
https://help.tableau.com/current/pro/desktop/en-us/dashboard_extensions.htm%3FTocPath%3DCreate%2520Dashboards|_____5
https://help.tableau.com/current/pro/desktop/en-us/dashboard_extensions.htm%3FTocPath%3DCreate%2520Dashboards|_____5
https://help.tableau.com/current/server/en-us/dashboard_extensions_server.htm


Note: Beginning inMarch 2021.1 Tableau supports integration with Einstein Discovery
through the Einstein Discovery Dashboard extension. This is a special extension that

has access to data in Salesforce.com and is allowed by default. It is not considered a

Network-enabled extension or a Sandboxed extension. For more information on Ein-

stein Discovery integration, see Configure Einstein Discovery Integration.

Sandboxed extensions are hosted by Tableau and employW3C standards, such asCon-

tent Security Policy (CSP), to ensure the extension can’t make network calls outside of the

hosting Tableau Server. A Sandboxed extension can query data in the dashboard, but it

can’t send that data anywhere outside of the sandbox. Sandboxed Extensions are sup-

ported in Tableau 2019.4 and later. By default, Sandboxed extensions are allowed to run if

extensions are enabled for the site.

Network-enabled dashboard extensions are web applications and could be running on any

computer set up as a web server. This includes local computers, computers in your domain,

and third-party web sites. Because Network-enabled extensions could be hosted on third-

party sites and could have access to the data in the dashboard, you want to only allow the

extensions you trust. See Test Network-enabled extensions for security.

For security, you can use the settings for dashboard extensions on Tableau Cloud to control

and limit the dashboard extensions that are allowed to run.

l By default, Sandboxed extensions are allowed to run if extensions are enabled for

the site.

l By default, no Network-enabled extensions are allowed unless they have been expli-

citly added to the safe list.

l By default, only extensions that use the HTTPS protocol are allowed, which guar-

antees an encrypted channel for sending and receiving data (the only exception is for

http://localhost).

l If the Network-enabled extension requires full data (access to the underlying data)
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the extension will not be able to run on Tableau Cloud unless you explicitly add the

extension to the safe list and grant the extension access to full data.

Control dashboard extensions and access to data

Site administrators can control whether to enable extensions for the site and whether to

allow Sandboxed extensions on the site. The default site settings allow Sandboxed exten-

sions to run on the site, provided the extension is not specifically blocked on the server. The

default site settings allow Network-enabled extensions to run that appear on the safe list for

the site. Individual Sandboxed extensions can also be added to the safe list, if Sandboxed

extensions are not allowed by default.

1. To change these settings for the site, go toSettings > Extensions.

2. Under Dashboard Extensions, configure these options:

l Let users run extensions on this site
l Let Sandboxed extensions run unless they are specifically blocked by
a server administrator

Site administrators can add or remove Network-enabled and Sandboxed extensions from

the safe list for a site. When you add an extension to the safe list, you can control whether to

allow the extension to have access to full data. See Add extensions to the safe list and con-

figure user prompts.

Identifying an extension

As a web application, an extension is associated with a URL. You use this URL to test and

verify the extension. You also use the URL to add the extension to the safe list to allow full

data access, or to the block list to prohibit any access.

If you have the extensionmanifest file (.trex), an XML file that defines properties for the

extension, you can find the URL from the <source-location> element.

<source-location>

<url>https://www.example.com/myExtension.html</url>
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</source-location>

If you have added the extension to the dashboard, you can find the URL from the extension

properties. From theMore Optionsmenu, clickAbout.

The About dialog box lists the name of the extension, the author of the extension, the web

site of the author, along with the URL of the extension.

Add extensions to the safe list and configure user prompts

To ensure that users can use Network-enabled extensions that are trusted, you can add

them to the safe list for the site. You can also add Sandboxed extensions to the safe list, if
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Sandboxed extensions aren't enabled by default on the site.

On the safe list, you can control whether to grant the extension full data access. By default,

when you add an extension to the safe list, the extension only has access to the summary (or

aggregated) data. You can also control whether users will see a prompt asking them to allow

the extension access to data. Youmight want to add an extension to the safe list (for

example, a Sandboxed extension) so that you can configure whether or not users see the

prompts. When you hide the prompt from users, the extension can run immediately.

1. Go toSettings > Extensions.

2. Under Enable Specific Extensions, add the URL of the extension. See Identifying
an extension.

3. Choose toAllow orDeny the extension Full Data Access.

Full data access is access to the underlying data in the view, not just the summary or

aggregated data. Full data access also includes information about the data sources,

such as the names of the connection, fields, and tables. In most cases, if you are

adding an extension to the safe list so that it can run, you will also want to allow the

extension to have access to full data, if the extension requires it. Before adding exten-

sions to the safe list, be sure to Test Network-enabled extensions for security.

4. Choose toShow orHide theUser Prompts.

Users see the prompts by default when they are adding an extension to a dashboard,

or when they are interacting with a view that has an extension. The prompt tells users

details about the extension and whether the extension has access to full data. The

prompt gives users the ability to allow or deny the extension from running. You can

hide this prompt from users, allowing the extension to run immediately.

Test Network-enabled extensions for security

Dashboard extensions are web applications that interact with data in Tableau using the

Extensions API. Network-enabled dashboard extensions could be hosted on web servers
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inside or outside of your domain, and canmake network calls and have access to resources

on the Internet. Because of this and the potential vulnerabilities, such as cross-site scripting,

you should test and vet Network-enabled dashboard extensions before users use them in

dashboards on Tableau Desktop, and before you allow the extensions on Tableau Cloud.

Examine the source files

Dashboard extensions are web applications and include variousHTML, CSS, and

JavaScript files, and an XMLmanifest file (*.trex) that defines the properties in the exten-

sion. In many cases, the code for a dashboard extension is publicly available onGitHub and

can be examined there or downloaded. In themanifest file (*.trex), you can find the

source location, or URL indicated where the extension is hosted, the name of the author,

and the web site of the author or company to contact for support. The <source-loc-

ation> element specifies in the URL, the <author> element, specifies the name of the

organization and the web site to contact for support (website="SUPPORT_URL"). The

web site is theGet Support link user see in theAbout dialog box for the extension.

Many dashboard extensions reference external JavaScript libraries, such as the jQuery lib-

rary or API libraries for third parties. Validate that the URL for external libraries points to a

trusted location for the library. For example, if the connector references the jQuery library,

make sure that the library is on a site that is considered standard and safe.

All extensions are required to use HTTPS protocol (https://) for hosting their exten-

sions. You should examine the source files for the extension to ensure that any reference to

external libraries is also using HTTPS or is hosted on the sameweb site as the extension.

The one exception to the requirement of HTTPS is if the extension is hosted on the same

computer as Tableau (http://localhost).

To the extent possible, make sure you understand what the code is doing. In particular, try

to understand how the code is constructing requests to external sites, and what information

is being sent in the request. In particular, check if any user-supplied data is validated to pre-

vent cross-site scripting.
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Understand data access

The Tableau Extensions API providesmethods that can access the names of the active

tables and fields in the data source, the summary descriptions of the data source con-

nections, and the underlying data in a dashboard. If an extension uses any of thesemethods

in a view, the extension developer must declare that the extension requires full data per-

mission in themanifest file (.trex). The declaration looks like the following.

<permissions>

<permission>full data</permission>

</permissions>

Tableau uses this declaration to provide a prompt to users at run time that gives them the

option of allowing this access or not. If the extension uses any one of these four methods,

without declaring full-data permission in themanifest file, the extension will load but the

method calls will fail.

For information about how an extension accesses data from the dashboard, and the

JavaScript methods used, see Accessing Underlying Data in the Tableau Extensions API.

To get a better understanding about what the extension can find out about the data, you can

use the DataSources sample dashboard extension (available from the Tableau Extensions

API GitHub repository) to see what data is exposed when the getDataSourcesAsync()

method is called.

Test the extension in an isolated environment

If possible, test the dashboard extension in an environment that is isolated from your pro-

duction environment and from user computers. For example, add a dashboard extensions to

a safe list on a test computer or virtual machine that's running a version of Tableau Cloud

that is not used for production.

Monitor traffic created by the dashboard extension

When you test a Network-enabled dashboard extension, use a tool like Fiddler, Charles

HTTP proxy, or Wireshark to examine the requests and responses that the extension
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makes. Make sure that you understand what content the extension is requesting. Examine

the traffic to be sure that the extension is not reading data or code that is not directly related

to the purpose of the extension.

Configure Connections with Analytics Exten-
sions
Analytics extensions allow you to extend Tableau dynamic calculations in a workbookwith

languages like R and Python, with Einstein Discovery, and with other tools and platforms.

These settings endpoints enable you to configure analytics extensions on your site in

Tableau Cloud. For more information, see Analytics Extensions API.

For more information about user scenarios and configuring analytics connections in

Tableau Desktop or for web authoring, see Pass Expressionswith Analytics Extensions, in

the Tableau Desktop andWeb Authoring Help.

Note: Beginning in June 2021, you can createmultiple analytics extensions con-
nections for a site, includingmultiple connection for the same type of extension (you are

presently limited to a single Einstein Discovery analytics extension for each site). For

details, seeWhat’s New in Tableau Cloud.

This topic describes how to configure sites on Tableau Cloud with analytics extensions.

Security requirements and configuration

For increased security, Tableau Cloud requires an encrypted channel and authenticated

access to the external services used for analytics extensions.
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Certificate

The server running the external service for analytics extensionsmust be configured with a

valid TLS/SSL certificate from a trusted 3rd party certificate authority (CA). Tableau Cloud

will not establish a connection with external servers that are configured with a self-signed cer-

tificate, a certificate from a private PKI, or a certificate that is not trusted by an established

3rd party CA.

Safelist firewall configuration

Many organizations deploy a firewall that requires safelist exceptions for known hosts out-

side the network. In this scenario, you will need to specify two Tableau Cloud IP addresses

as exceptions. The Tableau Cloud IP addresses used for connections to analytics exten-

sions servers are 44.224.205.196 and 44.230.200.109.

Configure analytics extensions settings

1. Sign in to Tableau Cloud as a site administrator.
2. Click Settings.
3. On the Settings page, click the Extensions tab and then scroll to Analytics Exten-

sions.
4. Select Enable analytics extensions for site.
5. ClickCreate new connection.
6. In the New Connection dialog, click the connection type you want to add, then enter

the configuration settings for your analytics service:
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3. The options you need to configure depend on the connection type you choose:

l For an Einstein Discovery connection, click Enable.
l For TabPy, RServer, and Analytics Extensions API connections, enter the fol-
lowing information:

l Connection Name: Specify the server type you are connecting to.
RSERVE supports connections to R using the RServe package. TABPY
supports connections to Python using TabPy, or to other analytics exten-
sions.

l Require SSL: Select this option to encrypt the connection to the ana-
lytics service. If you specify a HTTPS URL in the Hostname field, then
you must select this option.

l Hostname: Specify the computer name or URL where the analytics ser-
vice is running. This field is case sensitive.

l Port: Specify the port for the service.

530 Tableau Software

Tableau Cloud Help



l Sign in with a username and password: Select this option to specify
user name and password that is used to authenticate to the analytics ser-
vice.

7. Click Save.

Edit or delete an analytics extension connection

To edit or delete a configuration, navigate toAnalytics Extensions on theExtensions tab
of your site.

Click theEdit orDelete icon and follow the prompts to change the configuration.

Script errors

Tableau cannot verify that workbooks that use an analytics extension will render properly on

Tableau Cloud. Theremight be scenarios where a required statistical library is available on a

user’s computer but not on the analytics extension instance that Tableau Cloud is using.

A warning will be displayed when you publish a workbook if it contains views that use an ana-

lytics extension.

This worksheet contains external service scripts, which cannot be viewed on the tar-

get platform until the administrator configures an external service connection.
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Table Extensions
Table Extensions allow you to create new data tables with an analytics extensions script.

You can write a customTabPy or Rserve script and optionally add one or more input tables.

Table extensions are supported by Tableau Cloud, Tableau Server, and Tableau Desktop.

This document focuses on Tableau Server.

Note: The data refreshes every time you open up a workbook or refresh a data source.

Benefits

Table Extensions have the following benefits for both new and experienced users.

l Faster data processing
l Low code editor
l Integrates with AskData and Explain Data
l Integrates with TabPy and Rserve
l Results can be used to construct dashboards or visualizations.

Prerequisites

Before you can use table extensions, youmust complete the following list.

l Configure an analytics extension
o For steps to configure analytics extension connections, see Configure Con-
nectionswith Analytics Extensions..

l Publish your workbook.

Create a Table Extension

To create a new table extension, complete the steps below.
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1. Open a published workbook.

Note: Theworkbookmust be published before you can add a table extension.

2. Under Sheets, choose New Table Extension.

3. (Optional) Drag sheets into the table extension pane.
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4. Under Choose a Connection, select an analytics extension.

5. In Script, enter your script.
6. SelectApply.
7. Choose Update Now and the results will appear in theOutput Table tab.

8. In the Name field, enter a unique name for your new table extension.
9. Go to the sheet tab and publish the workbook to save it.

Note: If you edit the input table you have to pressApply again before you can see or
use the updated output table data.

Troubleshooting tip: If your table extension is hitting an error, try using the circular
Refresh Data Source button, located next to theSave button.
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Table Extensions vs Analytics Extensions

Tableau has a few different featureswith "extension" in the name.While some of these

products aren't related, table extensions and analytics extensions are. The table extensions

feature relies on a connection with a analytics extensions to work. Let's break down each fea-

ture.

Table Extensions

The table extensions feature lets you create workbook calculations that send data and a pro-

cessing script to your analytics extension. The returned results are displayed as a table on

the Data Source tab and asmeasures and dimensions in the workbook.

Analytics Extensions

The analytics extensions feature allows you to extend Tableau dynamic calculationswith pro-

gramming languages like Python, external tools, and external platforms. After you create a

connection to an analytics extension, you can communicate with your external server

through calculated fields. For more information, see Configure Connectionswith Analytics

Extensions.

Configure Einstein Discovery Integration
BeginningMarch, 2021, Tableau Cloud supports integration with Einstein Discovery, making

Einstein Discovery predictions available to authors and viewers of dashboards. Starting in

version 2021.2.0, Einstein Discovery predictions is also now available when authoring flows

on the web.

Einstein Discovery in Tableau is powered by salesforce.com. Consult your agreement with

salesforce.com for applicable terms.

For details on how to use Einstein Discovery predictions in Tableau, including licensing and

permission requirements, see Integrate Einstein Discovery Predictions in Tableau in the
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Tableau Desktop andWeb Authoring Help. For information about adding predictions in

flows, see Add Einstein Discovery Predictions to your flow.

Einstein Discovery dashboard extension

The Einstein Discovery dashboard extension allow workbook authors to surface real-time

predictions in Tableau. The dashboard extension delivers predictions interactively, on-

demand, using source data in a Tableau workbook and an Einstein Discovery-powered

model deployed in Salesforce.

By default Tableau Cloud site configuration allows savedOAuth access tokens, so the only

step necessary is to configure Cross-Origin Resource Sharing (CORS) in the Salesforce

org that hosts Einstein Discovery. This requires permissions in the Salesforce org. For

details on necessary licenses and permissions, see Requirements for access - Einstein Dis-

covery. For details on configuring CORS in Salesforce, see Configure CORS in Sales-

force.com for Einstein Discover Integration in Tableau Cloud.

Einstein Discovery analytics extension

The Einstein Discovery analytics extension gives your users the ability to embed predictions

directly in Tableau calculated fields. A table calc script requests predictions from amodel

deployed in Salesforce by passing its associated prediction ID and input data that themodel

requires. UseModel Manager in Salesforce to auto-generate a Tableau table calculation

script, and then paste that script into a calculated field for use in a Tableau workbook.

By default Tableau Cloud site configuration allows savedOAuth access tokens, so the only

step necessary is to configure Cross-Origin Resource Sharing (CORS) in the Salesforce

org that hosts Einstein Discovery. This requires administrator permissions in the Salesforce

org. For details, see Configure CORS in Salesforce.com for Einstein Discover Integration in

Tableau Cloud.

Einstein Discovery Tableau Prep extension

Supported in Tableau Server and Tableau Cloud starting in version 2021.2.0
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The Einstein Discovery Tableau Prep extension enables users to embed Einstein pre-

dictions directly in their flowswhen authoring flows on the web.

By default, Tableau Cloud site configuration allows savedOAuth access tokens, so the only

step necessary is to enable Tableau Prep Extensions for the server. This requires admin-

istrator permissions in the Salesforce org. For details, see Enable Tableau Prep Extensions.

Configure CORS in Salesforce.com for Einstein Discover
Integration in Tableau Cloud

In version 2021.1.0 the ability to integrate Einstein Discovery predictions into Tableau Dash-

boardswas added. You can do this using the Einstein Discovery dashboard extension. A pre-

requisite for this is configuring Cross-Origin Resource Sharing (CORS) in the Salesforce org

that hosts Tableau CRMand includes themodel and predictions that are going to be used.

This procedure explains how an administrator in a Salesforce.com organization would do

this configuration. You can findmore information about CORS in the Salesforce doc-

umentation, Configure Salesforce CORS Allowlist.

Configure CORS for Einstein Discovery.

Note: This procedure documents the process in Salesforce Lightning. If you are using
the traditional interface, the navigationmay be different but the configuration is the

same.

1. Sign in to your Salesforce.com developer account, click your user name in the upper-

right, and then selectSetup.
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2. In the left navigation column, search for "cors" and selectCORS .

3. InCORS, in theAllowed Origins List section, clickNew.

4. InCORS Allowed Origin List Edit, enter the URL of Tableau Cloud, beginning
with "https://".
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For more information about the URL pattern, see the Salesforce developer doc-

umentation: https://developer.salesforce.com/docs/atlas.en-us.chat-

terapi.meta/chatterapi/extend_code_cors.htm

5. ClickSave.

Integrate Tableau with a SlackWorkspace
Beginning with version 2021.3, Tableau Server and Tableau Cloud support integration with

the Tableau App for Slack, so your team can collaborate-share Tableau snapshots, search

for Tableau content, and receive notifications about Tableau data–right where they’re work-

ing in a Slackworkspace.

The Tableau App for Slack lets you connect your Tableau site with a Slackworkspace. After

it’s enabled, Tableau users can:

l See notifications in Slack when teammates share content with them, when they're men-
tioned in a comment, or when data meets a specified threshold in a data-driven alert. If
a site administrator in Tableau Cloud or a server administrator in Tableau Server
enables notifications on a site, users can control which notifications they receive in
Slack by configuring their Account Settings.

l See a preview of a viz when a Tableau URL is pasted into Slack, allowing users to
share data-related content with context directly in Slack.
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l Search for Tableau views or workbooks in Slack DMs and channels.
l Access Recents and Favorites from the Tableau App for Slack.

For more information, see Receive Notifications, Search, and Share Using the Tableau

App for Slack.

Note: Some notifications preferencesmight not be available if the features are turned
off for your site. For example, if the User Visibility setting is set to Limited, notifications

are turned off. For more information, see Site SettingsReference andManage Site

User Visibility.

To integrate Slackwith your Tableau site, there are a few necessary configuration steps,

including some in your Tableau site, and some in the Slackworkspace you want to connect.

This overview outlines these steps for both Tableau site administrators on Tableau Cloud or

a Tableau Server Administrator on Tableau Server, and Slackworkspace administrators.

Requirements

Enabling Tableau in Slack requires both a Slackworkspace administrator and either a

Tableau site administrator in Tableau Cloud, or a Tableau server administrator in Tableau

Server.

Connect a Tableau Cloud site to a Slack workspace

Tableau Cloud site administrators can connect one or more Tableau Cloud sites to a single

Slackworkspace. However, you can’t connect a Tableau site to more than one Slackwork-

space. Connecting consists of these tasks:

l Tableau site administrator: Request permission to the Slack workspace through
Tableau's site settings.

l Slack workspace administrator: Add the Tableau App for Slack to a Slack work-
space by approving a request from the Tableau administrator for permission to
access the Slack workspace.

l Tableau site administrator: Connect your Tableau site to Slack.
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Step 1: Request permission to the Slack workspace

Tableau site administrator

1. Sign in to the site you’d like to connect to Slack. On the Settings page of your site,
select the Integrations tab.

2. Under Slack Connectivity, selectConnect to Slack.
Follow the prompt to sign in to your Slack workspace.

3. Request to install the Tableau App for Slack. This request goes to the Slack workspace
administrator. You can add a message to the workspace administrator, if needed.

4. Select Submit.

The Slack administrator receives a notification for the request. For more information

about this process, see An Admin's Guide to SlackManagement in Slack's doc-

umentation.

Slackbot (Slack’s notifications center) will notify you when your request is approved.

Step 2: Add the Tableau App for Slack to the Slack workspace

Slack workspace administrator

Approve the request from the Tableau site administrator inManage Apps to add the
Tableau App for Slack to the Slackworkspace.

For more information, see An Admin's Guide to SlackManagement in Slack's doc-

umentation.

Step 3: Connect your Tableau site to Slack

Tableau site administrator

After the Slackworkspace administrator approves the Tableau application, a Tableau admin-

istrator can finalize the app's connection to a Tableau site.
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1. From the Settings page of your site, select the Integrations tab.

2. Under Slack Connectivity, selectConnect to Slack.
3. Follow the prompt to sign in to your Slack workspace.
4. SelectAllow to give your Tableau site access to the Slack workspace.

The Tableau site and Slackworkspace are now connected.

Disconnect a Tableau site from Slack

As a site admin, you can disconnect a Tableau site from a Slackworkspace by selectingDis-
connect from Slack in the Integrations tab of site settings. Users continue to receive noti-
fications for some time. TheOAuth client information you added in Step 2 is retained and

can be used to connect to a new workspace, if needed.

As a Slack user, you can disconnect fromSlack by selectingDisconnect from Tableau
from theHome tab in the Tableau App for Slack.

Update your Tableau App for Slack

When a new version of the Tableau App for Slack is available, Tableau recommends updat-

ing the application tomaintain app performance and use new features.

To update the Tableau App for Slack:

1. From the Settings page of your site, select the Integrations tab.

2. Under Slack Connectivity, selectConnect to Slack.
3. SelectUpdate.

Note: App updates applied by any Tableau admin affect all Tableau sites connected to
the sameworkspace.
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Troubleshoot the Tableau App for Slack

It’s a best practice toManage app approvals for your Slackworkspace. However, if your

Slackworkspace allows users who aren’t admins to remove apps, it’s possible that a user

can remove the Tableau App for Slack for the site. In this scenario, other users will see the

Tableau App for Slack, but its featureswon’t work as expected. To resolve this issue, have

your Slack admin uninstall and reinstall the Tableau App for Slack. Then, have your admin fol-

low the steps to connect Slackwith your Tableau site.

Automate Tasks Using tabcmd

tabcmd

Note: The tabcmd command-line utility version 2.0 is available at Tableau tabcmd (new
window). This new version allows you to run tabcmd commands onMacOS and Linux,

and to authenticate using personal access tokens, which allows you to bemulti-factor

authentication compliant. Version 2.0 is built on public endpoints available in the Python-

based Tableau Server Client (TSC). This latest version workswith Tableau Cloud and

has limited support for Tableau Server.

Tableau provides the tabcmd command-line utility which you can use to automate site admin-

istration tasks on your Tableau Cloud site. For example, creating or deleting users, projects,

and groups.

Important: tabcmd 1.0 does not support multi-factor authentication (MFA). To use tab-
cmdwith Tableau Cloud, use Tableau tabcmd 2.0 (new window). For more information

about Tableau Cloud andMFA, seeMulti-Factor Authentication and Tableau Cloud.
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Install tabcmd

Note: These instructions are for installing the tabcmd 1.0 command-line utility. To
install the tabcmd 2.0 command-line utility, go to Tableau tabcmd (new window).

When Tableau Server or Tableau Cloud is upgraded to a new version, if an updated version

of tabcmd is required, you can download it from the TableauServerReleases page on the

Tableau website.

For Tableau Server, we recommend you download the version that matches your server

version. For Tableau Cloud, we recommend you always download the latest version to

avoid issues caused by version incompatibilities. In either case, using an out of date version

of tabcmd can cause errors and unpredictable results.

1. Open a web browser and go to the Tableau Server Releases page. Go to this page

even if you use Tableau Online.

2. If you're using:

l Tableau Cloud, use Tableau tabcmd 2.0 (new window).
l Tableau Server (Windows or Linux): select the release that matches your
server version.

In either case, if the expanded information showsmaintenance releases, select the

latest maintenance release or the one that matches your server version.
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This takes you to the release notes page, called Resolved Issues, where you can read

about security improvements and resolved issues.

3. Scroll to theDownload Files section under the resolved issues, select the tabcmd
download link that is compatible with the computer on which you’ll run the tabcmd

commands. 

The remaining steps refer to this computer as “the tabcmd computer.”

4. Save the installer to the tabcmd computer, or a location accessible from that

computer .

5. Complete the installation steps as appropriate for the operating system of the tabcmd

computer:
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l Windows

By default tabcmd is installed to C:\Program Files\Tableau\Tableau

Server\<version>\extras\Command Line Utility. You can

change this during installation and recommend that you install tabcmd to a

folder named tabcmd at the root of the C:\ drive (C:\tabcmd). This can

make it easier to locate and run, and will accommodate some limitationswith

theWindows operating system if you add the tabcmd directory to theWindows

PATH.

Note The tabcmd Setup program does not add the tabcmd directory to the

WindowsPATH variable. You can add it manually, or you can include the

full path to tabcmd each time you call it.

You can install tabcmd in two ways onWindows:

l Double-click the installer to follow the steps in the UI:

a. Accept the license agreement.

b. If you want to install to a non-default location, clickCustomize
and type or browse to the location you want to install tabcmd to.

c. Click Install.

If you are prompted byWindowsDefender Firewall or User

Account Control, clickAllow access.

l Run the installer from a command prompt:

a. Open a command prompt as administrator on the tabcmd com-

puter.
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b. Navigate to the directory where you copied the tabcmd installer.

c. Install tabcmd:

tableau-setup-tabcmd-tableau-<version_code>-

x64.exe /quiet ACCEPTEULA=1

To install to a non-default location:

tableau-setup-tabcmd-tableau-<version_code>-

x64.exe /quiet ACCEPTEULA=1 INSTALLDIR-

R="<path\to\install\directory>"

For example:

tableau-setup-tabcmd-tableau-<version_code>-

x64.exe /quiet ACCEPTEULA=1 INSTALLDIR-

R="C:\tabcmd"

For a complete list of command line options you can use with the

tabcmd installer, run the installer with a /?. For more information on

tabcmd installer command line options, see Install Switches and

Properties for tabcmd (Windows).

The tabcmd Setup program creates logs in C:\User-

s\<user>\AppData\Local\Temp you can use if you have problems

installing tabcmd. The logs use the naming convention Tableau_Server_
Command_Line_Utility_(<version_code>)_##############.-

log.

l Linux

Note: To run tabcmd on a Linux computer, youmust have Java 11
installed. On RHEL-like systems, this will be installed as a dependency
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when you install tabcmd. OnUbuntu systems, you need to install Java

11 separately if it is not already installed.

As of July 2022, Debian distributions are no longer supported. For more

information, see this Tableau Community post.

a. Log on as a user with sudo access to the tabcmd computer.

b. Navigate to the directory where you copied the .rpm or .deb package

that you downloaded.

l OnRHEL-like distributions, including CentOS, run the following

command:

sudo yum install tableau-tabcmd-<ver-

sion>.noarch.rpm

l OnUbuntu, run the following command:

sudo apt-get install ./tableau-tabcmd-<ver-

sion>_all.deb

To uninstall tabcmd from a Linux computer, see the documentation for the Linux vari-

ety you are running.

6. (Optional) Add the fully qualified location where tabcmd is installed to your system

path to allow you to run tabcmd commandswithout changing to that location, or spe-

cifying the location with each command. Steps to do this depend on the type and ver-

sion of your operating system. For more information, see PATH_(variable).

How to use tabcmd

The basic steps for using tabcmd are as follows:
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1. Open the Command Prompt as an administrator.

Note:Do not use PowerShell to run tabcmd commands onWindows. Using

PowerShell can cause unexpected behavior.

2. On aWindows computer, if you installed tabcmd on a computer other than the initial

node, change to the directory where you installed tabcmd.

On a Linux computer, you do not need to change to the install directory.

3. Run the tabcmd command.

When you use tabcmd, youmust establish an authenticated server session. The session

identifies the server or Tableau Cloud site and the user running the session. You can start a

session first, and then specify your command next, or you can start a session and execute a

command all at once.

Important: If you are using tabcmd to performmore than one task, youmust run tasks

one after another (serially), rather than at the same time (in parallel).

Commands (such as login) and the options (such as -s, -u, etc.) are not case sensitive,

but the values you provide (such as User@Example.com) are case sensitive.

Examples

The following command demonstrates starting a session:

tabcmd login -s https://online.tableau.com -t mysite -u author-

ity@email.com -p password

Here’s how to start a session and delete a workbookwith one command—note that you do

not need login here:
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tabcmd delete "Sales_Workbook" -s https://online.tableau.com -t

campaign -u admin@email.com -p password

The options -s, -t, -u, and -p are among the tabcmd global variables, which can be used

with any command.

For more information, see tabcmdCommands.

tabcmd Commands

Note: The tabcmd command-line utility version 2.0 is available at Tableau tabcmd
(new window). This new version allows you to run tabcmd commands onMacOS and

Linux, and to authenticate using personal access tokens, which allows you to bemulti-

factor authentication compliant. Version 2.0 is built on public endpoints available in the

Python-based Tableau Server Client (TSC). This latest version workswith Tableau

Cloud and has limited support for Tableau Server.

You can use the following commandswith the tabcmd command line tool in Tableau Cloud:

login

logout

get url

addusers (to group)

creategroup

deletegroup

export

createproject

deleteproject
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publish

createextracts

refreshextracts

deleteextracts

deleteworkbook-name or datasource-name

createsiteusers

deletesiteusers

removeusers

version

addusers group-name

Adds users to the specified group.

Example

tabcmd addusers "Development" --users "users.csv"

Options

--users

Add the users in the given .csv file to the specified group. The file should be a simple
list with one user name per line. User names are not case sensitive. The users should
already be created on Tableau Cloud.

For more information, see CSV Import File Guidelines.

--[no-]complete

When set to complete this option requires that all rows be valid for any change to
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succeed. If not specified, --complete is used.

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
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surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

createextracts

Creates extracts for a published workbook or data source.
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Options

-d, --datasource

The name of the target data source for extract creation.

--embedded-datasources

A space-separated list of embedded data source names within the target workbook.
Enclose data source names with double quotes if they contain spaces. Only available
when creating extracts for a workbook.

--encrypt

Create encrypted extract.

--include-all

Include all embedded data sources within target workbook. Only available when cre-
ating extracts for workbook.

--parent-project-path

Path of the project that is the parent of the project that contains the target resource.
Must specify the project name with --project.

--project

The name of the project that contains the target resource. Only necessary if --work-
book or --datasource is specified. If unspecified, the default project 'Default' is used.

-u, -url

The canonical name for the resource as it appears in the URL.

-w, -workbook
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The name of the target workbook for extract creation.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
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surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

creategroup group-name

Creates a group. Use addusers to add users after the group has been created.

Example
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tabcmd creategroup "Development"

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
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surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

createproject project-name

Creates a project.

Example
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tabcmd createproject -n "Quarterly_Reports" -d "Workbooks show-

ing quarterly sales reports."

Options

-n, --name

Specifies the name of the project that you want to create.

--parent-project-path

Specifies the name of the parent project for the nested project as specified with the -n
option. For example, to specify a project called "Nested" that exists in a "Main" project,
use the following syntax: --parent-project-path "Main" -n "Nested".

-d, --description

Specifies a description for the project.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.
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-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the
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command. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

createsiteusers filename.csv

Adds users to a site, based on information supplied in a comma-separated values (CSV) file.

If the user is not already created on the server, the command creates the user before adding

that user to the site.

The CSV file must contain one or more user names and can also include (for each user) a

password, full name, license type, administrator level, publisher (yes/no), and email address.

For information about the format of the CSV file, see CSV Import File Guidelines.

As an alternative to including administrator level and publisher permissions in the CSV file,

you can pass access level information by including the --role option and specifying the site

role you want to assign users listed in the CSV file.

By default, users are added to the site that you are logged in to. To add users to a different

site, include the global --site option and specify that site. (Youmust have permissions to

create users on the site you specify.)

Example

tabcmd createsiteusers "users.csv" --role "Explorer"
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Options

--admin-type

Deprecated. Use the --role option instead.

--auth-type

Sets the authentication type (TableauID or SAML) for all users in the .csv file. If
unspecified, the default is TableauID.

Note: To use SAML authentication, the site itself must be SAML-enabled as well. For
information, see Enable SAMLAuthentication on a Site.

--[no-]complete

Deprecated. Default error behavior: if there are more than 3 errors within a ten-row
span, then the command will fail.

--no-publisher

Deprecated. Use the --role option instead.

--nowait

Do not wait for asynchronous jobs to complete.

--publisher

Deprecated. Use the --role option instead.

--role

Specifies a site role for all users in the .csv file. When you want to assign site roles
using the --role option, create a separate CSV file for each site role.

562 Tableau Software

Tableau Cloud Help



Valid values are: ServerAdministrator, SiteAdministratorCreator, SiteAd-
ministratorExplorer, SiteAdministrator, Creator, ExplorerCanPublish,
Publisher, Explorer, Interactor, Viewer, and Unlicensed.

The default is Unlicensed for new users and unchanged for existing users. Users are
added as unlicensed also if you have a user-based server installation, and if the cre-
atesiteusers command creates a new user, but you have already reached the limit
on the number of licenses for your users.

Note:On a multi-site Tableau Server, if you want to assign the Server-
Administrator site role using the --role option, use the createusers com-
mand instead of createsiteusers.

--silent-progress

Do not display progress messages for the command.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.
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-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the
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command. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

deleteworkbook-name or datasource-name

Deletes the specified workbook or data source from the server.

This command takes the name of the workbook or data source as it is on the server, not the

file namewhen it was published.

Example

tabcmd delete "Sales_Analysis"

Options

-r, --project

The name of the project containing the workbook or data source you want to delete. If
not specified, the “Default” project is assumed.

--parent-project-path

Specifies the name of the parent project for the nested project as specified with the -r
option. For example, to specify a project called "Nested" that exists in a "Main" project,
use the following syntax: --parent-project-path "Main" -r "Nested".
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--workbook

The name of the workbook you want to delete.

--datasource

The name of the data source you want to delete.

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file
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Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.
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tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

deleteextracts

Deletes extracts for a published workbook or data source.

Options

-d, --datasource

The name of the target data source for extract deletion.

--embedded-datasources

A space-separated list of embedded data source names within the target workbook.
Enclose data source names with double quotes if they contain spaces. Only available
when deleting extracts for a workbook.

--encrypt

Create encrypted extract.

--include-all

Include all embedded data sources within target workbook.

--parent-project-path

Path of the project that is the parent of the project that contains the target resource.
Must specify the project name with --project.

--project

The name of the project that contains the target resource. Only necessary if --work-
book or --datasource is specified. If unspecified, the default project 'Default' is used.
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-u, -url

The canonical name for the resource as it appears in the URL.

-w, -workbook

The name of the target workbook for extract deletion.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file
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Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.
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tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

deletegroup group-name

Deletes the specified group from the server.

Example

tabcmd deletegroup "Development"

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.
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--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
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how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

deleteproject project-name

Deletes the specified project from the server.

Using tabcmd, you can specify only a top-level project in a project hierarchy. To automate

tasks you want to perform on a project within a parent project, use the equivalent Tableau

REST API call.

Example

tabcmd deleteproject "Designs"

Option

--parent-project-path

Specifies the name of the parent project for the nested project as specified with the
command. For example, to specify a project called "Designs" that exists in a "Main" pro-
ject, use the following syntax: --parent-project-path "Main" "Designs".

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.
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Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
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need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

deletesiteusers filename.csv

Removes users from from the site that you are logged in to. The users to be removed are spe-

cified in a file that contains a simple list of one user name per line. (No additional information

is required beyond the user name.)

By default, if the server has only one site, or if the user belongs to only one site, the user is

also removed from the server. On a Tableau Server Enterprise installation, if the server con-

tainsmultiple sites, users who are assigned the site role of Server Administrator are
removed from the site but are not removed from the server.

If the user owns content, the user's role is change toUnlicensed, but the user is not
removed from the server or the site. The content is still owned by that user. To remove the

user completely, youmust change the owner of the content and then try removing the user

again.

Example
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tabcmd deletesiteusers "users.csv"

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
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surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

export

Exports a view or workbook from Tableau Cloud and saves it to a file. This command can

also export just the data used for a view. View data is exported at the summary level. To
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export detail-level data, youmust use the Tableau Server UI. For details, see Download

Views andWorkbooks.

Note the following when you use this command:

l Permissions: To export, youmust have theExport Image permission. By default,
this permission is Allowed or Inherited for all roles, although permissions can be set

per workbook or view.

l Exporting data: To export just the data for a view, use the --csv option. This
exports the summary data used in a view to a .csv file.

l Specifying the view, workbook, or data to export:

l Use part of the URL to identify what to export, specifically the "work-

book/view" string as it appears in the URL for the workbook or view. Do not

use the “friendly name,” and exclude the :iid=<n> session ID at the end of

the URL.

For example, the Tableau sample viewGlobal Temperatures in the

Regionalworkbook has a URL similar to this: <server_
name>/#/views/Regional/GlobalTemperatures?:iid=3

To export theGlobal Temperatures view, use the string Region-

al/GlobalTemperatures.

Do notuse Regional/Global Temperatures, or Region-

al/GlobalTemperatures?:iid=3.

l If the server is runningmultiple sites and the view or workbook is on a site other

than Default, Use -t <site_id>.

l To export a workbook, get the URL string by opening a view in the workbook,

and include the view in the string you use.
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In the above example, to export theRegionalworkbook, use the string Region-

al/GlobalTemperatures.

l To export a workbook, it must have been published withShow Sheets as
Tabs selected in the Tableau Desktop Publish dialog box.

Note: The Tableau workbook that contains the admin views cannot be expor-
ted.

l To filter the data you download, add a parameter filter using this format:

?<filter_name>=value

or, if filtering on a parameter and that parameter has a display name that

matches the name of ameasure or dimension:

?Parameters.<filter_name>=value

l The saved file's format: Your format options depend on what's being exported. A
workbook can only be exported as a PDF using the --fullpdf argument. A view

can be exported as a PDF (--pdf) or a PNG (--png).

l The saved file's name and location (optional): If you don't provide a name, it will be
derived from the view or workbook name. If you don't provide a location, the file will be

saved to your current working directory. Otherwise, you can specify a full path or one

that's relative to your current working directory.

Note: Youmust include a file name extension such as .csv or .pdf. The com-
mand does not automatically add an extension to the file name that you provide.

l Dashboard web page objects not included in PDF exports: A dashboard can

optionally include a web page object. If you are performing an export to PDF of a dash-

board that includes a web page object, the web page object won't be included in the
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PDF.

l Non-ASCII and non-standard ASCII characters and PDF exports: If you are
exporting a view or workbookwith a name that includes a character outside the

ASCII character set, or a non-standard ASCII character set, you need to

URL encode (percent-encode) the character.

For example if your command includes the city Zürich, you need to URL encode it

as Z%C3%BCrich:

tabcmd export "/Cities/Sheet1?locationCity=Z%C3%BCrich" -

fullpdf

Clearing the Cache to Use Real-Time Data

You can optionally add the URL parameter ?:refresh=yes to force a fresh data query

instead of pulling the results from the cache. If you are using tabcmdwith your own scripting

and the refresh URL parameter is being used a great deal, this can have a negative

impact on performance. It's recommended that you use refresh only when real-time data

is required—for example, on a single dashboard instead of on an entire workbook.

Examples

Views

tabcmd export "Q1Sales/Sales_Report" --csv -f "Weekly-

Report.csv"

tabcmd export -t Sales "Sales/Sales_Analysis" --pdf -f "C:\T-

ableau_Workbooks\Weekly-Reports.pdf"

tabcmd export "Finance/InvestmentGrowth" --png

tabcmd export "Finance/InvestmentGrowth?:refresh=yes" --png

Workbooks

tabcmd export "Q1Sales/Sales_Report" --fullpdf
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tabcmd export "Sales/Sales_Analysis" --fullpdf --pagesize

tabloid -f "C:\Tableau_Workbooks\Weekly-Reports.pdf"

Options

-f, --filename

Saves the file with the given filename and extension.

--csv

View only. Export the view's data (summary data) in .csv format.

--pdf

View only. Export as a PDF.

--png

View only. Export as an image in .png format.

--fullpdf

Workbook only. Export as a PDF. The workbook must have been published with Show
Sheets as Tabs enabled.

--pagelayout

Sets the page orientation (landscape or portrait) of the exported PDF. If not spe-
cified, its Tableau Desktop setting will be used.

--pagesize

Sets the page size of the exported PDF as one of the following: unspecified,
letter, legal, note folio, tabloid, ledger, statement, executive, a3, a4, a5,
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b4, b5, or quarto. Default is letter.

--width

Sets the width in pixels. Default is 800 px.

--height

Sets the height in pixels. Default is 600 px.

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.
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--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
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might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

get url

Gets the resource from Tableau Cloud that's represented by the specified (partial) URL.

The result is returned as a file.

Note the following when you use this command:

l Permissions: To get a file, youmust have theDownload/Web Save As per-
mission. By default, this permission is allowed or inherited for all roles, although per-

missions can be set per workbook or view.

l Specifying a view or workbook to get: You specify a view to get using the

"/views/<workbookname>/<viewname>.<extension>" string, and specify

a workbook to get using the

"/workbooks/<workbookname>.<extension>" string. Replace

<workbookname> and <viewname> with the names of the workbook and view as

they appear in the URLwhen you open the view in a browser and replace

<extension> with the type of file you want to save. Do not use the session ID at the

end of the URL (?:iid=<n>) or the "friendly" name of the workbook or view.

For example, when you open a view Regional Totals in a workbook namedMetrics

Summary, the URLwill look similar to this:

/views/MetricsSummary_1/RegionalTotals?:iid=1

Use the string /views/MetricsSummary_1/Re-

gionalTotals.<extension> to get the view.

Use the string /workbooks/MetricsSummary_1.<extension> to get the

workbook.
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When downloading workbooks and views from Tableau Cloud, the content of the .twb

or .twbx file is stored in plain text. All data, including filter values that may give

semantic clues to the data, will be readable by anyone who opens the file.

l File extension: The URLmust include a file extension. The extension determines
what's returned. A view can be returned in PDF, PNG, or CSV (summary data only)

format. A Tableau workbook is returned as a TWB if it connects to a published data

source or uses a live connection, or a TWBX if it connects to a data extract.

Note: If you are downloading a view to a PDF or PNG file, and if you include a --

filename parameter that includes the .pdf or .png extension, you do not have to

include a .pdf or .png extension in the URL.

l The saved file's name and location (optional): The name you use for --file-
name should include the file extension. If you don't provide a name and file extension,

both will be derived from the URL string. If you don't provide a location, the file is saved

to your current working directory. Otherwise, you can specify a full path or one that's

relative to your current working directory.

l PNG size (optional): If the saved file is a PNG, you can specify the size, in pixels, in
the URL.

Clearing the cache to use real-time data

You can optionally add the URL parameter ?:refresh=yes to force a fresh data query

instead of pulling the results from the cache. If you are using tabcmdwith your own scripting,

using the refresh parameter a great deal can have a negative impact on performance. It's

recommended that you use refresh only when real-time data is required—for example, on

a single dashboard instead of on an entire workbook.

Examples

Views
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tabcmd get "/views/Sales_Analysis/Sales_Report.png" --filename

"Weekly-Report.png"

tabcmd get "/views/Finance/InvestmentGrowth.pdf" -f

"Q1Growth.pdf"

tabcmd get "/views/Finance/InvestmentGrowth" -f "Q1Growth.pdf"

tabcmd get "/views/Finance/InvestmentGrowth.csv"

tabcmd get "/views/Finance/InvestmentGrowth.png?:size=640,480"

-f growth.png

tabcmd get "/views/Finance/InvestmentGrowth.png?:refresh=yes" -

f growth.png

Workbooks

tabcmd get "/workbooks/Sales_Analysis.twb" -f "C:\Tableau_Work-

books\Weekly-Reports.twb"

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server
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The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout
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Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

login

Logs in a Tableau Cloud user.

Use the --server, --site, --username, --password global options to create a ses-

sion.

Note: When you use the tabcmd login command, you cannot use SAML single sign-
on (SSO), even if your site is configured to use SAML. To log in, youmust pass the user

name and password of a user who has been created in your site. You will have the per-

missions of the Tableau Server user that you're signed in as.

If you want to log in using the same information you've already used to create a session, just

specify the --password option. The server and user name stored in the cookie will be

used.

If the server is using a port other than 80 (the default), you will need to specify the port.

You need the --site (-t) option only if the server is runningmultiple sites and you are log-

ging in to a site other than the Default site. If you do not provide a password you will be
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prompted for one. If the --no-prompt option is specified and no password is provided the

commandwill fail.

Once you log in, the session will continue until it expires on the server or the logout com-

mand is run.

Example

Log in to the Tableau Cloud site with the specified site ID:

tabcmd login -s https://online.tableau.com -t siteID -u user-

@email.com -p password

Options

-s, --server

If you are running the command from a Tableau Server computer that’s on your net-
work, you can use http://localhost. Otherwise, specify the computer's URL, such
as http://bigbox.myco.com or http://bigbox.

If the server is using SSL, you will need to specify https:// in the computer's URL.

For Tableau Cloud, specify the URL https://online.tableau.com.

-t, --site

Include this option if the server has multiple sites, and you are logging in to a site other
than the default site.

The site ID is used in the URL to uniquely identify the site. For example, a site named
West Coast Sales might have a site ID of west-coast-sales.

-u, --username

The user name of the user logging in. For Tableau Cloud, the user name is the user's
email address.
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-p, --password

Password for the user specified for --username. If you do not provide a password
you will be prompted for one.

--password-file

Allows the password to be stored in the given filename.txt file rather than the com-
mand line, for increased security.

-x, --proxy

Use to specify the HTTP proxy server and port (Host:Port) for the tabcmd request.

--no-prompt

Do not prompt for a password. If no password is specified, the login command will
fail.

--cookie

Saves the session ID on login. Subsequent commands will not require a login. This
value is the default for the command.

--no-cookie

Do not save the session ID information after a successful login. Subsequent com-
mands will require a login.

--timeout SECONDS

The number of seconds the server should wait before processing the login com-
mand. Default: 30 seconds.

Global options
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The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.
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--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

logout

Logs out of the server.

Example

tabcmd logout
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publish filename.twb(x), filename.tds(x), or filename.hyper

Publishes the specified workbook (.twb(x)), data source (.tds(x)), or extract (.hyper) to

Tableau Cloud.

If you are publishing a workbook, by default, all sheets in the workbook are published without

database user names or passwords.

The permissions initially assigned to the workbook or data source are copied from the project

that the file is published to. Permissions for the published resource can be changed after the

file has been published. 

If the workbook contains user filters, one of the thumbnail optionsmust be specified.

Example

tabcmd publish "analysis_sfdc.hyper" -n "Sales Analysis"

--oauth-username "user-name" --save-oauth

If the file is not in the same directory as tabcmd, include the full path to the file.

Example

tabcmd publish "\\computer\volume\Tableau Workbooks\analysis_sfd-

c.hyper" -n "Sales Analysis" --oauth-username "username" --save-

oauth

Options

-n, --name

Name of the workbook or data source on the server. If omitted, the workbook, data
source, or data extract will be named after filename.

-o, --overwrite

Overwrites the workbook, data source, or data extract if it already exists on the server.
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-r, --project

Publishes the workbook, data source, or data extract into the specified project. Pub-
lishes to the “Default” project if not specified.

--parent-project-path

Specifies the name of the parent project for the nested project as specified with the -r
option. For example, to specify a project called "Nested" that exists in a "Main" pro-
ject, use the following syntax: --parent-project-path "Main" -r "Nested".

--db-username

Use this option to publish a database user name with the workbook, data source, or
data extract.

If you connect to the data through a protected OAuth connection and access token,
us the --oauth-username option instead.

--db-password

Use this option to publish a database password with the workbook, data source, or
extract.

--save-db-password

Stores the provided database password on the server.

--oauth-username

The email address of the user account. Connects the user through a preconfigured
OAuth connection, if the user already has a saved access token for the cloud data
source specified in --name. Access tokens are managed in user preferences.
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For existing OAuth connections to the data source, use this option instead of --db-
username and --db-password.

--save-oauth

Saves the credential specified by --oauth-username as an embedded credential with
the published workbook or data source.

Subsequently, when the publisher or server administrator signs in to the server and
edits the connection for that workbook or data source, the connection settings will
show this OAuth credential as embedded in the content.

If you want to schedule extract refreshes after publishing, you must include this option
with --oauth-username. This is analogous to using --save-db-passwordwith a tra-
ditional database connection.

--thumbnail-username

If the workbook contains user filters, the thumbnails will be generated based on what
the specified user can see. Cannot be specified when --thumbnail-group option is
set.

--thumbnail-group

If the workbook contains user filters, the thumbnails will be generated based on what
the specified group can see. Cannot be specified when --thumbnail-
usernameoption is set.

--tabbed

When a workbook with tabbed views is published, each sheet becomes a tab that view-
ers can use to navigate through the workbook. Note that this setting will override any
sheet-level security.

--append
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Append the extract file to the existing data source.

--replace

Use the extract file to replace the existing data source.

--disable-uploader

Disable the incremental file uploader.

--restart

Restart the file upload.

Global options

The following options are used by all tabcmd commands. The --server, --user, and -

-password options are required at least once to begin a session. An authentication token

is stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.
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-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to
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tabcmd that anything that follows -- should not be interpreted as an option setting
and can instead be interpreted as a value for the command. This is useful if you need
to specify a value in the command that includes a hyphen. The following example
shows how you might use -- in a tabcmd command, where -430105/Sheet1 is a
required value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

refreshextractsworkbook-name or datasource-name

Performs a full or incremental refresh of extracts belonging to the specified workbook or

data source.

This command takes the name of the workbook or data source as it appears on the server,

not the file namewhen it was published. Only an administrator or the owner of the workbook

or data source is allowed to perform this operation.

Notes:

l This method will fail and result in an error if your Server Administrator has disabled
the RunNow setting for the site. For more information, see Tableau Server Settings.

l You can use tabcmd to refresh supported data sources that are hosted in the cloud.
For example, SQL Server, MySQL, PostgreSQL on a cloud platform; Google Ana-
lytics; and so on.

l To refresh on-premises data with tabcmd, the data source must be a type that can be
configured for Tableau Bridge Recommended schedules. For all other data sources
that connect to on-premises data, you can use Bridge or the command-line data
extract utility. Learn more atUse Bridge to Keep Data Fresh and Automate Extract
Refresh Tasks from the Command Line.

Examples

tabcmd refreshextracts --datasource sales_ds

tabcmd refreshextracts --project "Sales External" --datasource

sales_ds

tabcmd refreshextracts --project "Sales External" --parent-
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project-path "Main" --project "Sales External" --datasource

sales_ds

tabcmd refreshextracts --workbook "My Workbook"

tabcmd refreshextracts --url SalesAnalysis

tabcmd refreshextracts --workbook "My Workbook" --addcal-

culations

tabcmd refreshextracts --datasource sales_ds --remove-

calculations

Options

--incremental

Runs the incremental refresh operation.

--synchronous

Adds the full refresh operation to the queue used by the Backgrounder process, to be
run as soon as a Backgrounder process is available. If a Backgrounder process is avail-
able, the operation is run immediately. The refresh operation appears on the Back-
ground Tasks report.

During a synchronous refresh, tabcmdmaintains a live connection to the server while
the refresh operation is underway, polling every second until the background job is
done.

--workbook

The name of the workbook containing extracts to refresh. If the workbook has spaces
in its name, enclose it in quotes.

--datasource

Tableau Software 599

Tableau Cloud Help



The name of the data source containing extracts to refresh.

--project

Use with --workbook or --datasource to identify a workbook or data source in a

project other than Default. If not specified, the Default project is assumed.

--parent-project-path

Specifies the name of the parent project for the nested project as specified with the --
project option.

For example:

l To specify a project called "Nested" that exists in a "Main" project, use the fol-
lowing syntax:

l --parent-project-path "Main" --project "Nested"

l To specify a project called "Nested2" that is nested within the "Nested" project: 

l --parent-project-path "Main/Nested" --project "Nes-

ted2"

--url

The name of the workbook as it appears in the URL. Aworkbook published as “Sales
Analysis” has a URL name of “SalesAnalysis”.

--addcalculations

Use with --workbook to materialize calculations in the embedded extract of the work-
book or --datasource to materialize calculations in the extract data source. Adds
the operation to the queue used by the Backgrounder process. If a Backgrounder pro-

cess is available, the operation runs immediately. This operation appears on the Back-
ground Tasks for Extracts administrative view.
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--removecalculations

Use with --workbook or --datasource to remove calculations that were previously
materialized. Adds the operation to the queue used by the Backgrounder process. If a
Backgrounder process is available, the operation runs immediately. This operation

appears on the Background Tasks for Extracts administrative view.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server

The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line

Tableau Software 601

Tableau Cloud Help

https://help.tableau.com/current/online/en-us/adminview_backgrnd.htm


for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout

Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and
can instead be interpreted as a value for the command. This is useful if you need to
specify a value in the command that includes a hyphen. The following example shows
how you might use -- in a tabcmd command, where -430105/Sheet1 is a required
value for the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1
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removeusers group-name

Removes users from the specified group.

Example

tabcmd removeusers "Development" --users "users.csv"

Options

--users

Remove the users in the given .csv file from the specified group. The file should be a
simple list with one user name per line.

--[no-]complete

Requires that all rows be valid for any change to succeed. If not specified --complete
is used.

Global options

The following options are used by all tabcmd commands. The --server, --user, and --

password options are required at least once to begin a session. An authentication token is

stored so subsequent commands can be run without including these options. This token

remains valid for fiveminutes after the last command that used it.

-h, --help

Displays the help for the command.

Note: Some commands listed may not apply when using tabcmd with Tableau Cloud.

-s, --server
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The Tableau Cloud URL, which is required at least once to begin session.

-u, --user

The Tableau Cloud username, which is required at least once to begin session.

-p, --password

The Tableau Cloud password, which is required at least once to begin session.

--password-file

Allows the password to be stored in the given .txt file rather than the command line
for increased security.

-t, --site

Indicates that the command applies to the site specified by the Tableau Cloud site ID,
surrounded by single quotes or double quotes. Use this option if the user specified is
associated with more than one site. Site ID is case-sensitive when using a cached
authentication token. If you do not match case you may be prompted for a password
even if the token is still valid.

--no-prompt

When specified, the command will not prompt for a password. If no valid password is
provided the command will fail.

--[no-]cookie

When specified, the session ID is saved on login so subsequent commands will not
need to log in. Use the no- prefix to not save the session ID. By default, the session is
saved.

--timeout
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Waits the specified number of seconds for the server to complete processing the com-
mand. By default, the process will wait until the server responds.

--

Specifies the end of options on the command line. You can use -- to indicate to tab-
cmd that anything that follows -- should not be interpreted as an option setting and can
instead be interpreted as a value for the command. This is useful if you need to specify
a value in the command that includes a hyphen. The following example shows how you
might use -- in a tabcmd command, where -430105/Sheet1 is a required value for
the export command.

tabcmd export --csv -f "D:\export10.csv" -- -430105/Sheet1

Tip: For Tabcmd 1.0 commands available for Tableau Server, see tabcmd commands.

Install Switches and Properties for tabcmd (Windows)

Note: The tabcmd command-line utility version 2.0 is available at Tableau tabcmd (new
window). This new version allows you to run tabcmd commands onMacOS and Linux,

and to authenticate using personal access tokens, which allows you to bemulti-factor

authentication compliant. Version 2.0 is built on public endpoints available in the Python-

based Tableau Server Client (TSC). This latest version workswith Tableau Cloud and

has limited support for Tableau Server.

You can use the following switcheswhen installing the Tableau Server Command Line Utility

(tabcmd) version 2019.4.0 or later from the command line onWindows.

Note: There are no equivalent switches for the Linux version of the tabcmd installer.

Switch Description Comments

Tableau Software 605

Tableau Cloud Help

https://help.tableau.com/current/server/en-us/tabcmd_cmd.htm
https://tableau.github.io/tabcmd


/install |
/repair |
/uninstall |
/layout

"<dir-
ectory>"

Run Setup to

either install,

repair, or

uninstall tab-

cmd, or with

/layout,

create a com-

plete local

copy of the

installation

bundle in the

directory spe-

cified.

Default is to install, displaying UI and all prompts. If no
directory is specified on a fresh install, C:\Program
Files\Tableau\Tableau Server-

\<version>\extras\Command Line Utility

is assumed.

/passive Run Setup

with minimal

UI and no

prompts.

/quiet | /si-
lent

Run Setup in

unattended,

fully silent

mode. No UI

or prompts

are dis-

played.

Note:Use either /silent or /quiet, not both.

/norestart Run Setup

without

restarting

Windows,

even if a

Note: In certain rare cases, a restart cannot be
suppressed, even when this option is used. This is

most likely when an earlier system restart was
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restart is

necessary. skipped, for example, during installation of other

software.

/log "<log-

file>"
Log inform-

ation to the

specified file

and path.

By default log

files are cre-

ated in the

user's

%TEMP%

folder with a

naming con-

vention of
Tableau_

Server_

Command_

Line_util-

ity_<ver-

sion_

code>.log.

If no file location is specified, the log file is written to the

user's TEMP folder (C:\User-

s\<username>\AppData\Local\Temp). Check

this log file for errors after installation.

Example: <Setup file> /silent /log "C:\T-

ableau\Logs\tabcmd-Install"

ACCEPTEULA=1

Properties Descrip-
tion

Comments

ACCEPTEULA=1|0 Accept
the End

If not included when

using /passive, /si-
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User
License
Agree-
ment
(EULA).
Require-
d for
quiet,
silent,
and
passive
install. 1
= accept
the
EULA, 0
= do not
accept
the
EULA.

lent or /quiet, Setup

fails silently.

If included but set to 0,

Setup fails.

INSTALLDIR-

="<path\to\i-

installation\directory>"

Install
tabcmd
to the
spe-
cified
non-
default
install
location.

Specifies the location to

install tabcmd. If not

used, tabcmd is installed

to C:\Program
Files\T-

ableau\Tableau

Server\<version_

code>\ex-

tras\Command Line

Utility

Example: <Setup
file> /silent

INSTALLDIR-
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="C:\tabcmd"

Managing Background Jobs in Tableau Cloud
In Tableau Cloud, users can schedule extract refreshes, subscriptions, or flows to run peri-

odically. These scheduled items are referred to asTasks. The Backgrounder process ini-
tiates unique instances of these tasks to run them at the scheduled time. The unique

instances of the tasks that are initiated as a result are referred to as Jobs. Jobs are also cre-
ated for runs that are initiatedmanually, by clicking theRun Now option in the web interface,

programmatically through REST API, or tabcmd commands.

For example, an extract refresh task is created to run daily at 9 AM. This is an extract refresh

task, and every day at 9 AM, a job will be created for the Backgrounder to run.

Running all these jobs canmean that Backgrounder uses a lot of resources at various times

during the day. Using the JobManagement feature, Site administrators can get more details

on these jobs that happen in their Site, and take action on those jobs to better manage

resource usage. .

TheRun Now settings on theGeneral settings page also allows you tomanage your
resources by either allowing or blocking users from running jobsmanually. By default, this

option is selected to allow users to run jobsmanually. Clear the check box to prevent users

from running jobsmanually.

The Jobs page which contains the information about jobs can be accessed by navigating to

theExisting Tasksmenu of the left navigationmenu.

Note: Information about jobs can only be viewed by site administrators.
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Overview

This topic describes how to view and understand the information displayed in the Jobs

page.

Your Tableau Cloud site comeswith capacity to support all your users’ analytic needs. A

site’s capacity includes capacity for storage and tasks that need to be performed on the site

for extracts, metrics, subscriptions, and flows. The jobs page allows you tomonitor the tasks

for your Tableau Cloudsite. For more information on site capacity, see Tableau Cloud Site

Capacity.

At the top of the page there are high level statistics for the number of Failed,Completed,
andCanceled jobs within the past 24 hours. Applying filters do not change these values.

For each job generated, there is a Job ID, the status of that job, the priority, the type of task

that the job was generated from, the current run time - if the job is in-progress, current

queue time - if queued, aswell as the average run time, and average queue time.

Tableau records historical run times and queue times to compute the average run times and

average queue times. Both average run times and average queue times are calculated as

weighted averages using the following formula: ((current run time or queue time average x

4) + most recent run time or queue time)/ 5.

The Job ID can be useful when viewing jobs onAdmin views . When you click on the Job

ID, you will seemore detailed information about the job, such as the Job LUID, the project
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name, the schedule , the content name, content owner, job creator, and the last time the job

ran successfully.

Note:Doing aRefresh Now from theData Sources page will only show the LUID inform-

ation in the Job Details dialog box.

Task Types

There are several types of tasks:

l Bridge Refresh: Includes full and incremental extract refreshes that use Cloud sched-

ules. For more information, see About Bridge Refresh jobs.

l Extracts: This includes extract creation, incremental extract refreshes, and full extract

refreshes. .

l Subscriptions: Includes subscriptions for workbooks and views. For more information,

see Create a Subscription to a View or Workbook.

l Flow: This includes scheduled flows andmanual flow runs.

l Encryption: Includes the following:

l Extract encryption and decryption
l Flow encryption and decryption
l Re-key extracts and flows
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Filters

You can filter to see only certain jobs. The available filters are by Job Status type, Task

Type, and TimeRange. For the TimeRange filter, you can choose from past one to 24

hours, in four hour increments.

Canceling Jobs

Extract refreshes, subscriptions and flow run jobs can be canceled. You can only cancel

one job at a time, and selectingmultiple jobs at one time for cancellation is not supported.

When you cancel a job, an email with the time the job was canceled, the affected content,

and the time the job ran before being canceled is sent to the recipients that you select in the

Cancel Job dialog box . In addition you can add your customized notes to be included in the
email.

If you do not select any recipients, the job will be canceled, but no email will be sent.

To cancel a job, click on the ellipses next to the Job ID and use the dialog to cancel the job:

Status

There are seven types of status that jobs can be in, and hovering over each status will dis-

playmore relevant information.

l Completed: This job shows asCompleted successfully and you can see the time
when the job completed in the tooltip that is displayed when you hover over the

status.
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l In Progress: This job shows as In Progress. A time for how long the job has been

running for is displayed in the tooltip when you hover over the status.

l In Progress: This job is In Progress, but is running late. Tableau keeps track of the
average run times for the same job, and if the current run time is longer than the aver-

age run time, then it is considered running late. Times for how much longer than aver-

age the job has been running and its average run time is provided in the tooltip that is

displayed when you hover over the status.

l Pending: This job is currentlyPending, waiting to be run when there is available
Backgrounder capacity. A time for how long the job has been in the queue for is

provided in the tooltip that is displayed when you hover over the status.
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l Pending: This job is currentlyPending, but is running late. Tableau keeps track of
the average queue times for the same job, and if the current queue time is longer than

the average queue time then it is considered running late. Times for how much longer

than average the job has been queued is provided in the tooltip that is displayed when

you hover over the status.

l Canceled: This job wasCanceled by a Site administrator. The time the job was can-
celed and how long it ran for before cancellation is provided in the tooltip that is dis-

played when you hover over the status.

l Failed: This job is showing asFailed. The time when the job failed, how long it ran

for before it failed, and why the job has failed is provided in the tooltip that is displayed

when you hover over the status.
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l Suspended: This job is showing asFailedwith a pause icon. If the job fails 5 times
consecutively, then the job is suspended. Suspended tasks are still available but Back-

grounder will not create jobs for these tasks until they are resumed by the user.

About Bridge Refresh jobs

Although Bridge Refresh jobs can generate the same statuses as other job types, Bridge

Refresh jobs differ in the following ways:

l Canceling jobs: Bridge Refresh jobs can't be canceled from the Jobs page. Instead,

ensure that Bridge clients are configured with the appropriate timeout limit to prevent

anymisuse of refreshes. For more information, see Configure a timeout limit for

refreshes

l "Sent to Bridge" job status: A "Sent to Bridge" status indicates a completed Bridge

Refresh job. A completed Bridge Refresh jobmeans that the refresh job was suc-

cessfully sent to a Bridge client in the pool. A completed Bridge Refresh job does not

indicate whether the refresh itself completed successfully. If a refresh fails for

whatever reason, the publisher (data source owner) is notified through both an

account alert and a failure email alert. These alerts provide the publisher troubleshoot-

ing steps to help resolve the issue.
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l Subscription and Bridge Refresh jobs: Subscription jobs can't be initiated by
completed Bridge Refresh jobs. This is because a completed Bridge Refresh job only
indicates whether the refresh job was successfully sent to a Bridge client in the pool
and not whether the refresh job was completed successfully.

Notes:

l Refresh jobs that originate from Bridge (legacy) schedules are not captured on the
Jobs page. To monitor refresh jobs for Bridge (legacy) schedules, you can refer to the
Bridge Extracts admin view. For more information, see Bridge Extracts.

l For troubleshooting Bridge errors you see on the Jobs page, see Troubleshoot pool-
ing.
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Manage Data
After you configure your Tableau Cloud site with your logo and authentication options, you

can start organizing the content framework for the way you and your users want to share

Tableau data. To populate your Tableau Cloud site with content (data, reports, and so on),

you or the data professionals in your organization publish that content. Depending on the

type of license, users can connect to and publish content from Tableau Desktop, or from the

Tableau Cloud web editing environment.

Types of content you can publish include standalone data sources that users can share

amongmultiple workbooks, and workbooks that contain embedded data connectionswith

visualizations based on that data. Each of these types has pros and cons, which are

explained in the Publishing resources below.

Determine your organization’s publishing
needs
As the site administrator, before you open the site for publishing, evaluate how much pre-

paration you think is appropriate for your level of Tableau Cloud use:

l If you don’t have strict requirements around data access—for example, you have just

a few users who all share the same data—youmight dive in to the Publishing

resources, starting with publishing steps, and adjust your publishing and content man-

agement practices as you go.

l If people use Tableau across distinct areas of your organization, or if you have a large

Tableau user population, we recommend using the Publishing resources to create a

test environment, and working out access and discoverability wrinkles. You can still

adjust practices as you go, but it’s not as easy to do this after you open up the site to a

large group of active users.
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Examples of additional factors youmight need to consider are authorization (per-

missions for who gets access to what), data security and compliance requirements,

minimizing users’ need to contact you for help if they can’t figure out where to publish

or find their data, and so on. For more information, see Configure Projects, Groups,

and Permissions for Managed Self-Service.

Summary of the publishing process

In Tableau Desktop, you open the workbook or data connection you want to upload to

Tableau Cloud, and go to the Server menu to publish it.

During the publishing steps, you sign in to Tableau Cloud, entering the Tableau Cloud

address (https://online.tableau.com) and your credentials.

The publishing steps require you tomake decisions related to how you and others in your

organization will access your data source or workbook. In some cases, this can involve a

few layers of complexity, and it helps for you to understand how these layers fit together.

Use the topics in the following lists to determine the level of complexity you need and to help

establish appropriate publishing guidelines.

Publishing resources

These resources are part of the Tableau User Help and open in a new browser window.

l Publishing concepts

Prepare for Publishing aWorkbook

Publish Data Sources andWorkbooks

Best Practices for Published Data Sources

l Basic publishing steps for informal collaboration

Simple Steps to Share aWorkbook

l Comprehensive data source planning and publishing steps for meeting
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compliance and security standards, creating a data “source of truth,” and
using best practices

Plan the Data Source

Publish a Data Source

Publish aWorkbook

Tableau Cloud storage limit
A site has a 100GB storage limit for workbooks and extracts. The storage limit is not con-

figurable. For additional technical specifications for Tableau Cloud, see Technical Spe-

cifications on the Tableau website.

Tableau Cloud data connection support
You can publish data sources and workbooks using direct (live) or extract connections to

your underlying database. You can also publishmulti-connection data sources that use

either or both types of connection. The database connections defined in the workbook or

data source determines how you can publish and keep the data fresh on Tableau Cloud.

If you’re familiar with connection types and want amore specific list of data types and their

supported connections, see Keep Data Fresh. Otherwise, read on.

Connector types that support direct (live) connections to
Tableau Cloud

When you use live connections, published workbooks and data sources always reflect what

is current in the underlying database.

Tableau Cloud supports live connections to:
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l Google BigQuery, Amazon Redshift data, or SQL-based data hosted on a cloud plat-

form; for example, Amazon RDS, Microsoft SQL Azure, or similar service.

For direct connections to cloud data, you usually need to add Tableau Cloud to your

data provider’s authorized list.

l On-premises relational data, such as SQL Server or Oracle, when you use Tableau

Bridge tomaintain the connection.

To learnmore about Tableau Bridge, see Use Tableau Bridge to Keep Data Fresh.

You can embed database credentials in live connections so all users who have access to

the published content can see the underlying data. Or you can require users to provide their

own database credentials. In that case, even if they can open the published content on the

server, they need to sign in to the underlying database to see it.

Connector types that support extract connections

For any type of data that Tableau can connect to, users can publish extracts with embedded

database credentials, and set up recurring refresh schedules.

You can create an extract in Tableau Desktop, before you initiate the publishing process, to

have finer control over the connection definition. Youmight do this if you want to publish a

sampling of the data, or to set up the ability to refresh incrementally. Otherwise, Tableau cre-

ates the extract during publishing, and you can do full refreshes only.

After Tableau completes the publishing step, it guides you through the steps for setting up a

schedule for refreshing your data. If your Tableau data source or workbook connects to

underlying data in the cloud, refreshes are run from Tableau Cloud directly. If the underlying

data is on your local network, you use Tableau Bridge.

To learnmore about Tableau Bridge, see Use Tableau Bridge to Keep Data Fresh.
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Creators: Connect to Data on the Web
Before you can create a workbook and build a view on the web to analyze your data on the

web, youmust connect to your data. Tableau supports connecting to data sources on the

web published through Tableau Desktop, or, connecting to data directly through Tableau

Cloud, Tableau Server, or Tableau Public.

Starting in 2019.3, Tableau Catalog is available as part of the DataManagement offering for

Tableau Server and Tableau Cloud.When Tableau Catalog is enabled in your environment,

in addition to navigating and connecting to data fromExplore, you can navigate and connect

to more kinds of data, like databases and tables, from Tableau Catalog For more information

about Tableau Catalog, see "About Tableau Catalog" in the Tableau Server or Tableau

Cloud Help. Starting in 2021.4, DataManagement includes virtual connections, a central

access point to data. For more information, see "About Virtual Connections and Data

Policies" in the Tableau Server or Tableau Cloud help.

Open the Connect to Data page

On the web, you use the Connect to Data page to access data to connect to. After you sign in

to Tableau Server or Tableau Cloud, you can open this page two ways:

l Home >New >Workbook
l Explore > New >Workbook

If you’re on Tableau Public, you can open this page from your author profile:

l My Profile >Create a Viz

Beginning in Tableau Cloud and Tableau Server 2023.1, the Connect to Data dialog first dis-

plays a list of mixed content that's popular. Scroll down to see different types of data. Older

versions of the dialog look slightly different but the overall function is similar.
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You can search for data using the search field. You can filter results by type of data, cer-

tification status, or other filters that depend on the type of data selected. For example, some

types of datamay allow you to filter based on tags, connection type, data quality warnings,

or other criteria.

If you have a DataManagement license, you can connect to data with a virtual connection,

and if you have DataManagement with Tableau Catalog enabled, you can also connect to

external assets, like databases, files, and tables.

On the Connect to Data page, the tabs you see depend on the product you have.

Tableau Server

On Tableau Server, select from the following tabs to connect to data: On this site, Files, and

Connectors.

Connect to data On this site

1. SelectOn this site to browse to or search for published data sources.
2. Select the data source under Name and click the Connect button.
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Note: In addition to connecting to data sources, when you have DataManagement, you
can useOn this site to connect to data using a virtual connection.When Tableau Cata-

log is enabled you can also connect to databases, files, and tables.

Connect to files

Tableau supports uploading Excel, text-based data sources (.xlsx, .csv, .tsv), and spatial file

formats that only require one file (.kml, .geojson, .topojson, .json, and Esri shapefiles and

Esri File Geodatabases packaged in a .zip) directly in your browser. In the Files tab of the
Connect to Data pane, connect to a file by dragging and dropping it into the field or clicking
Upload from Computer. Themaximum file size you can upload is 1 GB.

Use connectors

From theConnectors tab, you can connect to data housed in a cloud database or on a
server in your enterprise. Youmust supply connection information for each data connection

that youmake. For example, for most data connections, youmust supply a server name and

your sign-in information.

Supported Connectors has information on how to connect Tableau to each of these con-

nector types to set up your data source. If the connector you need doesn't appear in the Con-

nectors tab, you can connect to data through Tableau Desktop and publish your data source

to Tableau Cloud or Tableau Server for web authoring. Learnmore about how to Publish a

Data Source in Tableau Desktop.

When Tableau successfully connects to your data, the Data Source page opens so that you

can prepare the data for analysis and begin building your view. To learnmore, see Creators:

Prepare Data on theWeb.

Tableau Server connectors

ActianMatrix*

Alibaba AnalyticDB for

Google Drive‡

Impala‡

OData‡

OneDrive‡
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MySQL‡

Alibaba Data Lake Ana-

lytics‡

AlibabaMaxCompute‡

Amazon Athena‡

Amazon Aurora for

MySQL‡

Amazon EMR Hadoop

Hive‡

Amazon Redshift‡

Apache Drill‡

Aster Database*

Azure Data Lake Stor-

ageGen2‡

Box‡

Cloudera Hadoop‡

Databricks‡

Datorama by Sales-

force‡

Denodo‡

Dremio byDremio‡

Dropbox‡

Kognito*

Kyvos‡

HortonworksHadoop Hive

IBMBigInsights

IBMDB2‡

IBMPDA (Netezza)*

Kyvos‡

MariaDB‡

MarkLogic*

Microsoft Azure SQLData-

base‡

Microsoft Azure Synapse

Analytics‡

Microsoft SQL Server‡

MonetDB*

MongoDB BI Connector‡

MySQL‡

Oracle‡

Pivotal GreenplumDatabase‡

PostgreSQL‡

ProgressOpenEdge*

Presto‡

Qubole Presto

SAP HANA (for virtual con-

nections only)‡

SAP Sybase ASE*

SAP Sybase IQ*

Salesforce‡

SharePoint Lists‡

SingleStore (formerly

MemSQL)‡

Snowflake‡

Spark SQL‡

Teradata***‡

Vertica‡
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Esri Connector‡

Exasol‡

Google BigQuery**‡

Google Cloud SQL‡

*Not available on Linux servers.

**Google BigQuery needsOAuth when creating data sources from the web. Learnmore

about how server administrators can Set upOAuth for Google.

***Teradata web authoring currently doesn’t support query banding functionality. See

Teradata for details.

‡Supports virtual connections if you have DataManagement. See About Virtual Con-

nections and Data Policies in the Tableau Server help for details.

Tableau Catalog Supported Connectors

Tableau Catalog supportsmaking a connection with a subset of the data connectors that

Tableau Server supports. If a data source, database, file, or table is grayed out, you can't con-

nect from Tableau Server. You can, however, connect from the Tableau DesktopConnect
pane, if you have the correct permissions.

Tableau Cloud

On Tableau Cloud, select from the following tabs to connect to data: On this site, Files, Con-

nectors, and Dashboard Starters.

Connect to data On this site

1. SelectOn this site to browse to or search for published data sources.
2. Select the data source under Name and click the Connect button
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Note: In addition to connecting to data sources, when you have DataManagement,
you can useOn this site to connect to data using a virtual connection.When Tableau

Catalog is enabled you can also connect to databases, files, and tables.

Connect to files

Tableau supports uploading Excel or text-based data sources (.xlsx, .csv, .tsv) directly in

your browser. In the Files tab of the Connect to Data pane, connect to an Excel or text file
by dragging and dropping it into the field or clickingUpload from Computer. Themax-
imum file size you can upload is 1 GB.

Use connectors

From theConnectors tab, you can connect to data housed in a cloud database or on a
server in your enterprise. Youmust supply connection information for each data connection

that youmake. For example, for most data connections, youmust supply a server name and

your sign-in information.

Supported Connectors has information on how to connect Tableau to your data using con-

nectors. If the connector you need doesn't appear in the Connectors tab, you can connect to

data through Tableau Desktop and publish your data source to Tableau Cloud or Tableau

Server for web authoring. Learnmore about how to Publish a Data Source in Tableau

Desktop.

Note: If you’re unable to connect to your data from Tableau Cloud, check to see if the

database is publicly accessible. Tableau Cloud can only connect to data that's access-

ible from the public internet. If your data is behind a private network, you can connect

using Tableau Bridge. To learnmore, see Publishers: Use Tableau Bridge to Keep

Tableau Cloud Data Fresh.
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Tableau Cloud Connectors

Alibaba AnalyticsDB for

MySQL‡

Alibaba Data Lake Analytics‡

AlibabaMaxCompute‡

Amazon Athena‡

Amazon Aurora for MySQL‡

Amazon EMR Hadoop Hive‡

Amazon Redshift‡

Apache Drill‡

Azure Data Lake Storage

Gen2‡

Azure Synapse Analytics (SQL

Server compatible)

Box‡

Cloudera Hadoop‡

Databricks‡

Datorama by Salesforce‡

Denodo‡

Dremio byDremio‡

Dropbox*‡

Exasol‡

Google BigQuery*‡

Google Cloud SQL

(MySQL compatible)‡§

Google Drive‡

HortonworksHadoop

Hive

IBMDB2‡

Impala‡

Kyvos‡

MariaDB‡

Microsoft Azure

SQL Database‡

Microsoft Azure Synapse

Analytics‡

Microsoft SQL Server‡

MongoDB BI Connector‡

MySQL‡

OData‡

OneDrive*‡

Oracle‡

Pivotal GreenplumData-

base‡

PostgreSQL‡

Presto‡

Salesforce‡

SAP HANA (for virtual

connections only)‡

SharePoint Lists‡

SingleStore (formerly

MemSQL)‡

Snowflake‡

Spark SQL‡

Teradata**‡

Vertica‡
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Esri Connector‡

*For more information about using OAuth 2.0 standard for Google BigQuery, OneDrive,

and Dropbox connections in Tableau Cloud, seeOAuth Connections.

**Teradata web authoring currently doesn’t support query banding functionality. See

Teradata for details.

‡Supports virtual connections if you have DataManagement. See About Virtual Con-

nections and Data Policies in the Tableau Cloud help for details.

§Tableau Cloud doesn't support SSL using Google Cloud SQL.

Tableau Catalog Supported Connectors

Tableau Catalog supportsmaking a connection with a subset of data connectors that

Tableau Cloud supports. If a data source, database, file, or table is grayed out, you can't

connect from Tableau Cloud. You can, however, connect from the Tableau DesktopCon-
nect pane, if you have the correct permissions.

Use Dashboard Starters

On Tableau Cloud, you can author and analyze data from LinkedIn SalesNavigator, Oracle

Eloqua, Salesforce, ServiceNow ITSM, andQuickBooksOnline using Dashboard Starters.

On theDashboard Starter tab, from the list of pre-built designs, select an option and click

Use Dashboard. See Dashboard Starters for Cloud-based Data Sources for details.

Tableau Public

On Tableau Public, you can connect to data by uploading a supported file.

Connect to files

Tableau supports uploading Excel or text-based data sources (.xlsx, .csv, .tsv) directly in

your browser. In the Files tab of the Connect to Data pane, connect to an Excel or text file
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by dragging and dropping it into the field or clickingUpload from Computer. Themaximum
file size you can upload is 1 GB.

If you don’t have a data set, check out the free sample data sets on the Tableau Public web-

site.

Use connectors

From theConnectors tab, you can connect to data housed in a cloud database. Youmust
supply connection information for each data connection that youmake. For example, for

most data connections, youmust supply your sign-in information.

Supported Connectors has information on how to connect Tableau to your data using con-

nectors. If the connector you need doesn't appear in the Connectors tab, you can connect to

data through Tableau Desktop and create an data extract.

Note: If you’re unable to connect to your data from Tableau Public, check to see if the

database is publicly accessible. Tableau Public can only connect to data that's access-

ible from the public internet.

Tableau Public Connectors

Google Drive

OData

After you connect

When Tableau connects to your data, the Data Source page opens so that you can prepare

the data for analysis and begin building your view. To learnmore, see Creators: Prepare

Data on theWeb.
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Keep data fresh in web authoring

Update uploaded files in Tableau Cloud or Tableau Server: If youmanually upload a
file (Excel or text) for web authoring, Tableau can’t refresh the file automatically. To update

your data, select “Edit Connection” to upload a new version of the file.

In Tableau Public, go to your viz and clickRequest Update. You can also keep your data
fresh automatically by selecting “Keep this data in sync” in Tableau Desktop Public Edition.

Update file-based published data sources in Tableau Cloud: If you have a published
data source in Tableau Cloud (published through Tableau Desktop) that uses file-based

data, you can keep it fresh using Tableau Bridge. For more information, see Expand Data

FreshnessOptions byUsing Tableau Bridge.

Run Initial SQL
Note: Tableau Prep Builder version 2019.2.2 and later supports using Initial SQL, but
doesn't yet support all of the same options supported by Tableau Desktop . For information

about using Initial SQLwith Tableau Prep Builder, see Use Initial SQL to query your con-

nections in the Tableau Prep Builder online help.

When connecting to some databases, you can specify an initial SQL command that will run

when a connection ismade to the database, for example, when you open the workbook,

refresh an extract, sign in to Tableau Server, or publish to Tableau Server. Initial SQL is not

run when your refresh your view. Note that this initial SQL is different than a customSQL

connection. A customSQL connection defines a relation (or table) to issue queries against.

For more information, see Connect to a CustomSQLQuery.

You can use this command to:

l Set up temporary tables to use during the session.

l Set up a custom data environment.
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You have the option to add an initial SQL command in the Server Connection dialog box or

on the Data Source page.

Note: If your data source supports running an initial SQL statement, an Initial SQL link
appears in the lower-left corner of the Server Connection dialog box. For information

about your data source, see Supported Connectors.

To use initial SQL

1. In the Server Connection dialog box, click Initial SQL. Or, on the Data Source page,
selectData > Initial SQL orData > Query Banding and Initial SQL depending on
the database you connect to.

2. Enter the SQL command into the Initial SQL dialog box. You can use the Insert drop-
downmenu to pass parameters to your data source.

Note: Tableau does not examine the statement for errors. This SQL statement is simply
sent to the database when you connect.
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Your software licensemay restrict you from using initial SQLwith your connection. If you

publish to Tableau Server, the server must be configured to allow Initial SQL statements. By

default, the server software is configured to allow these statements to run when the work-

book is loaded in a web browser.

Administrators can configure server to ignore initial SQL statements by using the tsm con-

figuration set command:

tsm configuration set -k vizqlserver.initialsql.disabled -v

true

If the server doesn't allow initial SQL statements, the workbook opens, but the initial SQL

commands are not sent.

For more information about the tsm configuration set command, see the Tableau

Server Help.

Parameters in an initial SQL statement

You can pass parameters to your data source in an initial SQL statement. There are several

reasonswhy this is useful:

l You can configure impersonation using the TableauServerUser or Tableau-
ServerUserFull parameters.

l If your data source supports it, you can set up row-level security (for example, for

Oracle VPD or SAP Sybase ASE) tomake sure that users see only the data that they

are authorized to see.

l You can providemore details in logging, for example, the Tableau version or the work-

book name.

The following parameters are supported in an initial SQL statement:

Parameter Description Example of
returned value
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TableauServerUser The user name of the current server
user. Use when setting up imper-
sonation on the server. Returns an
empty string if the user is not signed in to
Tableau Server.

jsmith

TableauServerUserFull The user name and domain of the cur-
rent server user. Use when setting up
impersonation on the server. Returns an
empty string if the user is not signed in to
Tableau Server.

domain.lan\jsmith

TableauApp The name of the Tableau application. Tableau Desktop

Professional

Tableau Server

TableauVersion The version of the Tableau application. 9.3

WorkbookName The name of the Tableau workbook. Use
only in workbooks with an embedded
data source.

Financial-Ana-
lysis

Examples

The following examples show different ways you can use parameters in an initial

SQL statement.

l This example sets the security context on Microsoft SQL Server:

EXECUTE AS USER = [TableauServerUser] WITH NO REVERT;

l This example shows how, on a DataStax data source, you can use parameters to add

detail to logging or to set up a session variable to keep track of the data:

SET TABLEAUVERSION [TableauVersion];

l This example can be used to help set up row-level security for Oracle VPD:
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begin

 DBMS_SESSION.SET_IDENTIFIER([TableauServerUser]);

end;

Note: Oracle PL/SQL blocks require a trailing semicolon to terminate the block. Con-
sult Oracle documentation for the proper syntax.

Defer execution to the server

You can defer an initial SQL statement so that it is executed only on the server. One reason

to defer execution to the server is if you don’t have permission to execute the commands

that set up impersonation. Use <ServerOnly></ServerOnly> tags to enclose the com-

mands to be executed only on the server.

Example:

CREATE TEMP TABLE TempTable(x varchar(25));

INSERT INTO TempTable VALUES (1);

<ServerOnly>INSERT INTO TempTable Values(2);</ServerOnly>

Security and impersonation

If you use the TableauServerUser or TableauServerUserFull parameter in an initial
SQL statement, you will create a dedicated connection that can’t be shared with other

users. This will also restrict cache sharing, which can enhance security, but may also slow

performance.

Troubleshoot 'create table' for MySQL and Oracle con-
nections

For MySQL connections, tables are not listed after using initial SQL to create table

When you connect to MySQL, if you run an initial SQL statement like the following, tables

might not show because of the way Tableau constructs the query:

CREATE TABLE TestV1.testtable77(testID int);
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To resolve this issue, add IF NOT EXISTS to the SQL statement:

CREATE TABLE IF NOT EXISTS TestV1.TestTable(testID int);

For Oracle connections, using initial SQL to create table causes Tableau to stall

When you connect to Oracle and run an initial SQL statement like the following, Tableau is

stalled with a spinning wheel because of the way Tableau constructs the query:

CREATE TABLE TEST_TABLE (TESTid int)

To resolve this issue, use the following SQL statement:

BEGIN

EXECUTE IMMEDIATE 'create table test_table(testID int)';

EXCEPTION

WHEN OTHERS THEN NULL;

END;

Extract Upgrade to .hyper Format
In Tableau version 2018, we introduced the .hyper format for Tableau extracts to replace

the old .tde format. The .hyper format has been the standard format used by Tableau to

created extracts since 2018, and the largemajority of extracts are now .hyper files. Begin-

ning in early 2023, Tableau is discontinuing support for the .tde format on Tableau Cloud

and Tableau Public. For more details, see this Tableau Community post.

Discontinuation of support for TDE extract files

Beginning in 2023, the .tde format for Tableau extracts is deprecated. This format was

replaced by the .hyper format in 2018 but continued to be valid for uploaded files until

March 2023.
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l This change takes place for Tableau Cloud and Tableau Public as of March 2023.
l Beginning with version 2023.1.0 of Tableau Server, the uploading of .tde format
files is disabled by default.

It is unusual to have existing .tde files because these were replaced by .hyper format

files in 2018 and several common actions on the files automatically and permanently con-

vert them to the supported .hyper format. For details see below.

Tasks that cause an extract upgrade

There are three distinct ways a .tde extract can get upgraded to a .hyper extract: 1.) during

an extract refresh (full or incremental), 2.) when appending data to an extract, and 3.) when

an extract is upgradedmanually using Tableau Desktop Current. After an extract has been

upgraded, the original .tde extract is automatically removed from Tableau Cloud if it's not

being reference by other workbooks.

The followings taskswill upgrade a .tde extract to a .hyper extract on Tableau Cloud:

l Manual extract refresh

l Incremental extract refresh using Tableau Bridge

Note: A full refresh of a .tde extract using Tableau Bridge 10.4 and earlier does not

upgrade the extract.

l A scheduled full or incremental extract refresh

l A scheduled incremental extract refresh using Tableau Bridge

Note: A full refresh of a .tde extract using Tableau Bridge 10.4 and earlier does not

upgrade the extract.

l Automated refresh tasks that are performed through the Extract Command-Line Util-

ity
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l Automated append data to an extract using tabcmd

l Automated append data to an extract using the Extract Command-Line Utility

Create Extracts on the Web
You can extract your data sources in the web (without using Tableau Desktop) to improve

data source performance and support additional analytical functions.When you extract your

data source, Tableau will copy the data from your remote data store to Tableau Server or

Tableau Cloud. To learnmore about the benefits of extracting your data, see Extract Your

Data. In the web, you can extract while inWeb Authoring or while in Content Server.

Create extracts in Web Authoring

You can create extracts directly in web authoring with default extract settings.

Extract an Embedded Data Source in Web Authoring
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To create an extract in web authoring:

Tip: It is recommended to finalize your datamodel before you create the extract. Extract cre-
ationmay take a long time and any changes to your datamodel, such as adding new logical

tables, will invalidate the extract.

1. Click the Data Source tab in the bottom left corner of the web authoring pane. For

new workbooks, you will start in the Data Source tab.
2. In the top-right corner, change the connection type from Live to Extract.
3. ClickCreate Extract. You will see the Creating Extract dialog box.

Extract creationmight take a long time and you can close your authoring session while the

extract is being created. To ensure your extract creation is not lost, in the dialog box, click

Notify Me When Complete to specify a location for the extracted workbook to be saved. If
your extract succeeds, your workbookwill be saved to the specified location and you will be

notified that you can continue your web authoring session. If your extract creation fails, you

will be notified that the extract could not be created and you can restore your unsaved

changes by reopening the original workbook in web authoring.
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Define your Extract Settings

Optionally, configure one or more of the following options to tell Tableau how to store, define

filters for, and limit the amount of data in your extract:

l Decide how the extract data should be stored

You can choose to have Tableau store the data in your extract using one of two struc-

tures (schemas): logical tables (denormalized schema) or physical tables (normalized
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schema). For more information about logical and physical tables, see The Tableau

DataModel.

The option you choose depends on what you need.

l Logical Tables

Stores data using one extract table for each logical table in the data source.

Physical tables that define a logical table aremerged and stored with that

logical table. For example, if a data source wasmade of a single logical table,

the data would be stored in a single table. If a data source wasmade of three

logical tables (each containingmultiple physical tables), the extract data would

be stored in three tables—one for each logical table.

Select Logical Tableswhen you want to limit the amount of data in your
extract with additional extract properties like extract filters, aggregation, Top N,

or other features that require denormalized data. Also use when your data

uses pass-through functions (RAWSQL). This is the default structure Tableau

uses to store extract data. If you use this option when your extract contains

joins, the joins are applied when the extract is created.

l Physical Tables

Stores data using one extract table for each physical table in the data source.

SelectPhysical Tables if your extract is comprised of tables combined with
one or more equality joins andmeets the conditions for using the Physical

Tables option listed below. If you use this option, joins are performed at query

time.

This option can potentially improve performance and help reduce the size of

the extract file. For more information about how Tableau recommends you use

the Physical Tables option, see Tips for using the Physical Tables option in the

Tableau Desktop help. In some cases, you can also use this option as a
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workaround for row-level security. For more information about row-level secur-

ity using Tableau, see Restrict Access at the Data Row Level in the Tableau

Desktop help.

Conditions for using the Physical Tables option

To store your extract using the Physical Tables option, the data in your extract

must meet all of the conditions listed below.

l All joins between physical tables are equality (=) joins
l Data types of the columns used for relationships or joins are identical
l No pass-through functions (RAWSQL) used
l No incremental refresh configured
l No extract filters configured
l No Top N or sampling configured

When the extract is stored as physical tables, you cannot append data to it. For

logical tables, you can't append data to extracts that havemore than one logical

table.

Note: Both the Logical Tables and Physical Tables options only affect how the data in

your extract is stored. The options do not affect how tables in your extract are dis-

played on the Data Source page.

l Determine how much data to extract

ClickAdd to define one or more filters to limit how much data gets extracted based on

fields and their values.

l Aggregate the data in the extract

SelectAggregate data for visible dimensions to aggregate themeasures using
their default aggregation. Aggregating the data consolidates rows, canminimize the

size of the extract file, and increase performance.
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When you choose to aggregate the data, you can also selectRoll up dates to a spe-
cified date level such as Year, Month, etc. The examples below show how the data

will be extracted for each aggregation option you can choose.

Original data Each record is shown as a separate row. There are seven
rows in your data.

Aggregate
data for visible
dimensions

(no roll up)

Records with the same date and region have been aggreg-
ated into a single row. There are five rows in the extract.

Aggregate
data for visible
dimensions
(roll up dates to
Month)

Dates have been rolled up to the Month level and records with
the same region have been aggregated into a single row.
There are three rows in the extract.

l Choose the rows to extract

Select the number of rows you want to extract.

You can extractAll rows or the TopN rows. Tableau first applies any filters and

aggregation and then extracts the number of rows from the filtered and aggregated
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results. The number of rows options depend on the type of data source you are extract-

ing from.

Notes:

l Not all data sources support sampling. Therefore, youmight not see theSamp-
ling option in the Extract Data dialog box.

l Any fields that you hide first in the Data Source page or on the sheet tab will be

excluded from the extract.

Limitations

l You can't create extracts for embedded data sources that reference published data

sources. As a workaround, create the extract directly on the published data source.

For more information, see Extract a Published Data Source on Content Server.
l You can't create extracts for file-based data sources. File-based data sources already

have special performance features and adding extraction will have no performance

benefit.

l This feature does not apply to bridge-based data sources in Tableau Cloud.

Create extracts in Content Server

Extract a Published Data Source on Content Server
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To extract a published data source:

1. Sign in as an administrator or as the owner of the data source.

2. On the Content tab, select Explore >Data sources.
3. Select a data source by clicking on the Data Source name.
4. At the top of the screen, under the Data Source name, select the drop-down menu

that says Live.
5. Change the connection type from Live to Extract. If the extract encryption at rest fea-

ture is enabled on the site, select either Encrypted or Unencrypted.
6. If you see an error message about embedded credentials, embed your credentials in

the data source. To do this, click Edit Connection. Select "Embedded password in
connection” and then click Save.

Extract an Embedded Data Source on Content Server

To extract one or more data sources that are embedded in a published workbook:

1. Sign in as an administrator or as the owner of the data source.
2. Navigate to the published workbook.
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3. Navigate to the Data Sources tab
4. Select one or more of the data sources.

5. Click the Action button.
6. Click Extract. If the extract encryption at rest feature is enabled on the site, select

either Encrypted or Unencrypted.

Limitations

l Your connection credentials must be embedded in the data source.

l In the web, you can't specify extract settings like incremental refresh and extract filters.

l You can't create extracts for embedded data sources that reference published data

sources. As a workaround, create the extract directly on the published data source.

l You can't create extracts for file-based data sources. File-based data sources already

have special performance features and adding extraction will have no performance

benefit.

l This feature does not apply to bridge-based data sources in Tableau Cloud.

Keep Extracted Data Fresh

After data is extracted, you can optionally set up an extract refresh schedule to keep the data

fresh. For more information, see Schedule Refreshes on Tableau Cloud.

Monitor and Manage Extracts

Server administrators canmonitor extract creation on theBackground Tasks for Extracts
admin view. For more information, see Background Tasks for Extracts.

Server administrators canmanage extracts on the Jobs page. For more information, see

Managing Background Jobs in Tableau Cloud.

Keep Data Fresh
After you publish workbooks and data sources to Tableau Cloud, you can decide how you

want to keep the data current. Options for keeping published data fresh depend on the
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characteristics of your data sources.

Data freshness options by data source

The following table lists data freshness options (and exceptions) that are available depend-

ing on the data source.

Exceptions

l Tableau Cloud does not support connections to any cube-based data source.

l Tableau Cloud does not support published connections that use Kerberos authen-

tication.

l Although you can publish extracts of SAP BW data to Tableau Cloud, refreshes are

not supported. The best way to update SAP BW data sources is to republish them.

Options

Source Publish
options

Freshness options Authentication

On-premises data (accessible only from a private network)

File-based

data

(Excel, .csv,

.txt)

Extract

only

Use Tableau Bridge (recommended)

Manual refresh from Tableau Desktop

Automated command-line scripts

n/a

Statistical file

(SAS (*.sas7b-

dat))

Extract
only

Use Tableau Bridge (recommended)

Manual refresh from Tableau Desktop

Automated command-line scripts

n/a

Data hosted

on a cloud plat-

form

Live con-

nection or

Use Tableau Bridge (recommended)

Manual refresh from Tableau Desktop

Embedded cre-

dentials in

Tableau Bridge
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Source Publish
options

Freshness options Authentication

(For example,

Oracle on

Amazon RDS)

extract,

depending

on data-

base

Automated command-line scripts settings

Relational

database 

(Relational

databases that

Tableau

Desktop con-

nects to. For

example, SQL

Server,

Oracle,

IBM DB2)

Live con-

nection or

extract,

depending

on data-

base

Use Tableau Bridge (recommended)

Manual refresh from Tableau Desktop

Automated command-line scripts

Embedded cre-

dentials in

Tableau Bridge

settings

Cloud data (accessible from the public internet)

Data hosted

on cloud plat-

forms

(See the list of

supported plat-

forms in

Allow Direct

Connections

to Data Hos-

ted on a Cloud

Live con-

nection or

extract

Extracts:

Schedule directly on Tableau Cloud

Embedded cre-

dentials + IP

safe list

Edit Con-

nections on

Tableau Cloud
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Source Publish
options

Freshness options Authentication

Platform

Salesforce,

Google Ana-

lytics

Extract

only

Schedule directly on Tableau Cloud

Refresh Data Using Saved Cre-

dentials

OAuth Con-
nections

Google

BigQuery,

Google

Sheets

Live con-

nection or

extract

Extracts:

Schedule directly on Tableau Cloud

Refresh Data Using Saved Cre-

dentials

OAuth Con-
nections

Cloud (Box,

Dropbox,

OneDrive,

Google Drive)

file-based data

(Excel, .csv,

.txt, .tab, .tsv,

.json)

Live con-

nection or

extract

Extracts:

Schedule directly on Tableau Cloud

Refresh Data Using Saved Cre-

dentials

OAuth Con-
nections

Anaplan

Oracle Eloqua

ServiceNow

ITSM

Extract

only

Schedule directly on Tableau Cloud

Refresh Data Using Saved Cre-

dentials

Embedded cre-

dentials

Edit Con-

nections on

Tableau Cloud

Marketo Extract

only

Schedule directly on Tableau Cloud Embedded cre-

dentials
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Source Publish
options

Freshness options Authentication

WebData

Connectors

Extract

only

For basic user name and password

credentials, use Tableau Bridge.

For custom (non-basic) user name

and password credentials, use the

Tableau DesktopRefresh From
Source command, or run amanual
refresh from Tableau Desktop. For

more information, see theWDC

Authentication topic in the Tableau

WebData Connector API Help.

Tableau Bridge:

Embedded cre-

dentials

Other: n/a

Tableau Cloud IP addresses for data provider authorization

As a securitymeasure, cloud data providersmight require you to supply a list of authorized

IP addresses fromwhich external applications request access to your data. A request from

an IP address that is not explicitly approved could be rejected. Tomake sure live connections

you publish to Tableau Cloud remain uninterrupted, add Tableau Cloud to your data pro-

vider’s allowlist (safe list).

The table lists IP address ranges Tableau Cloud uses, depending on your site location. You

can see its location in the URL that appears after you sign in to Tableau Cloud.

Host Name (Instance) Site Location IP Address or
Range

10ax.online.tableau.com USWest - Oregon 34.208.207.197

52.39.159.250

10ay.online.tableau.com USWest - Oregon 34.218.129.202

52.40.235.24
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Host Name (Instance) Site Location IP Address or
Range

10az.online.tableau.com USWest - Oregon 34.218.83.207

52.37.252.60

us-west-2b.online.tableau.com USWest - Oregon 34.214.85.34

34.214.85.244

us-east-1.online.tableau.com US East - Virginia 50.17.26.34

52.206.162.101

prod-useast-a.online.tableau.com USEast - Virginia 3.219.176.16/28

prod-useast-b.online.tableau.com US East - Virginia 3.219.176.16/28

dub01.online.tableau.com EUWest - Ireland 34.246.74.86

52.215.158.213

eu-west-1a.online.tableau.com EUWest - Ireland 34.246.62.141

34.246.62.203

prod-apnortheast-a.on-

line.tableau.com

Asia Pacific - Japan 18.176.203.96/28

prod-apsoutheast-a.on-

line.tableau.com

Asia Pacific - Aus-

tralia

3.25.37.32/28

prod-uk-a.online.tableau.com EUWest - UK 18.134.84.240/28

prod-ca-a.online.tableau.com Canada - Quebec 3.98.24.208/28

These addresses are dedicated to and controlled by Tableau.
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Note: In addition to enabling communication over the Tableau Cloud IP range, you

might need to enable access over the appropriate database port (for example, 80 or

443) depending on the communication type (HTTP or HTTPS).

Find authorization steps for your data provider

The following links take you to the steps on common data providers’ websites for authorizing

external applications on their platforms.

Amazon:

l Redshift

l RDS

l EC2

Microsoft Azure

Google Cloud Platform

Disclaimer: The links in the list above take you outside of Tableau.com. Although we
make every effort to ensure links to external websites are accurate, up to date, and rel-

evant, Tableau cannot take responsibility for the accuracy or freshness of pagesmain-

tained by external providers. Contact the external site for answers to questions

regarding its content.

Tableau Bridge connections to Tableau Cloud

To facilitate connections between on-premises data and Tableau Cloud, Tableau Bridge

uses common port 443 tomake outbound requests to Tableau Cloud. For more information,

see Network access section in the Install Tableau Bridge topic.

Tableau Software 651

Tableau Cloud Help

http://docs.aws.amazon.com/redshift/latest/gsg/rs-gsg-authorize-cluster-access.html
http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithSecurityGroups.html#USER_WorkingWithSecurityGroups.Authorizing
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/authorizing-access-to-an-instance.html
https://blogs.msdn.microsoft.com/azuresqldbsupport/2015/04/29/configuring-the-firewall-for-client-access/
https://cloud.google.com/sql/docs/external#appaccessIP
https://help.tableau.com/current/online/en-us/to_bridge_install.htm#network-access


See also

l Manage Data

l Best Practices for Published Data Sources (Tableau Help)

l Notify OwnersWhen Extract Refreshes Fail

l Edit Connections on Tableau Cloud

Allow Direct Connections to Data Hosted on a
Cloud Platform
If youmaintain SQL-based data on a cloud platform, you can use direct connections to that

data when you publish workbooks and data sources to Tableau Cloud.When you use a dir-

ect connection, you don't need to publish a static extract of the data. Depending on the

underlying data type, you can determine how to keep the data current through a live con-

nection or refreshing an extract on a schedule. You can also require users to provide cre-

dentials for accessing the data when they open views that connect to content.

Note: Tableau Cloud only supports connections to data hosted on a public cloud plat-
form.

Enable encrypted connections

Encrypting connections using SSL is an option for underlying data sources. You can enable

SSL encryption for connections to your hosted SQL data when you create the connection in

Tableau Desktop. Complete the following steps to enable encrypted connections.

Tip: Make sure that Tableau Cloud is on your data provider's authorized list (safe list).
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1. In Tableau Desktop, connect to the data.

2. In theServer Connection dialog box, select theRequire SSL check box.

3. For PostgreSQL, SQL Server-compatible connections, and other connections that

don't have a option to embed certificates in the data source, clickOK to finish.

For some compatible connections, linked text appears under theRequire SSL check
box. This indicates that you can specify an alternative certificate file to use, such as a

self-signed certificate.

4. (Optional) Use a self-signed or other custom certificate to connect to this data over

SSL.

a. Select the link text that appears.

b. In theConfigure and Use SSL Certificate dialog, specify the certificate’s
.pem file.

For example, for MySQL connections to data hosted on Amazon RDS, you can

point to Amazon’s self-signed certificate file at this address.

Untrusted certificates

If you are using certificates that aren't trusted by Tableau Cloud, such as self-signed cer-

tificates, or certificates signed by your company's internal CA, youmay have problems con-

necting from Tableau Cloud. Try one of the following solutions.

l If your connector allows embedding custom certificates, then use that. This is the solu-
tion described above.

l Get new certificates for your database which are signed by a trusted public CA.
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l Use Tableau Bridge, which is Tableau’s connection proxy. You can configure your cer-
tificates to be trusted on the machine running Bridge, either by using TDC files, prop-
erties files, or by installing your certificates in the Windows System Trust Store.

Supported connectors

Refer to the "Tableau Cloud" tab in the Creators: Connect to Data on theWeb topic for the

list of supported connectors.

For more information about supported features by connector, refer to the specific connector

topic in the Supported Connectors section of the Tableau User Help.

Note: Not all connectors in this list are supported by Tableau Prep Conductor. To see
the supported list of connectors, open Tableau Prep Builder and expand theConnect
pane.

See also

l Connector Examples in the Tableau Help

Overview of Row-Level Security Options in
Tableau
Sometimes you want to filter data based on the user that is requesting it. For example:

l You want regional salespeople to see sales figures only for their region.
l You want sales managers to see statistics only for salespeople that report to them.
l You want students to see visualizations based only on their own test scores.

An approach to filtering data this way is called row-level security (RLS). There aremultiple

methods to accomplish row-level security both inside and outside of Tableau, each with its

own pros and cons.
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Create a user filter and map users to values manually

The simplest way to achieve row-level security in Tableau is through a user filter where you

manuallymap users to values. For example, you couldmanuallymap a user named “Alice”

to the value “East” so that she only sees rows in the data source where the “Region” column

is “East”.

Thismethod is convenient but highmaintenance, and attentionmust be paid to security. It

must be done per-workbook, and youmust update the filter and republish the data source as

your user base changes.When you publish an asset with this type of user filter, you need to

set permissions so that users cannot save or download it and remove the filter, thereby gain-

ing access to all of the data.

For more information, see Create a user filter andmap users to valuesmanually in the

Tableau Desktop andWeb Authoring help.

Create a dynamic user filter using a security field in the data

Using thismethod, you create a calculated field that automates the process of mapping

users to data values. Thismethod requires that the underlying data include the security

information you want to use for filtering. For example, using a calculated field, the

USERNAME() function, and a “Manager” column in the data source, you could determine if

the user requesting the view is amanager and adjust the data in the view accordingly.

Because filtering is defined at the data level and automated by the calculated field, this

method is less error prone thanmapping users to data valuesmanually. When you publish

an asset with this type of user filter, you need to set permissions so that users cannot save or

download it and remove the filter, thereby gaining access to all of the data.

For more information, see Create a dynamic filter using a security field in the data in the

Tableau Desktop andWeb Authoring help.
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Use a data policy

Starting in Tableau 2021.4, when DataManagement is enabled in Tableau Server or

Tableau Cloud, users with a Creator license can implement row-level security through data

policies on virtual connections. Because virtual connections are centralized and reusable,

you canmanage row-level security for each connection in one place, safely and securely,

across all content that uses that connection.

Unlike the above solutions for row-level security in Tableau, thismethod doesn't carry the

same risk of exposing information if an author neglects to properly secure permissions on

the workbook or data source, because the policy is enforced on the server for every query.

Row-level security through virtual connection data policies was developed to address short-

comings of other row-level security solutions.We recommend this solution in most situ-

ationswhere it's an option.

For more information on row-level security using data policies on virtual connections, see

About Virtual Connections and Data Policies.

Use existing RLS in the database

Many data sources havemechanisms for RLS built in. If your organization has already put

effort into building row-level security in a data source, youmay be able to take advantage of

your existing RLS.

It is not necessarily easier or better to implement a built-in RLS model vs. building it with

Tableau inmind; these techniques are generally leveraged when an organization has

already invested in these technologies and theywant to take advantage of that investment,

or when they need to apply the same security policies to other database clients in addition to

Tableau.

Themain benefit of using built-in RLS is that administrators can implement and control their

data security policy in one place: their databases.
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Pass user attributes

You can pass user attributes included in a JSONWeb Token (JWT) to customize and control

access to data in Tableau Cloud embedding workflows. For more information, see Embed-

ding v3 API Help.

Row-level security option comparison

RLS option Useful when Pros Cons

Manual user
filter

l You are doing a
proof of concept
or testing user fil-
tering func-
tionality

l You are creating
a static workbook
to use with an
unchanging
group of users

l You understand
the data security
risk of having the
permissions set
incorrectly

l Simple at small
scales

l Easy to under-
stand mapping

l Good for testing

l High-main-
tenance

l Need to update
filter and repub-
lish as user base
changes

l Permissions
must be secured
to prevent users
from seeing
unfiltered data

l Must be rep-
licated in every
workbook

Dynamic
user filter

l You don't have a
Data Man-
agement license

l The data con-
tains information
you can use to fil-
ter it

l You understand
the data security
risk of having the
permissions set

l Relatively easy
to set up

l Permissions
must be secured
to prevent users
from seeing
unfiltered data

l Must be rep-
licated in every
workbook or data
source

Tableau Software 657

Tableau Cloud Help

https://help.tableau.com/current/api/embedding_api/en-us/docs/embedding_api_user_attributes.html
https://help.tableau.com/current/api/embedding_api/en-us/docs/embedding_api_user_attributes.html


incorrectly

Data policy l You have a Data
Management
license

l The data con-
tains information
you can use to fil-
ter it

l Ease of data
security is a sig-
nificant concern

l Centralized
l Secure
l Low-main-
tenance

l Responsibilities
for security and
analytics can be
separated

l Data Man-
agement license
required

RLS in the
database

l Your database
has an existing
RLS security built
into the database

l You aren’t using
extracts

l Might already be
built into your
organization’s
database

l Policies can be
applied to data-
base clients
other than
Tableau

l Must use live
queries

l Might have lim-
itations or
requirements.
Your IT team can
identify them

User attrib-
utes

l You are authen-
ticating and
authorizing
access to embed-
ded content
using Tableau
connected apps

l Manage data
access policies in
the same place
you manage
other policies
and per-
sonalization for
your users

l Requires user
attributes defined
in the JWT, site
setting enabled,
and content
authored with
user attribute
functions
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Configure Connections with Analytics Exten-
sions
Analytics extensions allow you to extend Tableau dynamic calculations in a workbookwith

languages like R and Python, with Einstein Discovery, and with other tools and platforms.

These settings endpoints enable you to configure analytics extensions on your site in

Tableau Cloud. For more information, see Analytics Extensions API.

For more information about user scenarios and configuring analytics connections in Tableau

Desktop or for web authoring, see Pass Expressionswith Analytics Extensions, in the

Tableau Desktop andWeb Authoring Help.

Note: Beginning in June 2021, you can createmultiple analytics extensions connections
for a site, includingmultiple connection for the same type of extension (you are presently

limited to a single Einstein Discovery analytics extension for each site). For details, see

What’s New in Tableau Cloud.

This topic describes how to configure sites on Tableau Cloud with analytics extensions.

Security requirements and configuration

For increased security, Tableau Cloud requires an encrypted channel and authenticated

access to the external services used for analytics extensions.

Certificate

The server running the external service for analytics extensionsmust be configured with a

valid TLS/SSL certificate from a trusted 3rd party certificate authority (CA). Tableau Cloud

will not establish a connection with external servers that are configured with a self-signed cer-

tificate, a certificate from a private PKI, or a certificate that is not trusted by an established

3rd party CA.
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Safelist firewall configuration

Many organizations deploy a firewall that requires safelist exceptions for known hosts out-

side the network. In this scenario, you will need to specify two Tableau Cloud IP addresses

as exceptions. The Tableau Cloud IP addresses used for connections to analytics exten-

sions servers are 44.224.205.196 and 44.230.200.109.

Configure analytics extensions settings

1. Sign in to Tableau Cloud as a site administrator.
2. Click Settings.
3. On the Settings page, click the Extensions tab and then scroll to Analytics Exten-

sions.
4. Select Enable analytics extensions for site.
5. ClickCreate new connection.
6. In the New Connection dialog, click the connection type you want to add, then enter

the configuration settings for your analytics service:
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3. The options you need to configure depend on the connection type you choose:

l For an Einstein Discovery connection, click Enable.
l For TabPy, RServer, and Analytics Extensions API connections, enter the fol-
lowing information:

l Connection Name: Specify the server type you are connecting to.
RSERVE supports connections to R using the RServe package. TABPY
supports connections to Python using TabPy, or to other analytics exten-
sions.

l Require SSL: Select this option to encrypt the connection to the ana-
lytics service. If you specify a HTTPS URL in the Hostname field, then
you must select this option.

l Hostname: Specify the computer name or URL where the analytics ser-
vice is running. This field is case sensitive.

l Port: Specify the port for the service.
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l Sign in with a username and password: Select this option to specify
user name and password that is used to authenticate to the analytics ser-
vice.

7. Click Save.

Edit or delete an analytics extension connection

To edit or delete a configuration, navigate toAnalytics Extensions on theExtensions tab
of your site.

Click theEdit orDelete icon and follow the prompts to change the configuration.

Script errors

Tableau cannot verify that workbooks that use an analytics extension will render properly on

Tableau Cloud. Theremight be scenarios where a required statistical library is available on

a user’s computer but not on the analytics extension instance that Tableau Cloud is using.

A warning will be displayed when you publish a workbook if it contains views that use an

analytics extension.

This worksheet contains external service scripts, which cannot be viewed on the tar-

get platform until the administrator configures an external service connection.
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Table Extensions
Table Extensions allow you to create data tables with an analytics extensions script. You can

write a customTabPy or Rserve script and optionally add one or more input tables. Table

extensions are supported by Tableau Cloud, Tableau Server, and Tableau Desktop. This

document focuses on Tableau Cloud.

Note: Similar to a live connection, the Table Extension refreshes every time you open
up a workbook or refresh a data source.

Benefits

Table Extensions have the following benefits for both new and experienced users.

l Easily integrate scripts or advanced functions into Tableau

l Easily drag data from Tableau data connections as input into scripts

l Low code editor makes adding code to data sources easy

l Integrates with Data Guide and Explain Data

l Integrateswith TabPy, Rserve, and other analytics extensions

l Results can be used to construct dashboards or visualizations

Prerequisites

Before you can use table extensions, youmust complete the following list.

l Open a data source in Desktop or Web Authoring.
l Configure an analytics extension

o For steps to configure analytics extension connections, see Pass Expressions
with Analytics Extensions.
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Create a Table Extension

To create a table extension, complete the following steps.

1. Open a published workbook.
2. Open a data source or create one.
3. Under connections, choose New Table Extension.

4. Drag it into the data model.

5. (Optional) Drag tables from the data connection into the table extension pane to use

as input into your analytics extensions script or function.

l By default data from Tableau is passed to the analytics extension and defined

as the variable _arg1, a dictionary-like structure such as: {‘colum_
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name’: [1,2,3], ‘column_name_2’: [3,4,5]

Python example: The input data could be converted to a pandas dataframe
using the following.

import pandas as pddf = (pd.DataFrame(_arg1))

l When using RServe, the input data is defined as the variable .arg1 and the

data type are a named list of lists.

l For supported relational data sources, you can use CustomSQL as an input

into a table extension.When parameters are used in the CustomSQL query,

changing the parameter causes the query to rerun and the script to recompute.

This creates a path to dynamically update parameters in a dashboard and filter

or otherwise pass values to the table extension script.

6. In the Script area, enter your script or function call. The script must return a dictionary

or list of lists, essentially a JSON object. A script for RServemust return a data.frame

or list of named lists while the script for Pythonmust return a dictionary.

Python example:Weuse the following explicit return command.

return df.to_dict(orient='list')
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Note: Table extensions don't support directly calling TabPy endpoints if
TABPY_EVALUATE_ENABLE is disabled in TabPy.

7. SelectApply to run the script.

8. (Optional) If you’re relating the table extension to another table in the datamodel,

define the relationship between at least one field in each table. If the fields have the

same name, thismay happen automatically.

9. Choose Update Now and the results appear in theOutput Table tab.

Note: If you don't define a relationship to a table in the datamodel, the Input Table tab
is empty and will display themessage ‘Data preview unavailable’.

10. (Optional) In the Name field, enter a unique name for your table extension.
11. Go to the Sheet tab to start exploring and visualizing the data. Results from a table

extension functions like any other data in Tableau queried from a flat file or relational
source.

12. Publish the workbook to share it. The publishing destination, Server or Tableau
Cloud, must have an analytics extension of the appropriate type enabled and con-
figured.
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Troubleshooting tip: Errors from analytics extensionswill be surfaced in a Tableau error

message if there’s a problem executing the script. If your table extension is hitting an error,

ensure all code and formatting is correct and try using the circular Refresh Data Source but-

ton, located next to the Save button, or click Apply again.

Table Extensions vs Analytics Extensions

While some of these products aren't related, table extensions and analytics extensions share

several features. The table extensions feature relies on a connection with analytics exten-

sions to work. Let's break down each feature.

Dashboard Extensions

Dashboard extensions allow customweb applications to be added to dashboards using the

Dashboard Extension SDK, however, this extension type isn’t related to table extensions.

Table Extensions

The Table extensions feature lets you create a table in a data source that can send data and

a script to your analytics extension and return a full table of arbitrary shape as a result. The

returned results are displayed as a table in the datamodel in the Data Source tab and as

measures and dimensions in the workbook.

Analytics Extensions

The Analytics extensions feature allows you to extend Tableau calculationswith pro-

gramming languages like Python, external tools, and external platforms. After you create a

connection to an analytics extension, you can communicate with your external server

through calculated fields called SCRIPT_X or MODEL_EXTERNAL_X, where X is the data

type of the expected return values. For more information, see Pass Expressionswith Ana-

lytics Extensions.
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Use Certification to Help Users Find Trusted
Data
In a self-service environment with multiple publishers, it’s common for a project on Tableau

Cloud to contain a variety of content that is named similarly, or is based on the same or sim-

ilar underlying data, or is published without any descriptive information about it. When this is

the case, analystsmight lack confidence about the data they should use.

To help your users find the data that’s trusted and recommended for their type of analysis,

you can certify the data that complies with your organization’s data standards.

In addition to certifying published data sources, if you have a DataManagement license for

Tableau Server or Tableau Cloud:

l Starting in Tableau 2019.3, if Tableau Catalog is enabled, you can certify databases
and tables that are associated with your Tableau content. (For more information
about Tableau Catalog, see "About Tableau Catalog" in the Tableau Server or
Tableau CloudHelp.)

l Starting in Tableau 2022.1, you can certify virtual connections and virtual connection
tables.

How certification helps users find trusted data

When you certify an asset, users see a green badge or green checkmark, depending on

where the asset is being viewed.
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Certified data sources rank higher in search results and are added to recommended data

sources.

In addition, you can provide notes about the certification status, which appear when users

click the badge, or in a tooltip when they hover over the data source icon in web authoring or

Tableau Desktop. The information also showswho certified the data source.

For more information, see the How to certify data steps below.

Create guidelines for selecting data to certify

Aswith most Tableau functionality, certification is flexible. You can define for your organ-

ization the criteria you use to determine when to certify a data source (or database or table).

As you do this, youmight want to document and share your guidelines. As new data sources

are published, the guidelines can help you and other administrators or project leaders to be

consistent with your certification choices. They can also help users understand what cer-

tificationmeans.

Whether you use the same certification criteria across all projects, or define unique criteria

for each project, the important thing is to be clear about what certificationmeans in your envir-

onment.
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Who can certify data

To certify a data source, youmust

l be a Server or Site Administrator, or
l have a site role of Explorer (Can Publish) or Creator and be the project owner or have
the Project Leader capability for the project containing the data you want to certify.

To certify virtual connections and virtual connection tables, youmust have a DataMan-

agement license in your environment, and youmust

l be a Server or Site Administrator, or
l have a site role of Explorer (Can Publish) or Creator and be the project owner or have
the Project Leader capability for the project containing the data you want to certify.

To certify databases or tables, youmust have Tableau Catalog enabled in your envir-

onment, and youmust

l be a Server or Site Administrator, or
l have the Set permissions capability on the database to certify that database or any
tables within that database.

How to certify data

The data you can certify depends on whether you have a DataManagement license, and if

you do, if you have Tableau Catalog enabled in your environment.

l All users with the right permissions can certify data sources.
l If you have a Data Management license, users with the right permissions can also cer-
tify virtual connections and virtual connection tables.

l If Tableau Catalog is enabled, users with the right permissions can also certify data-
bases, tables, and files.

Take the following steps to certify the data.

1. Sign in to Tableau Cloud.
2. This step depends on the type of asset you want to certify:

l Data source or virtual connection - on the Explore page, selectAll Data
Sources or All Virtual Connections.
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l Virtual connection table - on the Explore page, selectAll Virtual Con-
nections, and select the virtual connection that contains the virtual connection
table you want to certify. Then select the virtual connection table.

l Database or table - on the External Assets page, selectDatabases and Files
or Tables.

3. On the page, select the More actions menu (...) next to the asset name you want to cer-
tify.

4. Select Edit Certification and then do the following:
l Select the This data is certified check box.
l Add a note that gives users context for the certification status, intended use for
the data, or other helpful information. Information you add to the Note section
appears in the certification badge or tooltip, mentioned earlier in How cer-
tification helps users find trusted data. You can format the text in a message with
bold, underline, and italics, and include a link or an image. To see text formatting
tips, click the information (i) icon above the Save button.

5. Click Save.

Notify Owners When Extract Refreshes Fail
A scheduled extract refresh can fail to complete for a variety of reasons, such as outdated

embedded credentials or file path. For scheduled refreshes that run directly from Tableau

Cloud, after a refresh has failed five consecutive times, Tableau Cloud suspends the sched-

ule until a site admin or the data source owner takes an action to address the cause.
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A site admin can enable Tableau Cloud to send email to the owner of a data source when its

scheduled extract refresh does not complete successfully. The data source owner can then

opt out individually in their account settings.

The email contains the following information:

l Extract or workbook name.

l The date and time of the last successful refresh. Or, if the last refresh was longer than

14 days ago, the email shows “not in the lastN days.”

l The number of consecutive times the refresh has failed.

l A suggested action to take to address the cause of the failure, such as updating

embedded credentials or a file path, and a link to Tableau Cloud to take the action.

When receiving email about data sources refreshed by Tableau Bridge, there will be some

differences. For more information, see Differences for Tableau Bridge refreshes later in this

topic.

Enable refresh failure emails

As a site admin, you have the ability to enable (or disable) refresh failure emails for your site

using the procedure below. If you opt in, each user can potentially opt out from receiving

refresh failure emails from his or her individual account.

1. Sign in to Tableau Cloud as a site admin and clickSettings.

2. UnderManage Notifications , select or clear the check boxes to allow or disable

notifications for all of your site users.

Differences for Tableau Bridge refreshes

For data sources that are refreshed through Tableau Bridge, notificationswill vary. For

more information, seeManage Email Alerts for Bridge.
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Refresh Data on Tableau Cloud
You canmanually refresh data, as well as schedule data refreshes.

Schedule Refreshes on Tableau Cloud

You can schedule refresh tasks directly on Tableau Cloud for extracts of cloud-hosted data.

This can include extracts of the following types of data:

l Salesforce.com or Google Analytics.
l Google BigQuery or Amazon Redshift, if you do not want to use a live connection. For
on-premises Redshift, you must use Tableau Bridge.

l SQL-based or other data hosted on cloud platforms, such as Amazon RDS, Microsoft

Azure, or Google Cloud Platform, if you do not want to use a live connection, or if live

connection isn’t supported for that data source.

For a list of supported data sources, see Allow Direct Connections to Data Hosted on

a Cloud Platform.

Schedules are also available when creating extract refresh with Tableau Bridge. For more

information see, Set Up a Bridge Refresh Schedule.

Notes:

l For information about refreshing extracts of Microsoft Excel, SQL Server or other data
Tableau Cloud cannot reach directly, see Connectivity with Bridge.

l Your Tableau Cloud site comeswith capacity to support all your users’ analytic needs.

A site’s capacity includes capacity for storage and tasks that need to be performed on

the site includes extracts. For more information, see Tableau Cloud Site Capacity.

Create a refresh schedule

Important!

Tableau Software 673

Tableau Cloud Help



l The Run Now option is no longer available in Create an Extract Refresh dialog
box.Run Now option is now listed in the Actions drop down menu.

l You cannot configure tasks to run sequentially (serially). Instead, you might want to
stagger your start time for the extract refreshes, so the tasks run one after the other.

l If you migrate your existing tasks to custom schedules, please note that unless you
change your start times for these tasks, they will run in parallel, which may not be
desired.

l If you schedule more than one extract refresh for the same workbook or published
data source, the jobs are run serially, with one waiting for the previous one to finish.

1. When you’re signed in to Tableau Cloud, select Explore from the left navigation pane,

and then, depending on the type of content you want to refresh, select All Workbooks

or All Data Sources from the drop-downmenu.

2. Select the check box for the workbook or data source you want to refresh, and then

selectActions > Refresh Extracts.

3. In the Refresh Extracts dialog, select Schedule a Refresh, and complete the fol-

lowing steps:
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l Refresh Type: Select the type of refresh you want. A full refresh is performed
by default. Incremental refresh is available only if you configured for it in
Tableau Desktop before publishing the extract. If you select one of more work-
book or data source that has been set to do full refreshes, then the option to
select incremental refresh is disabled. For more information, see Refreshing
Extracts in the Tableau Help.

l Refresh Frequency: Setup the frequency for the extract refreshes to run. You
can set the frequency to run hourly, daily, weekly or monthly. The time and day
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intervals depend on the repeat frequency that you select as described below:

l Hourly: The available frequency is every hour from a specific time to a

specific time. Thismeans that the taskwill run every hour during the spe-

cified time.

l Daily: The available frequencies are every two, four, six, eight, or twelve
hours, or just once a day. You can also choose one or more days of the

week, in addition to start and end times. Thismeans you can run a task

on all or certain days of the week at specific hourly intervals or once a

day.

l Weekly: The available frequency is one or more days of the week at a
specific time. Thismeans you can run the task on certain days of the

week, once a week at a certain time.

l Monthly: You can set this up in two different ways:

1. You can selectDay as the frequency interval which then allows
you to select specific dates of themonth. For example you can

select the task to run on the 2nd, 15th and 28th of everymonth at

2:45 pm.

2. You can also choose the first, second, third, fourth, fifth, and the

last day of the week at a specific time. For example you can

choose to run the task every secondWednesday of themonth at

2:45 pm.

Update an Existing Schedule

Whenmaking changes to an existing schedule, you will no longer choose from a list of exist-

ing schedules, but directly change the recurrence in the schedule.
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Time limit for extract refreshes

To ensure that long running refresh tasks don't take up all system resources and don't pre-

vent refreshes of other extracts on your site, Tableau Cloud enforces a time limit, also known

as a timeout limit, of 7200 seconds (120minutes or two hours) for refresh tasks. The timeout

limit is the longest allowable time for a single extract to complete a refresh before it's can-

celed. The timeout limit is not configurable.

Staying within the timeout limit

Although reaching the timeout limit is not common, if you're working in an extract-heavy envir-

onment, there are few modifications you canmake to your extracts to help avoid reaching the

timeout limit.

l Schedule Refreshes on Tableau Cloud

l Set up incremental refreshes

l Decrease the size of extracts

l Use an alternativemethod for refreshing extracts

l Schedule refreshes at a different time

Set up incremental refreshes

Consider configuring your extracts to be incrementally refreshed instead of fully refreshed

each time a refresh task is performed.

By default, extracts are set up to fully refresh. Although a full refresh gives you an exact copy

of the data, a full refresh can take a long time to complete. To reduce the time it takes to

refresh an extract, consider setting up incremental refreshes of your extracts instead. For

more information, see Configure an incremental extract refresh in the Tableau Help.
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Note: Youmust set up the incremental refresh before publishing the extract to Tableau
Cloud. After publishing, you will then be able to select Incremental Refresh option in the

Create Extract Refresh dialog.

Decrease the size of extracts

You can help refresh tasks complete faster by decreasing the size of your extracts.

There are two commonmethods for decreasing the size of extracts: hide all unused fields

and use data source filters.

l Hide all unused fields: Fields that you hide in your data source are excluded when
the extract is created. To hide fields while creating the extract, see Create an extract

in the Tableau Help.

l Add data source filters: You can reduce the number of rows in your extract by
adding a data source filter. For more information, see Filter Data fromData Sources

in the Tableau Help.

Note: Youmust hide all unused fields or add data source filters before publishing the
extract to Tableau Cloud.

Use an alternative method for refreshing extracts

If possible, consider refreshing your extracts outside of Tableau Cloud.

l Tableau Desktop: You canmanually refresh published extracts from Tableau

Desktop. For more information, see Refresh Published Extracts from Tableau

Desktop.

l Tableau Bridge:Depending on the data source, you can use Tableau Bridge to set
up and refresh published extracts on a schedule. For more information, see Use
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Bridge to Keep Data Fresh.

l Tableau Data Extract Command-Line utility (Deprecated):Depending on the
data source, you can use the command-line utility that comeswith Tableau Desktop to

programmatically refresh published extracts. For more information, see Automate

Extract Refresh Tasks from the Command Line.

Deprecated October 2022: This utility is not available in later releases. To
refresh data sources or virtual connections data that Tableau Cloud can't reach

directly, use Tableau Bridge instead. To initiate refresh jobs using a script, use tab-

cmd refreshextracts or REST API Run Extract Refresh Task.

Schedule refreshes at a different time

Consider changing when the refresh tasks occur. For more information, seeManage

Refresh Tasks.

Errors when refresh tasks reach timeout limit

If a refresh task reaches the timeout limit, you or othersmight see one of the errors listed

below. If you published the extract or are the extract owner, youmight see one of these

errors in an email notification. If you're a site administrator, youmight see one of these errors

in the administrative view about Background Tasks for Extracts.

l The query time resource limit (7200 seconds) was exceeded.
l com.tableau.nativeapi.dll.TableauCancelException: Operation cancelled.
l The query time resource limit (8100 seconds) was exceeded.

To help resolve and avoid these errors in the future, see the section above, Staying within

the timeout limit.

Refresh Data Using Saved Credentials

To keep data fresh for Salesforce, Google Analytics, Google BigQuery, OneDrive, Dropbox,

QuickbooksOnline, Anaplan, Oracle Eloqua, and ServiceNow ITSM, youmust do the
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following:

1. Embed credentials into the data connection. The steps are described in this topic

2. If your data source or workbook contains an extract, you can add the extract to a

refresh schedule. For the steps to schedule a refresh, see Schedule Refreshes on

Tableau Cloud.

If your data source or workbook contains a direct (live) connection to the data, then

the data is always fresh, and you don't need to create a scheduled task to refresh it.

Embed credentials into the data connection

You can embed credentials for your connection by following these steps.

1. Sign in to Tableau Cloud and navigate toData Sources page.

2. Select the data source with the connection you want to refresh, and on theActions
menu, selectEdit Connection.

3. The options in the Edit Connection dialog boxwill vary depending on the data source

you selected. Review the options available to you and select the one that meets your

needs.

If you selectPrompt user for <connector name> credentials, you will need to
refresh datamanually. You can do this by asking users to republish the data source

from Tableau Desktop or by initiating a refresh task on Tableau Cloud.

Connector-specific credential information

Use OAuth credentials

Secure data connections aremade using OAuth access tokens for data connections to

Google Analytics, Google BigQuery, Google Sheets, OneDrive, Dropbox, Salesforce, and

QuickBooksOnline. You create access tokens by signing in to the data from Tableau Cloud

and approving Tableau Cloud access to the data as long as the credentials exist (or you
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manually revoke access). When you add a new account, the sign-in page appears. When

you sign in, you create a new access token for the credentials you submit.

Note:Dropbox usesOAuth credentials, however Tableau doesn't currently support
authenticating to Dropbox using aGoogle account.

You can embed shared credentials, as youmight do if you use a dedicated database account

for a group of users. Or you can embed an individual user’s credentials. The account you use

to create the access tokenmust allow a level of access for running the refresh task.

Use other credentials

Anaplan, Oracle Eloqua, and ServiceNow ITSMeach support using saved credentials (for

example, user name and password) to connect to the data.

Use Salesforce security tokens

If you embed standard Salesforce credentials, Salesforcemight require a security token for

you to access a data. For example, if you want to access the Salesforce connection from an

IP address that is not included in your organization's trusted IP list. This security tokenmust

be appended to the password used in the data connection.

The security token can expire. When Tableau is unable to refresh a Salesforce connection

because the security token has expired, Tableau displays an alert to the following users:

l Authors of the relevant workbooks and data sources.

l Authors of workbooks that connect to the relevant data sources.

l Site administrators.

You can renew an expired security token by editing the data connection on the server.

For more information about Salesforce authentication and security tokens see Security and

the API in the Salesforce.comSOAP API Developer's Guide.
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Start a Refresh Task Manually

You can refresh extracts of data hosted with most cloud data providers directly on Tableau

Cloud. You can run a refresh from Tableau Bridge for data sources you’ve set up there.

If a data source has scheduled refreshes, running amanual refresh does not affect the

schedule.

Run a refresh on Tableau Cloud

1. Sign in to the Tableau Cloud site to which the data source is published.

2. On the Data Sources page, select theMore actions icon (…) next to the data source

you want to refresh, and then selectRefresh Extracts from themenu.
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3. UnderRefresh Now, select Full Refresh.

Note: For data sources that have scheduled refreshes, site administrators can initiate a
refresh also from theActionsmenu on the Tasks > Extract Refreshes page.

Run a refresh in the Tableau Bridge client

Open Tableau Bridge from theWindows system tray, and select theRun now icon ( ) for

the data source.

Manage Refresh Tasks

Administrators canmanually refresh extracts or delete their schedules.

1. Sign in to the site that has the schedules you want to manage, and then clickTasks.

2. Select one or more scheduled extract refreshes.

3. From theActionsmenu, do any of the following:

l SelectChange Schedule, and choose a new schedule from the list.

l SelectRun Now to refreshmanually.

Note: If an extract does not have a scheduled refresh, you can refresh it on
demand from the Data Connections page.

l SelectDelete to completely remove the schedule for the selected data sources.
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See also

Notify OwnersWhen Extract Refreshes Fail

Automatically Suspend Extract Refreshes for Inactive Work-
books and Data Sources

To save resources you can automatically suspend extract refresh tasks for inactive work-

books and published data sources. This feature applies to full extract refreshes that occur

more frequently than once a week. Incremental refreshes and those that occur less fre-

quently than weekly are not impacted.

For a workbook, if any of the following events occur, the workbook's inactivity countdown

timer is reset:

l Viewing the workbook sheets
l Having any data-driven alert or subscription set-up on the workbook
l Downloading the workbook
l Moving the workbook's location or changing the owner

Notifications

An email notification is sent three days before the extract refresh schedule is suspended.

Another email notification is sent when the extract refresh schedule is suspended.

Resume suspended extract refreshes

Suspended extract refresheswon't automatically resume if someone uses the workbook. It

must be donemanually by a site administrator.

To view and resume extract refreshes that were suspended:

1. Sign in to the site as an administrator and click Tasks.
2. Click the Extract Refreshes tab.
3. Select one or more items.
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4. From the Actionsmenu, selectResume.

Use Tableau Bridge

Get Started

l Use Bridge to Keep Data Fresh
l Install Bridge
l Set Up a Bridge Refresh Schedule
l Use Bridge for Private Cloud Data
l Tableau Bridge FAQ

Quick Reference for Site Admins

l About the Bridge Client
l Configure the Bridge Client Pool
l Manage the Bridge Client Pool
l Change the Bridge Client Settings

Quick Reference for Publishers

l Publish a Bridge Data Source with a Live Connection
l Stop Keeping Data Fresh Through Bridge
l Manage Email Alerts for Bridge
l Troubleshoot Issueswith Bridge
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Enterprise

l Plan Your Bridge Deployment
l Monitor Bridge Extracts Activity
l Monitor Traffic to Bridge Connected Data Sources
l Monitor Bridge Refresh Jobs

Connectivity

l Connectivity with Bridge
l Update Bridge Connection Information

Security

l Bridge Security

Use Bridge to Keep Data Fresh

For data sources or virtual connections data that Tableau Cloud can't reach directly, you

can use Tableau Bridge to keep data fresh. For example, use Bridge when your data

source connects to data hosted behind a firewall.

Note: If a data source connects to underlying data hosted in the cloud accessible from the

public internet, live and extract connections run from Tableau Cloud directly.
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What is Bridge

Tableau Bridge is client software that runs on amachine in your network. The client works in

conjunction with Tableau Cloud to keep data sources that connect to private network data,

which Tableau Cloud can't reach directly, up to date. Private network data includes on-

premises data and virtual cloud data.

How does it work

Tableau Bridge functions like a conduit between private network data, such as Excel files

and SQL Server data, and Tableau Cloud. The client communicateswith Tableau Cloud

through an outbound encrypted connection to enable connectivity between data behind a fire-

wall and your Tableau Cloud site.

For more information about how Bridge communicateswith Tableau Cloud, see Tableau

Bridge Security.

Who can use it

Although any authorized user of Tableau Cloud can use Bridge, Bridge is optimized for users

that perform the following functions in an organization: site admins and data source owners.

Site admins, or users who have the Site Administrator or Site Administrator Creator role on
Tableau Cloud, install andmanage Bridge clients. For more information, see Plan Your

Bridge Deployment.

Content owners, or users who have the Creator or Explorer (can publish) role on Tableau
Cloud, typically publish andmanage their own content. Content owners use Bridge to facil-

itate the live and extract connections between Tableau Cloud and private network data.
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l For live connections, Bridge is detected automatically as part of the data source or
virtual connection publishing process. Support for live connections are enabled

through pooling.

More about data sources: Users see the option to publish the data source with a
live connection during the publishing process. This option is available when live con-

nections are supported for relational or cloud databases accessible only from inside

the network.

After the user publishes the data source, an available client in the pool facilitates the

live queries. That’s all there is to it.

To get started, users publish a data source to Tableau Cloud, and select the option to

maintain a live connection. Or, publish a workbook, and select the option to publish

the data source separately, and then specify a live connection. For more information

about publishing data sources, see Publish a Bridge Data Source with a Live Con-

nection.

Note: If publishing a data source that connects to a private cloud database, follow the

steps described at Publish private cloud-based data sources to ensure Bridge is used

to facilitate the data freshness tasks.

l For extract connections, users can set up refresh schedules for data sources or vir-
tual connections.

More about data sources: Users need to publish the data source separately,
whether he or she goes through the publishing data source or workbook process. For

more information, see Set Up a Bridge Refresh Schedule.

Note: If publishing a data source that connects to a private cloud database, follow the

steps described at Set up schedules for private cloud-based data sources to use

Bridge facilitated refresh schedules.

Tableau Bridge FAQ

Find answers to commonly asked questions about Tableau Bridge.
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Bridge Basics

What is Tableau Bridge?

Tableau Bridge is a proxy client that runs on amachine in your network and is used to con-

nect your private network data to Tableau Cloud. Bridge is installed behind your organ-

ization's firewall. It can access on-premises and virtual cloud (isolated private cloud hosted

within a public cloud) data through an established and secure outbound connection from

your data to Tableau Cloud.

See Tableau BridgeQuick Start (video) and Use Tableau Bridge.

What is Tableau Bridge used for?

If some or all of your data on premises or in a virtual cloud that is behind the firewall, you can

use Bridge to securely access and connect data to Tableau Cloud. The data can range from

.csv files on your private network or stored in a data warehouse.

Bridge also keeps your data current. If you have a viz that needs to be refreshed as the data

ismodified, Bridge can keep data fresh in Tableau Cloud, either by automatically refreshing

extracts, or by passing live queries to your on-premise data sources.

What's the cost of Tableau Bridge?

Tableau Bridge is a free, supported client that is used in conjunction with Tableau Cloud.

What are the supported OS systems and minimum hardware requirements for Tableau
Bridge?

Currently, Bridge is supported onWindows 64-bit machines. For information about minimum

hardware requirements, see Recommended software and hardware.

Do we need a separate Tableau Bridge installation for each Tableau Cloud site?

Yes. Tableau Bridge can only connect to one Tableau Cloud site at any given time. Tableau

recommends installing the Bridge client on a dedicated virtual machine behind your firewall

so that it does not compete with resources from other applications. Only one client can be

installed on amachine. For more information, see Install Bridge.
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Can I use Bridge even if I can connect to the data directly from Tableau Cloud?

You don’t need to use Bridge if Tableau Cloud can access the data directly. Bridge acts as a

proxy, and depending on throughput, it’s possible that Bridge will be slower than a direct

connection to the data source.

How do I install Bridge?

Download the installer from the Product Downloads and Release Notes page and follow

the Install Bridge instructions.

See Recommended software and hardware.

Security

How does Bridge keep data secure?

All traffic between Bridge and Tableau Cloud is secured using TLS. Bridgemakes out-

bound connections only; all communication is initiated from behind a firewall using ports 80

and 443. Data in transit, to and from Tableau Bridge, is encrypted. Bridge uses the following

protocols depending on the connection type used by the content:

l For live connections and extract refreshes that use Online schedules, secure
WebSockets (wss://).

l For extract refreshes that use Bridge (legacy) schedules, HTTPSecure (https://).

To ensure that your data is transmitted to Tableau Cloud only, you can implement domain-

based filtering on outbound connections (forward proxy filtering) from the Bridge client.

See Bridge Security.

Are there other ways to secure data?

You can use whitelisting to identify sites that are allowed access to your data and exclude

sites that aren’t included in the list. Some data sources are always “cloud-native”, such as

Amazon Athena, Redshift, Azure SQLDatabase, Google Cloud SQL. In these cases,

Tableau Cloud expects to connect directly through IP whitelisting by default when the native

connector is used.
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It’s possible to configure Tableau Bridge to work with “cloud-native” data sources if the data

is isolated from the Internet in a private subnet (and therefore IP whitelisting isn’t an option).

What permissions do I need?

l You need access to the Tableau Cloud account used to log in to Tableau Bridge client
and the site associated with the data.

l To assign the Bridge client to a pool (either default pool or a named pool), you need
either Site Administrator Creator or Site Administrator Explorer role.

l To run refresh extracts:
l For Online Schedules, the user needs Creator or Explorer (can publish). The
Bridge client must be set up correctly by site admin.

l For Legacy Schedules, because the schedule needs to be assigned to a par-
ticular Bridge client, the user either needs to be the owner of that Bridge client (if
the customer only has Creator or Explorer (can publish) permission) or be a site
administrator.

l The Creator or Explorer (can publish) role and the Data Management license is
required to publish virtual connections and refresh data with Bridge.

l The Windows account that is running Bridge needs to have access to all data sources
that are being connected to.

l The Windows user account must be a member of the local admin group to run the cli-
ent in service mode. If the user isn’t a local admin, they can run the Bridge client in
Application mode, but they must remain logged in to the Windows machine.

What credentials are used when accessing data?

For extracts with Legacy Schedules, access informationmust be embedded in the Bridge cli-

ent. The Bridge client owner must log in to theWindowsmachine andmanually enter the cre-

dentials. This process results in database credentials being stored on the computer using

Windows credentialsmanager.

For Online Schedules, the credentials can be embedded for the published data source in

Tableau Cloud.

For data sources accessed viaWindowsAuthentication, there are no credentials to embed,

but theWindows account that Bridge is running under must have access to the source data-

base.
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Tableau Bridge supportsOAuth when connecting to private data that usesOAuth and pub-

lic data that usesOAuth when it’s joined to private data. Both saved credentials or managed

keychain connectors are supported byOAuth: The type of functionality is dependent on the

connector that you use. Bridge supports both live and extract refreshes for data sources

with OAuth authentication.

Tableau Bridge doesn't support connections that use Kerberos authentication.

What are the multi-factor authentication requirements?

If multi-factor authentication (MFA) is enabled with Tableau authentication, Bridge clients

must be running Bridge version 2021.1 and later. The connected client optionmust be

enabled for the site to allow Bridge clients to run unattended and, if enabled, support multi-

factor authentication with Tableau authentication. If connected clients are disabled for the

site, Bridge can only support Tableau username and password authentication.

See Access Sites fromConnected Clients.

Connections

What connection types does Bridge support?

Extract connection: When data sources or virtual connections use extracts, to connect to

private network data, Bridge can be used to perform scheduled refreshes of those extracts.

See Additional requirements for extract connections.

Live connection: Bridge supports data sources or virtual connectionswith live connections
to a private network. If the content owner publishes a data source or virtual connection that

uses a live connection to data that Tableau Cloud detects that it can't reach directly, live

queries are used to keep the content fresh. See Additional requirements for live con-

nections.

The type of data that Bridge can support falls into one of the following categories:

l Relational data
l File data, including Excel, text, and statistical (.sas7bdat) files.
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l Private cloud data, including Amazon Redshift, Teradata, and Snowflake. For more
information, see .Use Bridge for Private Cloud Data.

l (Limited) JDBC data.
l (Limited) ODBC data.
l (Limited) web data connector (WDC) data if the data can be accessed by entering a
standard user name and password.

l Data used in a multi-connection data source (i.e., data sources that contain a cross-
database join), when all connectors are supported by Bridge. For more information,
see Refreshing Cross-Database Joined Data Sources on Tableau Bridge in the
Tableau Knowledge Base.

What connection types does Bridge not support?

Unsupported connectors:

l Microsoft Analysis Services
l Microsoft PowerPivot
l Oracle Essbase
l SAPNetWeaver BusinessWarehouse
l Connectors (.taco) built with the Tableau Connector SDK and connectors available
through Tableau Exchange.

Unsupported connection types:

l Live connections to file-based data (excel, .csv, etc)
l Live connections to Google Cloud SQL, OData, Progress OpenEdge, and Tableau
extracts

l All connections to cube-based data
l Snowflake when used with virtual connections
l Data sources embedded directly in workbooks. See Connectivity with Bridge.

How does Bridge support Web Data Connector (WDC) data source types?

Bridge has limited support for WDC data source types. OnlyWDCswith basic authentication

are supported. Youmust be able access the data by entering a standard user name and

password.

Custom authenticationWDCs are not supported for refresh in Bridge. For more information

about differentWDC authentication types, seeWDC Authentication.
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Can Bridge be set up to run continuously?

Bridge can run in two different modes: Applicationmode and Servicemode. Tableau recom-

mends that you run Bridge in Servicemode. If your client is set up to run in Servicemode,

you don’t need to be logged on to the computer running the client, but your computer must

be on.

By default, the client runs as an Application. Thismeans theWindows user must be logged

on to the computer where the client is running in order for scheduled refreshes to complete.

After sign-in, the Bridge client opens from the system tray.

See Application versus Servicemode.

Can I connect to a data source embedded in a workbook?

Bridge can only be used against individually published data sources, and it can't be used

against data sources embedded in a workbook. The workaround is to download the embed-

ded data source and republish them as a published data source. For information about how

to publish the data source individually and setup the schedule, see Set up a schedule.

Load Balancing and Pooling

How can I load balance data refreshes with Bridge?

You can configure a pool to distribute data refresh tasks among the available Bridge clients.

Poolsmap to domains, allowing you to dedicate pools to keeping specific data fresh and

maintaining security by restricting access to protected domains in your private network.

See Configure the Bridge Client Pool.

Scaling and Deployment

How can I scale with Bridge?

As a starting point, we recommend initially configuring at least two Tableau Bridge clients

for redundancy, and inmany Bridge deployments, more than one Bridge client is necessary

to support data freshness needs.
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Bridge can support up to 10 concurrent extract refreshes. Determine how many extracts are

necessary in the available time window. Inmany situations, there are several concentrated

time blockswhen extracts need to occur. You will need enough Bridge clients to complete all

required extract refreshes this time window. For example, if you have 7 hours of extract

refreshes to run, and a 4-hour window to run them in, then 2 Bridge clients would be a reas-

onable number to use.

Bridge supports 16 live queries per client. Determine the number of concurrent users. Site

admins canmonitor traffic to data sourceswith live connections using a built-in administrative

view in Tableau Cloud. This gives a high-level view into how often particular data sources

with live connections are being accessed.

As part of your pilot and rollout you shouldmonitor usage over time.

See Plan Your Bridge Deployment.

Monitoring

How can I monitor Bridge?

You can use Traffic to Bridge Connected Data Sources admin view to see usage of data

sourceswith live connections. This view can help you determine which data sources are

most heavily used and those that are used less often.

The Bridge Extracts admin view captures the last 30-days' worth of refresh activity by

Tableau Bridge. Only jobs that have been successfully started by the Bridge client have a

record in the Bridge Extract admin view.

Install Bridge

Tableau Bridge is software that you can install and use in conjunction with Tableau Cloud.

Always install the latest version of Bridge to take advantage of the latest security and feature

updates.
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Before installing Bridge

Tableau recommends installing the Bridge client on a dedicatedmachine behind your fire-

wall so that it does not compete with resources from other applications. Only one client can

be installed on amachine.

Before you install the Bridge client, review theminimum requirements and general inform-

ation that you need to know to help ensure a successful start to using Bridge.

System recommendations

Bridge is available for theWindows operating system. You can also install the client on a vir-

tual machine. For more information about which versions ofWindows are supported and

other recommendations, review the Recommended software and hardware.

License requirements

You do not need a product key to use Bridge. Use of Bridge is subject to your End User

License Agreement (EULA). Users of Bridgemust be authorized users of Tableau Cloud.

Network access

Because Bridge facilitates connections between your private network data and Tableau

Cloud, it requires the ability to make outbound connections through the internet. Bridge

does not require the ability to make inbound connections, whichmeans that it typically does

not require a network administrator to make firewall or network changes to work.

Required ports

Tableau Bridge uses port 443 tomake outbound internet requests to Tableau Cloud and

port 80 for certificate validation.

Tableau with MFA

If multi-factor authentication (MFA) is enabled with Tableau authentication, Bridge clients

must be running Tableau Bridge version 2021.1 and later. For more information about

Tableau with MFA, see About multi-factor authentication and Tableau Cloud.
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Database drivers

Bridge uses Tableau connectors to connect to different databases tomaintain data fresh-

ness. Some of those connectors require drivers to communicate with the databases.

To get drivers for connectors that the client supports, go to the Driver Download page on the

Tableau website. Make sure to filter the list on theWindows operating system and use the

instructions listed for the latest version of Tableau Desktop.

Install Bridge

Follow the procedure below to install a Bridge client. You do not need a Tableau product key

to install or use the client.

1. Download the installer from the Product Downloads and Release Notes page on the

Tableau website. We recommend downloading the latest version listed on the page to

take advantage of the latest security and feature updates.

2. Run the installer. You can install the client using a sharedWindows service account.

3. When prompted, accept the license agreement to continue.

4. (Optional) Customize the installation by clickingCustomize. You can change any of
the following options:

l Install location: You can specify a different location to install the client.
l Create a desktop shortcut: Clear the check box if you don't want to auto-
matically create a desktop shortcut for Bridge.

l Create a Start menu shortcut: Clear the check box if you don't want to auto-
matically add a shortcut for Bridge to the Start menu

l Enable error reporting: If Bridge has a problem and closes unexpectedly,
crash dump files and logs are generated and sent to Tableau. To turn off this
option, clear this check box during installation. You can also turn this option off
(or back on) in the client after installation. For more information, see Error
reports.

5. Click Install to begin the client installation.
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After the client is installed, you can start the client by double-clicking the Bridge shortcut on

your desktop or from Tableau Desktop (if it's installed on the samemachine as Bridge).

About My Tableau Bridge Repository

As part of the Bridge installation, a folder calledMy Tableau Bridge Repository is created
on themachine where the client is installed. This repository folder contains critical sub-

folders, such asLogs andConfiguration, that Bridge needs in order to operate properly.

The repository folder is created under the Documents folder: \User-

s\<user>\Documents\My Tableau Bridge Repository.

Important:We strongly recommend that you do not change the folder that Bridge uses as

its repository.

Upgrade Bridge

Staying in syncwith the latest version of Bridge ensures that you can take advantage of the

latest features and fixes included with each new version of the Bridge client.

To upgrade the client, follow the procedure below.

Important:

l If multi-factor authentication (MFA) is enabled with Tableau authentication, Bridge cli-

entsmust be running Tableau Bridge version 2021.1 and later. For more information

about Tableau with MFA, see About multi-factor authentication and Tableau Cloud.

l Check out Existing Bridge deployment for information about the latest release.

1. Log on to themachine where the client is installed.

2. If you're running the client in Servicemode, in the lower-left corner of the client, next

to Mode, selectApplication. Changing to Applicationmode ensures that the
Tableau Bridge service stops completely before the upgrade.

3. SelectSettings > Exit.
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4. Follow the steps listed in the Install Bridge section to install the client and complete the

upgrade.

After installation is complete, the client will start as normal. If the client was running in Service

mode prior to the upgrade process, switch back to Servicemode.

Error reports

You can help improve Bridge by automatically sending error reports to Tableau. Error

reports are comprised of crash dump files that are sent to Tableau when the Bridge client

has to close unexpectedly (crash). These files are used by Tableau to identify and address

issues that can cause the client to close unexpectedly.

Important: Turn off this option if your data is subject to any privacy regulations.

What's in an error report

The encrypted package ismade up of the following files: crash/core dump files andmanifest

files related to the crash.

The files can contain data that include:

l Machine-specific information. For example: hardware, operating system, domain, etc.

l Snapshot of thememory contents at the time of the crash. For example: which data

sources had extracts refreshed, which data sources had live queries, etc.

l Information that Bridge was processing at the time of crash, including customer-iden-

tifiable information that might be used to correct the error. For example: who is using

Bridge with which site, the name of the client that the user is signed in to, etc.

For more information about how Tableau treats sensitive information, see the Tableau pri-

vacy policy on the Tableau website.

Configure automatic error reporting

You can configure Bridge to send error reports automatically in one of two places: during the

client installation process or after installation directly in the client.
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Enable the automatic error reporting option during client installation

During installation, the option to automatically send error reports from the client is selected

by default. However, you can remove the selection.

Disable the automatic error reporting option in the client

If you decided to use the default setting during the installation process and decide later on

that you don't want to allow error reports to be sent automatically, you canmodify the option

from the client menu.
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Install Bridge from the command line

You can install the Bridge client from command line if you're a local administrator on the

machine.

General command line syntax

The syntax for running the Bridge installer from the command line is the following:

tableauBridge<installer_name>.exe /option1 /option2

PROPERTY1 PROPERTY2

A few notes about the syntax:

l The tableau<installer_name>.exe file is the client installer for the product
and version you're installing.

l The options specify how the installation process should run. For example, whether it
should display output while installing and whether it should create log files.

l The properties settings specify configuration settings that the installer should make
during the installation process.

Example installer command

The following example shows an installer commandwith some options and property set-

tings.

tableauBridge-64bit-2018-2-0.exe /quiet /passive

ACCEPTEULA=1

Youmust run the command from the directory where the .exe file is located or specify a full

path to the location of the .exe file on themachine. Do not run the installer from a shared dir-

ectory on your network. Instead, download the .exe file to a directory on themachine where

you want to install the client.

Installer options and properties

You can specify one or more options in the command line for the installer.
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Installer options

A couple of notes about the options: 

l Each option is prefixed with a slash (/).
l Options must come before properties.

Option Description

quiet Run the installer without messages (status or installation progress)
and without requiring user interaction. The client doesn't launch
after installation is complete.

passive Run the installer and display dialog boxes and installation status.
Does not prompt the user for input. The client launches after install-
ation is complete.

norestart Suppress any attempts to restart. By default, the installer will
prompt you before restart unless you run the installer in quiet
mode.

log "log-

file.txt"

Log installation information to the specified path and file. Specify
the path and file name, such as /log "c:\-

logs\logfile.txt". The default log file is the system %TEMP%

directory.

repair Run the installer to repair an existing installation of Bridge.

h Help—lists options and properties for the installer.

Installer properties

You can also include one or more properties in the command line for the installer.

Some notes about the properties:

l All of these properties can be used for the initial installation of client. They can't be
used to update any settings after initial installation.

l Property names are case sensitive.
l There are no spaces on either side of the equal sign.
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l Each property set is delimited with a space.
l Properties must go after options.

Property Description Value

ACCEPTEULA Accept the End User
License Agreement
(EULA). If you don't set
this option to 1, Bridge can-
not be installed using quiet
mode.

1=Accept
0=Don't accept (default)

CRASHDUMP You can set this option to
"1" to help improve Bridge
by sending error reports to
Tableau automatically
when the client crashes.
For more information, see
Error reports.

1=Yes (default)
0=No

DESKTOPSHORTCUT Create a desktop shortcut. 1=Yes (default)
0=No

DRIVERDIR Specify an installation dir-
ectory (other than the
default) for the database
drivers. This option cre-
ates the directory and cre-
ates an entry in the HKEY_
LOCAL_MACHINE\
registry. The default loc-
ation for drivers is C:\Pro-
gram
Files\Tableau\Drivers.

A path such as
D:\Drivers

INSTALLDIR Specify an installation dir-

ectory other than the

default.

A path such as D:\Soft-
ware\Tableau

Bridge.
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If you specify a custom dir-

ectory for the installation

location and plan to install

future releases to this

same location, you need

to specify a version spe-

cific sub-folder to install to.

Otherwise you will need to

uninstall the previous ver-

sion first.

Side-by-side installations

of multiple versions in the

same sub-directory is not

supported.

SKIPAPPLICATIONLAUNCH You can set this option to
"1" to prevent the new
application from opening
automatically when the
installation process is com-
plete. This option applies
to manual. This option
doesn't apply to quiet
installations because
Tableau Bridge doesn't
open automatically when
using that option.

1=Yes
0=No (default)

STARTMENUSHORTCUT Create a Tableau Bridge
entry on the Windows
Start menu.

1=Yes (default)
0=No
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Uninstall Bridge

Although it's not necessary to uninstall previous versions of the Bridge client when installing

a newer version, you can uninstall Bridge 2018.2 and later if you no longer need it on your

machine.

The primarymethod for uninstalling the client is through theWindowsControl Panel.

Alternatively, you can use the following procedure to uninstall Bridge from the command line.

1. Open the Command Prompt as an administrator.

2. In the location where the .exe was installed, run the following command:

tableau<installer_name>.exe /uninstall /quiet

Set Up a Bridge Refresh Schedule

This topic describes how a Tableau data source owner can set up and update refresh sched-

ules for data sources that connects to private network data. Refresh schedules for data

sources that connect to private network data rely on Tableau Bridge. The tasks described in

this topic assume Bridge has been set up and is beingmaintained by your site admin. Excep-

tions are noted.

This topic does not cover setting up refresh schedules for virtual connections. For more

information about virtual connections, see Schedule Extract Refreshes for a Virtual Con-

nection.

Notes:

l Bridge keeps data fresh for published data sources only, i.e., data sources published
separately from workbooks. Bridge can't keep data fresh in data sources embedded in
workbooks.

l To set up and configure refresh schedules for a private cloud-based data sources, see
Use Bridge for Private Cloud Data.

Tableau Software 705

Tableau Cloud Help



Online schedules versus Bridge (legacy) schedules

For data sources that are set up to use extract connections, Bridge uses refresh schedules

to keep data fresh.

There are two types of refresh schedules that you can configure for Bridge to use: 

l Refresh schedules in Online
l Bridge (legacy)
Note: Bridge (legacy) schedules do not support refreshes for virtual connections.

The schedule you use can depend on a couple of factors, including the version the original

schedule was created and the type of underlying data that the data source connects to. In

summary, Online schedules are designed to leave client management tasks to the site

admin and enable you to perform all your data sourcemanagement tasks directly on

Tableau Cloud.

Version

Beginning with Bridge 2021.4.3, extract refreshes for file-based data sources can use

Online schedules. Online schedules for file-based data sources require at least one Bridge

2021.4.3 (or later) client be set up and added to the client pool by your site admin.

By default, schedules created for file-based data sources that were created prior to Bridge

2021.4.3 use Bridge (legacy) schedules. Bridge (legacy) schedules can be converted to

Online schedules.

Compare schedules

The following table delineates the primary differences betweenOnline and Bridge (legacy)

schedules for keeping private network data fresh.

Online Schedule Bridge (Legacy) Schedule

Supported
data types

Relational data

File data

Relational data

File data
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Private cloud data

Content man-
agement

Data source page

Virtual connection

page

Data source page + designated client

Scheduling Integrated with
Tableau Cloud sched-
ules

Can be configured to refresh data sources as fre-
quently as 15 and 30 minute increments

REST API Run Extract Refresh

Now option

Update Data Source

Now option

Not supported

Manage schedules

Though the scheduling tasks are exactly the same, there are two primary entry points for set-

ting up aOnline schedule for a data source that connects to private network data. The first

entry point is during the data source publishing process, from Tableau Desktop. The second

entry point is at any time after the data source publishing process.

Note: Online schedules that use Bridge support the same scheduling frequency options as
Online schedules that do not use Bridge.

Set up a schedule

In most cases, you will set up a schedule as you publish your data source from Tableau

Desktop.

1. In Tableau Desktop, create your data source.

2. SelectServer > Publish Data Source to begin the publishing process. If you haven't
already signed in to Tableau Cloud, you will be prompted to.

3. In the Publish Data Source to Tableau Cloud dialog box, configure the various options
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for your data source, and then click thePublish button. This opens a browser win-
dow to Tableau Cloud.

Note:Depending on the data that the data source is connected to or how you've con-

figured the data source, the dialog will default to publishing an extract or will give you

the option to publish an extract. If you are provided options, select the option to pub-

lish an extract.

4. In the Publishing Complete dialog box, click theSchedule Extract Refresh button.

5. In the Create Extract Refresh dialog box, configure a schedule for the refresh. For

more information about how to configure the schedule, see Schedule Refreshes on

Tableau Cloud.
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6. Click theCreate button.

Add or update an existing schedule

For whatever reason you are unable to schedule a refresh during the data source publishing

process, you can add a new or update a schedule anytime after.

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theExtract Refreshes tab.

3. Do one of the following:
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a. To set up a new schedule, click theNew Extract Refresh button and con-
figure a schedule for your refresh.

b. To update an existing schedule, select the check box next to the schedule, click

the Actionsmenu, and then selectChange Frequency to reconfigure the
schedule for the refresh.

4. Click theCreate button.

Change network connection type for a refresh of online schedules

By default, Tableau Cloud uses Bridge when a published data source has at least one pub-

lic cloud and one on-premise connection.

For more information about how to edit the connection type, see Change the connection

type of a refresh to use Tableau Cloud.

Alternative: Manage Bridge (legacy) schedules

Optionally, you can use the Bridge (legacy) schedule to keep your data fresh.

Notes:

l Important: Support for Bridge (legacy) scheduleswill be removed in a future
release. To ensure a smooth transition, we recommend you useOnline refresh sched-

ules.

l Bridge (legacy) schedules can only complete successfully if you embed your data-
base credentials in the connection through the Bridge client. For more information,
see Embed or update database credentials for Bridge (legacy).

l When you use a Bridge (legacy) schedule, the time that shows on the client and the
time that shows on Tableau Cloud correspond to the time zone of the machine from
which the client is running.

Set up a Bridge (legacy) schedule

Just like with Online schedulesworkflow, in most cases, you will set up a Bridge (legacy)

schedule as you publish your data source from Tableau Desktop.
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1. In Tableau Desktop, create your data source.

2. Select Server >Publish Data Source to begin the publishing process. If you haven't
already signed in to Tableau Cloud, you will be prompted.

3. In the Publish Data Source to Tableau Cloud dialog box, configure the various options

for your data source, and then click thePublish button. This opens a browser window
to Tableau Cloud.

4. In the Publishing Complete dialog box, click theSchedule Extract Refresh button.
TheCreate Extract Refresh dialog box, where you configure the Bridge (legacy)
schedule, displays.

5. In the Create Extract Refresh dialog box, follow each step to configure the schedule.

Notes:

l To refresh during a specific time period on selected days: Select
Hourly, specify the time range during the day using the From and To drop-
down lists, and then select the days of the week.
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To optimize performance on the server, refresh tasks are distributed within a

range of up to fiveminutes of the time of day you specify. For example, if you

set an hourly schedule, the occurrence set to run at 1:00 AM could run any time

between 1:00 and 1:05 AM.

l Full or incremental refresh: If available, you specify whether you want a full
or incremental refresh. By default, Tableau Cloud runs a full refresh. Incre-

mental refresh is available only if you configured the data source for an incre-

mental refresh in Tableau Desktop before publishing. For information, see

Refreshing Extracts in the Tableau Help.

6. Click theCreate button.

Add a new or update an existing Bridge (legacy) schedule

If you're unable to schedule a refresh during the data source publishing process, you can

add a new or update a Bridge (legacy) schedule anytime after. New (for sites that have

beenmigrated)

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theExtract Refreshes tab.

3. Do one of the following:

a. To set up a new Bridge (legacy) schedule, in the data source's actionsmenu,

selectSchedule with Bridge (Legacy), configure the schedule, and then
click theSchedule Refresh button.
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b. To update an existing Bridge (legacy) schedule, select the check box next to the

existing schedule, click the data source's actionsmenu, and then select

Change Schedule. In this workflow, you can't change the client that performs
the refresh. If you need to change the client that performs the refresh, see

Change the client that performs the Bridge (legacy) schedule. When finished,

click theChange Schedule button.

Other Bridge (legacy) schedule management tasks

Add a new or update an existing schedule from the client

If you, not your site admin, aremanaging the "named" clients, you can add a new or update

an existing Bridge (legacy) schedule directly from the Bridge client.

1. Open theWindows system tray and click the Bridge icon to open the client.

2. Hover over the data source and click theSchedule icon. This opens a browser win-
dow to the data source page in Tableau Cloud.

3. Repeat steps 2-3 from the above Add a new or update an existing Bridge (legacy)

schedule section to set up the schedule.

Add a new computer (client) to perform a scheduled refresh

As part of the scheduling process, in the scheduling dialog, youmust specify amachine. The

machine you specify is the Bridge client that performs the refresh.
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The Bridge (legacy) schedule displays the clients that you signed into.

If the client you want to select is not available from the drop-down list, it can be one of a few

reasons: 

l You're not signed in to the client.
l The client is not properly registered or connected to the site. Go to and open the client
and make sure that it has a green or "Connected" status.

l Your site admin manages all clients in your organization. When using Bridge (legacy)
schedules, the data source owner and the user signed into the client must be the
same. If your site admin is signed into the client, he or she must reassign ownership of
the data source to him or herself in order to schedule a refresh.

Cancel an in-progress refresh

In some cases, youmight need to cancel an in-progress refresh. You can cancel a refresh

for a data source that uses the Bridge (legacy) schedule only.

1. Open the Windows system tray and click the Bridge icon to open the client.

2. Click theCancel Refresh button. This action will cancel the in-progress refresh.
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Note: A client can perform one Bridge (legacy) refresh at a time. If you need to runmore

than one Bridge (legacy) refresh at the same time, discusswith your site admin about setting

up additional clients on different machines to perform the extract refreshes.

Change the client that performs the Bridge (legacy) schedule

If you're working with a Bridge (legacy) schedule and want to change the location or machine

that performs the refresh, youmust set up a new refresh schedule. You can only schedule a

refresh using a client that you are signed in to.

To set up a new Bridge (legacy) schedule, see Set up a Bridge (legacy) schedule. When

you're done setting up a new refresh schedule, make sure that you delete the previous sched-

ule identical to the new schedule.

Important: If the data source requires database credentials to access the underlying data,
youmust go back to the client and edit the connection information to re-embed the database

credentials. You can use the Test Connection option in the client to checkwhether the data
source can access the underlying data.

Remove a client from a site

After you change the client that performs the Bridge (legacy) schedule, consider per-

manently removing the client from the site if it's no longer being used for any other data fresh-

ness tasks.
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1. Sign in to Tableau Cloud.

2. In the upper-right corner of the browser, click your profile image or initials, and select

My Account Settings.

3. Under Connected clients, clickDelete next to the client you want to remove from the
site.

Verify a previous or upcoming refresh

You can checkwhen a previous refresh took place or find out when the next refresh will

occur.

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theExtract Refreshes tab.

3. Next to the schedule, review Last update andNext update columns.

Migrate from Bridge (legacy) to Online schedules

Refresh schedules for file-based data sources that were created before Bridge 2021.4.3

use Bridge (legacy) schedules by default. You canmigrate Bridge (legacy) schedules to use

Online schedules to keep your data fresh. Online schedules run on Bridge clientsmanaged

by your site admin and take advantage of pools of available clients to perform the refreshes.

When youmigrate a Bridge (legacy) schedule to use anOnline schedule, the previous

schedule is deleted and can't be recovered. If you change your mind after migrating the

schedule, youmust create the previous schedule using the Bridge (legacy) scheduleswork-

flow described in the Set up a Bridge (legacy) schedule section above.

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theExtract Refreshes tab.

3. Click theNew Extract Refresh button.

4. Configure the schedule and click theCreate button. The original Bridge (legacy)
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schedule will be deleted.

Note:Online schedules for file-based data sources require Bridge 2021.4 clients. If no cli-
ents have been set up or are available at the time of the scheduled refresh, the refresh will

fail.

Delete a refresh schedule

1. Sign in to Tableau Cloud and navigate to the data source whose refresh schedule you

want to delete.

2. On the data source page, click theExtract Refreshes tab.

3. Select the check box next to the schedule you want to delete and selectActions >
Delete.
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Use Bridge for Private Cloud Data

This topic describes how a data source owner can publish a data source that connects to

cloud data, such as Amazon Redshift and Snowflake, that can only be accessed from a

private network.

Data sources that connect to private cloud data rely on Tableau Bridge to keep data fresh.

In most cases, Tableau Cloud will automatically detect that Bridge is required as part of the

publishing process. However, in some cases, youmight need tomanually configure your

connection to ensure that Bridge is used.

No additional steps are required to use Bridge when publishing virtual connections that con-

nect to cloud data.

The tasks described in this topic assume Bridge has already been set up and is beingmain-

tained by your site admin.

Limitations

l Bridge doesn't support refreshing live connectionswith pools for some private cloud-

based data sources. These includeGoogle Drive, Box, OneDrive, Dropbox, and

Azure Data Lake StorageGen2. Use extract connections to keep data fresh. Use

Bridge client version 20224.23.0209.1653 or higher when connecting to these private

cloud-based data sources. After upgrading the client, republish your data sources.

l Bridge keeps data fresh for published data sources only, i.e., data sources published
separately from workbooks. Bridge can't keep data fresh in data sources embedded
in workbooks.

Set up schedules for private cloud-based data sources

Use the following procedure to ensure that Bridge schedules are used to keep extracts of

your private cloud-based data sources up to date.

1. Follow steps 1-7 in the Publish a Data Source topic in the Tableau User Help.

2. If not already signed in to Tableau Cloud, sign in and navigate to your data source.
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3. From the data source page, click theConnections tab and select the check box next
to the connection.

4. From the Actions drop-downmenu next to the connection, selectEdit Connection.

5. In the dialog box next to Network type, select thePrivate Network radio button and
clickSave.

About switching network types

Changing the network type does not change the network type used by existing sched-

ules for the data source.

If you change the network type for a data source that has an existing schedule asso-

ciated with it, youmust create a new schedule. This alsomeans, if you created a

refresh schedule prior to changing the network type, youmust delete it before using

theRun Now option. For more information about deleting a refresh schedule, see

Delete a refresh schedule.

You can proceed to the next step so that a previousOnline refresh schedule is auto-

matically deleted when you create a new Bridge-dependent refresh schedule.

6. Follow one of the steps below depending on the schedule you need to configure:

l For anOnline refresh (formerly called Recommended) schedule, follow the

steps described here: Add or update an existing schedule.
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l For a Bridge (legacy) schedule, follow the steps described here: Add a new or

update an existing Bridge (legacy) schedule.

Note: If you had previously set up a Tableau Cloud refresh schedule, it will be
deleted automatically when you save the Bridge-dependent schedule.

7. Click the Schedule Refresh button.

Publish private cloud-based data sources that use live connections

Use the following procedure to ensure that Bridge live queries are used to keep private

cloud-based data sources up to data.

Bridge doesn't support refreshing live connectionswith pools for some private cloud-based

data sources. For more information, see Limitations

1. In Tableau Desktop, create your data source.

2. Select Server >Publish Data Source to begin the publishing process. If you
haven't already signed in to Tableau Cloud, you will be prompted to.

3. In the Publish Data Source to Tableau Cloud dialog box, configure the various

options for your data source and ensure you do the following:

l Under Authentication, click Edit and select Embedded password.
l Depending on the data that the data source is connected to or how you've con-
figured the data source, the dialog can default to publishing a live connection or
give you the option to publish a live connection or extract. If you are provided
with options, selectMaintain a live connection.

4. Click thePublish button. This opens a dialog box.

5. In the dialog box, click thePublish with Bridge button. This opens a browser win-
dow to Tableau Cloud.
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6. In the Publishing Complete dialog box, click the Done button.

7. From the data source page, click theConnections tab and select the check box next
to the connection.

8. In the dialog box next to Network type, if not selected automatically, select thePrivate
Network radio button and clickSave.

Publish OAuth enabled private cloud-based data sources

Tableau Bridge supportsOAuth when connecting to private data that usesOAuth and public

data that usesOAuth when it’s joined to private data. Bridge currently supports these con-

nectors when using OAuth: Snowflake, Google BigQuery, Google Drive, Salesforce, and

OneDrive. For most data sources, live connections and extracted data are supported.
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Note: For Azure data sources, the data sourcemust be published through Tableau
Cloud instead of Tableau Desktop when using OAuth as the authentication type.

Both saved credentials or managed keychain connectors are supported byOAuth. The type

of functionality is dependent on the connector that you use.

1. In Tableau Desktop, connect to your data housed in a private cloud database.
2. Depending on the connector, you may be prompted to choose the authentication

type. If you are provided with options, select Sign in using OAuth.
3. The Data Source page opens so that you can prepare the data for analysis and

begin building your view.
4. Choose whether to publish as a live connection or an extract. Some data sources,

such as Salesforce, don’t support live connections.
5. For extracts, click the Sheet tab to create and save the extract.
6. Select Server > Publish Data Source to begin the publishing process. If you

haven't already signed in to Tableau Cloud, you will be prompted to.
7. Under Authentication, click select the authentication type. The options displayed

are dependent on the data source. In most cases, Saved Credentials are recom-
mended. For more information, see Refresh Data Using Saved Credentials.

l If you have saved credentials data source in My Account Settings, select
Embed <data source name>.

l For extracted data, choose whether to allow refresh access. When you allow
refresh access for extracts, you are prompted to set up a schedule. To sched-
ule for a refresh, you must use embedded credentials.

8. When Bridge is required, your connection will be detected as Private during the pub-

lish operation. To change your network connection status, click theActions menu,
and selectEdit Connection.

About the Bridge Client

This topic describes the Bridge client and requirements for running and using it. In most

cases, the site admin is responsible for installing andmanaging the client.
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Client overview

The client is required to enable connectivity between Tableau Cloud and private network

data. When the client is running, it's accessible from theWindows system tray on the

machine where it is installed.

The client is comprised of the following parts:

1. Client name, which is also the name of themachine where the client is installed.

2. Connection status indicateswhether the client is connected to Tableau Cloud.

3. Site: The Tableau Cloud site that the client is registered to.

4. Settings menu, which contains options to disable error reports and unlink the client
from a site.

5. Data sources: By default, this area displays a list of live queries that are being load
balanced (or pooled) by clients across the site. This list can also contain data sources

that have been assigned to this specific client using Bridge (legacy) schedules.
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Note: This list does not show data sources or virtual connections that are refreshed

with the Online schedules. To see data sources or virtual connections refreshed with

Online schedules, go to the Jobs page and filter onBridge Refreshes.

6. Pooling status: This shows whether the data source is part of the client pool.
l Live: A Live status indicates the data source has a live connection and is part of
the pool of clients.Note: Virtual connections with live connections do not show
in this list.

l Blank: A blank status indicates the client is not part of the pool. This is because
the data source is using Bridge (legacy) schedules.

7. Legacy options: These options display on hover to edit or view connection inform-

ation, go to the schedule, and run amanual refresh on hover for data sources that

use Bridge (legacy) schedules.

8. Client mode indicates if the client is running as aWindows application or service.

For more information, see the section below.

Application versus Service mode

A client can operate in one of twomodes: Application or Service.

Themode the client can run depends on theWindows user account it's running under, the

Tableau Cloud site settings that the client is registered to, and general data freshness

needs.

l Application:When the client is set to run in Applicationmode, it runs as aWindows

application.

In thismode, the client can facilitate live queries and scheduled refreshes for content

that connects to private network data while the dedicated user is logged on toWin-

dows. If the dedicated user logs off Windows, the client cannot maintain live queries

and refresh extracts on a schedule. Client versions 2020.1 and earlier run in this

mode by default.

l Service:When the client is set to run in Servicemode, it runs as aWindows service.
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In thismode, the client runs continuously even if the user is logged out of Windows.

TheWindows user account must be amember of the local Administrators group to run

the client in servicemode. Thismode is recommended for pooled clients that load bal-

ance live queries and scheduled refreshes. Servicemode is the default mode begin-

ning with Bridge 2020.2 clients.

Mode guidelines

Extract connection with
scheduled refresh

Live connection

Application mode l Quickly set up and validate that the client is keeping
content up to date.

l Have more control over when the client is performing
data freshness tasks.

l Doesn't require the user to be a local admin on the
machine.

l Requires the user to be logged on to Windows.

Service mode l Set up the client once — if the machine has to restart,
the client reconnects to Tableau Cloud automatically.

l Requires the Windows user account to be a member
of the local Administrators group on the machine. In
addition, to refresh file-based data sources, the
account must have domain access to the network
shared drive where the file data is hosted.

l Doesn't require the user to be logged on to Windows.

Recommended for load bal-

ancing refreshes. For more

information, see Configure

the Bridge Client Pool.

Recommended for load bal-

ancing live queries. For

more information, see Con-

figure the Bridge Client Pool.
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Client requirements

In order to run and use the client, a certain set of requirementsmust bemet aswell as some

additional requirements that are unique to the data freshness task.

Core requirements

l Client can only run on 64-bit version ofWindows.

l Only one client can be installed on amachine.

l Tableau recommends installing the Bridge client on a dedicatedmachine behind your

firewall.

l Themachine on which the client is runningmust be on the sameWindows domain

and have access to the underlying database specified in the data source or virtual con-

nection.

l Both themachine and theWindows user must have access to the underlying data

specified in the data source or virtual connection.

l The appropriate database driversmust be installed on themachine where the client

is running.

l Tableau Cloud's connected clients optionmust remain enabled to allow the client to

run unattended and, if enabled, support multi-factor authentication with Tableau

authentication. For more information about the connected clients option, see Con-

nected client requirement for Tableau Bridge.

l If multi-factor authentication (MFA) is enabled with Tableau authentication, Bridge cli-

entsmust be running Tableau Bridge version 2021.1 and later. For more information

about Tableau with MFA, see About multi-factor authentication and Tableau Cloud.

For more information, see Recommended software and hardware.
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Additional requirements for Service mode

l To run the client inServicemode, theWindows user account running Bridgemust be

amember of the local Administrators group on themachine. The user doesn't need to

be logged on toWindows, but themachinemust be powered on withWindows run-

ning.

l When using the client inServicemode and connecting to file data hosted on a net-
work shared drive, it's required that the account have domain access to the network

shared drive.

Additional requirements for extract connections

To refresh extracts, the client can run as aWindows service or as an application. In addition

to the core requirements above, the following requirementsmust bemet:

l The user signed in to Tableau Cloud from the client must have aCreator, Explorer 
(Can Publish), or one of the two types of site admin role: Site Administrator
Creator or Site Administrator Explorer.

If the user is not a site admin, he or shemust be the content owner.

l If the client is set to run as an application, it completes refreshes only when the

machine is powered on, and theWindows user is logged on and running Bridge.

If themachine is turned off, if the user logs off of Windows, or if the user exits the client,

updates for the data sources or virtual connections running on that client (either

through the pool or manually) will not be able to reach Tableau Cloud, and the data

sources or virtual connectionswon't get refreshed until the user signs in again. During

this time, the content owner will receive refresh failure notification emails from Tableau

Cloud. For more information, see Stop Keeping Data Fresh Through Bridge.

l To ensure refreshes of file-based data sources complete without any issues, a client

that has been set up to run as a servicemust reference the full UNC path of the source

file and not themapped drive path. For example, use "\\filesrv\Data\file.csv" instead of

"C:\Data\file.csv".
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For a client that has been set up to run as an application, we strongly recommend that

the client also references the full UNC path. For more information, see Change the

file path for a data source.

Additional requirements for live connections

To run live queries, the client can run as aWindows service or as aWindows application. In

addition to the core requirements above, the following requirementsmust bemet: 

l The user signed in to Tableau Cloud from the client must have one of the two types of

site admin roles: Site Administrator Creator or Site Administrator Explorer.

l Each Tableau Cloud site can havemultiple clients that maintain live connections.

Those clients can also be used to refresh extracts.

l If the client is set up to run as an application, live queries can only occur when the com-

puter is on and theWindows user is logged on and running Bridge.

If the computer is turned off, if the user logs off of Windows, or if the user exits the cli-

ent, updates to the data sources or virtual connectionswill not be able to reach

Tableau Cloud, and the content can't be kept up to date.

l Tomaintain live connections, the databases that the Tableau content connect to can't

be accessible from the public internet.

Repair a client running in Service mode

Occasionally something causes content connections to stop functioning normally. When this

happens, an alert appears, and it usually provides information that direct you toward the

cause of the problem. However, if Tableau Cloud cannot provide troubleshooting inform-

ation in the alert, and if you run Tableau Bridge as a service, you can use theRepair com-
mand to try to reset connections.

To help repair a client in Servicemode, in theWindows system tray, right-click the Bridge

icon and selectRepair. This stops and restarts the service, which can be enough to resolve
the issue.
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Configure the Bridge Client Pool

This topic describes how site admins can configure andmanage pooling for Bridge clients.

Pooling allows clients across the site to load balance data freshness tasks for data sources

or virtual connections that connect to private network data.

Configure pooling

The purpose of a pool is to distribute (or load balance) data freshness tasks among the avail-

able clients in a pool whose access is scoped to a domain within your private network. Pools

map to domains, giving you the ability to dedicate pools to keeping specific data fresh and

maintaining security by restricting access to protected domains in your private network.

Although the client in the pool that performs the data freshness task is chosen at random, if

for whatever reason a client can no longer perform the task, the task is automatically

rerouted to another available client in the pool to handle the task. There is no additional inter-

vention required from you or your users to support or manage the pool of clients.

Pooling is optimized for keeping data sources or virtual connections that connect to data on

one or more private networks fresh. Pooling support does not extend to data sources that

use Bridge (legacy) schedules.

Bridge doesn't support refreshing live connectionswith pools for some private cloud-based

data sources. For more information, see Configure the Bridge Client Pool

In general, pooling is optimized for the following situations:

l Bridge is used as a critical service. If your organization requires that live query
and scheduled refresh support must be available even if a client becomes unavailable.

l Client is at capacity. If your existing site traffic exceeds the current capacity of the cli-
ent.

l Tableau Cloud-managed schedules for file-based data sources.Beginning with
Bridge client version 2021.4.3, Bridge pools enable Online schedules for file-based

Tableau Software 729

Tableau Cloud Help



data sources.Note: file-based data sources

l Keeping data fresh on multiple private networks.

l Virtual connections. (Requires Data Management) Bridge is required to refresh
data in virtual connections that connect to private network data. For more information
about virtual connections, see About Virtual Connections and Data Policies.

Before configuring the pool

Before you can configure a client pool for your site, review the following:

l Clients must be installed and running. For more information about software and hard-
ware, see Recommended software and hardware.

l Clients are configured to run as a service. For more information, see Application
versus Servicemode.

l The user authenticated into a client is a Tableau Cloud site admin. For more inform-
ation about deploying Bridge, see Plan Your Bridge Deployment.

l To keep virtual connections fresh, ensure all clients in the pool are running Bridge
2021.4 (or later).

l To load balance file-based data sources, ensure the following:
l All clients in the pool are running Bridge 2021.4.3 (or later).
l References to file data must use the full UNC path that includes the server
name or hostname. For more information, see About the Bridge Client.

l File-based data sources are extract only.

Note about user roles

Only site admins, or users with either the Site Administrator or Site Administrator Creator

role, can configure andmaintain pooled clients. Regardless of the type of user authen-

ticated into the client, only site admins can add new pools, add clients to a pool, remove cli-

ents from a pool, andmonitor clients in a pool.

Note about refresh jobs

The Jobs page can show you the completed, in progress, pending, canceled, and sus-

pended all Bridge refresh jobs that useOnline schedules. This includes refreshes for file-

based and non-file based data sources. For more information, see About Bridge Refresh
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jobs. For more information about variousways you canmonitor Bridge activity, seeMonitor

data freshness tasks.

Step 1: Ensure clients can connect to the site

In order for Bridge to work with your site, youmust allow clients to authenticate to the site.

1. Sign in to Tableau Cloud using your site admin credentials and go to theSettings
page.

2. Click the Authentication tab and validate that the Let clients automatically connect
to this Tableau Cloud site check box under the Connected Clients heading is selec-
ted. For more information about this check box, see Access Sites fromConnected Cli-

ents.

Note: If enabled, the connected clients optionmust be enabled to support multi-factor
authentication with Tableau authentication. If connected clients are disabled for your

site, Bridge can only support Tableau username and password authentication.

Step 2: Configure a pool

Pools, which require Bridge 2021.4 (or later) clients, help route live query and extract refresh

jobs to the appropriate private network. Use pools to access data distributed acrossmultiple

private networks, enable extract refreshes for file-based data sources, and to support data

freshness tasks for virtual connections.

1. On the Bridge tab, under Pooling, click the Add New Pool button.
2. In the dialog box, enter a new pool name in the Pool text box and click Save.

After you have at least one pool configured, as part of the publishing process, Tableau Cloud

associates certain data sources or virtual connectionswith Bridge and client pools auto-

matically.
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Step 3: Specify a domain for a pool

Each new pool requires a domain to be specified through thePrivate Network Allowlist.
This information is required to enable Bridge access to data in the private network on behalf

of Tableau Cloud.

Using the allowlist, youmust specify the domain names or IP addresses of the private net-

work where you want to enable client access.

Domain names

The domain names that you specify in the allowlist are the server names used in the data

source connection or virtual connection. In some cases, you can find the server name listed

in theConnections tab of the data source page in Tableau Cloud.

For example, to keep data sources like “Starbucks” up to date, youmight specify “mssql.-

myco.lan” and “oracle.myco.lan” or “*.myco.lan” in the allowlist.

To keep data sources like "FitnessChallenge" up to date, specify "fitness-challenge" in the

allowlist.
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In other cases, theConnections tabmight not list the server name.When the server name

is not listed, consider working with the content owner to identify where the data is hosted and

specify the server name in the allowlist when you have that information. As a temporary

alternative, you can skip to Step 4: Add clients to a pool to assign clients to use theDefault
Pool instead.

IP addresses

Instead of domain names, you can specify IPv4 addresses in the allowlist. We recommend

you specify IPv4 addresses in the allowlist if IPv4 addresses are used in the data source con-

nections or virtual connections. Consider working with your content owners to get this inform-

ation. If you don’t have that information, as a temporary alternative, you can skip to Step 4:

Add clients to a pool to assign clients to use the Default Pool instead.

Notes:

l For security purposes, the allowlist is empty by default to prevent Tableau access. This
ensures that site admins specify what data can be sent to Tableau Cloud using Bridge.

l You can use Fiddler with Tableau Desktop to capture the URI that is used when con-
necting to a data source. For more information, see Fiddler.

l You can assign one or more domains to a pool.
l If your site was set up to use pooling prior to Tableau 2021.4, the Default Pool
remains for backward compatibility purposes but can't be configured to access a spe-
cific private network. To reduce the scope of access of this pool and to enable more
advanced scheduling capabilities, we recommend you create new pools and map
them to specific domains.

Tableau Software 733

Tableau Cloud Help

https://www.telerik.com/fiddler


Tomap a domain to a pool, do the following:

1. While on the Bridge tab, under the Private Network Allowlist, click theAdd New
Domain button.

2. In theDomain text box, enter the URI of the domain using the information described
in Allowlist registry rules.

3. Under Domain permissions, ensure theAllow radio button is selected.

4. Under Pool, select the pool whose scope of access should be limited to the URI you
specified in step 2.

5. Repeat steps 1-4 for each additional domain.

6. When finished, clickSave.

Allowlist registry rules

Use the following rules when specifying the domains that you want to enable Bridge access

to. This allows Bridge, on behalf of Tableau Cloud, to access the data on your private net-

work to perform data freshness tasks. A domain enables Bridge to connect to both data-

bases and file data hosted in that domain.

Notes:

l Domains are not verified when added to the allowlist, when data sources or virtual con-
nections are published, or when refresh schedules are configured.

l Duplication due to the same domain being added to the allowlist as both the domain
name and its IP address are not verified. In this scenario, if one pool maps to the
domain name and another pool maps to the IP address, the format specified in the
data source connection or virtual connection determines which pool keeps the data
fresh.

l Domains must be accessible by Bridge. This means, all clients in the pool must have
access to the specified domain.

l If no domains are specified, Bridge is unable to run data freshness tasks for data
sources or virtual connections configured for Online schedules.Note: Data sources
configured for Bridge (legacy) schedules will continue to run in the same way.
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Scenario Description Example

Exact
domain
name

Can either be a FQDN or PQDN.
Port numbers are not allowed.

myco.com

marketing.myco.com

oracle.myco.com

Range of
domain
names

Use an optional leading wildcard

(*) to include all subdomains. The

* must be followed directly by a

period (.).

*.myco.com

Exact IPv4
address

Use an IPv4 literal (abbreviations
are not allowed). IPv6 addresses
are not allowed.

255.255.0.1

192.168.0.0

Range of
IPv4
addresses

Use a subnet mask to include a
range of IPv4 addresses.

255.255.0.1/16

Block
domains

(Named pools only) Block Bridge
connectivity to hosts in this
domain.

When adding or editing a

domain in the private network

allowlist, select theBlock radio
button option.

Allowlist registry examples

Example 1 - database data

Suppose you want Bridge to do the following:

l Perform data freshness tasks for data located in data.lan and sqlserver.myco.lan.
l Prevent data freshness tasks for data located in oracle.myco.lan.
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To enable Bridge to support these scenarios, you canmap the domains to two pools (A and

B) and block the third domain.

If you specify... and map
to
pool...

...data is
refreshed in loc-
ations

*.lan Pool A data.lan

sqlserver.myco.lan Pool B sqlserver.myco.lan

*.myco.lan

Note: Although this domain range blocks data
freshness tasks on oracle.myco.lan, a blocked

domain range can unblock a specific domain

within it if the domain is explicitly allowed, such

as sqlserver.myco.lan.

(Blocked) -

Example 2 - file data

Suppose you have file data, C:\Shared\employees.csv, located on fileserv.myco.lan. To
enable Bridge access to this data, map the domain of themachine to a pool. You can spe-

cify one of the following domains to a pool:

l Option #1: *.lan
l Option #2: *.myco.lan
l Option #3: fileserv.myco.lan

Note: The host machinemust allow network access to the "Shared" folder.

Step 4: Add clients to a pool

Follow the procedure below to assign clients not already assigned to a pool.

Note: To support data freshness tasks for all data, ensure clients in the pool are running
Bridge 2021.4 (or later).
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1. On the Bridge tab in the Unassigned Clients table, navigate to the client you want to
assign to a pool and clickAssign.

2. In the Pool drop-down menu, select the pool you want to associate with the client.
3. Repeat step 2 for each unassigned client you want to assign to a pool.

Troubleshoot pooling

Bridge Refresh jobs fail with one of the errors listed below.

The following errors can be seen on the Jobs page and the Background Tasks for Non

Extracts admin view.

l "errorID=NO_POOLED_AGENTS_ASSIGNED"

This issue is specific to default pools and can occur for one of two reasons: 

l When the server address or IP address of a data source does not match a

domain specified in thePrivate Network Allowlist. This causes refresh jobs to
be sent to the Default Pool where there are no assigned clients.

To resolve this issue, make sure 1) the allowlist contains the domains (server

addresses or IP addresses) used by the data sources, and 2) at least one pool

is associated with those domains (sever addresses or IP addresses). For more

information, see Step 3: Specify a domain for a pool.

l When there are no clients in the default pool. To resolve this issue, add at least
one Bridge 2020.2 (or later) client to the default pool. For more information, see
Step 4: Add clients to a pool.

l "errorID=NO_POOLED_AGENTS_ASSIGNED_NAMED_POOL"

This issue can occur when there are no clients in the named pool. To resolve this

issue, add at least one Bridge 2021.4 (or later) client to the named pool. For more

information, see Step 4: Add clients to a pool.

l "errorID=NO_AGENT_IN_POOL_SUPPORTS_REMOTE_EXTRACT_
REFRESH"
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This issue can occur when a refresh job tries to run without at least one Bridge

2020.2 (or later) client in the pool. To resolve this issue, add at least one Bridge

2020.2 (or later) client to the pool. For more information, see Step 3: Specify a

domain for a pool.

l "errorID=NO_POOLED_AGENTS_CONNECTED"

This issue can occur when none of the clients in the pool are available to run data

freshness tasks. For more information, see the Configure the Bridge Client Pool sec-

tion above.

l "errorID=REMOTE_EXTRACT_REFRESH_ALL_AGENTS_BUSY" or
"errorMessage: Maximum concurrency reached" in the client

These issues can occur if the number of refresh jobs running at a given time exceeds

the capacity of your client pool. To help resolve this issue, you can do the following: 

l Add additional clients to the pool. For more information, see Step 4: Add clients
to a pool.

l Increase the size of the connectionPool setting on each client. For more
information, seeManage the size of the Bridge pool.

l "errorID= AGENTS_IN_POOL_REQUIRE_UPGRADE"

Beginning with Tableau 2021.4, this issue can occur when the clients in the pool need

to be upgraded to Bridge 2021.4 (or later) in order to run data freshness tasks. For

more information about upgrading clients, see Install Bridge.

Bridge clients are being signed out

This issue can happen if you deploy a large number of clients under the sameWindows ser-

vices account. When there aremore than 10 clients running under oneWindows services

account, account securitymeasures can cause clients to be logged out. For more inform-

ation, seeWindows services account.

Other potential pooling issues
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When trying to diagnose issues related to pooling, consider reviewing the following log files

for a client on the Bridge client machine: tabbridgeclijob_<process_id>, jprotocolserver_

<process_id>, stdout_jprotocolserver_<process_id>. For more information, seeManage

Bridge log files.

Manage the Bridge Client Pool

There are a few ways you canmanage your pooled Bridge clients.

Monitor data freshness tasks

You canmonitor client activity using a combination of the Jobs page and built-in admin views.

Live queries

Tomonitor live query activity, you can use the Traffic to Bridge Connected Data Sources

admin view.

Refresh jobs

Tomonitor refresh jobs, you can use the following resources:

l Jobs page: The Jobs page can show you the completed, in progress, pending, can-

celed, and suspended Bridge refresh jobs that useOnline schedules. For more inform-

ation, see About Bridge Refresh jobs.

l Background Tasks for Non Extracts admin view: After filtering onRefresh
Extracts Via Bridge, this admin view showsBridge refresh jobs that useOnline

schedules. For more information, see Background Tasks for Non Extracts.

l Bridge Extracts admin view: This admin view showsBridge refresh jobs that use

both Online schedules and Bridge (legacy) schedules. For more information about this

view, see Bridge Extracts.

l Create a data source or view using client logs:Using JSON log files generated
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by a client, create your own data sources and views tomonitor refresh jobs. For more

information, see the Refresh jobs by client section below.

Refresh jobs by client

As an alternative tomonitoring refresh jobs using the admin views listed above, consider cre-

ating your own data sources and views tomonitor refreshes performed by a Bridge client.

You can do this by using Tableau Desktop to connect to a client’s JSON log files on the

machine where the client is running.

Note: A client's JSON log files do not capture refreshes for virtual connections.

The JSON log files are comprised of objects, “k” and “v”. The “k” objects capture refresh

jobs and “v” objects capture refresh details. The refreshes and their details include:

l Schedule type - Online or Bridge (legacy)
l Data source type and name
l Refresh start and end time, duration, time to upload and publish
l Errors

Step 1: Before you begin

If you want to build a view from the data of one log file, you can skip toStep 2.

If the data for a client is in multiple log files, you’ll need to union the files. You can create a

script to union the log files locally or use Tableau Desktop to perform the union as described

in the procedure below.

Notes:

l The procedure described below assumes you are running Tableau Desktop on the
same machine as the client.

l If you are working with multiple log files from different clients in a pool, in addition to
unioning multiple logs files for a client, you can join the log files from multiple clients to
monitor refreshes in a pool.

l Connecting to JSON files directly from Tableau Cloud web authoring is currently not
supported. For more information, see Creators: Connect to data on the web.
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Step 2: Connect to JSON logs

To build a data source and view, connect to a client’s log files using Tableau Desktop.

1. Start Tableau Desktop and under Connect, select JSON file. Do the following:

a. In the Select Schema Levels dialog box, select the top level schema to include
“k” object details and optionally, select the "v"-level schema to include "v" object
details, and then clickOK.

b. Navigate to the log file you want to connect to (for example, C:\User-
s\jsmith\Documents\My Tableau Bridge Repository\Logs), select it, and then
clickOpen.

2. (Optional) On the data source page, right-click the log files and clickConvert to
Union to set up a union. Do the following:

a. SelectWildcard (automatic) tab.
b. Next to Search In, verify the path shows the client’s Log folder.
c. Under Matching pattern, enter ExtractRefreshMetrics_* and clickOK.

3. Select the sheet tab to start your analysis and build your view.

4. When finished, publish the data source and view to Tableau Cloud separately. To

ensure that your data source is kept up to date, you can set up a Bridge (legacy) sched-

ule for the data source after publishing.

Be aware that the data sources and views you create can change without warning because

new log files can be generated and old log files can be deleted after certain log-specific limits

aremet. For more information about these limits and how to adjust them, see Change the

Bridge Client Settings.

Manage pools and clients

Under the Pooling section, you can see up to five tables of pooling and client related inform-

ation in your Bridge deployment.

About pools
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The first table consists of clients registered to the site organized by the pools they are

assigned to.

The second table,Unassigned Clients, shows clients not assigned to a pool. In most
cases, these clients need to be assigned to a pool before they can load balance live query

and extract refresh jobs. In other cases, clients in this tablemight be dedicated to refreshing

data sources using Bridge (legacy) schedules.

The third table,Default Pool, shows clients in the default pool. Clients configured to use
pooling prior to Bridge 2021.4 are included in this pool by default. Because the default pool's

domain can't be configured to access a specific private network, we recommend you reduce

its scope of access by creating new pools andmapping them to specific domains.
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The clients you see in the first three tables can tell you the following information:

l Client name, also known as the computer name, is the name of themachine the client

is installed on and running from.

l Owner name, which inmost cases is a site admin. This is the user who is authen-

ticated (signed in) to Tableau Cloud from the client.

l Pool status, applies to the first table only, can indicate 1) whether there are assigned cli-
ents in the pool, 2) clients are connected and available to handle data freshness tasks,
or 3) pool is offline because all clients int he pool are disconnected.

l Client version:

l A warning icon ( ) displays in this columnwhen the client is not running the

latest version of Bridge. Although not required, we strongly recommend upgrad-

ing to take advantage of the latest security and feature updates. To download

the latest version of Bridge, go to the Tableau Bridge Releases page on the

Tableau website.

Note: The warning icon shows only when there is a newer client available for
download. The warning icon is not an indication that there are issueswith the cli-

ent or related Bridge data sources or virtual connections.

l Connection status—for more information see the Client connection status, below.

l Last connected—shows the day and time Tableau Cloud was last able to reach the cli-

ent.

About Private Network Allowlist

The fourth table,Allowlist Registry, contains a list of domains that pools are scoped to.
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The fifth table,Allowlist Requests, shows pending domains that users have requested to
connect to when trying to create virtual connections. These domain requests should be

addressed as soon as possible to unblock users from their virtual connection workflows.

Client connection status

Where clients are listed, the colored squares and status labels indicate the availability of the

client to support data freshness tasks.

l Green or "Connected": A green orConnected state indicates that the client is con-
nected and available to support live queries and extract refreshes.

l Red or "Disconnected": A red orDisconnected state can indicate one of a few con-

ditions that have temporarily put the client in a disconnected state. Themost common

scenario is if the client is not running or was unable to establish communication with

Tableau Cloud after being launched. You can hover over the status to see a tooltip

that describes the condition.
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Notes: When the client is in a disconnected state, live queriesmight be disrupted. In

cases like this, views that depend on data sources or virtual connectionswith live quer-

iesmight not properly display until the issue is resolved.

The states described above reflect and correspond to the status you see in the client.

Change the Bridge Client Settings

There are several Bridge client settings that the site admin can configure to change how a cli-

ent runs. In some cases, a data source owner might be responsible for some of the tasks

described in this topic if he or shemaintains his or her own client to run Bridge (legacy) sched-

ules.

Run Bridge as aWindows service

In order for a client to be included in a pool, the client should run as aWindows service (Ser-
vicemode). By default, a client is set to run as aWindows service so that it can load balance

live queries and refreshes in the background without requiring a dedicated user to be logged

in to themachine. For a client to run as aWindows service, theWindows user account that

runs the client must be amember of the local Administrator group on themachine.

Note: If you're a data source owner andmanaging the client yourself, your client will not be
included in the pool. However, if you want the Bridge (legacy) schedule to run in the
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background even when you're not logged on to your machine, your client must be running

as aWindows service (Servicemode).

1. Open theWindows system tray and click the Bridge icon to open the client.

2. From theMode drop-downmenu, selectService. A sign-in windows displays.

3. Enter your local admin credentials.

In your list of Windows services, Bridge appears asTableau Bridge service. You
can see this in theWindowsServices console or on theServices tab in the TaskMan-
ager.

Stop running Bridge as a Windows service

To stop the client from running as a service, change itsmode.

1. Open theWindows system tray and click the Bridge icon to open the client.

2. From theMode drop-downmenu, selectApplication.

When the client is running in Applicationmode, live queries and scheduled refreshes can

only run when the user is logged in to theWindows user account on themachine where the

client is running from.

Switch the site a Client is associated with

When you want to use a client to keep content published to a different Tableau Cloud site

fresh, you can unlink the existing client and authenticate to the new site from the client.
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1. Open the Windows system tray and click the Bridge icon to open the client.

2. From the drop-downmenu, selectUnlink.

Unlink removes the list of data sources that use Bridge (legacy) schedules, schedules,

and connection information from the client.

3. Open theWindows system tray and click the Bridge icon to open the client.

4. When prompted, sign in to the new site with your site admin credentials.

5. Do one or both of the following to configure the client:

l If this client refreshes data sources associated with a specific client, ask data

source owners to reconfigure their data sources and refresh schedules.

l If you want this client to facilitate live connections or extract connections that use

Online schedules, ensure that the new client is part of the pool. For more inform-

ation, see Configure the Bridge Client Pool

When you unlink a client, youmight also need to remove the Bridge (legacy) schedules for

the data sources that the client was refreshing. The other data sources continue to have data

freshness tasks performed by other registered clients in the pool.

For more information, see Effects of exit and unlink.

Bridge Client Settings

The default location of the Configuration file is C:\Users\jsmith\Documents\My Tableau

Bridge Repository\Configuration\TabBridgeClientConfiguration.txt.

Configuration Configuration Option Con- Description
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fig-
urable?

ser-

viceCon-

nectionSettings

serviceUrl No Tableau site URL.

connection connectTimeout Yes The Bridge client
wait time when try-
ing to connect to
Tableau Cloud.

Default value: 1

minute

operationTimeout Yes The Bridge client
wait time for each
server (such as
VizPortal) API call
after successfully
connecting to
Tableau Cloud.

Default value: 15

minutes

maxAt-

temptsToRe-

directHttpRequests

Yes An API call to a
server can be
redirected from
POD to POD. This
number specifies
the maximum
number of redir-
ects per server
API call.

Default value: 20
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connectionPool Size Yes Applies to Online
schedules.

The number of

refresh tokens

generated at the

time of login. The

Bridge client uses

refresh tokens

when a con-

nection to

Tableau Cloud is

needed. Refresh

jobs are pro-

cessed sim-

ultaneously and

each job needs a

token.

Default value: 10

Minimum value: 1

Maximum value:

100.

Changing this

value requires

unlinking the cli-

ent.

dataSourceRe-

freshSettings

shut-

downTimeoutInSe-

conds

N/A Obsolete. Not sup-
ported.
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down-

loadDataSourcesIn-

terval

Yes The time interval
for the temporary
downloading the
names of live data
sources and
extract data
sources that are
assigned to the cli-
ent for Legacy
schedules.

Default value: 30

minutes.

check-

RefreshDataSourcesI-

nterval

Yes The time interval
for the Bridge cli-
ent to check data
sources assigned
to the client to
establish if a
refresh is needed
for Legacy sched-
ules.

Default value: 5

seconds

extractRe-

freshTimeout

Yes Enforces a time
limit for refreshes
performed by the
client. The
timeout limit is the
longest allowable
time for a single
extract to com-

750 Tableau Software

Tableau Cloud Help



plete a refresh
before it's can-
celed by the cli-
ent. If an extract
refresh is can-
celed as a result
of reaching the
timeout limit, you
will see a mes-
sage in the client
and an email alert
will be sent to the
data source
owner.

Default value: 24

hours.

For virtual con-

nections, the

default extract

refresh timeout

limit is 2 hours

and is controlled

on by Tableau

Cloud The time

limit can’t be con-

trolled by the

Bridge client.

maxRe-

moteJobConcurrency

Yes Applies to Online
schedules.

Maximumnum-
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ber of remote

refresh jobs

allowed by the cli-

ent. The value for

this configuration

must be the same

or less than con-

nectionPool.

Adjust themax-

imum value to

your machine's

capabilities such

asCPU and

RAM. Requires a

restart of the cli-

ent.

Default value: 10

Minimum: 1

Maximum: The

value for con-
ectionPool

JSONLo-

gForExtractRefresh

Yes When set to true,
the client gen-
erates an addi-
tional log file in
JSON format. The
log captures the
metrics of extract
refreshes, for
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both Legacy and
Remote
refreshes, with
one line per
extract.

The format of the

JSON log file is

readable by

Tableau Desktop

and can be used

as a data source

to create live

vizzes. For more

information, see

JSON File.

An example of the

log file is:

ExtractRe-

freshMet-

rics_

<

timestamp

>.json

Changing the

value of this con-

figuration option

requires a restart

of the Bridge cli-

ent.
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The log-

gerSettings

configuration

options apply to

the JSON log file.

Default value:

false

dataSources No Applies to Legacy
schedule refresh
jobs. Not user edit-
able.

Provides a list of

mapped local file

locations for file-

based data

sources.

loggerSettings maxLogFileSizeInMB Yes Maximum size of
the log files in MB.
When a log file
exceeds the size
limit, a new log file
is created.

Default value: 25

MB.

maxBackupLo-

gFileCount

Yes Maximum num-
ber of allowed
Bridge log files.
When the number
of log files exceed
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the limit, the old-
est log file is
deleted.

Default is 40.

remoteRequestLo-

gFileLifeSpan

Yes For each Bridge
Refresh job that is
sent to the client,
a new set of log
files is created:
tab-

bridge-

clijob_

<process_id,
and if the data
source is JDBC-
based: fjpro-

tocolserver_

<process_

id>, and

stdout_jpro-

tocolserver_

<process_id>.

By default, the

maximumamount

of time the log

files remain in the

Logs folder

before being

deleted is 8 hours

if the number of

log files exceeds
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maxBackupLo-

gFileCount.

Otherwise, these

log files remain

indefinitely while

the number of log

files is less than or

equal to
maxBackupLo-

gFileCount.

<process_id>

represents the

Windows process

ID.

Default value: 8

hours

dataSyn-

cRestartInterval

N/A Obsolete. Not sup-
ported.

inter-

netCon-

nec-

tionMonitorInterval

Yes Interval for Bridge
to ping the inter-
net to determine if
there is a valid
connection.

Default value: 30

seconds

secureSt-

orageMon-

itorInterval

N/A Obsolete. Not sup-
ported.
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cleanUpTem-

pDirOnStartUp

Yes Determines
whether to
remove the temp
files when the
Bridge client
starts.

Default value:

true

JSONLogForLiveQuery Yes When set to true,
the client gen-
erates an addi-
tional log file in
JSON format. The
log captures the
metrics of live
query request,
with one line per
extract.

The format of the

JSON log file is

readable by

Tableau Desktop

and can be used

as a data source

to create live

vizzes. For more

information, see

JSON File.

An example of the

log file is:
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LiveQueryMet-

rics_

<

timestamp

>.json

Changing the

value of this con-

figuration option

requires a restart

of the Bridge cli-

ent.

The log-

gerSettings

configuration

options apply to

the JSON log file.

Default value:

true

Configure a timeout limit for refreshes

To govern themisuse of extracts or refreshes, you can enforce a time limit, also known as a

timeout limit, for refreshes performed by a client. The timeout limit is the longest allowable

time for a single extract to complete a refresh before it's canceled by the client.

Note: For extracts of virtual connections, the default extract refresh timeout limit is 2
hours and can’t be controlled by the Bridge client. As an alternative, you canmodify the

virtual connection to refresh within the default 2 hour window or switch to a published

data source.
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By default, the timeout limit for a client is set to 24 hours. You can change the timeout limit for

a client through the Bridge configuration file. If an extract refresh is canceled as a result of

reaching the timeout limit, you will see amessage in the client and an email alert will be sent

to the data source owner.

The client must be restarted for any changesmade to the configuration file to take effect.

1. On themachine where the client is installed, go to theConfiguration folder in theMy
Tableau Bridge Repository.

2. Open the TabBridgeClientConfiguration.txt file.

3. Next to extractRefreshTimeout, change the time allowed for a refresh task to

complete.

Note: If you don't see the parameter in the configuration file, you can add
"extractRefreshTimeout" and the desired refresh time to the dataSourceRe-

freshSettings setting.

4. Save and close the file.

5. Exit and restart the client for the changes to take effect. The way you restart the client

depends on whether the client is running in Application or Servicemode.
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l For Applicationmode: from the client menu, selectExit.

l For Servicemode: from theMode drop-downmenu, selectApplication; from
the client menu, selectExit.

Manage Bridge log files

The client creates logs of activities as part of its normal operation. You can use these logs to

monitor refreshes, troubleshoot issueswith Bridge, or if Tableau Support requests logs

from you to help resolve an issue.

You canmanage the size of Bridge log files or increase the time log files remain before

being deleted in the TabBridgeClientConfiguration.txt file.

Note: Log files named tabprotosrv* vary from other Bridge log files. Themaximum size is 1

MB and themaximumnumber of allowed log files is 8,192. These values are also not con-

figurable.

1. On themachine where the client is installed, go to theConfiguration folder in theMy
Tableau Bridge Repository.

2. Open the TabBridgeClientConfiguration.txt file.

3. Next to loggerSettings, you can change the values for the following parameters:

"maxLogFileSizeInMB" : 25

"maxBackupLogFileCount" : 40

"remoteRequestLogFileLifeSpan" : "08:00:00"

4. Save and close the file.

5. Exit and then restart the client for the changes to take effect. The way you restart the

client depends on whether the client is running in Application or Servicemode.
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l For Applicationmode: from the client menu, selectExit.

l For Servicemode: from theMode drop-downmenu, selectApplication; from
the client menu, selectExit.

Manage the size of the Bridge pool

By default, each client in a pool can load balance up to 10 refresh jobs at one time. If

the number of refresh jobs running at a given time exceeds the capacity of your client

pool or you have the hardware resources to support it, consider increasing each cli-

ent's capacity.

You canmanage a client's pooling capacity in the TabBridgeClientConfiguration.txt

file.

Changing the ConnectionPool configuration

Important: The procedure described below requires unlinking the client. Unlinking

removes the association between the site and the client. Thismeans for data sources

that are refreshed using Bridge (legacy) schedules, unlinking the client removes asso-

ciations to those data sources, its schedules, and any connection information from the

client. As part of modifying the size of the Bridge pool, we recommend you click the

Bridge icon in theWindowsSystem tray and note the data sources listed (step 5) to

aid the rescheduling process (step 10).

1. On themachine where the client is installed, go to the Configuration folder in the

My Tableau Bridge Repository.

The default location of the Configuration folder is C:\User-

s\jsmith\Documents\My Tableau Bridge Repository\Configuration.

2. Open the TabBridgeClientConfiguration.txt file.

3. Edit the value next to ConnectionPool.

4. Save and close the file.
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5. (Optional) Click the Bridge icon in the Windows System tray and note the data
sources listed and the refresh schedules that have been configured for those
data sources.

6. Right-click the Bridge icon in theWindowsSystem tray and selectUnlink.

For more information about the Unlink option, see Effects of exit and unlink.

7. Exit the client for the changes to take effect. The way you exit the client

depends on whether the client is running in Application or Servicemode.

l For Applicationmode: from the client menu, selectExit.

l For Servicemode: from the client menu, selectExit. In the dialog box,
select theExit client and stop activities check box and clickClose.

8. Start Bridge again.

9. When prompted, sign in Tableau Cloud using your site admin credentials.

10. (Optional) If you followed step 5 for data sources that use Bridge (legacy)
schedules, follow the procedure described in Add a new or update an existing
Bridge (legacy) schedule to reschedule the refreshes and effectively reas-
sociate the data sources with the client.
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Changing maxRemoteJobConcurrency configuration

1. On themachine where the client is installed, go to the Configuration folder in theMy

Tableau Bridge Repository.

2. Open the TabBridgeClientConfiguration.txt file.

3. Edit the value next to maxRemoteJobConcurrency.

4. Save and close the file.

5. Exit the client for the changes to take effect. The way you exit the client depends on

whether the client is running in Application or Servicemode.

l For Applicationmode: from the client menu, selectExit.

l For Servicemode: from the client menu, selectExit. In the dialog box, select the
Exit client and stop activities check box and clickClose.

6. Start Bridge again.

7. When prompted, sign in Tableau Cloud using your site admin credentials.

8. (Optional) If you followed step 5 for data sources that use Bridge (legacy) schedules,
follow the procedure described in Add a new or update an existing Bridge (legacy)
schedule to reschedule the refreshes and effectively reassociate the data sources with
the client.

Publish a Bridge Data Source with a Live Connection

This topic describes how a data source owner can publish a data source that uses a live con-

nection to private network data. Data sources that connect to private network (including
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private cloud) data rely on Tableau Bridge. The tasks described in this topic assume Bridge

has already been set up and is beingmaintained by your site admin.

Notes:

l Bridge keeps data fresh for published data sources only, i.e., data sources published
separately from workbooks. Bridge can't keep data fresh in data sources embedded
in workbooks.

l To publish a private cloud-based data source that uses a live connection, see Use
Bridge for Private Cloud Data.

l To publish a virtual connection with a live connection, see Create a Virtual Con-
nection.

Publish a data source

The procedure below describes how you can publish a data source that uses a live con-

nection. To support live connections to data sources that connect to private network data,

Bridge uses functionality called live queries. To keep the data source up to date, Bridge

queries the database directly and returns the results of the query for use in the data source.

1. In Tableau Desktop, create your data source.

2. Select Server >Publish Data Source to begin the publishing process. If you
haven't already signed in to Tableau Cloud, you will be prompted to.

3. In the Publish Data Source to Tableau Cloud dialog box, configure the various

options for your data source and ensure you do the following:

l Under Authentication, click Edit and select Embedded password or Server
Run As account depending on the option you see.

l Depending on the data that the data source is connected to or how you've con-
figured the data source, the dialog can default to publishing a live connection or
give you the option to publish a live connection or extract. If you are provided
with options, selectMaintain a live connection.

4. Click thePublish button. This opens a browser window to Tableau Cloud.

5. In the Publishing Complete dialog box, click theDone button.
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Stop Keeping Data Fresh Through Bridge

This topic describes the ways a data source owner can stop refreshing data through Tableau

Bridge when running Bridge schedules.

Notes:

l If you stop using Bridge, views that depend on data sources that rely on Bridge will no
longer display data and produce blank pages instead.

l Bridge (legacy) schedules do not support refreshes for virtual connections.

Change the connection type of a refresh to use Tableau Cloud

By default, Tableau Cloud uses Bridge when a published data source hasmultiple data con-

nections. Multiple data connection types are data sources that have at least one public cloud

connection and one on-premise connection. You can edit the connection type of extract

refreshes for online schedules to use Tableau Cloud instead of Bridge.

To change the connection type:
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1. From the Connections tab of the data source, click Edit Connection.

2. To stop using Bridge for the network connection type, choose Tableau Cloud. To
use Bridge for the connection type, choose Private Network.

Note: Youmust change all data connections related to the data source to the
same connection type.
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Remove a data source from a client

Oneway you can stop a client from refreshing a data source that uses the Bridge (Legacy)

schedule by removing the data source from the client.

1. Open theWindows system tray and click the Bridge icon to open the client.

2. Hover over the data source name and click the Remove icon next to the data source

name.

Stop using Bridge temporarily or permanently

l To stop using a client and temporarily suspend updates to data sources performed by

the client, open the client from the system tray, and on the settingsmenu in the upper-

right, selectExit.

When you exit, the data sources and connection settings remain intact.

l To stop a client and permanently remove the data sources the client links to Tableau

Cloud, right-click the Bridge icon in the system tray, and selectUnlink.
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Unlinking a client also removes all connection information from the client, including

stored database credentials and Tableau Cloud account credentials.

Effects of exit and unlink

If you exit the client and the next refresh occurs while the client is temporarily stopped, the

data source owner will see an alert in Tableau Cloud and be sent an email notification.

If you unlink a client, we recommend you delete the Bridge (legacy) schedules the client

runs. For more information, see Delete the Bridge (legacy) schedule after unlinking a client,

below.

Delete the Bridge (legacy) schedule after unlinking a client

When you unlink the client, you should also delete the Bridge (legacy) refresh schedules

that the client runs. If a schedule is not deleted, the refresh will attempt to run as scheduled.

In cases like this, youmight receive refresh failure notifications.

1. Sign in to Tableau Cloud and navigate to the data source.

2. On the data source page, click theExtract Refreshes tab.

3. Select the check box next to the schedule and selectActions > Delete.

Permanently remove a client from a site

You can permanently remove a client from a site, which will make the client no longer visible

when setting up a Bridge (legacy) schedule.

1. Sign in to Tableau Cloud and navigate to your Account Settings page.

2. Under Connected Clients, clickDelete next to the client you want to permanently
remove from the site.

Manage Email Alerts for Bridge

A scheduled refresh can fail for a variety of reasons. As a data source owner, it's important

to be aware of these refresh failures so that you can troubleshoot any issues andminimize
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gaps in data freshness.

If enabled by your site admin, you will receive email alerts about refresh failures for all of the

data sources that you own.When refreshes for your data sources are facilitated by Bridge

(throughOnline refresh (formerly called Recommended) or Bridge (legacy) schedules), the

type of alerts you receive, when you receive the alerts, and the alerts that you can configure

will differ from Tableau Cloud alerts.

Note: This topic applies to Bridge data sources only. Email alerts about virtual connections
fromBridge are not currently supported.

Differences with Bridge email alerts

l Timeout refresh failure emails are sent when the timeout limit is exceeded. Unlike

refreshes that run directly on Tableau Cloud, Bridge refreshes timeout after 24 hours

(default). However, a timeout limit for refreshes can be increased (or decreased)

through each Bridge client by a site admin. For more information, see Configure a

timeout limit for refreshes.

l In addition to refresh failure emails, data source owners will receive email warnings for

the following two scenarios:

l Bridge client is not running: When an upcoming scheduled refresh can't

start because the client linked to the data source is not running.

l Incomplete refresh: When a scheduled refresh hasn't completed after a spe-

cified amount of time.

l Data source owners and site adminswill receive email failure alerts for the following

Backgrounder process runs:

l Bridge pool at capacity: When extract refreshes can’t run because the pool is

at capacity.

l No clients in Bridge pool: When extract refreshes can’t run because there
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are no clients in the pool.

l Refresh job failure:When a refresh job fails for reasons other than no clients

in the named pool or when the pool is at capacity. This is a catch all for Back-

grounder refresh jobs that fail to be sent to the Bridge client.

Note: There isn’t a daily limit to the number of failure emails you can
receive for Backgrounder failure alerts.

l For a particular data source, Tableau Cloud sends email about the first five con-

secutive refresh-related failures (i.e., refresh failures, alerts because the client is not

running, or alerts because the refresh hasn't completed yet) on the first day. If the

data source continues to have refresh issues after the first day, Tableau Cloud sends

one email per day.

l A data source owner can receive up to 10 emails, one email per data source with act-

ive and consecutive refresh issues, in one day. The time period of one day is 24 hours

starting at the time of the first refresh issue.

l Data refresh-initiated Subscription emails are not supported for views or workbooks

that rely on Bridge extract data sources to keep data fresh. For more information, see

Missing subscription emails.

Configure pooling

Extract refreshes can fail because of issueswith the Bridge pool and load balancing. Site

admins can configure andmanage pooling for Bridge clients by adding a new pool or modi-

fying the pooling capacity. For more information, see Configure the Bridge Client Pool and

Manage the size of the Bridge pool.

Configure incomplete refresh email alerts for legacy schedules

For data sources that use Bridge (legacy) schedules, by default, a refresh email alert is sent

24 hours after the scheduled start time for a data source with an incomplete refresh. If a
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scheduled refresh completeswithin 24 hours of its scheduled start time, you will not see an

email alert.

In some cases, youmight want to be notified sooner than 24 hours. If a refresh is configured

to use Bridge (legacy) schedule, you can configure the email alert to send after an amount of

time that better alignswith the duration of a particular refresh.

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theExtract Refreshes tab, and then click the
Select All button.

The email alert factors all the schedules for a data source when determining when to

send the email alert even if you select only one schedule.

3. From the Actionsmenu, selectEdit Refresh Email Alert.

4. In the Refresh Email Alert dialog box, specify the hours andminutes following a sched-
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uled refresh time that the alert should be sent, and clickOK.

Considerations when managing alerts

l Bridge (legacy) schedules only: You can configure email alerts only for refreshes
that are configured for Bridge (legacy) schedules.

l One email alert per data source: You can configure one refresh email alert for a
data source. If a data source hasmultiple refresh schedules, the email alert is sent

based on the next scheduled time across all schedules. Review the following two

scenarios that demonstrate how the email alert timing works.

Scenario 1

Suppose you have an extract data source with one scheduled refresh set to run daily

at 5 AM. For the purposes of this example, the refresh usually takes 30minutes for

Bridge to complete at that time of day.

If you specify 3 hours for the email alert, you will be sent an email at around 8 AM if

the refresh hasn’t completed by that time.

Scenario 2:

Suppose you have the same data source fromScenario 1, with same time specified

for the email alert against the following three schedules:
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l Schedule 1 - runs daily at 5 AM
l Schedule 2 - runs twice a week, Tuesday and Thursday, at 1 PM
l Schedule 3 - runs once a week, on Saturday, at 12 AM

For the purposes of this example, though it can take as few as 30minutes for Bridge to

complete the refresh at 5 AM, during business hours, the refresh can take up to 3

hours to complete.

Like the first scenario, if the refresh for schedule 1 hasn’t completed by 8 AM, you will

be sent an email. Regardless of the refresh for "schedule 1" being completed or not,

you will be sent an email at around 4 PMon Tuesday if the refresh for "schedule 2"

hasn’t completed. Similarly, regardless of what happened on Tuesday, if the refresh

for "schedule 2" hasn’t completed by 4 PMon Thursday, you will be sent an email. Fin-

ally, if the refresh for "schedule 3" hasn’t completed by 3 AM, you will be sent an email.

l Email alert time is based on the expected start time of the scheduled refresh:
The time you specify for the refresh email alert is the amount of time after the sched-

uled start time of the refresh. If you see email alerts too frequently or never at all, con-

sider increasing the time to decrease email alert frequency or decrease the time to

increase email alert frequency.

The default is 24 hours.

l Legacy schedule email alert can't be turned off: Though email alerts can't be
turned off, you can increase the time for an email alert so that the scheduled refresh

completes before the email alert can be sent.

l Refresh failure emails must be enabled: In addition to refresh failure emails being
enabled for the site (by the site admin), as the data source owner, youmust also have

refresh failure emails enabled for your account.

Stop receiving email alerts when a client is not running

By default, Tableau Cloud is configured to notify data source owners when scheduled

refreshes can't start because the Bridge client linked to the data source is not running.
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There are two primary reasonswhy youmight be receiving this email:

l The computer where the client is running from is not on.

l An extract data source continues to be associated with a client that is no longer in

use.

If any of these reasons apply to your situation, consider taking a few moments to: 1) make

sure themachine where the client is installed on is on and the client itself is running and 2) if

you're a site admin, delete unused clients from the site. If you're not a site admin, you can

delete the data source from the client. For more information, see Scheduled refreshes

appear to be running outside of schedule:.

Troubleshoot Issues with Bridge

Different parts of the Tableau Bridge workflow require coordination with Tableau Desktop

and Tableau Cloud. Depending on the task you're trying to complete, the underlying data

that you're working with, and the data source's connection (live or extract), and on the symp-

toms you're seeing, some troubleshooting stepsmight require you to work in one or both of

these respective products in addition to the client itself.

The issues and the steps to help resolve these issuemight apply to data source owners or

site admins.

Understand common issues after upgrade

After upgrading to Bridge, youmight notice some changes to your Bridge-specific work-

flows.

Can't configure 15 minute or 30 minute refreshes

Online schedules can only refresh as frequently as Tableau Cloud allows. If you need to

refresh your data sourcemore frequently, consider continue using Bridge (legacy) sched-

ules instead.
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Note: When using Bridge (legacy) schedules, the data source owner must be the same user

that is signed into the client that is designated to refresh the data source. Depending on how

client management is administered in your organization, your site adminmight need to take

ownership of your data source.

Can't find the "Refresh this extract on" or "Select where to run refreshes" button

Beginning with Bridge 2020.2, Bridge schedules are better integrated with Tableau Cloud

schedules and can be accessed and set up directly in the same location as Tableau Cloud

schedules. For more information about Bridge schedules, see Set Up a Bridge Refresh

Schedule.

Can't find the Run Now option

TheRun Now option in Tableau Cloud is not available on individual data source pages for

data sources that use Bridge (legacy) schedules. In most cases, amanual refresh of a data

source that uses a Bridge (legacy) schedule can only be performed from the client that the

data source is linked to.

Can't refresh data sources that use Relationships

Bridge 2019.4 (or earlier) does not support data sources created with Relationships in

Tableau 2020.2 (or later). To keep your private network data fresh, make sure you're run-

ning the latest version of the client. To get the latest client, see Tableau Bridge Releases.

Can't find "Schedule with Bridge Legacy" option

Because Bridge cannot refresh data sources embedded in workbooks, theSchedule with
Bridge Legacy option is not available from the workbook page on Tableau Cloud. To

refresh data sources using Bridge (legacy) (or Online) schedules, republish the workbook

with data sources published separately.

Some data sources are not listed or missing from the client

Data sources that useOnline schedules or whose schedules have beenmigrated to use

Online schedules are not visible from the client. As a site admin, you canmonitor data
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sourceswith Online schedules using the Jobs page. For more information, see About

Bridge Refresh jobs.

Data sources that use live queries and Bridge (legacy) schedules (which includes sched-

ules created with Bridge 2020.1 and earlier) continue to display in the client.

Locate Bridge

If you can't find the Bridge client or the option to use Bridge, try one or more of the sug-

gestions below.

Can't find the Bridge installer

To download the client, go to Tableau Bridge Releases page on the Tableau website and

click the download button. For more information about the Bridge installer and the install-

ation process, see Install Bridge topic in the Tableau Cloud Help.

Can't find Bridge on my machine

After installing the client on your machine, you can do one of the following tasks to open the

client:

l Double-click the Bridge shortcut ( ) on your desktop.

l From your desktop, in theWindows system tray, click the Bridge icon ( ).

l UsingWindows file explorer, search Tableau Bridge to locate the client.

l If Tableau Desktop is installed on the samemachine as the client, open Tableau

Desktop and selectServer > Start Tableau Bridge Client.

Note: This task opens the correct client if you're using Tableau Desktop 2018.2 and
later. If you're using Tableau Desktop 2018.1 and earlier, using theStart Tableau
Bridge Client option will cause an older version of the client to open.

Can't find the Bridge option in the publishing dialog
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The reason youmight not see Bridge option in the publishing dialog depends on what you

are publishing to Tableau Cloud: a data source or a workbook.

If you're publishing a data source: 

l The data source is file-based. Therefore, the option to use Bridge displays after you

have successful published the data source to Tableau Cloud.

After you successfully publish the data source, you see the Publishing Complete dia-

log, which allows you to schedule refreshes for your file-based data source using

Bridge while on Tableau Cloud. For more information about scheduling refreshes

using Bridge while on Tableau Cloud, see Set Up a Bridge Refresh Schedule.

l The data source connects to data that Tableau Cloud can reach directly.

If Tableau Cloud can reach the data directly, you don't need to use Bridge to keep the

data fresh. For a list of connectors that Tableau can use to reach the data directly, see

Allow Direct Connections to Data Hosted on a Cloud Platform.

l The data source connects to data that is not supported by Bridge.

For a list of connectors that Bridge can support, see Supported connectivity.

If you're publishing a workbook:

l Theworkbook contains an embedded data source that must be published separately.

To publish the data source separately, in the PublishWorkbook to Tableau Cloud dia-

log box, clickEdit under Data Sources. Under the Publish Type drop-down, select

Tableau Software 777

Tableau Cloud Help



Published separately.

Resolve installation issues

Using macOS or Linux

Bridge is not supported onmacOS or the Linux operating system. To use Bridge, youmust

use aWindowsmachine. For more information about other system requirements, see Con-

nectivity with Bridge.

Local admin on the machine

TheWindows user account you're logged in tomust be amember of the local Admin-

istrators group. For more information about minimum installation requirements, see Before

installing Bridge. For more information on system requirements, see About the Bridge Cli-

ent.
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Resolve sign-in issues

Working with multiple Tableau Cloud sites or Bridge is signed in to the incorrect
site

Make sure you're entering the correct user name and password for the Tableau Cloud site

that the client is associated with. If you suspect that an incorrect user name and password is

saved for a site or that the client is singed in to the incorrect site, use theUnlink option in the
client to remove its association with the site and to clear the password.

Identify causes for scheduled refresh issues

There are several symptoms that can indicate that scheduled refreshes are not performing

as expected. Symptomsmight include, but not limited to, the following:

l As the site admin or data source owner, you see an alert on Tableau Cloud that a
scheduled refresh could not complete.

l As the site admin or data source owner, you receive an email notification from Tableau
indicating that a Bridge refresh could not complete.

l As a data source owner, you receive an email notification from Tableau indicating that
a Bridge refresh could not start on schedule because the Bridge client is not running.

l You see an alert in the client next to the data source whose refresh could not complete.
l Outdated data in the view.

If any of the above symptoms apply to your situation, follow the procedure below. If the pro-

cedure doesn't resolve your issue, then try one or more of the tasks below the procedure to

help identify the cause of the refresh issue.

1. Open the client, click the data source, and then click theDetails button to review the

error message.

2. If the error message doesn't provide enough information to resolve the refresh issue,

go to the Tableau Knowledge Base and search for the refresh issue.

Important: If you see the "There was a problem and the data engine could not start

properly" error message and you're running client version 2018.2-2018.3, Tableau strongly

recommends upgrading to version 2019.1 or later. For more information, see Error "There
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was problem and the data engine could not start properly" article in the Tableau Knowledge

Base.

If the Tableau Knowledge Base doesn't address your specific issue, then try one or more of

the following tasks:

l Validate authentication information in the client: If a data source requires
authentication, ensure that the correct database credentials are being reference by
the client, even if the database credentials are already referenced in Tableau Cloud.
For information about embedding database credentials in the client, see Embed or
update database credentials for Bridge (legacy).

l Upgrade the client: Upgrade to the latest version of the client. You can get the latest
version of the client from the Tableau Bridge Releases page on the Tableau website.
For more information about installation, see Install Bridge.
Note: Because of an issue that’s preventing Bridge 2018.2-2018.3 from performing
extract refreshes, Tableau strongly recommends that you upgrade to Bridge 2019.1
or later.

l Make sure that the client is running: Log onto the machine where client is
installed and make sure the client is running. After you verify the client is running, you
can run a manual refresh of the data source or wait until the next scheduled refresh.

l Confirm file-based data source uses UNC path: If you're working with a file-
based data source using Bridge (legacy) schedules, ensure that the client references

the UNC path. For more information, see Change the file path for a data source.

l Confirm whether Application mode or Service mode requirements are met:
If the client is set up to run inApplicationmode, youmust be logged onto the
machine where the client is running in order for scheduled refreshes to complete. If

your client is set up to run inServicemode, you don't have to be logged on to the
machine where the client is running. However, themachinemust be on.

l Confirm that all connections in the data source are supported by Bridge:

If refreshing amulti-connection data source (that is, a data source that uses a cross-

database join), make sure all connections in the data source are supported by Bridge.
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If one or more connections are not supported, Bridge is unable to refresh the data

source until the unsupported connection is removed. For a list of supported con-

nectors, see Supported connectivity. To remove a connection from a data source, you

must edit the data source in Tableau Desktop. For more information, see Editing a

Published Data Source in the Tableau knowledge base.

l Manually refresh the data source: Manually refreshing the data source can help
determine whether the issue is caused by the client or by a different part of the Bridge

workflow, such as publishing fromDesktop or the data source itself.

l From the client - To determine if the issue is isolated to the specific scheduled
refresh or all scheduled refreshesmanaged by the client, do amanual refresh of

the published data source from the client.

1. Open the client.
2. Hover over the data source whose schedule refresh is not working, and

click the Run Now icon ( ) to manually start a refresh.

If themanual refresh is successful, you have a temporary workaround for the

refresh issue. If the refresh is unsuccessful, review the error in the client to help

resolve the issue.

l From Tableau Desktop - To determine whether or not the issue is a client
issue or an issue with the published data source, you can do amanual refresh of

the data source from Tableau Desktop.

1. Open Tableau Desktop.
2. In the Connect pane, click Tableau Server and connect to the published

data source that is not refreshing.
3. From the Data menu, select the data source and then select Tableau

Data Server >Refresh from Source.
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If the refresh from source is successful, you have temporary workaround for

the refresh issue. If the refresh is unsuccessful with the same error that shows

in the client, contact Tableau Technical Support on the Tableau website.

l From Tableau Desktop, create a local copy of the data source - To
determine that the issue is not with the publishing process or with Tableau

Cloud in general, first create a local copy and thenmanually refresh the pub-

lished data source.

1. Open Tableau Desktop.
2. In the Connect pane, click Tableau Server and connect to the published

data source that is not refreshing.
3. From the Data menu, select the data source and then selectCreate

Local Copy.
4. From the Data menu, select the local copy of the data source and then

selectRefresh.

If refreshing from a local copy of the data source is successful, you have a tem-

porary workaround for the refresh issue. The issue is likely with the publishing

process.

l Refresh the data source using the Tableau Extract Command-Line Utility:
Refreshing the data source using the Tableau Extract Command-Line Utility is

another method for isolating whether the issue is specific to the client or with the data

source or other part of the Bridge workflow. Thismethod can also provide an auto-

mated or temporary way of refreshing the extract. For more information about setting

up and using the Tableau Extract Command-Line utility, see Automate Extract

Refresh Tasks from the Command Line.

If the refresh is successful through the command line utility, you have a temporary

workaround for the refresh issue. If the refresh is unsuccessful, contact Tableau Tech-

nical Support on the Tableau website.

l Scheduled refreshes appear to be running outside of schedule:
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After Tableau Cloud's upgrade to 2019.2, a data source owner might receivemultiple

email notificationswhen an upcoming scheduled refresh can't start because the client

is not running. Because a data source owner can receive up to five consecutive email

notifications per day for up to ten data sources that they own, it might appear the

scheduled refreshes are running outside of their scheduled times. As a data source

owner, youmight be receiving the notifications for the following reasons:

l The machine where the client is running from is not on. To stop noti-
fications in this scenario, make sure the machine where the client is installed on
is on and the client itself is running before the upcoming scheduled refresh is to
occur. Alternatively, if the extract data source doesn't need to be refreshed reg-
ularly, consider removing the schedule and manually refreshing it from the client
when needed. For more information about removing a schedule, see Stop Keep-
ing Data Fresh Through Bridge.

l Extract data sources continue to be associated with a client that is no
longer in use. To stop notifications in this scenario, as a site admin, you can
delete the client from the site. For more information, see Permanently remove a
client from a site.
If you're not a site admin, consider the following:

l If the extract data source doesn't need to be refreshed, you can remove
the data source from the client. For more information, see Remove a data
source from a client.

l If the extract data source needs to be refreshed, albeit infrequently, you
can change the client associated with that extract data source (and its
schedule). For more information, see Change the Bridge Client Settings.

Refreshes stop responding for data sources that use JDBC-based connections

Note: Bridge provides limited support for data sources that use JDBC drivers to connect to

unsupported databases. For more information, see Limited connector support.

Refreshes for extract data sourceswhose connections rely on JDBC-based drivers can fail

with timeout errors or the refreshes themselves stop responding, or hangs, because of CPU

or RAM spikes. In most cases, these refresh issues can occur when there are several con-

current refreshes of data sources that use JDBC-based connections being handled by a cli-

ent on amachine that does not have sufficient hardware to support the resource-intensive
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JDBC-based connections. To help resolve this type of issue, review the following sug-

gestions:

l If you’re a site admin managing the clients in your organization, review the

log files, jprotocolserver_<process_id> and stdout_jprotocolserver_<process_id>, in

the Logs folder in theMy Tableau Bridge repository. Then, consider doing one of the

following:

l Reduce the number of concurrent refreshes allowed by the client. For more
information, seeManage the size of the Bridge pool.

l Consider increasing CPU cores and RAM on the machine running the Bridge cli-
ent to better handle the resource intensive JDBC-based connections.

l If you’re the data source owner, update the data sources to use a Tableau built-in
connector instead. For more information, see Supported Connectors in the Tableau

User Help.

Refresh issues after changing network type to Private Network

After updating the network type associated with a data source, from Tableau Cloud toPriv-
ate Network or Private Network to Tableau Cloud, existing schedules associated with
the data sourcemust be recreated. For more information, see About switching network

types.

Refresh issues when a published data source has multiple data connections

After publishing a file-based online data source to Tableau Cloud, the extract refresh can

fail when the published data source hasmultiple data connections. By default, Tableau

Cloud uses Bridge when a published data source hasmultiple data connections. You can

edit the connection type of extract refreshes for online schedules to use Tableau Cloud

instead of Bridge. For more information, see Change the connection type of a refresh to use

Tableau Cloud.

Refresh issues on file-based data published from Tableau Desktop on a Mac
When using 1) Tableau Desktop on a Mac, 2) publishing a file-based data source from aWin-
dows network file share, and then 3) configuring an Online schedule, the refreshes will fail. If
this file-based data source is business critical resource for your organization, consider

784 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/exampleconnections_overview.htm


configuring a Bridge (legacy) schedule instead. For more information, see Set up a Bridge
(legacy) schedule.

Identify causes for live query issues

Issues around live queries are typically due to the option not being enabled or that Bridge

doesn't support the data source type.

No "Live" data sources listed in the client

A few things need to happen in order for "Live" data sources to display in the client. First, the

site admin has to enable pooling for the site. Second, the site adminmust also add at least

one client to the pool. Finally, the data sourcemust be published with a live connection. All

three factors need to happen in order for "Live" data sources to display in the client.

The option to publish with a live connection or the "Maintain connection to a live
data source" option during publishing is missing

The option to use Bridge to support live queries for an private network data sourcemust be

enabled by your Tableau Cloud site admin through pooling. If the option is not available to

you during publishing, consider contacting your site admin to enable the option. If you're a

site admin, see Configure the Bridge Client Pool.

You're prompted for database credentials

If the data source requires authentication by the database, the credentialsmust be embed-

ded in the data source at the time of publishing. If the credentials are not embedded in the

data source at the time of publishing, the credentials can be added to the published data

source on Tableau Cloud.

1. Sign in to Tableau Cloud and navigate to the data source.
2. From the data source page, on the Connections tab, select the check box next to the

connection.
3. From the Actions menu, click Edit Connections.
4. Select the Embedded password in connection and enter the necessary database
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credentials.

You're working with a file-based or statistical file-based data source

Bridge doesn't support data sourceswith live connections to file-based and statistical file-

based data sources. To keep data fresh for these types of data sources, you can publish

extracts and set up a refresh schedule for each data source instead. For a list of connectors

that Bridge supports, see Supported connectivity. For more information about setting up

refresh schedule, see Set Up a Bridge Refresh Schedule.

Data source doesn't display as "Live" in the client:

If the data source doesn't show as "Live" in the client, the data source was likely published

as an extract. To validate that the data source was published as an extract, follow the steps

below.

1. Sign in to Tableau Cloud and navigate to the data source.
2. On the data source page, check whether the data source has an "Extract Refreshes"

tab or an extract icon ( ). If the data source shows the tab then it was published as
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an extract.

To resolve the issue, republish the data source from Tableau Desktop, ensuring that you

select theMaintain connection to a live data source option. This option tells Bridge to
maintain a live connection to your data.
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Client is running Application mode

If you're using Bridge 2018.2 and later, after the site admin has enabled pooling, live queries

are supported in both Application and Servicemodes. However, if the client is running

Applicationmode, youmust be logged on to keep data fresh.

If you're using Bridge 2018.1 and earlier, even if live queries are enabled by the site admin,

Bridge can't support live queries in Applicationmode. The client must be running in Service

mode to support live queries.

For more information about running the client in Applicationmode or Servicemode, see

Application versus Servicemode.

Understand other common issues

Delay before list of data sources populate in client

There is a short delay, usually several seconds, populating the list of data sources in the cli-

ent. This is expected behavior. The client is contacting Tableau Cloud to get the list of data

sources before it can display that information.

"No linked data found" in the client

If the client shows a green indicator and "Connected" status, but also shows a "No linked

data found," review the suggestions below based on the type of data source you're expect-

ing to see.

If you're expecting to see an extract data source that uses a Bridge (legacy) schedule listed

in the client, try the following:

l Validate that the extract refresh schedule is assigned to the correct client. For more

information, see Change the Bridge Client Settings.

If you're expecting to see a data source with a live connection or an extract data source that

usesOnline schedules, try one or more of the following:
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l Validate that the data source was published with a live connection.

1. Sign in to Tableau Cloud and navigate to the data source.
2. From the data source page, check whether the data source has an "Extract

Refreshes" tab or a extract icon ( ). If the data source shows the tab then it

was published as an extract.

l Make sure at least one client is part of the pool to facilitate data sourceswith live con-

nections. To do this, contact your site admin. If you're the site admin, verify that you've

enabled pooling for the site and client. For more information, see Configure the Bridge

Client Pool.

Red indicator and "Disconnected" status in the client

If the client shows a red indicator and "Disconnected" status, try the following tasks, in the

order listed:

1. In the client menu, clickRepair.
2. If step 1 doesn't resolve the issue, from the Mode drop-down menu, selectApplic-

ation and wait a few seconds. Switch back to Service and wait a fewmore seconds.
3. If step 2 doesn't resolve the issue, restart the machine. Make sure that there are no

scheduled refreshes that are in progress.

In some cases, the client shows a red indicator and "Disconnected" status if the client is run-

ning on amachine that is "locked down." Thismeans that the client is restricted to connecting

to aminimum set of domains. For a list of theminimum set of domains that the client needs to

connect to in order to work, see Additional security considerations.
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Missing subscription emails

Data refresh-initiated Subscriptions are not supported for views and workbooks that rely on

Bridge to keep data fresh. Thismeans you do not receive subscription emails when the fol-

lowing are true: 1) subscriptions are configured forWhen Data Refreshes and 2) the
views or workbooks you're subscribing to rely on extract data sources that refresh using

Bridge. To use subscriptions in this scenario, consider configuring your subscriptions to use

On Selected Schedule instead. For more information, see Troubleshoot Subscriptions.

"Test Connection" button is grayed out

When editing a connection on Tableau Cloud, the Test Connection buttonmight be
grayed out. In some cases, this button is grayed out because the connection uses custom

SQL or initial SQL. As an alternative to testing your connection with this button, consider run-

ning amanual refresh to test the connection instead. For more information about running a

manual refresh, see Start a Refresh TaskManually.

Understand common errors

While using Bridge, youmight see one of the following errors.

"An error occurred while communicating with Tableau Server: Tableau Bridge
does not have a client configured for your site to handle live connections." or
"Cannot connect to database"

This is an error that youmight see when connecting to a published data source whose data

freshness is being facilitated through Bridge. To resolve these errors, try the following tasks

in the order listed.

l Make sure the client is added to the pool. To do this, contact your site admin. If you're

a site admin, verify that you've enabled pooling for the site and at least one client. For

more information, see Configure the Bridge Client Pool.

l Make sure the client shows a green indicator and "Connected status. If it shows a red

or "Disconnected" status, see Red indicator and "Disconnected" status in the client.
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"This data source requires a correct file path" or "Unable to refresh data source
because of an unsupported operation"

If you're working with a file-based or statistical file-based data source (that uses Bridge (leg-

acy) schedules) youmight see this error because the path referenced by the client is the

mapped drive path instead of the UNC path. To resolve this issue, youmust update the file

location path in the client. For more information, see Change the file path for a data source.

While refreshing on Tableau Cloud, youmight see the following error:

"Error: Failed to queue n tasks"

This error can occur if you've selected to use theRun Now option onmultiple data sources

and one or more data sources connect to file data. The RunNow option can only be used for

data sources that useOnline schedules.

Virtual connections

While trying to create a virtual connection, youmight see one of the following errors: 

l INVALID_ARGUMENT:

"INVALID_ARGUMENT: Can't display the view because of Tableau Cloud site set-

tings that affect the data source used by this view. Contact your site administrator to

connect at least one Tableau Bridge client to the site."

This error can occur when there are no Bridge 2021.4 clients in a pool to perform data

freshness tasks for virtual connections that connect private network data. To resolve

this error, contact your site admin to ensure that version 2021.4 clients are running

and in a connected state, and the pool ismapped to the domain where the underlying

data is located.

l UNKNOWN:
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"UNKNOWN: There was an unknown connection error to the database. The error

message below has additional information, but youmight need to ask the database

administrator to review the database logs."

This error can occur when the domain where the underlying data of the virtual con-

nection is located does not map to a specific Bridge pool. To resolve this error, con-

tact your site admin to ensure that the domain where the underlying data is located is

mapped to a Bridge pool and at there is at least one Bridge 2021.4 client running, in a

connected state, and is assigned to a pool.

Prepare and send log files to Tableau Technical Support

If the troubleshooting steps in this article don't help isolate or solve the issue you're having

with Bridge, you can contact Tableau for help. Before you contact Tableau for help, con-

sider following the steps below to gather and send the necessary Bridge client log files that

Tableau will needs to diagnose and help resolve the issue.

Prepare clean log files

1. On themachine, close the client:

l If your client is running Applicationmode, from the client menu, selectExit.

l If your client is running Servicemode, change the client to Applicationmode,

and then from the client menu, selectExit.

2. Go to and open theMy Tableau Bridge Repository folder.

The default location of theMy Tableau Bridge Repository folder is C:\User-

s\jsmith\Documents\My Tableau Bridge Repository.

3. In theMy Tableau Repository folder, rename the Log folder. For example, Logs_
archive. By changing the name of this folder, the client will create a new "Logs" folder.

4. Open the Command Prompt as an admin.

5. Change to the Tableau Bridge bin folder. For example: C:\Program
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Files\Tableau\Tableau Bridge\bin.

6. Run the following command: TabBridgeClient.exe -DLogLevel=Debug

Note: The above command is case-sensitive. If the command is not typed exactly as
written, the log files will not capture the issue at the level of detail that is necessary to

help diagnose the issue.

After this step, the client opens automatically.

Reproduce the issue

After you prepare the client to create new log files, try to reproduce the issue you're having

with Bridge. By reproducing the issue, the new log files can capture specific details about the

issue. These details are essential for Tableau to have in order to isolate, diagnose, and

resolve the problem.

Send log files

1. After the issue has been reproduced, right-click the Bridge icon in theWindows sys-

tem tray and selectExit to stop Bridge. This step ensures that all errors are recorded
in the log file.

2. UsingWindows file explorer, go to and open theMy Tableau Bridge Repository
folder.

3. Right-click the Logs folder and selectSend to > Compressed (zipped) folder.

4. Contact Tableau Technical Support on the Tableau website.

Note: If the .zip file you created in step 2 is larger than 5MB, see Sending Large Files
in the Tableau Knowledge Base.

5. Locate and start Bridge. If the client was previously running in Servicemode, ensure

that Service is selected in the client.
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Plan Your Bridge Deployment

As a site admin, if you're setting up Tableau Bridge for the first time or upgrading, there are

a set of recommendations, best practices, and planning tasks to follow to optimize Bridge

for your organization.

For an general overview of Bridge, see Use Bridge to Keep Data Fresh.

Before deploying Bridge

Before you deploy Bridge, review the following information to help you, as the site admin,

understand the different components of Bridge, how these components work together, and

how they impact your Bridge deployment.

Bridge software

Bridge is stand-alone software, provided at no additional cost, to use in conjunction with

Tableau Cloud. Bridge is a thin client that you install behind a firewall to enable connectivity

between private network data and Tableau Cloud.

In most cases, you will own the set up andmanagement of several clients, or pools of cli-

ents, in your organization. For more information, seeManagement models.

Recommended version

To take advantage of the latest security and feature updates, always install the latest ver-

sion of the Bridge client from the Tableau Bridge Releases page. For more information, see

the Install Bridge topic.

Notes:

l Clients can only be registered to one site at a time.

l There is no limit on how many clients that can be registered to a site.
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Database drivers

To facilitate connectivity between private network data and Tableau Cloud, Bridge requires

drivers to communicate with some databases. Some driver software is installed with the cli-

ent. Other driver softwaremust be downloaded and installed separately. For more inform-

ation, see the Install Bridge section in the Install Bridge topic.

Recommended software and hardware

Bridge is designed to scale up and scale out. When configuring your Bridge deployment, con-

sider the following:

l For a smaller pool of clients running on higher specificationmachines, each client can

be scaled up to runmore scheduled refresh jobs in parallel.

l For a larger pool of clients running on lower specificationmachines, though each client

can run fewer refresh jobs in parallel, each client still provides high throughput and

capacity for the pool as a whole.

For more information about pooling, see Pooling capacity.

Operating systems and more

Bridge is only available onWindows. Tableau recommends installing the Bridge client on a

virtual machine behind your firewall so that it does not compete with resources from other

applications. Only one client can be installed on amachine.

l Microsoft Windows 10 or later, 64-bit
l Windows Server 2012 or later
l CPUsmust support SSE4.2 and POPCNT instruction sets

For more information, see Client requirements

Minimum hardware recommendations based on refresh concurrency

The following table shows hardware guidelines for virtual environments running Bridge.

These guidelines are based on the number of concurrent refreshes you need each client to

be able to run in parallel.
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Refreshes running in parallel per client

<=5 <=10

vCPU 4 8

RAM 16 GB 32 GB

NVMe SSD 150 GB 300 GB

Virtual environments

All of Tableau’s products operate in virtualized environments when they are configured with

the proper underlyingWindows operating system andminimumhardware requirements.

l Citrix environments (non-streaming)
l Microsoft Hyper-V
l Parallels
l VMware
l Microsoft Azure
l Amazon EC2

Required accounts

There are two types of accounts that your Bridge deployment requires: aWindows service

account and a Tableau Cloud account.

Windows services account

Bridge clients can run in one of twomodes: Application or Service. To run the client in Ser-

vicemode, aWindows services account is required. Servicemode allows the client to run

continuously without a dedicated logged on user. Servicemode is recommended to support

1) data sources or virtual connectionswith live connections to private network data, and 2)

load balancing (pooling) of clients. For more information about eachmode, see About the

Bridge Client.

Important: We recommend that nomore than 10 clients run under a singleWindows ser-

vices account.
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Tableau Cloud account

Tableau Cloud authenticates the client by the user that is signed in to andmanaging the cli-

ent. Therefore, a Tableau Cloud site admin account is necessary to perform certain man-

agement tasks, like adding or removing a client from a pool, both on the client and Tableau

Cloud site.

One of the following site roles is required tomanage Bridge:

l Site Administrator Creator
l Site Administrator Explorer

The non-administrator site roles, Creator and Explorer can publish data sources, refresh

data, and use Bridge to facilitate the live and extract connections between Tableau Cloud

and private network data. The Creator or Explorer role and DataManagement is required to

publish virtual connections and refresh data with Bridge.

Supported connectivity

When planning your deployment, as the site admin, it’s important to know what data your

users are connecting to, the type of connections they’re using, and how those connection

types affect how data sources or virtual connections can bemanaged.

Data types

Tableau Cloud supports connectivity to data hosted on a cloud platform—data typically

accessible from the public internet or outside the firewall. For data accessible only from a

private network (inside the firewall), Bridgemust be used.

Private network data that Bridge supports falls into three general categories:

l Relational data—examples includeMicrosoft SQL Server, MySQL, PostgreSQL,

Oracle, Teradata, or even PostgreSQL hosted in Amazon RDS

l File data—examples includeMicrosoft Excel, text, and statistical files
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l Some cloud data (accessible only from a private network)—examples include Red-

shift, Teradata, and Snowflake

After a connection to the private network data ismade, the connection information is saved

with the Tableau data source or virtual connection. Bridge uses that connection information

to facilitate connectivity between the private network data and Tableau Cloud.

Data connections

Bridge supports data sources or virtual connections that use connections between private

network data and Tableau Cloud. A data source or virtual connection can use one of two

connection types:

l Live (also known as live query):Data sources set up to use live connections
enable real-time updates of the data. Thismeans any changes to the underlying data

is reflected, via Bridge's live queries, in the data source (or workbook that uses that

data source) or virtual connection published to Tableau Cloud.

l Extract:Data sources set up to use extract connections enable snapshots of the
data. These snapshots can be refreshed on a schedule, via Bridge'sOnline refresh

(formerly called Recommend) or Bridge (legacy) schedules, to capture any changes

to the underlying data. These snapshots are then pushed to the data source (or work-

book that uses that data source) or virtual connection published to Tableau Cloud.

For more information about the schedules, see Data freshness.

Support for these connection types depend on the data that the data source or virtual con-

nection is connected to. Bridge supports live queries for most relational data. For other data,

including file data, only extract connections are supported. For more information, see

Bridge exceptions.

Data freshness

Bridge keeps data sources or virtual connections up to date using live queries and refresh

schedules.
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For data sources or virtual connections set up to use extract connections, Bridge uses

refresh schedules. There are two types of schedules that can be created by content owners

to keep data fresh: Online and Bridge (legacy).

l Online schedules allow content owners tomanage Bridge data sources directly from

Tableau Cloud.

Beginning with Bridge 2021.4.3, file-based data sources can be refreshed using

Online schedules.

l Bridge (legacy) schedules require a designated client to perform the refresh. A client

can be designated to perform the refresh by the data source owner. The data source

owner can only assign a Bridge (legacy) schedule to a client that he or she is already

authenticated or signed into using his or her own Tableau Cloud credentials.

Depending on the schedule type, different refresh concurrency is supported. For more

information, see Pooling capacity.

Compare schedules

The following table delineates the primary differences betweenOnline and Bridge (legacy)

schedules for keeping private network data fresh.

Online Schedule Bridge (Legacy) Schedule

Supported
data types

Relational data

File data

Private cloud data

Relational data

File data

Content man-
agement

Data source owner

Virtual connection owner

Site admin or data source owner
(depending on who is designated to own
the client management tasks)

Client man-
agement

Site admin Site admin or data source owner
(depending on who is designated to own
the data source management tasks)
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Scheduling Integrated with Tableau Cloud
schedules

Bridge-specific schedule that can be con-
figured to refresh data sources as fre-
quently as 15 and 30 minutes

Pooling sup-
port

Live queries

Scheduled refreshes (for data
sources or virtual connections
with extract connections)

Not supported

Refresh con-
currency per
client

10 1

REST API Run Extract Refresh Now

option

Update Data Source Now

option

Not supported

Data access and authentication

The underlying data that a data source or virtual connection connects to often requires

authentication. If authentication is required, the publisher or owner can configure how the

database credentials are obtained.

For data sources

The authentication configuration options for data sources are: Prompt user or Embedded
password.

If the data source is set to prompt users, database credentials are not stored with the con-

nection. Thismeans, a user who opens the data source (or workbook that uses the data

source) must enter his or her own database credentials to access the data. If a data source

is set up with the password embedded, database credentials ares saved with the con-

nection and used by anyone who accesses the data source (or workbook that uses the data

source). For more information, see Set Credentials for Accessing Your Published Data.
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For virtual connections

Database credentials are stored with a virtual connection's connection and used by anyone

who accesses the virtual connection.

Content management

In most cases, the site admin owns andmanages the Bridge clients. Content ownersman-

age the data sources or virtual connections themselves for tasks that range from publishing

to updating database credentials and refresh schedules.

Note:Regarding data sources, Bridge can only keep data fresh for published data sources,
i.e., data sources published separately fromworkbooks. Bridge can't keep data fresh in

embedded data sources, i.e., in data sources that are embedded in a published workbook.

Management models

Although there are no constraints on how to set up andmanage Bridge in your organization,

your Bridge deployment will likely fall into one of two commonmanagement models. The

management model you use, as the site admin, depends on the type of schedules that your

Bridge deployment needs to support.

Note: Centralizedmanagement is the recommendedmanagement model. For cus-
tomers using themixedmanagement model, Tableau recommends that you upgrade to

the centralizedmanagement model to leverageOnline Schedules and pooling func-

tionality.

Centralized management

A centralizedmanagement model supports pooling of clients and is optimized for keeping

data, in multiple private networks, fresh. Because of pooling, live queries and refresh jobs

happen in parallel across available clients.

For example, if you have 20 refreshes and have five clients that are running and available,

you can expect each client to be allocated to run four refresh jobs each.
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Using this model means:

l As the site admin, you can set up and take down Bridge clients as needed.

l For content owners, thismeans they can 1) have uninterrupted publishing workflows

that detect whether Bridge is needed, 2) edit or update database credentials from

Tableau Cloud directly, and 3) schedule refreshes from Tableau Cloud directly.

Mixed management

Amixedmanagement model is an option if Bridge facilitates connectivity for data sources

that use Bridge (legacy) schedules. With thismodel, in addition to the benefits of the cent-

ralizedmanagement model, “named” or designated clientsmust bemanaged separately.

With thismodel, the owner of the data source and the user authenticated into andmanaging

the client must be the same. Therefore, the owner of the client can be one of two types of

users: data source owner or site admin.

l Data source owner: The data source owner should be the client owner if you want
him or her to perform data sourcemanagement tasks on his or her own. Data source

management tasks include updating refresh schedules and updating database cre-

dentials that are saved with the client.

l Site admin owner: Youmust be the client owner if you want to retain all client man-
agement responsibilities. Thismeans, youmust assign ownership of the data source

to yourself, effectivelymaking you the new data source owner. You are then respons-

ible for all data sourcemanagement tasks associated with owning data sources.

Note: Bridge (legacy) schedules do not support refreshes for virtual connections.

Using this model means:

l When scheduling refreshes, data sources need to be assigned to a specific client.

When scheduling a refresh, the client is only visible to the data source owner if he or

she is signed into the client itself under the same Tableau Cloud account.

l If the data source owner maintains ownership of his or her data sources, he or she
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must own themanagement of the client that refreshes those data sources.

l If you, as the site admin, want to maintain ownership of the client, youmust also own

the data sources that are assigned to the specified client.

l Only one refresh can happen at a time for data sources. If you need refreshes to hap-
pen at the same time, consider designating additional “named” clients to support
higher throughput.

Pooling capacity

By default, data freshness tasks, live queries and data sources or virtual connections that

use extract connections refreshed with Online schedules, are distributed and load balanced

across available clients in a pool.

Data Freshness Task Pooling
Support

Concurrency Capacity

Live query Yes 16 live queries per client

Extract connection - Online refresh (formerly
called Recommended) schedule

Yes 10 refreshes per client
(can be configured)

Extract connection - Bridge (legacy) schedule No  1 refresh per client

Scheduling capacity

Because Bridge clients can easily be connected and disconnected, you can leverage scripts

to schedule Bridge capacity (i.e., the number of running client machines) in advance of anti-

cipated data freshnessworkloads.

For example, if your Bridge clients run on virtual machines on AWS, the following AWS

resources can help you get started with scheduling: 

l AWS Instance Scheduler
l How do I stop and start my instances using the AWS Instance Scheduler?
l How do I stop and start Amazon EC2 instances at regular intervals using Lambda?
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Timeout limits

Live queries have a timeout limit of 15minutes. This limit is not configurable. Refreshes

have a default timeout limit of 24 hours and is configurable by client. For more information,

see Configure a timeout limit for refreshes.

Bridge exceptions

There are some exceptions that you and your users should be aware of when using Bridge.

The following list summarizes some of those exceptions.

l For specific connectivity exceptions, see Unsupported connectivity.

l For client management model exception, seeMixedmanagement.

Deploy Bridge

The steps to install and set up Bridge are simple. However, there are a few additional things

youmust do before you proceed with your deployment.

New Bridge deployment

Centralized management

To deploy Bridge using the centralizedmanagement model, do the following:

1. For eachmachine, log on using your Windows services account, and install the latest

client.

2. After installation, sign in to the client using your Tableau Cloud site admin credentials

to ensure that the client is running under Servicemode (on by default).

3. Open a browser, sign in to Tableau Cloud using your site admin credentials and go to

the Bridge settings page to ensure:

a. Installed clients are properly linked to the site.

b. Clients are part of the client pool (on by default for clients running Bridge
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2020.2 and later).

4. Monitor the Bridge live queries usingBridge Connected Data Sources admin view,
and refresh jobs from the Jobs page on Tableau Cloud.

Mixed management

To deploy Bridge using themixedmanagement model, do the following:

1. For each machine, log on using your Windows services account, and install the latest
client.

2. After installation, sign in to the client using your Tableau Cloud site admin credentials

to ensure that the client is running under Servicemode (on by default).

3. Open a browser, sign in to Tableau Cloud using your site admin credentials and go to

the Bridge settings page to ensure:

a. Installed clients are properly registered to the site.

b. Clients are part of the client pool (on by default for clients running Bridge 2020.2

and later).

4. To support data sources that use Bridge (legacy) schedules, do one of the following:

l If the publisher will own and manage their own data sources, ensure that the
data source owner installs the latest client on their machine before any data
source publishing takes place.

l If you will own andmanage both the data sources and clients associated with

those data sources:

i. Set up another machine and client to designate for refreshing data

sources.

ii. Sign in to that client using your Tableau Cloud site admin credentials.

iii. Open a browser, sign into Tableau Cloud using your site admin
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credentials and go to the Bridge settings page to ensure:

i. Installed clients are properly recognized and registered to the site.

ii. Clients are not part of the pool.

iv. Change ownership of the published data sources that need to be

refreshed with your Bridge client to yourself.

v. After you change ownership of the data sources, change the client asso-

ciated with the refresh.

vi. Log on to themachine running the client and open the client.

vii. For each new data source assigned to your client, enter the database

credentials that the client needs to connect and refresh the data source.

5. Monitor the Bridge live queries using Traffic to Bridge Connected Data Sources
admin view, and refresh jobs from the Jobs page on Tableau Cloud.

Next steps

After you have Bridge set up and running in your organization, your users can start con-

necting to private network data, publishing data sources or virtual connections to Tableau

Cloud, and keep data fresh.

Existing Bridge deployment

Deploying Bridge 2021.4 (or later)

Aswith previous releases, the enterprise improvements in this release are designed to com-

plement your existing Bridge deployment. Aswith other deployments, we recommend the

following steps below.

Step 1: Add new 2021.4 (or later) clients first

The latest updates to Bridge includemore flexibility and control over Bridge pools, Online

schedules support for file-based data sources, and private network data freshness support
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for virtual connections. For more information about these changes, see the following in the

What’s New in Tableau Cloud:

l What’s New in Tableau Cloud

Special notes about the latest release:

l Support for Online schedules for file-based data sources is available with Bridge

2021.4.3.

l Sites with pooling configured before Tableau 2021.4 have clients assigned to the

Default Pool by default. The default pool's domain can’t be configured to access a
specific private network. To reduce the scope of access of this pool and to enable

more advanced scheduling capabilities, we recommend you create new pools and

map them to specific domains. For more information, see Step 2: Configure a pool.

l Because Bridge pools aremapped to and refresh data from specific domains, we

strongly recommend that extract data sources that contain connections tomultiple

domains be updated in one of the following ways:

l Consolidate underlying data locations so that the connections are in the same
domain

l Change the connection type of each connection to use liver query
l Convert each connection to a data source

l When using 1) Tableau Desktop on aMac, 2) publishing a file-based data source from

aWindows network file share, and then 3) configuring anOnline schedule, the

refresheswill fail. If this file-based data source is business critical resource for your

organization, consider configuring a Bridge (legacy) schedule instead. For more

information, see Set up a Bridge (legacy) schedule.

l Existing data sources, including all file-based data sources, that are already con-

figured with Bridge (legacy) schedules and associated with specific clients will con-

tinue to run as expected. Important: Support for Bridge (legacy) scheduleswill be
removed in a future release. To ensure a smooth transition, we recommend you use

Online refresh schedules.
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l New live queries and extract data sources that use the Online schedules will default to
using 2021.4 (or later) clients and new capabilities.

Step 2: Create new pools, map domains to a pool, and assign version 2021.4 clients to pools

Follow the procedures described in Step 2: Configure a pool, Step 3: Specify a domain for a

pool, and Step 4: Add clients to a pool.

Step 3: Request data source owners to convert Bridge (legacy) schedules

After Bridge 2021.4 (or later) clients have been added to and running successfully in your

network, ask data source owners to convert their Bridge (legacy) schedules to useOnline

schedules. For more information, seeMigrate fromBridge (legacy) to Online schedules.

Important:We recommend that data source owners begin the process by converting

refresh schedules for extract data sources that are least critical to daily business. This is

because converting Bridge (legacy) to Online scheduleswill immediately delete the existing

refresh schedules.

Step 4: Upgrade existing clients to Bridge 2021.4

Upgrade all existing clients to Bridge 2021.4 (or later). For more information, see Upgrade

Bridge.

Step 5: Add existing clients to a pool

After upgrade, ensure upgraded clients are running as aWindow service and then add

those clients to the pool. For more information, see Step 4: Add clients to a pool.

(Archived) Deploying Bridge 2020.2-2021.3

The latest updates to Bridge include enterprise-specific improvements to provide better

redundancy in refresh scenarios and help reduce the need for site admins tomanage data

sources. For more information about the changes, seeWhat’s New in Tableau Cloud.
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Step 1: Add new 2020.2-2021.3 clients first

The latest enterprise improvements have been designed to complement your existing Bridge

deployment. Therefore, Tableau recommends that before you upgrade your existing clients,

first add new 2020.2-2021.3 clients to your environment. For more information, seeWhat’s

New in Tableau Cloud.

Notes:

l New extract data sources that use theOnline scheduleswill default to using 2020.2-

2021.3 clients and new capabilities.

l Existing data sources that are already configured on a schedule (Bridge (legacy)) and

associated with specific clients will continue to run as expected.

l New clients can refresh 10 data sources in parallel by default but can be configured to

refresh up to 100 in the TabBridgeClientConfiguration.txt file. For more information,

see Change the Bridge Client Settings.

l We recommend that nomore than 10 clients run under the sameWindows services

account.

Step 2: Request data source owners to convert refresh schedules

After 2020.2-2021.3 clients have been added to and running successfully in your network,

ask data source owners to convert their current refresh schedules (Bridge (legacy)) to use

Online schedules. This applies to data sources that connect to relational data only. For more

information, seeMigrate fromBridge (legacy) to Online schedules.

Important:

l We recommend that data source owners begin the process by converting refresh

schedules for extract data sources that are least critical to daily business. This is

because converting existing refresh schedules (Bridge (legacy) to Online schedules

will immediately delete the existing refresh schedules.

l Schedules for extract data sources that connect to file data cannot be converted to use
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integrated refresh schedules. Instead those data sourceswill continue to use the

(Bridge (legacy)) schedule and the client that it’s linked to.

Step 3: Upgrade existing clients to Bridge 2020.2-2021.3

Upgrade all existing clients to Bridge 2020.2-2021.3. For more information, see Install

Bridge.

Step 4: Add existing clients to a pool

After upgrade, ensure upgraded clients are running as aWindow service and then add

those clients to the pool. For more information, see Configure the Bridge Client Pool.

Connectivity with Bridge

When data sources or virtual connections connect to private network data that Tableau

Cloud can't reach directly, Tableau Bridge is used to facilitate connectivity.

Supported connectivity

Bridge supports the connectivity scenarios described below.

Supported connectors

Bridge supports a combination of connectors that Tableau Desktop and Tableau Cloud sup-

ports, unless listed under Unsupported connectors below.

Supported connection types

Bridge supports both connections types, extract and live.

l Extract connection: When data sources or virtual connections use extracts, to con-

nect to private network data, Bridge can be used to perform scheduled refreshes of

those extracts. Refreshes can be scheduled, in most cases, by the content owner as

part of the publishing process. For additional requirements to support extracts, see

Additional requirements for extract connections.
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l Live connection: Bridge supports data sources or virtual connectionswith live con-
nections to private network data using a feature called live queries. If the content

owner publishes a data source or virtual connection that uses a live connection to data

that Tableau Cloud detects that it can't reach directly, live queries are automatically

used to keep the content fresh. For additional requirements to support live queries,

see Additional requirements for live connections.

Supported data types

The type of data that Bridge can support falls into one of the following categories:

l Relational data

l File data, including Excel, text, and statistical (.sas7bdat) files.

l Private cloud data, including Amazon Redshift, Teradata, and Snowflake. For more
information, see Use Bridge for Private Cloud Data.

l Some ODBC data

l Some web data connector (WDC) data if the data can be accessed by entering a
standard user name and password.

l Data used in a multi-connection data source (i.e., data sources that contain a
cross-database join), when all connectors are supported by Bridge. For more inform-

ation, see Refreshing Cross-Database Joined Data Sources on Tableau Bridge in the

Tableau Knowledge Base.

Limited connector support

Similar to Tableau, Bridge provides limited support for data sources that use the connector

plugins, WebData Connector, or a JDBC or ODBC driver to connect to data. For more

information about the support provided, see the following topics in the Tableau Help:

l WebData Connectors
l Other Databases (JDBC)
l Other Databases (ODBC)
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If a Tableau Datasource Customization (TDC) file is used to customize your generic JDBC

or ODBC connections, you can use the steps described in Use .tdc files for generic JDBC or

ODBC connections to ensure those customizations are used by Bridge aswell.

About SAP HANA

If you want to connect to SAP HANA using live connections, parameters and variablesmust

be disabled. Live connections to SAP HANA calculation views do not succeed with Bridge if

parameters and variables are used.

Unsupported connectivity

There are a few connectivity scenarios that Bridge does not support.

Unsupported connectors

l Microsoft Analysis Services
l Microsoft PowerPivot
l Oracle Essbase
l SAPNetWeaver BusinessWarehouse
l Connectors (.taco) built with the Tableau Connector SDK and connectors available
through Tableau Exchange

Unsupported connection types

l Live connections to file-based data
l Live connections to Google Cloud SQL, OData, Progress OpenEdge, and Tableau
extracts

l All connections to cube-based data
l Snowflake when used with virtual connections

Using Bridge for OAuth enabled private cloud-based data sources

Tableau Bridge supportsOAuth when connecting to private data that usesOAuth and pub-

lic data that usesOAuth when it’s joined to private data. Bridge currently supports these con-

nectors when using OAuth: Snowflake, Google BigQuery, Google Drive, Salesforce, and

OneDrive. For most data sources, live connections and extracted data are supported.
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Connecting to cloud data that Tableau Cloud can reach directly

For cloud data, setting up refresh schedules directly with Tableau Cloud is almost always a

better choice. For a list of connectors supported by Tableau Cloud, see Allow Direct Con-

nections to Data Hosted on a Cloud Platform.

Refreshing extracts of other cloud data

For some cloud data, you can sign in by providing a standard user name and password. For

example, youmight be able to connect to aMySQL database hosted on a cloud platform. In a

scenario like this, you can set up a refresh schedule for extracts that connect to this type of

data directly with Tableau Cloud. For more information, see Schedule Refreshes on Tableau

Cloud.

Update Bridge Connection Information

This topic describes how a data source owner can update the connection information for a

data source that connects to private network data.

Note: For information about connection information for virtual connections, see Create a Vir-
tual Connection.

Embed or update database credentials

For live queries and scheduled refreshes to run as expected, data sources that require user

authenticationmust have the database credentials embedded with the data source.

You can embed database credentials for your data source in one of two ways: 1) during pub-

lish time from Tableau Desktop or 2) after publishing from the data source's Connection tab

in Tableau Cloud. The procedure below describes how to embed database credentials on

Tableau Cloud. For more information about embedding database credentials in Tableau

Desktop, see Set Credentials for Accessing Your Published Data.

1. Sign in to Tableau Cloud and navigate to your data source.

2. From the data source page, click theConnections tab.
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3. Select the check box next to the connection, click the Actionsmenu, and selectEdit
Connection.

4. In the Edit Connection dialog box, enter the database credentials required for access-

ing the data, and clickSave.

Embed or update database credentials for Bridge (legacy)

If you useBridge (legacy) schedules to refresh your data sources, youmust embed the
database credentials in the connection information in the Bridge client. This taskmust be

done even if you embedded the database credentials at publishing time on Tableau

Desktop.

1. Open theWindows system tray and click the Bridge icon to open the client.

2. Point to the data source, and then click theEdit icon ( ) that appears.

3. In the dialog box, enter the database credentials required for accessing the data, and

then clickSave.

Change the file path for a data source

IfBridge (legacy) schedule is used to refresh, saved with the data source is the location of
the file. In some cases, youmight need to update the file location that the client references

under the following circumstances:
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l Source file location has changed

l Data source was published from a mapped drive: If a client used to perform
refresh is running in Servicemode and the data source was published from amapped

drive, the file path referenced by the client must be updated to use the full UNC path.

TheWindows services account that the client is running under must also have access

to the UNC path location of the file. We strongly recommend clients running in Applic-

ationmode also reference the UNC path for its file-based data sources.

When one of the above conditions ismet, you can use the procedure below to change the file

path for the data source.

1. Open theWindows system tray and click the Bridge icon to open the client.

2. Point to the data source, and then click theEdit icon ( ) that appears.

3. In the dialog box, enter the path location information and then clickSave.

Use .tdc files for generic JDBC or ODBC connections

You can use the steps described below to ensure customizations for generic JDBC or

ODBC connections enabled through a Tableau Datasource Customization (TDC) file are

also used by Bridge.

Step 1: Customize the generic JDBC or ODBC connection
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If you aren’t already familiar with the type of customizations you canmake to your JDBC

andODBC connections and how to create a TDC file, see Customize and Tune a Con-

nection in the Tableau Help.

Step 2: Save the TDC file in the My Tableau Bridge Repository

In order for Bridge to use the customizations specified for generic ODBC or JDBC con-

nections, youmust save the TDC file in the location specified by the procedure below. To

refresh JDBC or ODBC connections through Bridge pools, this stepmust be performed for

all clients in the pool.

1. On themachine where the client is installed, go to theDatasources folder in theMy
Tableau Bridge Repository.

The default location of the folder is C:\Users\jsmith\Documents\My Tableau Bridge

Repository\Datasources.

2. Place the TDC (.tdc) file into theDatasources folder.

3. Exit and restart the client for the changes to take effect. The way you restart the client

depends on whether the client is running in Application or Servicemode.

l For Application mode - from the client menu, select Exit.
l For Service mode - from the Mode drop-down menu, selectApplication; then
from the client menu, select Exit.

4. Repeat steps 1-3 for all clients in the pool.

Notes:

l After you save the TDC file to the required location, customizations are applied to all
generic JDBC or ODBC connections to the same underlying data.

l To validate the TDC file is being used, you can review the client log files (for example,

C:\Users\jsmith\Documents\My Tableau Bridge Repository\Logs) for either of the fol-

lowing log entries:
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l Found matching TDC

l Applying customization for genericjdbc or Applying cus-

tomization for genericodbc

Change the connection type

A data source can use one of two connection types: live or extract. The connection type

determines the frequency at which the content can be updated to reflect the changes in the

underlying data. Depending on the data that is being connected to, some data sources can

have live or extract connections but other data sources can only have extract connections.

For more information, see Connectivity with Bridge.

If you want to change the connection type of a data source, youmust re-publish it from

Tableau Desktop, and select the connection preference there. The publishing processwill

offer you the option to use live or extract depending on the private network data that the data

source is connected to. If you switched from a live connection to extract, the workflow leads

you through setting up a refresh schedule for your data source.

Repair connections

Occasionally something causes one or more of the connections to stop functioning normally.

When this happens, an alert appears in the client, and it usually provides information that can

direct you toward the cause of the problem. However, if the alert can't provide any

troubleshooting information and your client is running inServicemode, you can use the
Repair option to try to reset the connections.

1. Open theWindows system tray and right-click the Bridge icon.

2. From the drop-downmenu, selectRepair. This option stops and restarts the service,
which can be enough to resolve the issue.

Bridge Security

Tableau Bridge applies the following security designs:
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l All communication is initiated from behind the private network firewall and therefore
does not require you to manage additional exceptions.

l Data in transit, to and from Bridge, is encrypted.
l Database credentials are stored on the computer using Windows credentials man-
ager if the data source or virtual connection is set up to use Bridge (legacy) sched-
ules. For Online schedules, the credentials are passed on to the client that is selected
to perform the refresh.

You can findmore details about Bridge security in the sections below.

Transmission security

Data, to and from the Bridge client, is transmitted by a TLS 1.2 connection.

Note: Tableau Bridge uses port 443 tomake outbound internet requests to Tableau
Cloud and port 80 for certificate validation.

Authentication

There are two primary authentication points for Bridge: Tableau Cloud and private network

data.

Tableau Cloud

To connect to Tableau Cloud, a users Tableau Cloud credentials are entered through the

Bridge client.

After 1) the credentials are entered, 2) an authorization token is returned by Tableau Cloud.

The 3) token is stored on the computer where the client is running using the credentialsman-

ager of theWindows operating system. Bridge uses the token to perform various tasks such

as downloading the refresh schedule information for an extract.
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Private network data

To access private network data, some data sources or virtual connections require authen-

tication using database credentials. Depending on the connection type of the content, the cli-

ent handles database credentials in one of the following ways:

l For live connections and extract connections that use Online schedules, data-
base credentials are sent at the time of the request and use a TLS 1.2 connection.

l For extract connections that use Bridge (legacy) schedules, if the data source
requires database credentials, these credentialsmust be entered in the client directly.

The database credentials are stored on the computer using the credentialsmanager

of theWindows operating system. The client sends the database credentials to the

database, which is also behind the private network firewall, at the scheduled refresh

time.

The client supports domain-based security (Active Directory) and user name/password cre-

dentials to access private network data.

Changes to private network firewall

The Bridge client requires no changes to the private network firewall. The client achieves this

bymaking only outbound connections to Tableau Cloud. To allow outbound connections, the

client uses the following protocols depending on the connection type used by the content:
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l For live connections and extract connections that use Online schedules,
secureWebSockets (wss://).

l For extract connections that use Bridge (legacy) schedules, HTTP Secure

(https://).

Access to private network data

Connections to private network data are initiated by the Bridge client on behalf of Tableau

Cloud. The process bywhich the connection is initiated depends on the content type and

connection type.

l For data sources with live connections or virtual connections, the client 1)
establishes a persistent connection to a Tableau Bridge service, which is the part of

the client that resides on Tableau Cloud, using secureWebSockets (wss://). The cli-

ent then waits for a response from Tableau Cloud before 2) initiating a live query to

the private network data. The client 3) passes the query to the private network data,

then 4) returns the private network data using 5) the same persistent connection.

l For data sources with extract connections that use Online schedules, the cli-
ent 1) establishes a persistent connection to a Tableau Bridge service, which is the

part of the client that resides on Tableau Cloud, using secureWebSockets (wss://).

The client then waits for a request from Tableau Cloud for new refresh schedules.

When the client receives the requests, 2) the client contacts Tableau Cloud using a

secure connection (https://) for the data source (.tds) files. 3/4) Then the client con-

nects to the private network data using the embedded credentials that are included in
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the job request. The client 5) creates an extract of the data and then 6) republishes the

extract to Tableau Cloud using the Tableau Bridge service. Steps 2-6 can be occur-

ring in parallel to allow multiple refresh requests to happen.

l For data sources with extract connections that use Bridge (legacy)
schedules, the client 1) contacts Tableau Cloud using a secure connection (https://)
for new refresh schedules and data source (.tds) files. If 2) this information is available,

at the scheduled time, 3/4) the client connects to the private network data using the

stored credentials. The client 5) creates an extract of the data and then 6) republishes

the extract to Tableau Cloud using a Tableau Bridge service. The Tableau Bridge ser-

vice is a part of the client that resides on Tableau Cloud.
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Additional security considerations

Optional forward proxy filtering

To ensure that your data is transmitted to Tableau Cloud only, you can implement domain-

based filtering on outbound connections (forward proxy filtering) from the Bridge client.

The following list contains the partially qualified domain names that Bridge uses for out-

bound connections:

l *.online.tableau.com
l *.compute-1.amazonaws.com, Amazon VPC's public DNS hostname, which takes
the form ec2-<public-ipv4-address>.compute-1.amazonaws.com, for the us-east-1
region

l *.compute.amazonaws.com, Amazon VPC's public DNS hostname, which takes
the form ec2-<public-ipv4-address>.compute.amazonaws.com, for all other regions
(outside of us-east-1)

l (Optional) *.salesforce.com, if multi-factor authentication (MFA) with Tableau
authentication (Tableau with MFA) is enabled for your site and your environment is
using proxies that prevent clients from accessing other necessary services

l (Optional) crash-artifacts-747369.s3.amazonaws.com, used for receiving crash
dump reports

l (Optional) s3-us-west-2-w.amazonaws.com, used for receiving crash dump
reports

l (Optional) s3-w-a.us-west-2.amazonaws.com, used for receiving crash dump
reports

l (Optional) bam.nr-data.net, used for New Relic's web analytic platforms
l (Optional) js-agent.newrelic.com, sends performance data to New Relic

Refresh Published Extracts from Tableau
Desktop
You can send updates to published extracts from Tableau Desktop. This option is best for

refreshing extracts of data youmaintain on your local network.
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1. In Tableau Desktop, connect to the data source that is published to Tableau Cloud or

open a workbook that connects to it.

To connect to the server, use the addresshttps://online.tableau.com.

In the Data pane, a data source published to a Tableau server shows a Tableau icon

next to its name.

2. SelectData > Tableau Data Server, and then choose one of the following options:

l Refresh from Source

Refreshes the extract (full or incremental) using the data in the original data

source.

This command is available only for extracts that include a connection to the ori-

ginal data source. If you connected directly to a extract file and then published it,

the connection to the original data source is not included.

l Append Data from Data Source

Updates the extract from another data source in the workbook.

l Append Data from File

Updates the extract from the contents of a file if the original data source type of

the extract is the same file-based data source or extract file.

Tableau Software 823

Tableau Cloud Help



Note: If you do not see the Tableau Data Server option, your data sourcemay not be
published to Tableau Cloud (in which case it will not show the icon above). If you see

the Tableau Data Server option, but refresh commands are unavailable, the data

source exists on the server, but it is not an extract. For example, it is a live connection to

data hosted on the internet.

See also

Topics in the Extracting Data section in the Tableau Help.

Automate Extract Refresh Tasks from the
Command Line
You can automate extract refresh tasks using the Tableau Data Extract Command-Line Util-

ity. This is a command-line utility that comeswith Tableau Desktop, through which you can

refresh published extract data sources or append data to them from a file.

Requirements for using the Tableau Data Extract Command-Line Utility include the fol-

lowing:

l It is available with Tableau Desktop onWindows and can run only on aWindows sys-

tem.

l It is not available with the trial version of Tableau Desktop.

l You can use it for extract data sources that don't use OAuth.

l You can use it to refresh single-connection data sources only. It does not work for

multi-connection data sources.
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Deprecated October 2022: This utility isn't available in later releases due to themulti-
factor authentication requirement in Tableau Cloud. To refresh data sources or virtual

connections data that Tableau Cloud can't reach directly, use Tableau Bridge instead.

For more information, see Set Up a Bridge Refresh Schedule.

To initiate refresh jobs using a script, use tabcmd refreshextracts or REST API Run

Extract Refresh Task.

Run the utility

1. Open the Command Prompt as an administrator and change to the Tableau Desktop

bin directory. For example:

cd C:\Program Files\Tableau\Tableau Current\bin

2. Use either of the following commands, adding parameters described in the tables

below.

l tableau refreshextract

l tableau addfiletoextract

Note: When using the utility, always specify tableau on the command line or in

scripts, never tableau.exe.

Note: To troubleshoot, check the logs in the tableaucom.txt file in the \My Tableau
Repository\Logs folder.

Note: In amultiple-site environment, specify the site to which the command applies.
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Syntax and parameters for the tableau refreshextract com-
mand

Use tableau refreshextract to refresh an extract on Tableau Server or Tableau

Cloud. Refreshing an extract updates an existing extract with anymodifications that have

beenmade to the data source since the last refresh.

To see help for this command, at theWindows command prompt, type the following com-

mand:

tableau help refreshextract

Using parameters

l All options have a full form that you use with a double hyphen (for example, --

server).

l Some options also have a short form that you use with a single hyphen (for example,

-s).

l If the value for an option contains spaces, enclose it in quotationmarks.

l The source being refreshedmust be the original data source, not an extract

(.hyper).

tableau refreshextract command options

Short Form Full Form Description

--source-

username

<user name>

A valid user name for the data source connection.

Use this option with --source-password, or

use

--original-file instead of the user name and
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password options.

Note: Youmust provide the user name and
password when refreshing a published extract,

even if the data source was originally published

with embedded credentials.

--source-

password

"<password>"

The password for the data source user.

--original-

file <path

and file

name>

or

--original-

file <path

and folder

name>

Path and file name for the data source to be

refreshed on the server. For example: --ori-
ginal-file c:\folder\file.csv

To refresh amulti-file data source, pass the path to

a folder that contains the data files. For example: -

-original-file c:\folder.

If the file is on a network share, use the UNC format

for the path: \\server\path\filename.csv

--force-

full-refresh
If the data source is set up for incremental

refreshes, use this option to force a full extract

refresh. If this option is not included, an incremental

refresh is performed. Not all data sources support

incremental refresh.

-s

<server

http

address>

--server

<URL>
TheURL for the Tableau server on which the data

is published.

For Tableau Cloud, specify https://on-
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line.tableau.com.

-t <site

id>

--site

<siteid>
In amultiple-site environment, specifies the site to

which the command applies. For Tableau Cloud,

use this argument if your user name is associated

with more than one site. For Tableau Server, if you

do not specify a site, the default site is assumed.

The site id is independent of the site name, and it is

indicated in the URLwhen you view the site in a

browser. For example, if the URL for the page you

see after signing in to Tableau Cloud is

https://on-

line.tableau.com/t/vernazza/views

the site id is vernazza.

--datasource

<datasource>
The name of the data source, as published to

Tableau Server or Tableau Cloud.

--project

<pro-

jectname>

The project to which the data source belongs. If this

option is not included, the default project is

assumed.

If the project you want to specify is a child project

nested within a project hierarchy, youmust use this

parameter along with the --parent-project-

path parameter.

--parent-pro-

ject-path

path/to/-

project

If a project to which the data source is published is

not at the top level of a project hierarchy, use this

parameter along with the --project parameter

to specify the path to a nested project.
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Use the forward slash character (/) to delimit pro-

ject levels in the hierarchy. Use the backward slash

(\), to escape instances of forward or backward

slash characters in project names.

For example, for a project named Sandbox, in pro-

ject Social, under top-level Marketing:

--project Sandbox --parent-project-

path Marketing/Social

-u <user

name>

--username

<username>
Valid Tableau Server or Tableau Cloud user.

-p "<pass-

word>"

--password

"<password>"
The password for the specified Tableau Server or

Tableau Cloud user.

--proxy-user-

name <user-

name>

The user name for a proxy server.

--proxy-pass-

word "<pass-

word>"

The password for a proxy server.

-c "<path

and file

name>"

--config-

file "<path

and file

name>"

Path and file name information for a file containing

configuration options for the command. Always

enclose the path in double quotationmarks. For

more information, see Using a config file below.

Sample tableau refreshextract command

The following command refreshes an extract namedCurrentYrOverYrStats that has been

published to Tableau Cloud. This command specifies the following:
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l Tableau Cloud user and password.
l Tableau Cloud site and project names.
l The data source, which in this case is hosted by a cloud-based data source provider 
(for example, Salesforce.com), and the username and password to sign in to the hos-
ted data source.

C:\Program Files\Tableau\Tableau Current\bin>tableau

refreshextract --server https://online.tableau.com --user-

name email@domain.com --password "OurServerPwd" --site ver-

nazza --project "New Animations" --datasource

"CurrentYrOverYrStats" --source-username database_user-

@hosted_datasource_provider.com --source-password "db_pass-

word"

To refresh an extract of file-based data source, provide the path to the original file from

which you created the extract. If the file is on a network share, use the UNC format instead

of amapped drive.

C:\Program Files\Tableau\Tableau Current\bin>tableau

refreshextract --server https://online.tableau.com --user-

name email@domain.com --password "OurServerPwd" --site ver-

nazza --project "New Animations" --datasource

"CurrentYrOverYrStats" --original-file "\\server-

\path\filename.csv"

Syntax for tableau addfiletoextract

Use tableau addfiletoextract to append file content to an extract that has been

published to Tableau Server or Tableau Cloud. This command combines the two files.
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If you want simply to update an existing extract with the latest changes, use the refreshex-

tract command instead. Using addfiletoextract to update an existing extract will

duplicate data instead.

To see help for this command, at theWindows command prompt, type the following com-

mand:

tableau help addfiletoextract

All options have a full form that you use with a double hyphen (for example, --server).

Some options also have a short form that you use with a single hyphen (for example, -s). If

the value for an option contains spaces, enclose it in quotationmarks.

tableau addfiletoextract command options

Short Form Full Form Description

--file <path

and file name>
Path and file name information for the data file

containing data to append. The file can be

fromExcel, Access, a Tableau data extract, or

a delimited text file. It cannot be password pro-

tected. Use UNC format if the file is on a net-

work share. For example,
\\server\path\filename.csv

-s <server

http

address>

--server <URL> TheURL for the Tableau server on which the

data is published.

For Tableau Cloud, specify https://on-

line.tableau.com.

-t <site id> --site <site

id>
In amultiple-site environment, specifies the

site to which the command applies. For

Tableau Cloud, youmust include this argu-
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ment if your user name is associated with

more than one site. For Tableau Server, if you

do not specify a site, the default site is

assumed.

--datasource

<datasource>
The name of the data source, as published to

Tableau Server or Tableau Cloud.

--project <pro-

jectname>
The project to which the data source belongs.

If this option is not included, the default project

is assumed.

If the project you want to specify is a child pro-

ject nested within a project hierarchy, you

must use this parameter along with the --

parent-project-path parameter.

--parent-pro-

ject-path

path/to/project

If a project to which the data source is pub-

lished is not at the top level of a project hier-

archy, use this parameter along with the --

project parameter to specify the path to a

nested project.

Use the forward slash character (/) to delimit

project levels in the hierarchy. Use the back-

ward slash (\), to escape instances of for-

ward or backward slash characters in project

names.

For example, for a project named Sandbox, in

project Social, under top-level Marketing:

--project Sandbox --parent-pro-

ject-path Marketing/Social
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-u <user-

name>

--username

<username>
Valid Tableau Server or Tableau Cloud user.

-p "<pass-

word>"

--password

"<password>"
The password for the specified Tableau

Server or Tableau Cloud user.

--proxy-user-

name <username>
The user name for a proxy server.

--proxy-pass-

word "<pass-

word>"

The password for a proxy server.

-c "<path

and file-

name>"

--config-file

"<path and file-

name>"

Path and file name information for a file con-

taining configuration options for the com-

mand. Always enclose the path in double

quotationmarks. For more information, see

Using a config file below.

Sample tableau addfiletoextract command

C:\Program Files\Tableau\Tableau Current\bin>tableau add-

filetoextract --server https://online.tableau.com --user-

name email@domain.com --password "OurServerPwd" --site

vernazza --project "New Animations" --datasource "Cur-

rentYrOverYrStats" --file "C:\User-

s\user2\Documents\DataUploadFiles\AprMay.csv"

Using a config file

You can use a plain text editor, such asNotepad or Text Edit, to create a config

(configuration) file that you can use with tableau refreshextract or tableau add-

filetoextract. A config file can be useful if you expect to update the same data source

regularly over time. Instead of having to type the same options each time you run a

Tableau Software 833

Tableau Cloud Help



command, you specify the config file. A config file also has the advantage of not exposing

user names and passwords on the command line.

Create the config file

For example, say you created a file called config.txt and saved it to your Documents folder.

And in the file, you included the parameter information shown below.

For an extract from a hosted data source, published to Tableau Cloud, where server is
https://online.tableau.com:

server=https://online.tableau.com

site=vernazza

username=email@domain.com

password=OurPassword

project=New Animations

datasource=CurrentYrOverYrStats

source-username=database_user@hosted_datasource_pro-

vider.com

source-password=db_password

Reference the Config File from the Command Line

After you create the config file, you run the tableau refreshextract or tableau

addfiletoextract command, pointing to the config file as the only option you use on

the command line, and enclosing the config file’s path in double quotationmarks. The syn-

tax is as follows:

tableau refreshextract --config-file "<path>"

For example, to refresh the extract specified in the sample in the Create the config file sec-

tion, you would run the following command (making sure that you are working in the bin dir-

ectory for your version of Tableau Desktop):
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C:\Program Files\Tableau\Tableau Current\bin>tableau

refreshextract --config-file "C:\User-

s\user1\Documents\config.txt"

Syntax Differences for Config Files

The syntax for specifying options inside a config file differs from the syntax you use on the

command line in the following ways:

l Option names do not begin with dashes or hyphens.
l You use an equals sign (with no spaces) to separate option names from option values.
l Quotation marks are not necessary (or allowed) around values, even when they
include spaces (as for the project option in the example shown earlier).

Use Windows Task Scheduler to Refresh Extracts

You can useWindows Task Scheduler, in combination with the Tableau Data Extract Com-

mand-Line Utility, to automate regular updates to Tableau Cloud data sources fromwithin

your corporate firewall. You can configure a task to occur once per day, week, or month, or

after a specific system event. For example, run the taskwhen the computer starts.

To learnmore, see the Task Scheduler How To... page in theMicrosoft TechNet library.

Set Up for Data-Driven Alerts
When data reaches important thresholds for your business, data-driven alerts automatically

send email notifications to key people users specify. As a Tableau Cloud administrator, you

set up data-driven alertsmuch like you do subscriptions. For information about how users

create andmanage these alerts, see Send Data-Driven Alerts in Tableau User Help.
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Manage all data-driven alerts in a site

1. At the top the browser window, clickTasks, and then clickAlerts.

2. Select any alerts you want to update.

3. From theActionsmenu, do any of the following:

l Add or remove yourself as a recipient.

l Edit alerts to change data thresholds, delivery schedules, and the full list of

recipients.

l Change alert ownership to different users, or delete alerts.

Disable data-driven alerts for a site

Data-driven alerts are supported for all sites by default, but administrators can disable them

for specific ones.

1. While viewing a site, clickSettings on the left side navigation pane.

2. Under Data-Driven Alerts, uncheckLet users create alerts and receive alert
emails.

3. ClickSave.

Suspend data-driven alerts

Resume suspended alerts

If an alert fails enough times, you'll receive a notification email that your alert has been sus-

pended. There are a few ways that administrators or alert owners can resume a suspended

alert:
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l From the Tasks > Alerts area of Tableau web pages, an icon appears in the Last

checked column to indicate that the alert is suspended. Select ... > Resume Alert to
resume the alert.

l ClickResume Alert in the notification email to resume the alert. A notification will

either allow you to resume the alert, or indicate that the view has changed and the

alert should be deleted.

l From the Alerts panel of the affected view or workbook. To resume the alert from a

view or workbook, selectAlert to open the Alerts panel. An icon appears next to the
suspended alert. SelectActions > Resume Alert on the affected alert to resume.

Alert owners will receive an email notification when the alert is working again.

Identify and fix failing alerts

As an administrator, you can proactively identify failing alerts that usersmay be unaware of.

To check:

1. Select Status in your site menu

2. Select Background tasks for non-extracts

3. From the Task drop-downmenu, select Check if Data Alert is True

4. In the far right, click on Error to see a list of failing alerts

5. Hover over the red failure icon to display a tooltip with alert details

To determine the alert owner, look for the alert ID number in the data_alerts table of the

Tableau Cloud Repository. (In the alert management area of a site, you can also look for the

alert name following the number, but be aware that multiple different alertsmay use the

same name.)
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Note: Alert owners will be automatically notified when an alert fails ten times. Admin-
istrators can customize when alert owners receive notifications.

Failing alerts are often caused by content changes on Tableau Cloud. Encourage users to

recreate alerts if changes like the following occur:

l A workbook, view, or data field is removed or renamed.

l Database credentials embedded in workbooks expire. (Alerts require workbooks to

use either embedded credentials, or none at all.)

l A data source becomes inaccessible.
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Set Up for Metrics
Metrics are a type of Tableau content that tracks the value of an aggregatemeasure, such as

sum of sales. Becausemetrics refresh frequently and display their current value in an easy-

to-glance format, they are useful for monitoring data. To learnmore about how users work

with metrics, see Create and Troubleshoot Metrics.

Ensure that users can create metrics

Whenmetrics are enabled for a site, all users with a Creator or Explorer (can publish) site

role can createmetrics, if they have the correct permissions.

Metrics are created from existing views on a Tableau site. To ensure that users can create

metrics on a view, verify that:

l Users have the Create/Refresh Metrics permission capability for the workbook that the
view belongs to. For more information, see Permissions.

l The password for the data source is embedded, if it is required. For more information,
see Edit Connections on Tableau Cloud.

Disable metrics for a site

Metrics are enabled on all sites by default. You can disablemetrics on a per-site basis.

1. On the site where you want to disable metrics, from the navigation panel, click Set-
tings.

2. UnderMetrics Content Type, uncheck Enable metrics.
3. Click Save.

When you disable themetrics content type, metrics no longer appear on the site. The data

for any existingmetrics is retained, but thesemetrics will no longer refresh. If you re-enable

metrics, thesemetrics will reappear and resume refreshing.

You can also disablemetrics on a specific workbook by denying the Create/RefreshMetrics

permission capability. For more information, see Permissions.
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Manage metrics

Thoughmetrics are created from a view, they are not tied to the view like alerts or sub-

scriptions. Thismeans you canmanagemetrics similar to how youmanage workbooks, by

renaming, moving, tagging, deleting, or setting permissions on ametric.

Findmetrics tomanage either by navigating the project hierarchy or via the following paths.

l To see all metrics on a site: Navigate to the Explore section, then selectAll Metrics.
l To see metrics created from all the views in a workbook: Navigate to the workbook,
then select the Connected Metrics tab.

l To see metrics created from a single view: Open the view, then selectWatch >Met-
rics from the toolbar.

Address failing and suspended metric refreshes

Metric refreshesmay fail for one of the following reasons.

l The connected view was deleted or modified.
l Permissions changed for the connected view.
l The password for the data source is no longer embedded or is no longer valid.
l The metric owner doesn’t have the required site role to refresh the metric. A site role
of Creator or Explorer (can publish) is required.

l There was a temporary connectivity issue, which will resolve itself.

Note: If themetric refresh is suspended because the owner doesn’t have the required
site role for it to refresh, you won’t be able to resume the refresh unless you change the

owner.

For more information on whymetric refreshes fail and what users can do to fix them, see Fix

failing refreshes.

Encourage users to overwrite ametric if the connected view wasmodified in a way that

caused the refresh to fail, but the view is still available. Users can overwrite ametric by cre-

ating ametric with the same name in the same project as the existingmetric.
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Resume suspended refreshes

If the cause of the failure is fixed, for example by embedding the correct password for the

data source, you can resume themetric refresh.

1. Locate the affected metric. Metrics with suspended refreshes display the textRefresh
Suspended, instead of the time of last refresh, in grid and list view.

2. On the warning message, clickResume refresh.

Tableau attempts to perform the refresh. If this attempt succeeds, you’ll receive a con-

firmation, and the refresh will resume on schedule. If the attempt doesn’t succeed, the

refresh remains suspended. You or themetric owner can delete or overwrite themetric, or

keep it to reference historical data.

Monitor metric activity with administrative views

Use the administrative views for Tableau Cloud tomonitor metric activity.

Tomonitor metric refresh activity:

1. From the navigation panel, click Site Status.
2. Select the Background Tasks for Non Extracts dashboard.
3. Filter for the tasks Find Metrics to Update or Update All Metrics on a View. For

more information, see Background Tasks for Non Extracts.

Tomonitor moremetric events, create a custom view using Admin Insights. Connect to the

Admin InsightsTS Events data source and use theEvent Name dimension to see the fol-
lowing events: CreateMetric, DeleteMetric, MoveMetric From, MoveMetric To, and Update

Metric. For more information, see Use Admin Insights to Create CustomViews.

Troubleshoot Refresh Issues
When Tableau Cloud is unable to complete a scheduled refresh, an alert appears to indicate

that the refresh has failed. If a scheduled refresh fails five consecutive times, Tableau Cloud

suspends the refresh.When a refresh is suspended, Tableau Cloud does not try to run it

again until you take an action that attempts to correct the cause of the failure.
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To display an alert that describes the reason the refresh failed, select the notification icon (

) in the upper-right corner of the browser window.

Resolve errors and resume suspended refreshes

To help resolve refresh issues, you can take any of these actions, based on the cause indic-

ated in the alert:

l Errors related to access token validation or user credentials

To correct these issues, click theConnection Details link in the alert to go to the
Connection tab on the data source page for the data source whose scheduled
failed. On the Connections tab, select the check box next to the data connection, and

clickEdit Connection so you can update a user name or password, or select a dif-
ferent access token. After you update the connection information, Tableau Cloud

restarts the refresh schedule.

If you originally embedded the credentials or other data connection information when

you published the workbook or data source from Tableau Desktop, you can also

republish the workbook or data source. As part of the publishing process, you can

choose to set a new refresh schedule. Otherwise, Tableau Cloud restarts the existing

schedule.
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l Errors that indicate the database was unreachable

Confirm that the underlying database is online and that you can sign in to access its

data. You can use the Try again link in the alert to restart the refresh schedule.

l Errors related to Tableau Bridge

To troubleshoot errors related to Bridge, see Troubleshoot Issueswith Bridge.

Troubleshoot Subscriptions

"The view snapshot in this email could not be properly
rendered."

If you receive a subscription with this error message, there could be several reasons:

l Missing credentials: Some views are published with embedded credentials. You
may receive the above error if the embedded credentials are now out-of-date, or if the

view was republished without the embedded credentials.

l Database temporarily down: If the view has a live database connection and the

database was temporarily downwhen the subscription was being generated, you

might receive the above error.

Can't see images in email

For images of content to display in a subscription email, users subscribed to views, in addi-

tion toView permissions, must also haveDownload Image/PDF permissions. For more
information, see Permissions.

Can't subscribe

If you can see a view on Tableau Server and it has a subscription icon ( ) in the upper right

corner, you can subscribe to it.
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To subscribe to a view, the view you're subscribing tomust either have embedded cre-

dentials for its data source or not rely on credentials at all. Examples of the latter include a

workbook that connects to an extract that isn't being refreshed, or a workbookwhose data

is in a file that was included with the workbook at publish time. Embedding credentials is a

step that happens in Tableau Desktop (see the Tableau Help for details).

No subscription icon

It's possible to see a view but be unable to subscribe to it. This can happen :

l The view uses a live database connection: Views with live database connections,
where you’re prompted for your database credentials when you first click the view,
aren't available for subscription. A subscription includes a view (or workbook), data,
and a schedule. To deliver the data required for the view, Tableau Server either
needs embedded database credentials or data that doesn't require credentials.
Where live database connections are concerned, Tableau Server doesn't have the
credentials, only the individual users do. This is why you can only subscribe to views
that either don’t require credentials or have them embedded.

Missing PDF attachment

You can add a PDF attachment to your subscription if your administrator has it enabled. If

the PDF attachment ismissing from your subscription, it might be because the size of the

PDF exceeds the email size limit. In Tableau Cloud, each site has amaximumemail size of

2MB. For details, see Tableau Cloud Site Capacity.

Suspended Subscriptions

By default, a subscription is suspended after 5 consecutive subscription failures.

Resume suspended subscriptions

Subscription owners can resume subscriptions:
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l fromMySubscription tab in Content Settings

l from the Subscriptions tab per workbook

When a subscription is resumed, the alert failing count goes back to zero. The next eval-

uation of the subscription will occur at the next scheduled evaluation time.

Can't set subscription frequency to "When Data Refreshes"

You can set subscriptions to run when an extract refreshes if the workbook uses a con-

nection to a published extract. When creating or modifying a subscription, youmight not see

a Frequency option if the workbook uses:

l An extract refresh through Tableau Bridge
l More than one extract refresh
l A live data connection

Note: If a workbook's data source containsmultiple connectionswhere one connection
is to a published extract and the other connection requires Tableau Bridge, youmight be

able to set the subscription frequency toWhen Data Refreshes. If selected, the sub-
scription will run on the extract refresh, not the Tableau Bridge refresh.

Missing data quality warnings

Data quality warnings are included in subscription emails when:

l Tableau Server or Tableau Cloud is licensed with Data Management. For more inform-
ation, see About DataManagement.

l Tableau Catalog is enabled. For more information, see Enable Tableau Catalog.
l In site settings, the checkbox under Data Quality Warnings in Subscriptions is selec-
ted.

Manage Connection Information
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Edit Connections on Tableau Cloud

Administrators and data source owners canmanage a published data source's connection

information. The connection information describes the data source, its owner, and how to

access the data. You can embed database credentials in the connection to allow users to

access the data directly or to enable scheduled refreshes for extracts. Alternatively, you can

set the connection so that users are prompted to sign in. You can also change the server

name for cloud-based data.

The data source owner or a site administrator canmanage this information directly on the

site. For example, you can update tags or change the data source owner, without having to

republish the data source.

1. On the site that has the data source you want to modify, open the Explore page, then

filter to show All Data Sources.
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If there are a large number of data sources, use filters to narrow the list.

2. Select the check box next to the data source you want to update, and on theActions
menu, selectEdit Connection.

Note: To edit the connection type of extract refreshes for online schedules to use
Tableau Cloud instead of Bridge, see Change the connection type of a refresh to use

Tableau Cloud.

3. Update the connection information and clickSave.

For connections that support using saved credentials to refresh the data, see Refresh

Data Using Saved Credentials.

4. Refresh the Data Connections page (press F5 or Ctrl+R) for your changes to take

effect.
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OAuth Connections

An alternative to storing your sensitive database credentials with Tableau Cloud is to create

connections using theOAuth 2.0 standard. The following connectors support OAuth
authentication: 

l Anaplan
l Azure Data Lake Storage Gen2, Azure SQL, Azure Synapse
l Box
l Esri ArcGIS Server
l Databricks
l Dremio
l Dropbox
l Google Ads, Google Analytics, Google BigQuery, Google Sheets (deprecated in
March 2022)

l LinkedIn Sales Navigator
l Marketo
l OneDrive
l Oracle Eloqua
l QuickBooks Online
l Salesforce, Salesforce CDP
l ServiceNow ITSM
l Snowflake

FromTableau, when users sign in to data with a connector that usesOAuth, users are redir-

ected to the authentication provider’s sign-in page. After user provide their credentials and

authorize Tableau to access their data, the authentication provider sends Tableau an

access token that uniquely identifies Tableau and the users. This access token is used to
access data on users' behalf. For more information, seeOverview of the OAuth process

below.

Using OAuth-based connections provides the following benefits:

l Security: Your database credentials are never known to or stored in Tableau Cloud,
and the access token can be used only by Tableau on behalf of users.

l Convenience: Instead of having to embed your data source ID and password in
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multiple places, you can use the token provided for a particular data provider for all

published workbooks and data sources that access that data provider.

Note: For live connections to Google BigQuery data, each workbook viewer can
have a unique access token that identifies the user, rather than sharing a single

user name and password credential.

Overview of the OAuth process

The following steps describe a workflow in the Tableau environment that calls the OAuth pro-

cess.

1. A user takes an action that requires access to a cloud-based data source.

For example, you open a workbook that’s published to Tableau Cloud.

2. Tableau directs the user to the cloud data provider’s sign-in page. The information that

is sent to the data provider identifies Tableau as the requesting site.

3. When the user signs in to the data, the provider prompts the user to confirm their

authorization for Tableau Cloud to access the data.

4. Upon the user's confirmation, the data provider sends an access token back to

Tableau Cloud.

5. Tableau Cloud presents the workbook and data to the user.

The following user workflows can use theOAuth process:
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l Creating a workbook and connecting to the data source from Tableau Desktop or

from Tableau Cloud.

l Publishing a data source from Tableau Desktop.

l Signing in to a Tableau Cloud site from an approved client, such as TableauMobile or

Tableau Desktop.

Note: Tableau Bridge supportsOAuth for the authentication of connectors:
Snowflake, Google BigQuery, Google Drive, Salesforce, andOneDrive.

Default saved credential connectors

Saved credentials refers to the functionality where Tableau Cloud stores user tokens for

OAuth connections. This allows users to save their OAuth credentials to their user profile on

Tableau Cloud. After they have saved the credentials, theywill not be prompted when they

subsequently publish, edit, or refresh when accessing the connector.

Note: When editing Tableau Prep flows on the web, youmay still be prompted to re-

authenticate.

All supported connectors are listed under Saved Credentials for Data Sources on users’
My Account Settings page on Tableau Cloud. Usersmanage their saved credentials for
each connector.

Access tokens for data connections

You can embed credentials based on access tokenswith data connections, to enable direct

access after the initial authentication process. An access token is valid until a Tableau Cloud

user deletes it, or the data provider revokes it.
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It is possible to exceed the number of access tokens your data source provider allows. If

that's the case, when a user creates a new token, the data provider uses length of time since

last access to decide which token to invalidate tomake room for the new one.

Access tokens for authentication from approved clients

By default, Tableau Cloud sites allows users to access their sites directly from approved

Tableau clients, after users provide their credentials the first time they sign in. This type of

authentication also usesOAuth access tokens to store the users' credentials securely.

For more information, see Access Sites fromConnected Clients.

Default managed keychain connectors

Managed keychain refers to the functionality where OAuth tokens are generated for Tableau

Cloud by the provider and shared by all users in the same site. When a user first publishes a

data source, Tableau Server prompts the user for the data source credentials. Tableau

Cloud submits the credentials to the data source provider which returnsOAuth tokens for

Tableau Cloud to use on behalf of the user. On subsequent publishing operations, the OAuth

token stored by Tableau Cloud for the same class and user name is used so that the user is

not prompted for the OAuth credentials. Should the data source password change, then the

above process is repeated and the old token is replaced by a new token on Tableau Cloud.

Additional OAuth configuration on Tableau Cloud isn't required for the default managed key-

chain connectors:

l Google Analytics, Google BigQuery, andGoogle Sheets (deprecated inMarch 2022)

l Salesforce

Configure custom OAuth

Beginning with 2021.2, as a site admin, you can configure a customOAuth client, for each

OAuth supported data provider (connector), to override the pre-configuredOAuth client set-

tings for your site. Youmight consider configuring a customOAuth client to support securely

connecting to data that requires uniqueOAuth clients.
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When a customOAuth client is configured, default configurations are ignored and all new

OAuth credentials created on the site use the customOAuth client by default.

Important: Existing OAuth credentials established before the customOAuth client is con-

figured are temporarily usable but both site admins and usersmust update saved cre-

dentials to help ensure uninterrupted data access.

Step 1: Prepare the OAuth client ID, client secret, and redirect URL

Before you can configure the customOAuth client, you need to collect the information listed

below. After you have this information, you can configure the customOAuth client for each

of the OAuth supported connector.

l OAuth client ID and client secret: First register the OAuth client with the data pro-
vider (connector) to retrieve the client ID and client secret generated for Tableau

Cloud. Supported connectors include:

l Azure Data Lake Storage Gen2, Azure SQL Database, Azure Synapse
l Databricks
l Dremio
l Dropbox
l Google Analytics, Google BigQuery, Google Sheets (deprecated in March
2022)

l Intuit Quickbooks Online
l Salesforce, Salesforce CDP

l Redirect URL:Note the pod your Tableau Cloud site is located to ensure you enter
the correct redirect URL during the registration process inStep 2 below. The redirect
URL uses the following format:

https://<your_pod>.online.tableau.com/auth/add_oauth_token

For example, https://us-west-2b.online.tableau.com/auth/add_oauth_token

Note: For more information about pods, see the Tableau Trust page.
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Step 2: Register OAuth client ID and client secret

Follow the procedure described below to register the customOAuth client to your site.

1. Sign in to Tableau Cloud using your site admin credentials and navigate to theSet-
tings page.

2. Under OAuth Clients Registry, click theAdd OAuth Client button.

3. Enter the required information, including the information fromStep 1 above:

a. ForConnection Type, select a database class value that corresponds to the
connector whose customOAuth client you want to configure.

b. ForClient ID,Client Secret, andRedirect URL, enter the information you
prepared inStep 1 above.

c. Click theAdd OAuth Client button to complete the registration process.

4. (Optional) Repeat step 3 for additional connectors.

5. Click the Save button at the bottom or top of the Settings page to save changes.
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Step 3: Validate and update saved credentials

To help ensure uninterrupted data access, you (and your site users) must delete the pre-

vious saved credentials and add it again to use the customOAuth client instead of the

default OAuth client.

1. Navigate to yourMy Account Settings page.

2. Under Saved Credentials for Data Sources, do the following:

1. ClickDelete next to the existing saved credentials for the connector whose cus-
tomOAuth client you configured inStep 2 above.

2. Next to the same connector, clickAdd and follow the prompts to 1) connect to

the customOAuth client configured inStep 2 above and 2) save the latest cre-
dentials.

Step 4: Notify users to update their saved credentials

Make sure you notify your site users to update their saved credentials for the data provider

whose customOAuth client you configured inStep 2 above. Site users can use the pro-
cedure described in Update saved credentials to update their saved credentials.

Connect Tableau Cloud to the Salesforce Data Cloud

Note: As of February 14, 2023, Customer Data Platform is now called Salesforce Data

Cloud. During this transition, youmay see references to Customer Data Platform,

along with names: Customer Data Cloud, Customer 360 Audiences, and Salesforce

CDP.Wewish we couldmagically update the name everywhere, but you can expect to

see the previous name in a few places aswe evolve.

To connect Tableau Cloud to the Salesforce Data Cloud, complete the following steps.

1. Sign in to Tableau Cloud as a site admin.
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2. Connect to Salesforce CDP.

3. SelectAllow when prompted.
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Manage Saved Credentials for Data Connections

Saved credentials enable you to connect to a data source without being prompted for your

credentials. The credentials saved for your connection can beOAuth access tokens, or

other credentials, such as user name and password.

Note: When editing Tableau Prep flows on the web, youmay still be prompted to re-

authenticate.

On Tableau Cloud, you canmanage saved credentials on your Account Settings page.

Note: If you do not see the Saved Credentials section, consult with your site admin
about allowing saving credentials.

Remove saved credentials

To remove Tableau access to data, delete the associated saved credentials for that data

from your account.

After you delete the credentials, you will need to sign in to the data the next time you access

it. This will create new saved credentials.

Your administrator might choose for all users to use the same shared credentials for con-

necting to a data source. If this is the case, the saved credential is associated with the data

connection for all users, and it does not appear under Saved Credentials on your Account

Settings page.
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Note: If you're a Tableau Server user and can't delete saved credentials, ask your
administrator if they've cleared theAllow users to save data source access tokens
option in the server settings.

Test connections using saved credentials

If the connector supports test functionality, you can test the connection using saved cre-

dentials.

1. While you’re signed in to Tableau Server or Tableau Cloud, display your Account Set-

tings page.

2. In the Saved Credentials section, click the Test link next to the stored connection that
you want to test.

This test confirms that Tableau Cloud or Tableau Server can access your account using this

corresponding saved credential. If the test succeeds, but you cannot access your data

through thismanaged connection, confirm that the credentials you provided for this con-

nection can access your data.

For example, if you accidentally created the connection using your personal Gmail account,

but you use a different account to access aGoogle Analytics database, you will need to

delete the saved credentials and sign in to the data using the appropriate Gmail account.

Update saved credentials

To help ensure uninterrupted data access from existing Tableau content after a custom

OAuth client has been configured for your site, we encourage you to update your saved cre-

dentials. To update saved credentials, you can delete the previous saved credentials for a

particular connector and then add it again.

When you add saved credentials again, both new and existing Tableau content will access

the data using the customOAuth client configured by your site admin. For more information

about customOAuth clients, seeOAuth Connections.
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1. Sign in to Tableau Server and navigate to yourMy Account Settings page.

2. Under Saved Credentials for Data Sources, do the following:

1. ClickDelete next to the saved credentials for a connector.

2. Next to the same connector, clickAdd and follow the prompts to 1) connect to

the customOAuth client that your site admin notified you about and 2) save the

latest credentials.

Clear all saved credentials

When you selectClear All Saved Credentials, the following items are removed from your

user account:

l All saved credentials for connections that are stored in your account.

Caution: If any of these saved credentials are stored with published workbooks
or data sources, deleting them also removes access to the data source from

those locations. Effectively, this is like "changing the locks" anywhere the

affected saved credentials are used.

l Passwords you have used to access published data extracts or workbooks that con-

nect to them.

Create and Interact with Flows on the Web
Starting in version 2020.4, you can create and interact with flows on Tableau Cloud to clean

and prepare your data. Connect to your data, build a new flow, or edit an existing flow and

your work is automatically saved every few seconds as you go. Create draft flows that are

only available to you or publish your flow tomake it available for others. Run your individual

flows right from the web or run your flows automatically on a schedule using Tableau Prep
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Conductor if DataManagement is licensed. For more information, see Tableau Prep on the

Web.

Turn flow web authoring on or off for a site

Enabled by default, this option controls whether users can create and edit flows on Tableau

Server or Tableau Cloud

Note: You can only change this setting in Tableau Server. Web authoring is auto-

matically enabled for Tableau Cloud and can't be turned off.

1. In a web browser, sign in to the server as an administrator, go to the site and clickSet-
tings.

2. In theWeb Authoring section, clear or select Flows. Let users edit flows in their
browser. to turn the functionality off or on.

3. If you want the change to take effect immediately, restart the server. Otherwise, the

change takes effect after server session caching expires or the next time users sign in

after signing out.

Enable linked tasks

Supported in Tableau Cloud and Tableau Server version 2021.3 and later.

Use the Linked Tasks option to schedule up to 20 flows to run sequentially, one after the
other. Linked tasks can only be run on scheduleswith the Linked Tasks option selected. For
more information about setting up linked tasks, see Schedule linked tasks.
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Starting in version 2022.1, Linked Tasks is enabled by default on theServer Settings and
for any new flow schedules that you create. In prior versions, administratorsmust first

enable the option.

If you havemultiple sites, you can turn off Linked Tasks for individual sites by clearing the
check boxes described below.

If the setting is turned off after linked tasks are scheduled, any tasks that are running will

complete and the scheduled linked tasks are hidden and no longer show on theScheduled
Tasks tab.

Enable Linked Tasks (version 2021.4 and earlier)

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable Linked Tasks for flows. In that site, clickSettings.

2. In the Linked Tasks section, select Let users schedule linked tasks to enable
administrators to configure schedules to run linked tasks.

3. Select Let users run linked tasks manually using Run Now to enable users to

run linked flow tasks usingRun Now.

Enable flow parameters

Enable users to schedule and run flows that include parameters. Parameters enable users

to scale their flows by building them once, then changing the parameter values to accom-

modate different data scenarios.
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Parameters can be entered in an input step for file name and path, table name, or when

using customSQL queries, in an output step for file name and path and table name, and in

any step type for filters or calculated values.

Flow parameter settings can be applied at the server level to include all sites on Tableau

Server. The settings can be disabled at the site level to include only specific sites.

For more information about using parameters in flows, see Create and Use Parameters in

Flows in the Tableau Prep help.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable Flow Parameters. In that site, clickSettings.

2. In the Flow Parameters section, select Let users run and schedule flows that
use parameters to enable the functionality.

3. SelectAllow parameters that can accept any input to enable anyone running the
flow to enter any parameter value in the flow at run time.

Important: Setting this option enables any flow user to enter any value in a para-

meter, potentially exposing data that the user should not have access to.

If this option is not selected, users can only select from predefined list of parameter val-

ues and any flows that include parameters that accept any value cannot be run or

scheduled to run.
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Enable Tableau Prep Conductor

If DataManagement is licensed, enable this option to let users schedule and track flows in

Tableau Server and Tableau Cloud. For information about the additional configuration

requirements for Tableau Prep Conductor, see Tableau Prep Conductor.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable Tableau Prep Conductor. In that site, clickSettings.

2. In the Tableau Prep Conductor section, select Let users schedule and monitor
flows to enable the functionality.

Enable Run Now

Control whether users or only administrators can run flowsmanually using theRun Now
option. DataManagement is not required to run flowsmanually.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable Run Now for flows. In that site, clickSettings.

2. In theRun Now section, select Let users run jobs manually using Run Now to

enable the functionality.
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Clear the check box if only Server Administrators can run flowsmanually.

Flow Subscriptions

Control whether users can receive flows notifications about scheduled tasks for successful

flow runs. DataManagement is required to enable notifications.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable flow subscriptions. In that site, clickSettings.

2. In the Flow Subscriptions section, select Let users send or receive emails that
include flow output data to enable the functionality.

Note: The option to attach either a .csv or .xlsx file type to the email is only avail-
able for on-premise environments.

Enable Tableau Prep Extensions

Supported in Tableau Server and Tableau Cloud starting in version 2021.2.0
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Set this option to control whether users can connect to Einstein Discovery to run predictive

models against data in their flow.

You can use Einstein Discovery-poweredmodels to bulk score predictions for the data in

your flow when authoring flows on the web. Predictions can help youmake better informed

decisions and take actions to improve your business outcomes.

You'll need to configure additional settings to include predictions in our flow. For more

information, see Add Einstein Discovery Predictions to your flow and Configure Einstein Dis-

covery Integration.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want to enable Tableau Prep Extensions. In that site, clickSettings > Exten-
sions.

2. In the Tableau Prep Extensions section, select Let users connect to Einstein
Discovery to enable the functionality.

Turn autosave off or on

Enabled by default, this feature automatically saves a user's flow work every few seconds.

While not recommended, administrators can disable autosave on a site using the Tableau

Server REST API method "Update Site" and flowAutoSaveEnabled setting. For more

information, see Tableau Server REST API Site Methods: Update Site. For more inform-

ation about autosave on the web, see Turn autosave off or on.

For more information about configuring site settings, see Site SettingsReference in the

Tableau Server help.
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Tableau Prep on the Web

Internet Explorer 11 onWindows and compatibilitymode for Internet Explorer is not sup-

ported.

Starting in version 2020.4 ,Tableau Prep supports web authoring for flows. Now you can cre-

ate flows to clean and prepare your data using Tableau Prep Builder, Tableau Server, or

Tableau Cloud. You can alsomanually run flows on the web and the DataManagement is

not required.

While most of the same Tableau Prep Builder functionality is also supported on the web,

there are a few differenceswhen creating and working with your flows.

Important: To create and edit flows on the web youmust have a Creator license. DataMan-
agement is only required if you want to run your flows on a schedule using Tableau Prep Con-

ductor. For more information about configuring and using Tableau Prep Conductor, see

Tableau Prep Conductor in the Tableau Server or Tableau Cloud help.

Installation and Deployment

To enable users to create and edit flows on the web, you'll need to configure several settings

on your server. For more information about each of these settings, see Create and Interact

with Flows on theWeb.

l Web Authoring: Enabled by default, this option controls whether users can create
and edit flows on Tableau Server or Tableau Cloud.

l Run Now: Controls whether users or only administrators can run flows manually using
the Run Now option. The Data Management isn't required to run flows manually on
the web.

l Tableau Prep Conductor: If Data Management is licensed, enable this option to let
users schedule and track flows.

l Tableau Prep Extensions (version 2021.2.0 and later): Controls whether users can
connect to Einstein Discovery to apply and run predictive models against data in their
flow.

l Autosave: Enabled by default, this feature automatically saves a user's flow work
every few seconds.

Tableau Software 865

Tableau Cloud Help

https://help.tableau.com/current/server/en-us/prep_publishserver_overview.htm
https://help.tableau.com/current/online/en-us/prep_conductor_online_intro.htm
https://help.tableau.com/current/server/en-us/web_author_flows.htm
https://help.tableau.com/current/server/en-us/web_author_flows.htm


Sample data and processing limits

Tomaintain performance while working with flows on the web, limits are applied to the

amount of data you can include in a flow.

The following limits apply:

l When connecting to files, the maximum file size is 1GB.
l The data sampling option to include all data is not available. The default sample data
limit is 1 million rows.

l The maximum number of rows that a user can select when using large data sets is
configured by the administrator. As a user, you can select the number of rows up to
that limit.

l In Tableau Cloud, the number of flow runs you can perform in a day is limited by the
site administrator. For more information, see Tableau Cloud Site Capacity.

For more information about setting your data sample, see Set your data sample size in the

Tableau Prep help.

Available features on the web

When you create and edit flows on the web youmay notice a few differences in navigation

and the availability of certain features. While most features are available across all plat-

forms, some features are limited or not yet supported in Tableau Server or Tableau Cloud.

The following table identifies featureswhere differencesmight apply.

Feature area Exceptions Tableau
Prep
Builder

Tableau
Server

Tableau
Cloud

Connect to
Data

Some connectors may not be
supported on the web. Open
the Connect pane on your
server to see supported con-
nectors.

Build andOrgan-
ize your Flow
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Set your data
sample size

In Tableau Server and Tableau
Cloud, the data sample size is
subject to limits set by your
administrator

Union files and
database tables
in the input step

Input unions can't be edited or
created in Tableau Server or
Tableau Cloud. Only in
Tableau Prep Builder.

Clean and
Shape Data

Copy data grid
values

Available in Tableau Prep
Builder and Tableau Server
starting in version 2022.3 and
Tableau Cloud starting in
2022.2 (August)

Aggregate,
Join, or Union
Data

Use R and
Python Scripts
in your Flow

Script steps can't be added
when creating or editing a flow
in Tableau Cloud. This is cur-
rently supported only in
Tableau Prep builder and
Tableau Server.

Create reusable
flow steps

Automatically
save your flows
on the web

Not Applic-
able

Automatic file Not Applic-
able

Not Applic-
able
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recovery

View flow out-
put in Tableau
Desktop

Create an
extract to a file

Create an
extract to a
Microsoft Excel
worksheet

Connect to a
CustomSQL
Query

Create a pub-
lished data
source

Save flow out-
put to external
databases

Add Einstein
Discovery Pre-
dictions to your
Flow

Autosave and working with drafts

When you create or edit flows on the server, your work is automatically saved as a draft

every few seconds so that in the event of a crash, or when closing a tab by accident, you

don't lose your work.
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Drafts are saved to the server and project you are signed into. You can't save or publish a

draft to another server, but you can save the flow to another project on that server using the

File > Publish Asmenu option.

Draft content can only be seen by you until you publish it. If you publish changes and need to

revert them, you can use theRevision History dialog to view and revert to a previously pub-

lished version. For more information about saving flows on the web, see Automatically save

your flows on the web.

Publishing flows on the web

Whether you create a flow from scratch on the web or edit an existing flow, before you can

run the flow you'll need to publish it.

l You can only publish draft flows to the same server you are signed into.
l You can publish a draft to a different project using the Filemenu and selecting Pub-
lish As.

l You can embed credentials for your flow's database connections to enable the flow to
run without having to manually enter the credentials when the flow runs. If you open
the flow to edit it, you'll need to re-enter your credentials.

Embed credentials

Embedding credentials only applies to running flows on your server. Currently, you will manu-

ally need to enter your credentials when editing a flow connected to a database. Embedding

credentials can only be set at the flow level and not at the server or site level.

Do one of the following:
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l From the topmenu, select File > Connection Credentials > Embed in Published
Flow.

l When publishing a flow, select theEmbed credentials check box. This option
showswhen you selectPublish As to publish the flow to a new project for the first

time or when you are editing a flow that was last published by someone else.
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Publish a flow

When you publish your flow, it becomes the current version of the flow and can be run and

seen by others who have access to your project. Flows that are never published or flow

changes that youmake to a draft can only be seen by you until you publish the flow. For more

information about flow statuses, see Automatically save your flows on the web.

To publish your flow, do one of the following:

l From the topmenu, select File > Publish or File > Publish As

l From the top bar, click thePublish button or click the drop arrow to selectPublish
As.

Who can do this

l Server Administrator, Site Administrator Creator, and Creator allow full connecting and
publishing access.

l Creator can perform web authoring tasks.
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Create, Interact with, and Embed
Views on the Web
You can create and interact with views on Tableau Cloud. For more information, see the fol-

lowing topics in the Tableau Help for users.

Using Tableau on theWeb

Tour your Tableau Site

Edit Views on theWeb

Join your Data

Create a Dashboard

Create a Story

Embed Views and Dashboards inWeb Pages

MakeWorkbooksCompatible Between Versions

Alerts and subscriptions
Troubleshoot Subscriptions

Send Data-Driven Alerts from Tableau Cloud or Tableau Server
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Web Authoring and Tableau Desktop Feature
Comparison
For anyone familiar with Tableau Desktop and new to the web authoring environment in

Tableau Server and Tableau Cloud, this topic provides a summary of the web features that

you use similarly to the way you do in Tableau Desktop. It also lists some fundamental dif-

ferences between the two environments.

Note: This topic summarizes core authoring functionality and does not cover every dif-
ference between the desktop and web environments.

Features listed by version

For a list of the latest web editing features to be added to each release, see the web author-

ing sections inWhat's New in Tableau andWhat’s New in TableauOnline, or check out the

Release Navigator viz to filter and compare changes by release.

General differences in web authoring

l Your authoring capabilities are determined by your license level. For an overview of

what you can do with each license level, seeWhat can I do with a Tableau site?

l You can access right-clickmenu actions on fields in the view, but not on every item in

the workspace.

l Keyboard shortcuts for web authoring and Tableau Desktop are not the same. For a

list of web authoring keyboard shortcuts, see Shortcuts for web authoring.

Web authoring capabilities

In the web environment, you can connect to data and create workbooks from those data

sources, or data published through Tableau Desktop. You can edit views created on the web
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or published from Tableau Desktop.

Administrators can set at the site level what web authoring abilities users can have.

Explorers can edit workbooks, create new workbooks from published data sources, con-

nect to published data sources, and create and edit views, dashboards, and stories. Creat-

ors have those same capabilities, but can also create new workbooks, connect to data on

the web, and use AskData and (in Tableau Cloud) Dashboard Starters to quickly dive into

analysis.

Data management

l Creators: Connect to data sources, upload files (text, excel, and Tableau work-
books), or use pre-built Dashboard Starter templates for certain data sources. For

more information, see Creators: Connect to Data on theWeb.

l Creators: Prepare data on the web in the Data Source page. For more information,
see Creators: Prepare Data on theWeb.

Note: There is a limitation on the number of rows that
can be viewed in the Data Source page when author-

ing data on the web, determined by browser:
l Internet Explorer: 10,000 rows
l Other browsers: 100,000 rows

Independent of browser, the total number of records

(rows by columns) that can be viewed in the Data

Source page on the web is 3 million.

l Run Initial SQLwhen connecting with some data sources

l Relate your data to combine data frommultiple tables

l Join data from different tables in the same data source or from different data-

bases using amulti-connection data source

874 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/help.htm#creator_connect.htm
https://help.tableau.com/current/pro/desktop/en-us/help.htm#creator_data_prep.htm


l Add a join calculation

l Union data

l Pivot data

l Copy values in a grid (Ctrl+C, or Command-C on aMac)

l Edit Data Sources

l Clean data using the Data Interpreter

l Create a CustomSQL query

l Explorers: Connect to published data sources.

l Blend published data sources.

l Save a data source (embedded in a published workbook) as a separate, pub-

lished data source.

l Change aggregation of measures in the view. Change the default aggregation

of measures in the Data pane.

l Search for fields in the schema.

l Duplicate, hide, or rename fields.

l Change the data type of fields.

l Convert measures to dimensions or vice versa.

l Convert a discrete field to continuous and vice versa. This option is available for

measures and date dimensions.

l Assign a geographic role for a field.

l Create aliases for members of dimensions.
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l Create and edit groups.

l Create and edit sets (conditioned sets are not available)

l Create, edit, and remove parameters. Formatting numbers and dates, and

adding comments for the parameter are not supported on the web.

Analytics

l Create, edit, rename, duplicate, and clear sheets (views, dashboards, and stories) in

a workbook.

l Use AskData to automatically create views.

l Use Explain Data to automatically create views.

l Search for fields in the Data pane with schema search

l Drag fields to the view, Rows, Columns, and different mark types in theMarks card.

l UseShow Me to create views. Also, from the Data pane, select and drag a field of

interest to the view area to automatically create a "Show Me" view.

l View underlying data (via tooltips).

l Viz in Tooltip works in web views, but must be configured in Tableau Desktop. Viz in

Tooltip worksheets can be hidden, the sameway you would hide worksheets used in

stories or dashboards.

l Actionswork in web views, but must be configured in Tableau Desktop.

l Create and edit calculated fields.

l Create bins from continuousmeasures, and edit bins.

l Create and edit table calculations, and use quick table calculations.

l Create sets and show set controls. (Note that you cannot create sets from cube data
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sources in web authoring.)

l Use theAnalytics pane to drag reference lines, trend lines, and other objects into the
view. Edit reference lines, trend lines, and bands. Create and configure reference dis-

tributions on a continuous axis. Adding a cluster, and adding andmodifying a forecast,

are not supported for the web.

l Create groups by selectingmarks in the view and then clicking GroupMembers

(paperclip) in the tooltip for that selection. You can also edit existing groups in the Data

pane.

l Create hierarchies by dragging one dimension onto another in the Data pane.Note:
You can't create hierarchies when fields are already grouped within a folder.

l Change options for interacting with maps, including enabling or disabling pan and

zoom, or showingmap search, the view toolbar, or map scale. Users can alsomap

units.

l Drill up and down a continuous hierarchy in the view. In a view with a continuous hier-

archy, hover near the headers on a continuous axis to display the + and - controls.

Click to drill down or up.

l Show labels, totals, and subtotals.

l Show, hide, and format mark labels

l Show and hide titles and captions.

l Show and hide cards for filters and highlighters.

l Show, hide, and resize headers in the view.

l Swap X and Y axes. Resize axes in the view.

l Change the view size.

l Show and hide the View Toolbar for any view or dashboard.
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l Duplicate a sheet as a crosstab view.

Filtering and sorting

l Use data highlighting.

l Add, edit, and remove filters, and edit filter control layouts.

Note: There is a limitation on the number of results that
can be filtered when authoring data on Tableau

Cloud or Tableau Server. Only the first 100 results

are returned to limit the performance impact one

user haswhen loading a large domain on the server.

l Filter across published data sources.

l Apply filters to multiple sheets

l Create context filters (Add to Context option in the Filters shelf) and dependent fil-
ters (Only Relevant Values option in a filter control shown in a view).

l Apply table calculation filters to totals in the view.

l Show hidden fields, and exclude or remove fields from the view.

l Sort fields in the view in ascending or descending order. Access theSort dialog box
by right-clicking a dimension on the Rows or Columns shelf. Nested sorting on dimen-

sion valueswithin the context of each pane.

l Drag and drop headers to create a custom sort order within a view.

Formatting

l Resize the width of row headers and the height of column headers.

l Edit workbook formatting, including formatting lines.
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l Edit worksheet and dashboard titles.

l Edit axes (double-click an axis in the view). Other options available:Synchronize
dual axes, clearing the axis range (Reset), and tickmark settings. Enable or disable
Dual axis in a field context menu (right-click ameasure field on Rows or Columns
shelf). Logarithmic scales can be positive or symmetric (includes 0 and negative val-

ues).

l Edit number formatting (decimal places, percentage, thousands separator, units, and

currency).

l Create, edit, move, and resize point, mark, and area annotations.

l Add and edit dashboards objects, including: horizontal and vertical layout containers,

text, images, navigation buttons, web page links, and dashboard extensions.

l Create transparent worksheet backgrounds (set background color toNone). Com-
bine transparent worksheets with transparent filters, highlighters, and parameters.

l Change the color palette. For categorical fields you can assign specific colors and cus-

tom colors (using a hex code) to data items. For continuous fields, you can set custom

colors for start and end colors (using a hex code).

l Create, rearrange, and preview device-specific dashboard layouts

l Set a dashboard item's exact size, position, and spacing.

l Add padding, borders, and background colors around items in dashboards.

l Select a backgroundmap inmap views.

l Legends per measure. If you create separate color legends for themeasures in your

view, Tableau assigns the default color palette to each new color legend. To change

the color legend for eachmeasure, click the drop-down arrow on the color legend to

open theEdit Colorsdialog box and select the palette that you want to use. For more
details, see Legends per measure.
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Related topics

What can I do with a Tableau site?

Set a Site’sWeb Authoring Access

Getting Started withWeb Authoring

Creators: Connect to Data on theWeb

Creators: Prepare your Data on theWeb

Build Views on theWeb

GrantWeb Edit, Save, and Download Permissions

Set a Site’s Web Authoring Access and Func-
tions
Tableau Server administrators can specify at the site level whether to allow users to edit

published views in the web environment and configure other web authoring functionality.

By default web authoring functionality is enabled for all sites. Users with theWeb Edit cap-
ability can create and edit workbooks directly on the server. Turn off web authoring if you

want users to be able to view and interact with published workbooks but not make any

changes to the core information.

The steps below describe how to set web authoring and other associated functionality for

an entire site. For more granular control over which users can use web editing, you can use

projects, groups, and permissions. See SetWeb Edit, Save, and Download Access on Con-

tent.
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For information about how to enable authoring for flows on the web, see Create and Interact

with Flows on theWeb.

Turn web authoring on or off for a site

Note: This setting is only available for Tableau Server. Web authoring is enabled for

Tableau Cloud and cannot be turned off.

1. In a web browser, sign in to the server as an administrator and go to the site in which

you want web authoring to be enabled. In that site, clickSettings.

2. In theWeb Authoring section, selectWorkbooks. Let users edit workbooks in
their browser. to enable the functionality.

Clear the check box to turn off web authoring for that site.

3. If your site is already in production, and you want the change to take effect imme-

diately, restart the server.

Otherwise, the change takes effect after server session caching expires or the next

time users sign in after signing out.

Notes

l When you enable web authoring, make sure that, on the appropriate workbooks or

views, the permission rule for a user or group allows theWeb Edit capability.

l If you turn off web authoring on a production site and do not complete the last step to
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restart the server, usersmight continue to have authoring access until their session

caches expire or they sign out.

See which sites allow web authoring

To confirmwhich sites allow web authoring, on the site-selectionmenu at the top, select

Manage All Sites, and then go to theSites page.

Configure cross-database join options

To improve performance for cross-database joins, users can allow Tableau to perform the

join using the live database they are connected to instead of using Hyper. While this option

is faster, if Tableau uses the connected database to perform the join, data from the file data

source that the user is connected to is temporarilymoved into temp tables in the database.

Because thismoves data outside of Tableau, as an administrator youmaywant to restrict

access to this feature for users with web authoring permissions.

1. In a web browser, sign in to the server as an administrator and go to the site in which
you want web authoring to be enabled. In that site, click Settings.

2. In the Cross-Database Joins setting, select one of the following options:
l Use Tableau or existing databases - Select this option if you want to allow
users to choose whether they want to allow Tableau to use the live database to
perform cross database joins.

l Use Tableau only - Select this option to restrict users to use only Hyper to per-
form cross data-base joins.
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If you selectUse Tableau only, the option to choose how Tableau performs

the cross-database join won't display in the canvaswhen the user connects to a

supported data source and supported database. For more information about

this feature, see Improve performance for cross-database joins.

Create and Edit Private Content in Personal
Space
Personal Space is a private location for all Explorers and Creators to save content to when

working in a Tableau Site. Content saved in Personal Space can’t be shared with other

users but can bemoved to a project when you’re ready for others to see it. Within Personal

Space, you can create a new workbook or save a workbook to Personal Space as a sep-

arate copy. You can alsomove existing content you own into Personal Space for editing,

thenmove it back to a project later. Explorers can download workbooks in Personal Space,

including all data included in the workbook.

Privacy in Personal Space

Content saved to your Personal Space is only visible to you and site administrators. Site

administrators can’t directly access any user’s Person Space or edit content in someone

else's Personal Space, but they can view andmanage Personal Space workbooks. Per-

sonal Space workbooks appear in administrator search results and as a workbook location
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on the Explore page. In addition, the permissionsmenu is unavailable when a workbook is

in Personal Space because the workbook is private.

Tableau Catalog and Personal Space

Starting in 2019.3, Tableau Catalog is available with DataManagement in Tableau

Server and Tableau Cloud. For more information, see "About Tableau Catalog" in the

Tableau Server or Tableau Cloud Help.

When Tableau Catalog is enabled in your work environment, the information about work-

books you save in your Personal Space is indexed byCatalog. These workbooks are

included in lineage counts, however, only you can see the workbooks. Furthermore, users

who browse through the lineage tool see Permissions required instead of information about

workbooks in your Personal Space.

Collaboration tools

When aworkbook is in Personal Space, some functionality is disabled, including share, met-

rics, comments, alerts, and subscriptions. Existing alerts and subscriptions to you will con-

tinue running, but alerts and subscriptions to others will fail, since the content is now private.

Metrics can’t be created in Personal Space but will continue to work if a connected work-

book ismoved there.

These limitations are removed when the workbook ismoved or saved to another location.

For example, if a workbook contains comments andmoves to Personal Space, existing com-

ments are hidden. Comments restore when the workbook ismoved to another location.

Extract refreshes in Personal Space

To limit resource consumption, existing extract refreshes continue to run if they’ve been

scheduled, but new extract refreshes can't be scheduled while a workbook is in Personal

Space.
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Find content in Personal Space

You can access Personal Space from the left navigationmenu to see all your Personal

Space content or create a new workbook, and you can save to Personal Space when cre-

ating or editing a workbook anywhere on the site.

You can also see workbooks in Personal Space from the Explore page when AllWorkbooks

is selected, and you can filter down to Personal Space content.
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Publish a workbook to Personal Space

Personal Space worksmuch like a private project for you to publish a new or existing work-

book to from Tableau Cloud, Tableau Server, or Tableau Desktop.

Publish a workbook to Personal Space on Tableau Server or Tableau
Cloud

1. With the workbook open, select File > Publish As.

2. Under Location, selectPersonal Space.

Note: Explorers can only save workbooks to Personal Space andmay not see a loc-
ation selection dialog.
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Publish a workbook to Personal Space from Tableau Desktop

Starting in 2023.1, you can publish a workbook to Personal Space from Tableau Desktop.

1. With the workbook you want to publish open in Tableau Desktop, selectServer > Pub-
lish Workbook.

2. Under Project, selectPersonal Space.

3. Under Data Sources, selectEdit.

4. In theManage Data Sources popup under Publish type, selectEmbedded in work-
book for all data sources. Youmust embed data sourceswhen publishing from
Tableau Desktop, because you can’t publish data sources separately to Personal

Space.

5. Fill out the remainder of the publishing options as usual. For more information, see

Comprehensive Steps to Publish aWorkbook.

Move workbooks to Personal Space

You canmove an existing workbook to Personal Space if you are the owner of the workbook

and there is room in your Personal Space. Personal Space storage limits are set by admin-

istrators.

Tomove a workbook to Personal Space:

l Select a workbook, then click the Actions drop-down menu.
l SelectMove.
l Under Location, Select Personal Space.

Note: Explorers can only save workbooks to Personal Space andmay not see themove
action or location selection dialog.

For more information, see Perform actions in theManageWebContent help topic.
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When youmove an existing workbook or data source to Personal Space, tools like share,

alerts, and subscriptions become hidden. Existing extract refreshes continue to run if

they’ve been scheduled, but users can’t schedule new extract refresheswithin their Per-

sonal Space.

Existing subscriptions and alerts also continue but can’t be edited fromPersonal Space and

will fail if other users are recipients. Existing connectedmetrics will continue to refresh, but

the connected view will not be visible to other users.

Move workbooks from Personal Space

When youmove a workbook out of Personal Space, collaboration tools like share, alerts,

and subscriptions become visible, and any existing comments reappear.

Create a Tableau Data Story (English Only)
If you've ever written an executive summary of your Tableau dashboard, then you know it

can be time-consuming. It takes time to choose which insights to share, and you have to

rewrite your summaries each time the data is updated. Tableau Data Stories automatically

generates narrative insights within your dashboard, saving time and surfacing relevant

insights. As you explore the vizzes in your dashboard, the stories written byData Stories

adjust, allowing you to dive deeper into data and identify key insights faster.

Fromwhere you're alreadyworking in Tableau, you can quickly add theData Story object
to your dashboard. And you can customize the terms andmetrics used in your story, so

Data Stories speaks the language used by your business.

Today, you can write and view a Tableau Data Story anywhere you use Tableau. After you

create your story, you can also view your Data Story in TableauMobile. However, Data

Stories aren't included if you export your dashboard, for example to a PDF.
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Understand how Data Stories handles data

Towrite Data Stories, Tableau uses a service hosted in your Tableau Cloud or Tableau

Server environment. When you Add a Tableau Data Story to a Dashboard or view aData

Story from a dashboard, Tableau sends associated worksheet data to the environment that

you’re logged in to (i.e., your Tableau Cloud site or your Tableau Server instance), using the

security standards outlined in Security in the Cloud and Security in Tableau Server. Data

Stories can be written and viewed from anywhere you use Tableau.

Learn about how Data Stories are written

Tableau Data Stories is powered by rules-based templated natural language generation

(NLG). Data Stories performs automated analytics to determine relevant and accurate facts

about the underlying data–from basic calculations tomore advanced statistics. To write a

story, Data Stories uses a library of predefined language templates to synthesize these facts

into natural language insights. Data Stories processes these templates at run-time, using the

most up-to-date summary data from the Tableau worksheet it is connected to. You can lever-

age the custom language feature to generate your own language templates, add functions,

and define business rules, helping you build amore relevant and contextual Data Story.

Note:Data Stories doesn’t use generative AI, large languagemodels (LLMs), or
machine learning to write insights and stories.

Manage Data Stories for your site

Tableau administrators can choose whether Tableau Data Stories are available for their site.

Data Stories are turned on by default.

1. Sign in to your Tableau site.
2. From the left pane, choose Settings.
3. From theGeneral tab, scroll to the Availability of Data Stories section.
4. Choose whether you want to Turn on or Turn off Data Stories.
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Note: If Data Stories are turned off, then turning the feature back on restoresData Stor-
ies that were already in dashboards.

Add a Tableau Data Story to a Dashboard

After you Create a Dashboard, you can add theData Story object to your dashboard to dis-
play insights about your viz that are written in natural language. Today, Tableau Data Stor-

ies are available for English only. There is no data size limit when creatingData Stories.
However, story generation times out after 45 seconds if it’s trying to analyze a lot of data.

We recommend usingData Storieswith visualizations that have 1,000 or fewer data
points.

Note: Tableau Data Stories opens in a pop-up window, so be sure to allow pop-ups. If

you're using full screenmode, then Data Stories can open in a new tab.

1. Drag the Data Story object into your Tableau dashboard. If you haven’t already, add
a sheet to your dashboard to use Tableau Data Stories.
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2. In the Data Story dialog box, configure your story by first choosing the worksheet to
write about. When you clickNext, Tableau sends all associated workbook data to
Tableau Cloud.
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3. Choose the dimensions and measures to include in your story.
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4. Choose the type of story that best describes your data:

Discrete is best for qualitative values such as names or dates, such as in bar or
column charts.
Continuous is best for quantitative values over time, such as a plotted in a line chart.
Percent of Whole is best for proportions of a whole, such as a pie chart.
Scatter Plot is best for relationships between numerical values, such as a scatter plot
chart.

5. ClickDone.

To filter your Data Story by clicking different sections on your visualization, open themenu on

your visualization and clickUse as filter.
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After your story is generated, clickSettings at the top of yourData Story object for a
guided experience that helps you personalize and contextualize your story. For more inform-

ation, see Configure Settings for a Tableau Data Story.

Note: If you experience a discrepancy in your Tableau Data Story (for example, if the
numbers in your story are different than in your visualization), it may be caused byway

your visualization is set up. Try creating a new visualization on a different sheet, and

then add a new Data Story with the Use a hidden sheet technique to uncover the under-

lying issue.

Choose the Right Story Type for Your Tableau Data Story

When you Add a Tableau Data Story to a Dashboard, it’s important to choose the right type

of story for your data. Do you want your story about trends over time?Or do you want your

story about two values that you’re comparing? To help you tell the right story, this topic

describes the different types of stories, including an example of each story type.

Continuous

Continuous stories are best for analyzing trends or progress over time.

When you create a continuous story, it includes content for performance, segments, volat-

ility, and trend lines. The story also includes contribution analysis and correlation for stories

that usemore than one dimension. To use a continuous story, your worksheet must have:

l 1 dimension that has between 1-10 measures
l 2 dimensions and up to 3 measures

The following example is a continuous story for a line chart that has a single dimension and

multiple measures:
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Discrete

Discrete stories are best for comparing values and understanding the distribution of data in

each value.When you create a discrete story, the story includes content about the dis-

tribution and groupings or clusters across the data. And the story includes contribution ana-

lysis for worksheets that usemultiple dimensions.

Consider using a discrete story when you want to:

l Understand drivers of your key performance indicators (KPIs) in sales reports.
l Identify and understand outliers quickly during data discovery.
l Identify trends that aren’t easily observable in the visual when performing an audit.
l Uncover complex utilization insights instantly for geographic analysis.
l Identify and call out key relationships, for example, between sales and profit.

To use a discrete story, your worksheet must have:

l 1 dimension that has between 1-10 measures
l 2 dimensions and up to 3 measures

The following example is a discrete story for a bar chart that has a single dimension and two

measures:
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Percent of whole

Percent of whole stories are best for pie charts. To use a percent of whole story, your work-

sheet must have:

l 1 dimension
l 1 measure

The following example is a percent of whole story that uses a pie chart with a single dimen-

sion and a singlemeasure:
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Scatter plot

Scatter plot stories are best for understanding the relationship between twomeasures.

When you create a scatter plot story, the story includes content about the relationship

(regression) between twomeasures. And the story includes content about groups (clusters)

within the data, when they exist.

Consider using a scatter plot story when you want to:

l Call out relationships between two measures to identify impact (regression analysis).
l Identify and understand outliers that are above or below defined thresholds.
l Analyze how your data is distributed.

To use a scatter plot story, your worksheet must have:

l 1 dimension
l 2 or 3 measures

Note:When you create your scatter plot story, the first measure you select is treated as

the independent variable and the secondmeasure is the dependent variable.

The following example is a scatter plot story that uses a scatter plot that has a single dimen-

sion and twomeasures:
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Configure Settings for a Tableau Data Story

After you Add a Tableau Data Story to a Dashboard, you can configure and edit your

Tableau Data Story so it's tailored to your needs–use language specific to your data, specify

which analytics are written about, and customize how your Tableau Data Story is displayed.

Configure Tableau Data Story Settings: Analytics

Within your Tableau Data Story, you can choose which analytics to write about and when

those analytics are written about. Different types of analytics are available depending on

your story type and how many dimensions andmeasures your story has. However, ana-

lytics aren't currently supported for scatter plot story types. For more information, see

Choose the Right Story Type for Your Tableau Data Story.

Configure analytics for your story

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data

Story object.
3. In the Data Story dialog box, click the Analytics tab.
4. Click the switches to turn on different types of analytics.
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5. For Segments and Trend line, expand Settings to set thresholds for performing
those analytics.

6. Click Save.

Understand different types of analytics

Correlation

UseCorrelation to identify true statistical correlations between two series. If you havemore
than two series, then all combinations are analyzed for correlations. For example, youmight

turn onCorrelation to identify when two products are often purchased together.

Clustering

UseClustering to identify distinct groups of data points (clusters) using a single statistical
analysis. For example, youmight turn onClustering to identify when a product is very pop-
ular in a specific geographic region.

Distribution

UseDistribution to rank data points relative to each other using nonstatistical observations,
such asmean, median, skew, etc. For example, youmight turn onDistribution to identify
which product has the highest profit ratio.

Segments

UseSegments to highlight noteworthy changes to data points within a series. First, set the
minimumpercentage of change that you want to be written about in a segment. Changes

that fall below your defined threshold aren't written about. For example, if you set your seg-

ment threshold for changes that are greater than 60%, then your story doesn't write about a

trough in a time series that features a 30% decrease.

After you’ve set your threshold, choose whether toApply formatting, and set theminimum
percentage of change that you want formatted.

Tableau Software 899

Tableau Cloud Help



Trend line

Use Trend line to calculate a linear best fit line and identify data that falls within a defined
percentage of confidence. Data that has high variability has a lower confidence level than

data that'smore consistent, and that confidence level affects whether trend lines are written

about. You can use trend lines for stories that have one dimension and onemeasure, or you

can use trend lines in a drilldown. For more information about drilldowns, see Configure

Tableau Data Story Settings: Narrative.

Set theminimumpercentage of confidence for your trend line. If you set your threshold at

95%, but a trend line could be drawn at 90% confidence, then your story doesn't write about

trend lines. After you’ve set your threshold, choose whether toApply formatting. Then set
theminimumpercentage of change that you want formatted.

Tableau Data Stories about trend lines communicate the absolute change over a period.

The story written about your trend line varies depending on the level of verbosity you set for

your story. If your story uses high verbosity, then your story writes about the R-squared

value, which is a statistical concept that quantifies how well your data fits the trend line. For

more information about verbosity settings, see Configure Tableau Data Story Settings: Nar-

rative.

Within the Trend line settings, you can also choose how many periods into the future for

which you want your story to write predictions. When you use predictions, your story uses

the slope and intercept of the trend line to calculate predicted values for future periods. The

confidence of the prediction adds upper and lower bounds to the confidence threshold you

set for trend lines. You can use predictionswhen your story has at least 30 data points that

are linear.

Volatility

UseVolatility to analyze standard deviations over time. For example, useVolatilitywhen
you want your story to write about values that fall outside the average range for your data.
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Break down how analytics are used to generate stories

At this point, youmight be wondering how the analytics for different story typeswork. Let’s

take a look at an example for each story type and break down each sentence in the story.

Understand analytics for discrete stories

Because continuous storiesmeasure trends over time, Data Stories writes about per-

formance, progression, averages, totals, streaks, volatility, segments, and predictions.

The following example of a continuous story is about sales per month:

Example story Story breakdown

l Average Sales was $47,858 across
all 48months.

l The minimum value was $4,520
(February 2014) and the maximum
was $118,448 (November 2017).

The first two sentences use average and
range functions to write about the average,
maximum, and minimum values across the
period you’re analyzing.

l Sales increased by 489% over the
course of the series but ended with a
downward trend, decreasing in the
final month.

The third sentence is about overall per-
formance of the measure over the period.
For example, a sentence can be about
whether sales increased, decreased, or
trended differently during a specific period.

l The largest single increase on a per- The fourth sentence uses progression ana-
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centage basis occurred in March
2014 (+1,132%). However, the
largest single increase on an absolute
basis occurred in September 2014
(+$53,868).

lysis. This sentence writes about the largest
increase and decrease based on the meas-
ure during the period using both a per-
centage basis and absolute basis.

l Of the three series, the strongest rela-
tionship was between Corporate and
Home Office, which had a moderate
positive correlation, suggesting that
as one (Corporate) increases, the
other (Home Office) generally does
too, or vice versa.

This sentence is a Correlation insight. This
type of analytic insight writes about notable
correlations between different series in your
data.

l Sales experienced cyclicality, repeat-
ing each cycle about every 12
months. There was also a pattern of
smaller cycles that repeated about
every threemonths.

l Sales had a significant positive
peak between October 2014
($31,453) and February 2015
($11,951), rising to $78,629 in
November 2014.

This sentence is a Segment insight. This
type of analytic insight writes about note-
worthy increases and decreases over time.

l The overall linear trend of the
series rose at $902 per month for
an absolute change of $42,394 over
the course of the series. If this trend
continued for the next one month,
Sales is predicted to be about
$69,958.

This sentence is a Trend line insight. This
type of insight writes about how well trends
fit your data with a certain percentage of con-
fidence, and trend lines allow you to make
predictions based on historic trends.

Understand analytics for discrete stories

Because discrete stories allow you to compare values and understand the distribution of the

data, the story writes about distribution, averages, totals, and groupings or clusters across
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the data.

The following example of a discrete story is about sales by product:

Example story Story breakdown

l Total Sales is $2.3million across all
17 products.

The first sentence calculates the total value
of your measure.

l The Sales of $2.3million was driven
by Phoneswith $330,007,Chairs
with $328,449, and Storagewith
$223,844.

The second sentence writes about the
dimension drivers. In this example, the
dimension drivers are the products that con-
tributed the most to total sales.

l The distribution is positively skewed
as the average of $135,129 is greater
than the median of $114,880.

l Sales is relatively concentrated with
78% of the total represented by eight
of the 17 products (47%).

The third and fourth sentences analyze the
distribution of the data. This analyzes the
averages, medians, concentration of data (if
any exist), and how the data is skewed. This
helps identify how balanced these grouped
variables are compared to one another.

l The top two products combine for
over a quarter (29%) of overall Sales.

This sentence usesClustering to write
about measures that can be grouped. This
helps identify whether there are distinct
groups that stand out in the data.

l Phones ($330,007) is more than two The final sentence writes about notable out-
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times bigger than the average across
the 17 products.

liers.

Understand analytics for scatter plot stories

Scatter plot story types are best used to understand the relationship between twomeas-

ures, and for that reason, scatter plot stories require 2–3measures. The scatter plot ana-

lysis writes about the relationship (regression) between twomeasures, and it writes about

groups (clusters) within the data, if they exist.

The following example of a scatter plot story is about profit and sales across a dimension:

Example story Story breakdown

l As quantity increased and profit
increased, sales increased based on
the data provided. Specifically, when
quantity increased by 1, sales
increased $49.55, and when profit

The first two sentences are powered by
regression analytics. Regression shows
how one measure affects another. Notice
that in the first sentence, the story has iden-
tified a relationship between profit and
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increased by $1.00, sales increased
$1.20.

l Few customers deviated from this
general relationship, indicating a
good fit.

sales.

l When organized into groups of sim-
ilar profit, quantity and sales values,
one distinct group stands out. There
were 651 customers that had values
of profit between -$6,626 and
$1,488, quantity between 2 and 122
and sales between $4.83 and
$5,690.

The third sentence is derived from clus-
tering. Clustering analytics tries to identify
key groups or clusters across all the vari-
ables in the data.

l Tamara Chand,Raymond Buch,
and Sanjit Chand, among others
were outliers with high profit and
sales values. Sean Miller stood out
with a low profit and high sales value.

The fourth sentence is written about out-
liers–values that fall significantly above or
below the average.

l The minimum value for profit is -
$6,626 (Cindy Stewart) and the max-
imum value is $8,981 (Tamara
Chand), a difference of $15,608. The
average profit per customer is $361
and the median is $228.

l The minimum value for quantity is 2
(AnthonyO'Donnell) and the max-
imum value is 150 (Jonathan
Doherty), a difference of 148. The
average quantity per customer is
47.76 and the median is 44.

l The distribution of sales ranges from
$4.83 (Thais Sissman) to $25,043
(SeanMiller), a difference of

The remaining sentences for scatter plot
stories use range and average analysis to
write insights.
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$25,038. The average sales per cus-
tomer is $2,897 and the median is
$2,256.

Understand analytics for percent of whole stories

Percent of whole story types are best for understanding what part of a whole a dimension or

measure represents.

The following example of a percent of whole story is about sales by segment:

Example story Story breakdown

l Total SUM(Sales) is 2.3million

across all three entities.

The first sentence calculates the total value
of your measure.

l The SUM(Sales) of 2.3million was

driven byConsumer with 1.2million,

Corporate with 706,146 and Home

Office with 429,653.

The second sentence writes about drivers.
In this example, the drivers are segments
that contributed the most to total sales.

l The minimum value is 429,653
(Home Office) and the maximum is
1.2 million (Consumer), a difference
of 731,748, averaging 765,734.

The final sentence analyzes the distribution
of the data.
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Configure Tableau Data Story Settings: Characteristics

Within your Tableau Data Story, you can configure the characteristics settings to give con-

text to your data, so you get more insightful stories. For example, in your story you can spe-

cify that in the context of sales, a higher number is good. But in the context of customer

complaints, a higher number is bad.

Use dimension and measure characteristics

Your story and number formatting adjusts based on what themeasure is. By default, your

story writers all measure values as numbers, and your story won't perform any additional cal-

culations or apply any special rendering rules.

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Characteristics tab.
4. Configure your formatting, such as number type, decimal places, and negative values.
5. Click Save.

Learn more about measure characteristics

Formatting

If values are formatted asPercentages, then the story writes about percentage point dif-
ferences, rather than percent changes as a story would for number values.When you format

a number as aPercentage in theCharacteristics tab, theData Storymultiplies the value
of the number by 100 to create the percentage that shows in your story.

If values are formatted asCurrency, then you can specify your preferred currency. You can
also specify how you want large values (numbers greater than onemillion) formatted, for

example $1.3million instead of $1,300,000.00.

For bothNumbers andCurrency, you can specify how you want large values and negative

values to be written about. If you choose to have negative valueswritten about in par-

entheses, youmight see nested parentheses in your story when the negative value is written

about in a parenthetical phrase.
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When you chooseNumber formatting, you can also specify whether you want numbers
less than or equal to 10 to be spelled out (rather than using a numeral) in your story.

For decimal places,Dynamic is the default option. Thismeans that the story rounds to dif-
ferent decimal places depending on how large or small the number is. If the percent value is

less than 10, then the number has two decimal places. If the percent value is greater than

10, then the number rounds to the nearest whole number. You can also specify how many

decimal places you want used, which is used consistently throughout your story.

Content

You can assignmeaning to larger values. For example, larger values for sales are good, but

larger values for losses are bad.

In addition, you can choose how to aggregate values by sum or average. It’s a best practice

to choose the same aggregationmethod that you’re using in the viz. For ratio measures,

chooseAverage and then define the ratio by selecting the component measures of that
ratio measure. Measures that are components of a ratio must be summable.

For cumulativemeasures (available for continuous stories only), chooseSum and then spe-

cify that themeasure is already cumulative. Continuous stories write about the total of the

measure across the series.
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Sorting

To sort dimension values, click the arrow up/down icon to sort based on the oldest or newest

time values in your dimension.

Note: Sorting dimension values is available for only continuous stories.

Configure Tableau Data Story Settings: Display

You can configure how the text in your Tableau Data Story is displayed, such as font color

and size. You can also choose whether your story uses bulleted lists or paragraphs.

Configure the display for your story

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Display tab.
4. Choose whether you want your story structure to be Bullets or Paragraphs.
5. Choose your Font Size.
6. Pick colors to represent good and bad changes (available for continuous stories).
7. Choose whether to use Dynamic Ordering.
8. Choose whether to use a Condensed View.
9. Click Save.

Understand when to use story display settings

To use color, your storymust be continuous.When using color, you can choose colors from

the palette to represent good changes and bad changes. For your story to know whether a

change is good or bad, youmust assignmeaning to larger values in theCharacteristics tab.
For more information, see Configure Tableau Data Story Settings: Characteristics. After you

configure your display, the styles and colors are applied in your story based on thresholds for

trend line or segment analytics.

Tableau Software 909

Tableau Cloud Help



If you turn onDynamic Ordering, then the insights for measures in a story are dynamically
ordered from the best to the worst average value. If you already have an order you want to

maintain, turn offDynamic Ordering.

If you turn onCondensed View, then additional space is removed from your story. This is

helpful if you don’t havemuch extra space in your dashboard or when you havemultiple

Data Story objects in a dashboard.

Configure Tableau Data Story Settings: Drivers

Hypothetically, let’s say your month-over-month sales increased significantly. What drove

that increase in sales? And what might have detracted from (offset) those increased sales?

Setting up drivers in your Data Story can answer those questions.

In Data Stories, drivers contribute toward a total value. Offseters detract from a total value.

You’ll find insights about drivers and offsetters in discrete and continuous stories. And these

insightsmake it easy to understand exactly what's going on in the data and why.

Set dimension drivers

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Drivers tab.
4. From the Dimension Drivers section, select the type of driver that has the greatest

impact on your analysis:
For Count, set the maximum number of contributors and offsetters.
For Individual %, set thresholds for writing about individual contributors and off-
setters.
For Cumulative %, set thresholds for writing about contributors and offsetters based
on their collective value.

5. Click Save.

Understand dimension driver types

l Count specifies the number of entities (contributors and offsetters) called out in your
story. For example, use Count to see the top three contributors and offsetters in your
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data.
l Individual % sets a threshold, and values higher than that threshold are included in
your story. For example, use Individual % to specify that you want to write about only
entities that represent more than 5%of the total value.

l Cumulative % sets a percentage threshold of the total value that included entities col-
lectively account for. For example, use Cumulative % to specify that you want to write
about the entities that contributed to at least 90%of that total value. In this example,
entities are written about in order of magnitude until the cumulative value of those entit-
ies account for 90%of the total value.

Use secondary contributors

To use secondary contributors, youmust have a second dimension that isn’t time.When you

use secondary contributors, each driver that is written about also has details about and

drivers for its secondary contributor. For example, if you are analyzing store sales, a sec-

ondary contributor would be a classwithin a department. Secondary contributors allow for

deeper analysis. But secondary contributors can also contain a lot of information to fit into a

single sentence in your story.

Set metric drivers

For measures that are composed of other subcategorymeasures, driver analysis can

explain the impact that eachmeasure had on the top-level value. For example, material costs

and operating costs contribute to total cost.

To usemetric drivers, youmust havemultiple measures for metric analysis. Then, you can

specify the relationships between eachmeasure.

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Drivers tab.
4. From theMetric Drivers section, first choose the measure that is a subcategory of

another measure.
5. Then, choose the measure that is the primary category.
6. Click Save.
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Tip: The verbosity setting also applies to drivers. By changing your story’s verbosity setting,
you can adjust the way insights are written. If you use high verbosity, then you'll seemore

information in parentheses. If you use low verbosity, then you’ll get amore concisely written

insight about your drivers. For more information, see Configure Tableau Data Story Set-

tings: Narrative.

Configure Tableau Data Story Settings: Narrative

You can customize the narrative settings of your Tableau Data Story. Specifically, you can

specify the verbosity and level of analytical detail in your story, and you can add terms that

are unique to your data. These settings help you write a story that uses the right language

and speaks to the right level of detail for your dashboard.
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Set verbosity

Verbosity specifies the length and analytical detail written in your story. If you choose high,

then your story has longer insights with more analytic analysis. If you choose low, then your

story ismore concise with fewer details.

If you allow viewers to change verbosity, then viewers of published dashboards can change

the level of verbosity in the Data Story object. This is helpful when your dashboard is used by

a broader audience with viewers who want varying levels of detail from your story.

Set drilldowns

A drilldown includes two dimensions, and drilldowns describe figures associated with each

dimension of your dashboard.

Let's say you have a dashboard that hasmonthly sales by product category. Your story is

configured to write about both the Time andCategory dimensions. In this case, this story
includes an insight for each Category that describes its performance in and across the Time
dimension.

By setting themaximumnumber of drilldowns, you can control how many insights are

included in your story. Drilldown insights are also ranked based on themeaning assigned to

themeasure characteristics. As the number of drilldowns is reduced, the lowest performing

measures (measures that are assigned a Badmeaning) are eliminated.

Add dimension terms

By adding terms, you can define the way each of your measures and dimensions are labeled

and referenced in your story.

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Narrative tab.
4. Expand the dimension to see how it will be written about in both singular and plural

form.
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5. ClickAdd Term to add another variation for your story to use to describe your dimen-
sion.

6. Click Save.

Your story uses (at random) the terms you’ve added when writing about a dimension.

Manage measure labels

Similarly to dimensions, you canmanage labels used for measures in your story.

1. From the Narrative tab, expand the measure to see its label.
2. Enter the new label that you want used for your measure.
3. Click Save.

Configure Tableau Data Story Settings: Relationships

TheRelationships setting allows you to assign relationships betweenmeasures in a
Tableau Data Story that hasmultiple measures. To configure Relationships, your story

must have one dimension andmultiple measures. For more information, see Create Cus-

tomMeasure Relationships in Your Tableau Data Story.

There are two types of relationships:

l Actual vs. Benchmark
l Current/Most Recent vs Previous Period

UseActual vs. Benchmarkwhen you want to know if you’re performing above or below

your performance benchmarks, for example, when performing quota reporting. This type of

relationship is also helpful for identifying data points that require additional analysis because

they’re significantly above or below your benchmark. To useActual vs. Benchmark, the
measures you’re comparingmust have the same value type.

UseCurrent/Most Recent vs. Previous Periodwhen you want to see if your key per-
formance indicators (KPIs) are increasing, decreasing, or remaining consistent over time.

To useCurrent/Most Recent vs. Previous Period, youmust use a discrete story type.
For more information, see Choose the Right Story Type for Your Tableau Data Story.
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Additionally, you can useActual vs. Benchmark andCurrent/Most Recent vs. Previous
Period relationships simultaneously. Measures in your viz that aren’t part of the configured
relationships are written about in separate paragraphs.

Create Actual vs. Benchmark relationship for continuous or discrete stories

Use theActual vs. Benchmark relationship when onemeasure is a benchmark for other
measures. For example, you could compare actual sales to a sales target, so your story

writes insights about whether you outperformed or underperformed your goal. When you

use this type of relationship, the story removes unnecessary content and focuses on what's

most important–comparing ametric to its associated benchmark.

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Relationships tab.
4. Check the box for Actual vs. Benchmark.
5. First, select the measure that is the benchmark.
6. Then, select the measure that you want to compare against the benchmark.
7. Click Save.

Create Current/Most Recent vs. Previous Period relationship

Use theCurrent/Most Recent vs. Previous Period relationship to compare the per-
formance of twomeasures over a period. For example, you could compare two products to

see which product generated themost revenue over the last year.

1. Add a Tableau Data Story to a Dashboard.
2. From your dashboard, click the Settings icon at the top-left corner of your Data Story

object.
3. In the Data Story dialog box, click the Relationships tab.
4. Check the box for Current/Most Recent vs. Previous Period.
5. First select the measure for the previous period.
6. Then, select the measure for the current period.
7. Enter the label for the period that you’re measuring, for example, year.
8. Choose the number of periods to measure.
9. Click Save.
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Customize Your Tableau Data Story

You can use custom language, tailored to your audience, to supplement your Tableau Data

Stories with insights specific to your business. Identify the analytics and data from the Data

Story that mattersmost to your audience, and use your own language to create themost

impactful story. Aswith the overall Tableau Data Story, data and variables used in custom

content are dynamic, adjusting along with the dashboard.

Add your own insights

1. In your Data Story, click Edit to open the Edit dialog box.
2. Find the section you want to write about and clickAdd Custom Item.

3. Enter your custom text in the field that appears.
4. Click Save.

Add headers and footers

You can insert custom text at the top and bottom of yourData Story. With headers and foot-

ers, you can add your own qualitative analysis to stories, include additional explanations of

data trends, or append legal and privacy disclaimers.

1. In your Data Story, click Edit to open the Edit dialog box.
2. Click the Show note switch.
3. Enter your custom note.
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4. Click Save.

Your note now shows at the top or bottom of yourData Story.

Add functions

Using a function in your Data Story is a great way to customize your story and find the

insights that aremost important to you and your business.

For example, if you want to know the average sum of tourism revenue over a period, select

Average as your function and then designate themeasure as SUM(Tourism Inbound). This

returns the average sum of inbound tourism.

1. In your Data Story, click Edit to open the Edit dialog box.
2. Click the menu in the right side of the box and selectAdd Function.

3. Select a Data Story Function and fill in the required fields.

4. ClickAdd to Section.
5. Click Save.

The custom content now shows in your Data Story.
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Add conditions

For each custom sentence you write, you can add a condition that determineswhether the

sentence renders in yourData Story. If the condition ismet, the custom sentence appears

in your story. If the condition isn't met, the custom sentence doesn't appear.

You can applymultiple conditions to each custom sentence, and the conditions can be com-

bined using theAny orAll buttonswithin the Add a condition dialog box.

Conditional statements aremost often used with numerical comparisons, but the function

also supports stringmatching using the equal (=) or not equal (!=) symbols.

1. In your Data Story, click Edit to open the Edit dialog box.
2. Enter your custom sentence.
3. Click the menu on the right side of the box and selectAdd Condition.
4. Define the custom function to be used to inform the conditional logic. In this example,

the sentence "We have met our quota" shows if the Sum of Tourism Inbound is
greater than 5 trillion.

5. ClickAdd to Section.
6. Click Save.

The custom sentence now appears in your Data Story only if the conditions aremet.
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Duplicate custom content

You can easily duplicate custom content added to your Data Story, making it easier to build

different variations of a sentence.We recommend copying a fully built custom sentence

when applying thresholds, building in language variation, and creating different logical vari-

ations.

1. In your Data Story, click Edit to open the Edit dialog box.
2. Create a custom sentence, complete with functions and conditions, if desired.
3. In the completed sentence box, Click the menu in the right side of the box and select

Duplicate.

4. Click into your duplicated sentence, update as desired, and clickAdd to Section.
5. Click Save.

When you copy a sentence, all functions and conditional statements also copy over. The

copied bullet appears directly below the original bullet in the same section.

Note: Copied bullets can only be added to the section that the original bullet is in.

Add custom content in drilldown sections

For stories that have two dimensions, each section after the first section is called a drilldown

section. Drilldown sections focus on an individual primary dimension entity (i.e. The Amer-

icas in the following example).

Because the drilldown sections have the same content structure, custom content added in

the first section (i.e., Europe) are applied to each additional section (i.e., The Americas). You

can only create or edit content in the first drilldown section.
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1. In your Data Story, click Edit to open the Edit dialog box.
2. In the first drilldown section, clickAdd Custom Item to each entity.
3. Enter your custom content.
4. Click Save.

Custom content in drilldown sections already has a context variable called Current Cat-

egory value (dynamic). This creates a dimension value option called Current Category

value (dynamic) which always represents the section that the drilldown section is about.

Tip: To create content that only appears in a single specific drilldown section, you can use
conditional logic to ensure it only writes where appropriate.

Customize Your Tableau Data Story: Context Variables

Context variables are functions that can be referenced by other functions. In other words,

you can use context variables to nest functionswithin other functions.

After you define your context variable, it appears as a function that you can use when

adding new functions to your Tableau Data Story.
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Note: You can havemultiple context variables set for each custom sentence, but you

must define each context variable separately for each piece of custom content.

Set a context variable

1. In your Data Story, click Edit to open the Edit dialog box.
2. ClickAdd Custom Item.
3. Click the menu in the right side of your custom content box and select Set context.

4. ClickAdd context.
5. Name the context variable and click Set Function.
6. Define your custom function and choose a dimension.

7. ClickAdd to Section.
8. Click back into the sentence where you set your context variable.
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9. Follow the steps to Add functions.

Now, your context variable is listed as an option in theDimension Value drop-down list
when adding your function.

When to use a context variable: reference two or more measures

Let’s say that you want to refer to two or moremeasures in one analytical sentence in your

Data Story. Without a context variable, we can write a sentence for only onemeasure at a

time. But if we use a context variable, we can referencemore than onemeasure in one sen-

tence.

To reference two or moremeasureswith a context variable, yourData Storymust have:

l 1 dimension
l 2 or more measures

1. In your Data Story, click Edit to open the Edit dialog box.
2. ClickAdd Custom Item.
3. Click the menu in the right side of your custom content box and select Set context.
4. ClickAdd context.
5. Name the context variable and click Set Function.
6. Define your custom function and choose a dimension.
7. ClickAdd to Section.
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8. Click back into the sentence where you set your context variable.
9. Add your first function and fill in the required fields. In this example, we selected

DimensionValueLabel, and then chose Country/Region from Dimension, and then
country with the highest GDP (our context variable) from Dimension Value.

10. ClickAdd to Section.
11. Add your second function and fill in the required fields. In this example, we selected

Value, and then chose Country/Region from Dimension, SUM(Lending Interest) from
Measure, and country with the highest GDP (our context variable) from Dimension
Value.

12. ClickAdd to Section.
13. Click Save.
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YourData Storywrites a sentence that gives us insight into a secondarymeasure (Lending
Interest) for the country that we're interested in (the country with the highest GDP).

When to use a context variable: period-over-period analysis

A context variable is helpful when you want to analyze performance over two different peri-

ods in yourData Story. You can create a custom sentence that writes about ameasure dis-

played in your drilldown section and compares themeasure against different periods, such

as year over year or month over month.

To set up a period-over-period analysis, your Data Storymust have:

l 2 dimensions: 1 time period dimension (primary) and 1 non-time period
dimension (secondary)

l 1–3 measures

1. Create your Data Story.
2. In the Fields dialog box, make sure your time period dimension is ordered first and

clickNext.
3. In the Story dialog box, selectContinuous and clickDone.
4. Open the Edit dialog box, and selectAdd Custom Item in the first drilldown area.
5. Create two context variables that represent your time periods. For example, "Current

Quarter" and "Previous Quarter."
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6. Create an increased sentence by adding custom language and functions. The content
of this sentence results in "[CurrentDimensionValueLabel] increased [X%] over the
quarter."

7. Type in the function followed by the word "increased" in the custom text box.
8. Add the function that returns the percent change of your measurement during your

time period.

9. ClickAdd to Section.
10. Duplicate custom content and create a decreased version by replacing the word

"increased" with "decreased." The functions stay the same.
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11. Add conditions for each sentence so that only one is written, depending on the data.

12. For the increased sentence, set conditions in line with the following example:

Left Argument = Value function

Dimension = Quarter(OrderDate). Select your time period dimension

Measure = SUM(Total Orders). Select themeasure you used for the cal-

culation

Dimension Value = Current Quarter. One of the context variables

Filter Dimension Value = Current Region value (dynamic). This is the preset

context variable

Middle Argument = > (greater than)

Right Argument = Value function

Dimension= Quarter(OrderDate). Select your time period dimension

Measure = Total(Total Orders). Select themeasure you used for the cal-

culation

Dimension Value = PreviousQuarter. One of the context variables

Filter Dimension Value = Current Region value (dynamic). This is the preset

context variable
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13. For the decreased sentence, set the same conditions, but replace the > (greater than)
sign with the < (less than) sign. The right and left arguments remain the same.

14. Click Save, and your Data Storywrites a sentence that includes the insights from ana-
lyzing the two time periods.

Customize Your Tableau Data Story: Functions

If you’d like to customize your Tableau Data Story with a function, it helps to know what func-

tions you can use, what each function does, and what dimensions andmeasures you’ll need

for each function.

Learn how to Add functions to your Data Story.

Click a letter to see functions that begin with that letter. If no functions start with that letter,

the functions that start with the next letter in the alphabet are shown. You can also press

Ctrl+F (Command-F on aMac) to open a search box that you can use to search the page for

a specific function.

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
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Average

Description: The average value of the givenmeasure.

Syntax: Average(dimension, measure, filterDimensionValue)

Count

Description: The number of dimension valueswithin a given dimension.

Syntax: Count(dimension)

Difference

Description: The difference inmeasure values between the two provided dimension values.

Syntax: Difference(dimension, measure, firstDimensionValue, secondDimensionValue, fil-

terDimensionValue)

DifferenceFromMean

Description: The difference between themean and themeasure value for the given dimen-

sion value.

Syntax: DifferenceFromMean(dimension, measure, firstDimensionValue, fil-

terDimensionValue)

Direction

Description: Language describing the direction (e.g., increase or decrease) betweenmeas-

ure values for the two provided dimension values.
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Syntax: Direction(dimension, measure, firstDimensionValue, secondDimensionValue, fil-

terDimensionValue, phrase)

Ending Label

Description: The name of the last period in the series.

Syntax: Label(measure)

EndingValue

Description: The value at the last period in the series for the givenmeasure.

Syntax: EndingValue(measure, filterDimensionValue)

Label

Description: The label for the givenmeasure.

Syntax: Label(measure)

LargestNegativeChangeDifference

Description: The value of the largest negative period-over-period difference, on an absolute

basis, in the given series.

Syntax: LargestNegativeChangeDifference(measure, filterDimensionValue)

LargestNegativeChangeEndingLabel

Description: The name of the ending period for the largest negative period-over-period dif-

ference, on an absolute basis, in the given series.

Tableau Software 929

Tableau Cloud Help



Syntax: LargestNegativeChangeEndingLabel(measure, filterDimensionValue)

LargestNegativeChangeEndingValue

Description: The ending value of the largest negative period-over-period difference, on an

absolute basis, in the given series.

Syntax: LargestNegativeChangeEndingValue(measure, filterDimensionValue)

LargestNegativeChangePercentDifference

Description: The percent change of the largest negative period-over-period difference, on

an absolute basis, in the given series.

Syntax: LargestNegativeChangePercentDifference(measure, filterDimensionValue)

LargestNegativeChangeStartingLabel

Description: The name of the starting period for the largest negative period-over-period dif-

ference, on an absolute basis, in the given series.

Syntax: LargestNegativeChangeStartingLabel(measure, filterDimensionValue)

LargestNegativeChangeStartingValue

Description: The starting value of the largest negative period-over-period difference, on an

absolute basis, in the given series.

Syntax: LargestNegativeChangeStartingValue(measure, filterDimensionValue)
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LargestNegativePercentChangeDifference

Description: The value of the largest negative period-over-period difference, on a per-

centage basis, in the given series.

Syntax: LargestNegativePercentChangeDifference(measure, filterDimensionValue)

LargestNegativePercentChangeEndingLabel

Description: The name of the ending period for the largest negative period-over-period dif-

ference, on a percentage basis, in the given series.

Syntax: LargestNegativePercentChangeEndingLabel(measure, filterDimensionValue)

LargestNegativePercentChangeEndingValue

Description: The ending value of the largest negative period-over-period difference, on a per-

centage basis, in the given series.

Syntax: LargestNegativePercentChangeEndingValue(measure, filterDimensionValue)

LargestNegativePercentChangePercentDifference

Description: The percent change of the largest negative period-over-period difference, on a

percentage basis, in the given series.

Syntax: LargestNegativePercentChangePercentDifference(measure, fil-

terDimensionValue)

LargestNegativePercentChangeStartingLabel

Description: The name of the starting period for the largest negative period-over-period dif-

ference, on a percentage basis, in the given series.
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Syntax: LargestNegativePercentChangeStartingLabel(measure, filterDimensionValue)

LargestNegativePercentChangeStartingValue

Description: The starting value of the largest negative period-over-period difference, on a

percentage basis, in the given series.

Syntax: LargestNegativePercentChangeStartingValue(measure, filterDimensionValue)

LargestPositiveChangeDifference

Description: The value of the largest positive period-over-period difference, on an absolute

basis, in the given series.

Syntax: LargestPositiveChangeDifference(measure, filterDimensionValue)

LargestPositiveChangeEndingLabel

Description: The name of the ending period for the largest positive period-over-period dif-

ference, on a absolute basis, in the given series.

Syntax: LargestPositiveChangeEndingLabel(measure, filterDimensionValue)

LargestPositiveChangeEndingValue

Description: The ending value of the largest positive period-over-period difference, on an

absolute basis, in the given series.

Syntax: LargestPositiveChangeEndingValue(measure, filterDimensionValue)
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LargestPositiveChangePercentDifference

Description: The percent change of the largest positive period-over-period difference, on an

absolute basis, in the given series.

Syntax: LargestPositiveChangePercentDifference(measure, filterDimensionValue)

LargestPositiveChangeStartingLabel

Description: The name of the starting period for the largest positive period-over-period dif-

ference, on an absolute basis, in the given series.

Syntax: LargestPositiveChangeStartingLabel(measure, filterDimensionValue)

LargestPositiveChangeStartingValue

Description: The starting value of the largest positive period-over-period difference, on an

absolute basis, in the given series.

Syntax: LargestPositiveChangeStartingValue(measure, filterDimensionValue)

LargestPositivePercentChangeDifference

Description: The value of the largest positive period-over-period difference, on a percentage

basis, in the given series.

Syntax: LargestPositivePercentChangeDifference(measure, filterDimensionValue)

LargestPositivePercentChangeEndingLabel

Description: The name of the ending period for the largest positive period-over-period dif-

ference, on a percentage basis, in the given series.
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Syntax: LargestPositivePercentChangeEndingLabel(measure, filterDimensionValue)

LargestPositivePercentChangeEndingValue

Description: The ending value of the largest positive period-over-period difference, on a per-

centage basis, in the given series.

Syntax: LargestPositivePercentChangeEndingValue(measure, filterDimensionValue)

LargestPositivePercentChangePercentDifference

Description: The percent change of the largest positive period-over-period difference, on a

percentage basis, in the given series.

Syntax: LargestPositivePercentChangePercentDifference(measure, fil-

terDimensionValue)

LargestPositivePercentChangeStartingLabel

Description: The name of the starting period for the largest positive period-over-period dif-

ference, on a percentage basis, in the given series.

Syntax: LargestPositivePercentChangeStartingLabel(measure, filterDimensionValue)

LargestPositivePercentChangeStartingValue

Description: The starting value of the largest positive period-over-period difference, on a

percentage basis, in the given series.

Syntax: LargestPositivePercentChangeStartingValue(measure, filterDimensionValue)

934 Tableau Software

Tableau Cloud Help



LongestStreakDifference

Description: The difference over the longest streak of consecutive increases or decreases

for the given series.

Syntax: LongestStreakDifference(measure, filterDimensionValue)

LongestStreakDirection

Description: The direction (positive or negative) of the longest streak of consecutive

increases or decreases for the given series.

Syntax: LongestStreakDirection(measure, filterDimensionValue)

LongestStreakEndingLabel

Description: The name of the ending period for the longest streak of consecutive increases

or decreases for the given series.

Syntax: LongestStreakEndingLabel(measure, filterDimensionValue)

LongestStreakEndingValue

Description: The ending value of the longest streak of consecutive increases or decreases

for the given series.

Syntax: LongestStreakEndingValue(measure, filterDimensionValue)

LongestStreakLength

Description: The largest number of periods of consecutive increase or decrease for the given

series.
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Syntax: LongestStreakLength(measure, filterDimensionValue)

LongestStreakPercentDifference

Description: The percent difference over the longest streak of consecutive increases or

decreases for the given series.

Syntax: LongestStreakPercentDifference(measure, filterDimensionValue)

LongestStreakStartingLabel

Description: The name of the starting period for the longest streak of consecutive increases

or decreases for the given series.

Syntax: LongestStreakStartingLabel(measure, filterDimensionValue)

LongestStreakStartingValue

Description: The starting value of the longest streak of consecutive increases or decreases

for the given series.

Syntax: LongestStreakStartingValue(measure, filterDimensionValue)

MaxLabel

Description: The name of the entity with themaximum value for the givenmeasure.

Syntax: MaxLabel(dimension, measure, filterDimensionValue)

MaxValue

Description: Themaximum value for the givenmeasure.
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Syntax: MaxValue(measure)

Median

Description: Themedian value for the givenmeasure.

Syntax: Median(dimension, measure, filterDimensionValue)

MinLabel

Description: The name of the entity with theminimum value for the givenmeasure. Syntax:

MinLabel(dimension, measure, filterDimensionValue)

MinValue

Description: Theminimum value for the givenmeasure.

Syntax: MinValue(dimension, measure, filterDimensionValue)

PercentDifference

Description: The percent difference inmeasure values between the two provided dimension

values.

Syntax: PercentDifference(dimension, measure, firstDimensionValue, secondDi-

mensionValue, filterDimensionValue)

PercentOfWhole

Description: The percent in measure values for a given dimension value over the total meas-

ure values for that dimension.
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Syntax: PercentOfWhole(dimension, measure, dimensionvalue, filterDimensionValue)

PeriodLabel

Description: The name of the nth period in the series, starting at 1.

Syntax: PeriodLabel(index)

PeriodLabelNewest

Description: The name of the nth period in the series, starting at the newest and counting

back.

Syntax: PeriodLabelNewest(index)

PeriodValue

Description: The value of the givenmeasure at the nth period in the series, starting at 1.

Syntax: PeriodValue(measure, index, filterDimensionValue)

PeriodValueNewest

Description: The value of the givenmeasure at the nth period in the series, starting at the

newest and counting back.

Syntax: PeriodValueNewest(measure, index)

Range

Description: The difference between themaximumandminimum values for the givenmeas-

ure.
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Syntax: Range(dimension, measure, filterDimensionValue)

SortAscendingLabel

Description: The entity name of the givenmeasure sorted in descending order at the given

rank (starting at 1).

Syntax: SortAscendingLabel(measure, rank, dimension, filterDimensionValue)

SortAscendingValue

Description: The value of the givenmeasure sorted in ascending order at the given rank

(starting at 1).

Syntax: SortAscendingValue(measure, rank, dimension, filterDimensionValue)

SortDescendingLabel

Description: The entity name of the givenmeasure sorted in descending order at the given

rank (starting at 1).

Syntax: SortDescendingLabel(measure, rank, dimension, filterDimensionValue)

SortDescendingValue

Description: The value of the givenmeasure sorted in descending order at the given rank

(starting at 1).

Syntax: SortDescendingValue(measure, rank, dimension, filterDimensionValue)

StartingLabel

Description: The name of the first period in the series.
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Syntax: StartingLabel()

StartingValue

Description: The value at the first period in the series for the givenmeasure.

Syntax: StartingValue(measure, filterDimensionValue)

StartToFinishDifference

Description: The difference between the values for the first and last periods in the given

series.

Syntax: StartToFinishDifference(measure, filterDimensionValue)

StartToFinishPercentDifference

Description: The percent difference between the values for the first and last periods in the

given series.

Syntax: StartToFinishPercentDifference(measure, filterDimensionValue)

StdDev

Description: The standard deviation value for the givenmeasure.

Syntax: StdDev(dimension, measure, filterDimensionValue)

Sum

Description: The sum of measure values for the two provided dimension values.
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Syntax: Sum(dimension, measure, firstDimensionValue, secondDimensionValue, fil-

terDimensionValue)

Total

Description: The sum total value for the givenmeasure.

Syntax: Total(dimension, measure, filterDimensionValue)

Value

Description: Themetric value for a given dimension, measure, and dimension value.

Syntax: Value(dimension, measure, dimension value, filterDimensionValue)

Z-Score

Description: The z-score for the givenmeasure.

Syntax: Z-Score(dimension, measure, firstDimensionValue, filterDimensionValue)

Customize Your Tableau Data Story: Hide and Reorder Content

Customize your Tableau Data Story with the content that ismost important to you and your

audience by hiding or reordering content within your story.

Hide content and sections

1. Create your Data Story and click Edit to open the Edit dialog box.
2. Set sections to show or hide by clicking the Show section switch to the on or off pos-

ition.
3. Hover over the blue box to the right of each individual sentence, and click the box to

show or hide from view.
4. Click Save.
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Now, only the sentences and sections that are set toShow appear in your Data Story.

Reorder content within a section

1. Create your Data Story and click Edit to open the Edit dialog box.
2. Hover over the left-side menu of the content you want to reorder. Your cursor turns

into a hand icon.
3. Click the item with your cursor and drag it anywhere within the same section.
4. Click Save.

Now, the sentences appear in yourData Story in the order that you set them to.
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Note:Currently, content can only bemoved within the same section. Moving entire sec-
tions isn't yet supported.

Add More Data to Your Tableau Data Story

Data Stories currently supports stories with two dimensions and onemeasure, or one dimen-

sion and up to 10measures. If you'd like to write about data that you don't need to show on

your dashboard, then use a hidden sheet to simplify your dashboard. If you'd like to addmore

than two dimensions to your story, then concatenate dimensions or createmultiple data stor-

ies and stack them.

Use a hidden sheet

If you have data that you want to include in a Tableau Data Story and don't need to show all

the data that drove the insight, you can use a hidden sheet to bring additional measures and

dimensions into your story without cluttering the dashboard.

1. Drag the Data Story object to your dashboard to see which worksheets you can write
about in the Data Story dialog box. In this example, there are two worksheets available
to write about.
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2. Bring in another data source, such as "Population," by navigating to the left-hand
menu, selecting Floating, and dragging that sheet onto your dashboard.

TheData Story dialog box updateswith the new available data source.
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3. Click into Layout and adjust the size to 1 x 1 to hide the sheet but keep the underlying
data in your story.

You can now configure your stories using this hidden sheet.

Note: Youmay need to deselect additional legend elements to keep the sheet hidden.

Concatenate dimensions

If your data contains three dimensions and onemeasure and is aDiscrete Story, you can
concatenate (link together) two of those dimensions by creating a calculated field.

1. From the worksheet you want to use in your story, clickAnalysis and selectCreate
Calculated Field.

2. Name the calculated field and use the following formula to create your calculation,
using the + sign to join the dimensions.
[Dimension 1] + [Dimension 2]

Tip:Drag your dimensions into theCalculated Field box and place them in the formula.

3. ClickOK.
4. Drag your new calculated field into the Detail pane to make it accessible in your data

story.
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Stack multiple data stories

Write about moremeasures and dimensions by creatingmultipleData Stories and stack-
ing them vertically or horizontally on your dashboard.

For example, if you wanted to create a story about actual revenue vs benchmark revenue,

you could create two different stories—onewith the actual revenue and the first benchmark,

and another with the actual revenue and the second benchmark—and compare them.

Add a Pop-Up Tableau Data Story to Your Dashboard

You can place a Tableau Data Story in a pop-up window that allows your users to open a

story, read it, and then close it when they're done. This is a great way to save space being

used by already-established dashboards or to reduce the amount of clutter and information

on a dashboard.

1. Add a Tableau Data Story to a Dashboard.
2. Set the container to Floating by clicking the menu and selecting Floating.

Tip: Another way to set the container to Floating is by holding the shift keywhile dragging
the container onto your dashboard.

3. Navigate to the Layout tab in the left-hand column and set the background color to
white.
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4. Click the menu that is associated with your floating container to show its settings, and
selectAdd Show/Hide Button. This creates an "X" icon that allows you to show or
hide your story.

Note: If your story is selected, then your button is partially obscured by the sidebar
options that are part of the Data Story object. Click anywhere outside of the story to

reveal the button.

5. Hover over the "X" icon to show instructions for opening or closing the story. In this
example, you're being prompted to press the Alt key at the same time you click the "X"
icon.

6. Collapse the story by clicking the "X" icon at the same time as pressing the key indic-
ated in your prompt.

The story collapses, but themenu remains on the dashboard so that the user can expand the

story when needed. You canmove your collapsible, floating story around your dashboard as

desired.

Create CustomMeasure Relationships in Your Tableau Data
Story

You can create a relationship story in your Tableau Data Story to see how data compares to

another set of data. To build a relationship story, youmust have at least twomeasures and
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one dimension. Data that you'd like to compare is often grouped into one column of data

named something such as "Year" or "Month," with values such as "2022" or "March."

You can Create a Simple Calculated Field to separate "2022" from "2021" (or March from

February), so that you can compare the two time periods in a relationship story.

1. Start in the sheet that you want to use in your Data Story.
2. ClickAnalysis, and selectCreate a Calculated Field.
3. Create a calculated field such as "Current Period."

Tip: Follow the structure of the calculated field shown here, but substitute your own dimen-

sion or measure names (orange text).

4. Create a calculated field such as "Previous Period."

5. Drag the newmeasures onto the Detailmark.
6. From your dashboard, click the story and add the two newmeasures into your Data

Story.
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7. From your dashboard, click the Settings icon at the top-left corner of your Data Story
object.

8. In the Data Story dialog box, click the Relationships tab.
9. Set up a relationship story with the two custom measures.
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10. Click Save.

Your story now writes sentences that compare the custommeasures.

Refresh Parameters in a Tableau Data Story

If you’ve added a parameter to your dashboard and are using Data Stories, you’ll notice that

clicking the parameter refreshes your visualization, but not the story. This happens because

the parameter doesn’t refresh the underlying data like a filter does.

To refresh your Tableau Data Story with the parameter data, add a "refresh" button to your

dashboard that updates your story to align with your parameter.

1. Create a new sheet in your workbook.
2. Create a Calculated Field in the new sheet with the following info:

Name: Refresh

Contents: "refresh"

3. ClickOK, and then drag the new calculated field (Refresh) onto your new sheet.
4. Right-click the field and click Show Header to hide the header.

950 Tableau Software

Tableau Cloud Help



5. Choose a shape for your button.

6. Return to your dashboard and drag the sheet containing the refresh button onto your
dashboard next to the parameter.

7. Hover over the button, selectMore Options, and click Title to hide the title.
8. Hover over the button and clickUse as Filter.

9. Adjust your parameter and then click on the new refresh button. The button updates
your story to align with the parameter.

Use a Table Calculation in a Tableau Data Story

You can use a Table Calculation as ameasure in a Tableau Data Story in addition to the
measure that you used to create the table calculation.

1. From theMarks card, click the right side of your field to open amenu, and clickQuick
Table Calculation.
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2. After you create your table calculation, drag it toMeasures in the Data pane and
rename it.
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3. Drag your original measure (e.g., Sales) back to the Rows shelf, and then drag your
new calculation (e.g., Sum of Sales) into the Tooltip. Your visualization may remain
the same, but you now have access to the newmeasure.
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4. Go to your dashboard and drag the Data Story object onto the dashboard. Both
measures appear when creating your story.

Add Web Images Dynamically to Worksheets
At Tableau, we know that images are a powerful tool when analyzing data. Imagine that

you're looking at a viz of monthly shoe sales. The data is telling you that you soldmore high

heels than wedges, but you can't picture the difference in the two types of shoe. That's

where Image Role comes in. You can dynamically add web images to your worksheets and
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use them in your headers to add visual detail.

Prepare your data source

Image Role can be assigned to discrete dimension fields that contain URLs that point to web

images. To prepare your data, be sure that your image fieldsmeet the requirements set by

Tableau to be assigned an image role:

l Make sure your URLs navigate to image files with .png, .jpeg, or .jpg extensions.
l Verify that each URL begins with http or https. If a transport protocol isn’t included,
Tableau assumes https.

l Optimize the number of images used in your data set. Usually, you can load up to 500
images per field.

l Ensure that each image files is smaller than 128 kb.

Note:Depending on the complexity of your viz, Tableaumay default to a server-side
render, which limits the number of images to 30 per field. To learnmore about com-

plexity settings and server-side rendering, see Configure Client-Side Rendering.

Example data set:

Product Name Product Image URL Product Sales

Flats https://img.example.com/flats.png 12,118

High Heels https://img.example.com/highheels.png 15,865

Running Shoes https://img.example.com/runningshoes.png 14,200
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Wedges https://img.example.com/wedges.png 8,665

Assign an image role to your URLs

After you’ve connected to your data source, you can assign an Image Role to your URLs

from either the Data Source page or on the Data pane in a worksheet.

From the Data Source page:

1. Locate the column that has image URLs.
2. Right-click (control click on Mac) the icon on the top left of the column and select

Image Role >URL.
The icon changes to an image icon, and your images are ready to use.

From a worksheet:

1. Open a new worksheet.
2. Locate a discrete dimension field that has image URLs.
3. Right-click (control click on Mac) the dimension field and select Image Role >URL.

The icon changes to an image icon, and your images are ready to use.
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Add images to your visualizations

From your worksheet, drag the Image Role field onto the Rows or Columns shelf. You can

now see images along with their associated data on your viz.

Share your visualizations

You can export your workbookswith images and share them. Be sure that the images used

in your vizzes are available to be viewed by everyone you share your vizzeswith. For

example, if you’re using images that are hosted on an internal server behind a firewall, be

sure that everyone you share the viz with has sufficient permissions to access the images. In

this example, users who view the viz while connected to the same server shouldn’t have any

issues seeing the images. But users who export the viz to a pdf on a Tableau Cloud server

may not be able to see the images.

If you export your workbook and your viewer attempts to open it in Tableau 2022.3 or earlier,

your viewer won’t be able to see the images.
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Note: It is a best practice to always align an Image Role field with a text description to
make the content accessible for screen readers and other accessibility software.

Troubleshoot image connections

Sometimes imageswon't display if you exceed the number of images allowed per field,

have large image files on a complex viz, or are viewing the viz on amobile device. This sec-

tion helps you troubleshoot those errors.

None of the images are displaying in my viz

There are too many images in the viz

Depending on the complexity of your viz, you can typically load 500 images per field. If you

have a complex viz, it may default to server-side rendering.With server-side rendering, you

can load 30 images per field.

If you get an error message that there are toomany images in the viz, filter out images and

try again.

Tableau couldn't access the images

If you receive broken image icons instead of your images, first confirm that you have suf-

ficient permissions to view the images (or if, for example, they're behind a firewall). Tableau

must be able to access the images, and the images can't require a separate authentication

to view them.

If you're sure that you have permission to view the images and they're within the size

requirements, check that web images are enabled on your settings page.

In Tableau Desktop:
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1. From your workbook, clickHelp in the toolbar.
2. Select Settings and Performance >Set Dashboard Web View Security.
3. Make sure that Enable Web Page Objects and Web Images is checked.

In Tableau Cloud:

1. From the home page, click Settings.
2. Under general, scroll down and locateWeb Page Objects and Web Images.
3. Make sure that Enable Web Page Objects and Web Images is checked.

Some of the images aren't displaying in my viz

The image file is too large

Each image file must be smaller than 128 kb to render. Check your image file size and try

again.

The image URL must begin with http or https

Each image URLmust begin with either http or https. Tableau doesn't currently support

FTP/SMTP calls. Verify your URL format and try again.

The image file must be a URL

An Image Role can be assigned to only URLs that navigate to image files with .png, .jpeg, or

.jpg, extensions. Verify your URL format and try again.

The image file extension is not supported

An Image Role can be assigned to only URLs that navigate to image files with .png, .jpeg, or

.jpg, extensions. Currently, ImagesRole doesn't support URLs that navigate to .svg files.

Verify your URL format and try again.
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The image file contains bad characters

An Image Role can't be assigned to URLs that have the following characters:

< > & \ ^ '

or the following character sequences:

.. \\. \r \n \t

Verify that your URL doesn't contain any of these characters or character sequences and

try again.

The images aren't displaying outside of my worksheet

The images aren't displaying in Viz in Tooltip

Viz in Tooltip is processed with server-side rendering, which allows you to load up to 30

images per field. Verify that you have fewer than 30 images per field and try again.

For more about server and client-side rendering, see Configure Client-Side Rendering.

For more about using Viz in Tooltip, see Create Views in Tooltips (Viz in Tooltip).

The images aren't displaying in View in Thumbnail

View Thumbnail is processed with server-side rendering, which allows you to load up to 30

images per field. Verify that you have fewer than 30 images per field and try again.

For more about server and client-side rendering, see Configure Client-Side Rendering.

The images aren't displaying when I export my workbook
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All exports and export-related features are processed with server-side rendering, which

allows you to load up to 30 images per field. Verify that you have fewer than 30 images per

field and try again.

The images aren't displaying on a mobile device

Mobile devices have a lower complexity threshold than computers, so the processing is com-

pleted through server-side rendering, which allows you to load up to 30 images per field.

Verify that you have fewer than 30 images per field and try again.

You can change the complexity settings on your mobile device. For more info on complexity

thresholds, see Configure the complexity threshold for computers andmobile devices.

Connect to Published Data Sources in Web
Editing
The steps below describe how to connect to published data sourceswhen you’re signed in to

Tableau Server or Tableau Cloud. For details on how to edit workbooks and view on the

web, see Build Views on theWeb and Using Tableau on theWeb.

For information about how to connect to a published data source from Tableau Desktop, see

Tableau Server or Tableau Cloud in the Connector Example reference in this help system.

Connect to a published data source in the web editing envir-
onment

You can connect to data if you have permissions to create and edit views.

1. While you’re signed in to your Tableau Server or Tableau Cloud site, select a view to

edit.

2. In editingmode, click theNew Data Source icon .
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3. In theConnect to Data Source dialog box, select a published data source from the

list, and then clickAdd.

You can also connect to a published data source when you're creating a new workbook dir-

ectly on Tableau Server or Tableau Cloud.

1. When you’re signed in to your site, navigate to theContent page and selectData
Sources.

2. In the list of data sources, select the check box next to the one you want to use, and

then clickActions and selectNewWorkbook.

Set Credentials for Accessing Your Published Data

When you publish a workbook to Tableau Cloud or Tableau Server, you can publish the

data source it connects to as part of the workbook (embedded into the workbook), or as a

separate, standalone data source. In addition, if the data source you’re publishing requires

authentication, you can customize how credentials are obtained.

The type of authentication to your data source is independent of how people sign in to your

Tableau Cloud or Tableau Server site. For example, to give people direct access to the data

in a workbook, you would embed a database user’s credentials into the data source’s con-

nection. But anyone viewing the workbookwould still need to be able to sign in to the site on

Tableau Cloud or Tableau Server to open your workbook.

This topic describes how to set authentication on data connections as part of the publishing

process.

Note: This topic doesn’t apply to connections to that don’t require authentication, such
as text files or Excel files.
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Set the authentication type

For many types of connection you can embed a database user’s name and password, or use

single sign-on (SSO). Specific exceptions are described later in this topic.

The following steps describe how to set authentication as part of publishing a data source or

workbook. You can do this for each connection in the data source.

1. In the PublishWorkbook dialog box, go to theData Sources area, which lists the
workbook’s connections, and selectEdit.

2. In theManage Data Sources popup, after you decide whether to publish the data
source separately or as part of the workbook, select an authentication type for each
connection in the data source.

The available authentication types depend on the connection type, and they can

include one or more of the following:

l Prompt user: Usersmust enter their own database credentials to access the
published data when the view or workbook loads.

l Embedded password: The credentials you used to connect to the data will be
saved with the connection and used by everyone who accesses the data source

or workbook you publish.

l Server run as account: A single Kerberos service account is used to authen-

ticate the user. OnWindows this is the account that Tableau Server runs as. On

Linux it can be any Kerberos account.

l Viewer credentials: The viewer’s credentials are passed through to the data-
base using SSO (usually Kerberos).

l Impersonate with embedded account or Impersonate with server Run
As service account: Impersonation using embedded credentials connects
with the embedded credentials and then switches to the viewer’s identity (only

for databases that support this). Impersonation using the Run As service
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account is similar but first, connects with the Kerberos service account before

switching to the viewer’s identity.

l Refresh not enabled orAllow refresh access: These options appear when
you publish an extract of cloud data such as fromSalesforce, and database cre-

dentials are needed to access the underlying data.Allow refresh access
embeds the credentials in the connection, so that you can set up refreshes of

that extract on a regular schedule. SettingRefresh not enabled prompts
users when they open the workbook.

Important: How you want to keep extracted data fresh is also a factor:

l If you want to set up an automatic refresh schedule, you must embed the
password in the connection.

l If you’re publishing a cloud data connection to Tableau Cloud, the pub-
lishing steps alert you if you must add Tableau Cloud to the data pro-
vider’s authorized list.

l You can’t publish an extract that’s created from a Kerberos-delegated,
row-level-secure data source.

Dropbox, OneDrive connections

For Dropbox andOneDrive, when you publish a data source or workbook and select

Embedded password, Tableau creates a saved credential and embeds it in the data
source or workbook.

Workbook connections to Tableau data sources

When you publish a workbook that connects to a Tableau Cloud or Tableau Server data

source, rather than setting the credentials to access the underlying data, you set whether

the workbook can access the published data source it connects to. Regardless of the ori-

ginal data type, the choice for server data sources is alwaysEmbedded password or
Prompt users.

If you select to prompt users, a user who opens the workbookmust haveView andCon-
nect permissions on the data source to see the data. If you select embed password, users
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can see the information in the workbook even if they don’t have View or Connect per-

missions.

Virtual connections

As of Tableau Cloud and Tableau Server 2022.3 and Tableau Desktop Current, when you

publish Tableau content like a data source or workbook that uses a virtual connection and

selectEmbed password or Embed credentials, the viewer of the content will have your
permissions to connect to and query the virtual connection. However, any data policies asso-

ciated with the virtual connection are always evaluated using the viewer’s identity–not yours.

For example, you publish a workbook that uses a virtual connection. To let viewers of the

workbook connect to and query data byway of the virtual connection, you embed your per-

missions to connect to and query the virtual connection. Then, any data policies associated

with the virtual connection prevent the viewers of the workbook from accessing any sensitive

data.

When evaluating whether the tables in a virtual connection can be viewed and accessed, the

identity of the content creator is used. However, when evaluating any data policies asso-

ciated with the tables in a virtual connection, the viewer’s identity is used. And the content cre-

ator can only ever embed connect permissions to the virtual connection–not edit

permissions.

If you choose not to embed permissions, then only users with permissions to access the work-

book or data source and with connect permissions to the virtual connection can access the

workbook or data source.

The embed password and embed credentials options for virtual connections don’t work in

Tableau Cloud 2022.2, Tableau Server 2022.1, and Tableau Desktop 2022.3 and earlier. If

you select these options before you upgrade to 2022.3 (for Tableau Cloud and Tableau

Server) or Current (for Tableau Desktop), the optionswill work as expected after you

upgrade. Then, you’re able to embed your permissions for querying a virtual connection.
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See also

l If you publish to Tableau Server, see Edit Connections in the Tableau Server Help.

l If you publish to Tableau Cloud and the workbook connects to Salesforce, Google

Analytics, Google Sheets, Google BigQuery, OneDrive, Dropbox, andQuickBooks

Online data, see Refresh Data Using Saved Credentials in the Tableau Cloud Help.

l If you’re a Tableau Server administrator looking for more information about authen-

tication, see the Tableau Server help topics, "Authentication" (Windows | Linux) and

"Data Connection Authentication" (Windows | Linux).

Edit a Published Data Source
Imagine that you’ve published a data source, and your team is using the data source across

a number of workbooks. This is a good start, but you have some changes inmind that will

make your data source great. Before you implement these changes, you want to see how

your proposed changes look in Tableau. Andmost importantly, you need to test your

changes to ensure theywon’t negatively impact any existing workbooks that use the data

source.

Editing a published data source allows you to test changes andmake improvements to your

data source while maintaining it as a single source of data.

Edit and test changes

Whether you’re creating a new published data source or editing an existing published data

source, you can create joins and edit the schema from the Data Source page without leav-

ing your browser. Then use the Scratchpad to test your changes, create folders, organize

hierarchies, and rename fields and aliases before publishing your data source.While editing

your data source, you’ll have all the same features and functionality that you have when

authoring in Tableau Cloud. For more information, seeWeb Authoring and Tableau

Desktop Feature Comparison.

To edit a published data source:
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1. From the Start or Explore page, navigate to the data source you want to edit.

2. ClickEdit Data Source.

3. Click theData Source page tomake joins or edit the schema.

4. Click theScratchpad sheet.

5. From theData pane, create folders, organize hierarchies, rename fields and their ali-
ases, or updatemetadata that are saved with the published data source.

6. Drag and drop fields onto the scratchpad tomake sure your changes are working as

expected.

7. ClickPublish.

Just like you can with workbooks, you can alsoPublish As if you want to make a copy of the
data source.

Note: Personal Spaces don’t support published data sources.

Roll back changes

To revert to the last version of the published data source:

1. Navigate to the data source that you want to revert.
2. Click File.
3. Choose Revert to Published.
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This reverts to the latest published version of that data source.

Understand supported connections

Editing published data sources doesn’t support:

l Tableau Bridge connectors in Tableau Cloud.
l Data sources that use embedded passwords in Tableau Cloud and Tableau Server.

Also, the Data Source page isn’t available for published data source connection types that

aren’t supported, including but not limited to .hyper file types. To see which connection

types are supported, see Creators: Connect to Data on theWeb.

Learn about permissions

To edit a published data source, you’ll need a Creator license that has Save or Save As per-

missions for data sources in the respective folder. For more information, see Permissions.

Edit data sources published by a flow

If youmake edits to a data source that was published by a flow, the changeswill be over-

written during the next scheduled flow. Instead, edit the data source in the flow. For more

information, see Publish a Flow to Tableau Server or Tableau Cloud.
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Use Dynamic Axis Titles
Tableau’s flexibility empowers authors to quickly analyze different data sets and visualize

data differently for deeper analysis. But with that flexibility, comes the responsibility to com-

municate accurately the data that is used in a viz. For example, it’s critical to communicate

the units of measure that change based on a parameter value. Imagine that you’re looking at

a viz of the weather that shows a forecast of 25 degrees. In Fahrenheit, that forecast might

be a great ski trip. But in Celsius, that forecast might call for a trip to the beach.

As an author, you can use Dynamic Axis Titles to update the axis title based on the value of a

parameter or a single-value field (for example, an LOD calculation). If you use swap para-

meters, the axis titles update tomatch the data being used.

Supported field types

To be used as a Dynamic Axis Title, fieldsmust be:

l A single-valued and a fixed LOD calculation
l A parameter
l A constant calculated field
l A top 1 set

Configure a dynamic axis title

1. From a Tableau sheet, drag a continuous field onto a shelf.
2. Double-click the axis to open the Edit Axis dialog.
3. Under the Axis Titles section, choose the field you want to use for your axis title from

the list.
4. Close the Edit Axis dialog.

For amore complex use case, first follow the steps in Example: SwapMeasuresUsing Para-

meters. Then, follow these steps:

1. Double-click on the X axis to open the Edit Axis dialog.
2. Under the Axis Titles section, select Parameter, and then choose Placeholder 2

selector.
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3. Close the Edit Axis dialog.
4. Repeat these steps for the Y axis using Placeholder 1.

Now, when the parameters are changed, the axes titles update to reflect the data being dis-

played.

Understand limitations and edge cases

Dynamic axis titles are cleared when the viz type is changed using Show Me. Also if you use

subtitles, then the subtitle appears after the Dynamic Axis Title, just as it does for custom

titles. Automatic subtitles are populated only when you have a continuous date value axis

that is filtered to a single year with at least two time periods.

Use Dynamic Zone Visibility
Dashboard space is valuable, especially when you want to progressively reveal insights

about data. With Dynamic Zone Visibility, you can hide or reveal zones (tiled or floating dash-

board elements) based on the value of a field or parameter. As you interact, zones on your

dashboard appear or disappear. The result is a dynamic dashboard that doesn’t com-

promise your desired layout.

While you can show or hide objects by clicking a button on a dashboard, Dynamic Zone Vis-

ibility allows you to show and hide objects automatically. This is ideal for dashboards that

are used by different user groups. For example, youmight want to show different user

groups different zoneswhen they visit your dashboard.

And you can use Dynamic Zone Visibility with Parameter Actions. For example, when a

user clicks amark on a viz, a previously hidden zone appears. This is ideal for complex dash-

boards because it allows you to choose when deeper levels of data are revealed.

Supported field types

To be used for Dynamic Zone Visibility, a field or parameter must be:

970 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/dashboards_create.htm#Show
https://help.tableau.com/current/pro/desktop/en-us/actions_parameters.htm


l Boolean.
l Single value.
l Independent of the viz, meaning the field returns a constant value independent of the
structure of the viz, such as a fixed level of detail (LOD) calculation.

Configure a dynamic dashboard zone

The following example has two sheets that use Superstore data: the first sheet has a bar

chart with Sales byCategory, and the second sheet has a bar chart with Sales by Sub-Cat-

egory. By using Dynamic Zone Visibility, the second sheet is visible only after amark is

clicked in the Sales byCategory zone. This example relies on a boolean calculated field,

which is used as the source field for a parameter action. For the calculation to be used as the

source field for the parameter action, the calculationmust be added to themarks card.

1. From the Sales by Category sheet, create a parameter. In this example, the parameter
Data typemust be set to Boolean.

2. From the Sales by Category sheet, create a calculated field. This example uses the fol-
lowing calculation: True

3. On the Sales by Category sheet, drag the calculation that you created to Details on
the marks card.

4. Create a dashboard.
5. Drag the sheet that you always want to be visible onto your dashboard. In our

example, we want Sales by Category to be visible.
6. From your dashboard, click the Sales by Category zone (dashboard object). Then,

from the Worksheet menu on your dashboard, create a parameter action. This
example uses the following Change Parameter action:
The source sheet is set to use the dashboard you created and the Category Sales
sheet.
The Target Parameter is the parameter you created.
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The Source Field is the calculation you created.

7. Drag the Sales by Sub-Category worksheet onto your dashboard.
8. Click the Sales by Category zone. From the upper right corner, click the dropdown

arrow and selectUse as Filter.
9. Click the Sales by Sub-Category zone, and then click the Layout tab.
10. Check the box for Control visibility using value.
11. From the dropdown, choose the parameter you created to control zone visibility.

Note: If the option to Control visibility using value doesn’t contain the field you want to
use, be sure that the field is a supported field type.
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Now, when you click a categorymark in the Sales byCategory zone, the Sales by Sub-Cat-

egory zone appears in your dashboard.

Explore Dashboards with Data Guide
Have you ever discovered a new Tableau dashboard and wondered what datameans or

how to use it? Or, have you ever published a new dashboard and wished that you could
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include instructions about how to use your dashboard?

Data Guide provides helpful information about a dashboard and insights about the data

behind it. Data Guide allows dashboard creators to providemore explanatory context for

end users–like descriptions and links to resources–directly in the dashboard. And Data

Guide automatically surfaces insights powered by Explain Data to help users find outliers

and learn about explanations for amark. Explain the Viz (powered by Explain Data) iden-

tifies outlier measures and potential key drivers behind them.

These contextually relevant details can help dashboard users navigate and use new dash-

boardsmore easily, allowing users to find insights faster, trust that they’re looking at the

right data, provide context for data, and establish confidence in their understanding of the

viz.

Customize Data Guide as an author

1. From your dashboard, choose the Edit button.
2. Choose Data Guide in the toolbar.
3. In the Data Guide pane, type a description to help your end users understand the pur-

pose of your dashboard.
4. SelectAdd link, and enter a descriptive label for your link text and the URL.
5. ChooseOK.
6. Select a viz (a sheet in the dashboard). Data Guide updates automatically so you can

add a description and resources that are relevant to each viz in your dashboard.
7. Type a description, and add links relevant to the viz.
8. ChooseOK.

Tip:  To use Data Guide to write custom alt text to improve the accessibility of your vizzes,

see Show more text andmake it helpful.

Explore Data Guide as a dashboard user

1. From the dashboard, choose Data Guide in the toolbar.
2. Read the description of the dashboard and explore resources provided by the dash-

board author.
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3. Expand Data in This Dashboard and Detected Outliers to learn more about the
underlying data used in the dashboard.

4. Select a viz (an object in the dashboard).
5. Read the description of the viz and explore resources provided by the dashboard

author.
6. Expand Data Summary and Detected Outliers to learn more about data in that viz.
7. Select a mark (or multiple marks), such as a bar on a chart or a region on a map, to see

information aboutData in This Mark,Applied Filters, and Explanations for This
Mark powered by Explain Data.
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Explore Data Guide at different levels

By default, Data Guide is closed when you open a workbook. And you can open Data Guide

in the toolbar. At the top of the Data Guide pane, you see the name of the dashboard or viz

that you selected. As a dashboard author, you can write descriptions for both the dashboard

and for individual vizzes that make up your dashboard.

Understand dashboard-level details

At the dashboard level, Data Guide:

l Displays the dashboard’s name, author, and last published date.
l Can include a description written by the dashboard author and links to related
resources, such as videos or wiki pages.

l Lists the data sources used by the dashboard and details about the data, such as
which dimensions and measures are used.

l Reveals detected outliers in the dashboard that are identified by Explain Data. For
more information, seeGet Started with Explain Data and How Explain DataWorks.
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Understand viz-level details

When a user selects a specific viz (dashboard object), Data Guide:

l Displays the viz’s name.
l Can include a description written by the dashboard author and links to related
resources, such as videos or wiki pages.
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l Lists the data sources used by the dashboard, including the dimensions and meas-
ures used.

l Lists applied filters and data used in the viz, so you can identify how the data is being
influenced by filters that users interact with.

l Has a summary of the data used in the viz, including the number of data points and
sorting details.

l Reveals detected outliers in the viz that are identified by Explain Data. For more
information, seeGet Started with Explain Data and How Explain DataWorks.
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Understand mark-level details

When a user selects amark (or marks) such as region on amap, Data Guide:

Tableau Software 979

Tableau Cloud Help



l Displays the name of the mark.
l Lists applied filters and data used in the viz, so you know what’s included and what’s
excluded.

l Reveals detected outliers in the viz that are identified by Explain Data. For more
information, seeGet Started with Explain Data and How Explain DataWorks.
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Control Data Guide visibility

By default, Data Guide is closed when you open a workbook.When you open or close Data

Guide, it remains in this state for all workbooks on the site. A site administrator can hide Data

Guide for all users. This removes the Data Guide button from the Tableau toolbar on all work-

books on the site. To hide Data Guide:

1. From the left pane, choose Settings.
2. From theGeneral tab, scroll to Availability of Data Guide.
3. Choose Hide.
4. Choose Save.

Autosave Workbooks
In Tableau Cloud, Autosave saves the edits that youmake to a workbook as you work.

How does Autosave work?

To turn on Autosave, clickPublish to save your workbook to a designated location. After

you publish the first time, we’ll start to autosave the changes that youmake to a private draft

version of your workbook.When you’re ready to share your changeswith others, usePub-
lish to replace the last published revision with your draft.

Note: Autosave doesn’t automatically save every type of change, such as specific types
of assets. In these cases, you’ll see a notification that youmustPublish to save your

edits.

Workbook file size

Autosave is available for workbooks that are smaller than 5MB. YoumustPublish to manu-

ally save changes for larger workbook files.
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What if multiple users edit the same workbook?

Whenmore than one user works on the sameworkbook, each user’s edits are associated

with and saved to their own private draft. When you begin to edit a workbook, you'll receive

a notification if the version you're working from has a published revision from another user.

You're then offered a choice to either discard your draft and edit the current revision or to

resume editing your private draft.

Warning: Youwon't receive a notification if another user publishes a revision after you've
begun your edits to your private draft. If another user publishes their draft before you publish

your version, your changeswill overwrite theirs.

You can check the workbookRevision History to see when the workbookwas last pub-
lished. From the revision history, you can choose toPreview a revision, orRestore a pre-
vious revision. For more information, seeWorkwith Content Revisions.

If you choose to discard your draft to edit the current revision, the draft and associated asset

files that were uploaded are deleted. To retain assets and edits that youmade in your

private draft, you canmanually incorporate the edits of other users into your private draft.

Then, publish the workbookwith both sets of changes.

Permissions requirement

Autosave is available to Creators and Explorers (can publish) with web editing capabilities

at the workbook level. If a user hasweb editing capabilities at the view level only, Autosave

won’t be turned on.

Use Relationships for Multi-table Data Ana-
lysis
Tables that you drag into this canvas use relationships. Relationships are a flexible way to

combine data for multi-table analysis in Tableau.
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Think of a relationship as a contract between two tables. When you are building a viz with

fields from these tables, Tableau brings in data from these tables using that contract to build

a query with the appropriate joins.

We recommend using relationships as your first approach to combining your data because it

makes data preparation and analysis easier andmore intuitive. Use joins only when you

absolutely need to. Learnmore about the basics of creating relationships in this 5-minute

video.

Note: The interface for editing relationships shown in this video differs slightly from the

current release but has the same functionality.

Learnmore about how relationshipswork in these Tableau blog posts:

l Relationships, part 1: Introducing new datamodeling in Tableau
l Relationships, part 2: Tips and tricks
l Relationships, part 3: Asking questions acrossmultiple related tables

Also see video podcasts on relationships fromAction Analytics, such asWhy did Tableau

Invent Relationships? Click "Video Podcast" in the Library to seemore.

Are you building a new data source and workbook?

Drag a table to the Data Source page canvas to start building your data source.

A data source can bemade of a single table that contains all of the dimension andmeasure

fields you need for analysis...
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Or, you can create amulti-table data source by dragging out more tables and defining their

relationships...
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Watch this 1-minute video about getting started with using relationships.

Note: The interface for editing relationships shown in this video differs slightly from the

current release but has the same functionality.

For more information about using relationships, see Relate Your Data, How Relationships

Differ from Joins, The Tableau DataModel, and Create and define relationships.

For more information on changes to data sources and analysis in Tableau 2020.2, see

What's Changed with Data Sources and Analysis in 2020.2 andQuestions about Rela-

tionships, the DataModel, and Data Sources in 2020.2.

Are you opening an older workbook or data source?

When you open a pre-2020.2 workbook or data source in 2020.2, your data source will
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appear as a single logical table in the canvas, with the name "Migrated Data" or the original

table name. Your data is preserved and you can continue to use the workbook as you did

before.

To see the physical tables that make up the single logical table, double-click that logical

table to open it in the physical layer. You will see its underlying physical tables, including

joins and unions.

For more information on changes to data sources and analysis in Tableau 2020.2, see

What's Changed with Data Sources and Analysis in 2020.2 andQuestions about Rela-

tionships, the DataModel, and Data Sources in 2020.2.

The Tableau Data Model

Every data source that you create in Tableau has a datamodel. You can think of a data

model as a diagram that tells Tableau how it should query data in the connected database

tables.
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The tables that you add to the canvas in theData Source page create the structure of the
datamodel. A datamodel can be simple, such as a single table. Or it can bemore complex,

with multiple tables that use different combinations of relationships, joins, and unions.

The datamodel has two layers:

l The default view that you first see in the Data Source page canvas is the logical layer of
the data source. You combine data in the logical layer using relationships (or noodles).
Think of this layer as the Relationships canvas in the Data Source page. For more
information, see UseRelationships for Multi-table Data Analysis.

l The next layer is the physical layer. You combine data between tables at the physical
layer using joins and unions. Each logical table contains at least one physical table in
this layer. Think of the physical layer as the Join/Union canvas in the Data Source
page. Double-click a logical table to view or add joins and unions.

Logical Layer Physical Layer

Noodles = Relationships Venn diagram = Joins

The top-level view of a data source with
multiple, related tables. This is the logical
layer. Logical tables can be combined
using relationships (noodles). They don't
use join types. They act like containers for
physical tables.

Double-click a logical table to open it and
see its physical tables. Physical tables can
be combined using joins or unions. In this
example, the Book logical table is made of
three, joined physical tables (Book, Award,
Info).
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Logical Layer Physical Layer

Relationships canvas in the Data Source
page

Join/Union canvas in the Data Source
page

Tables that you drag here are called
logical tables

Tables that you drag here are called phys-
ical tables

Logical tables can be related to other
logical tables

Physical tables can be joined or unioned
to other physical tables

Logical tables are like containers for
physical tables

Double-click a logical table to see its phys-
ical tables

Level of detail is at the row level of the
logical table

Level of detail is at the row level of
merged physical tables

Logical tables remain distinct (nor-
malized), not merged in the data source

Physical tables are merged into a single,
flat table that defines the logical table

Layers of the data model

The top-level view that you see of a data source is the logical layer of the datamodel. You

can also think of it as the Relationships canvas, because you combine tables here using rela-

tionships instead of joins.

When you combine data frommultiple tables, each table that you drag to the canvas in the

logical layer must have a relationship to another table. You do not need to specify join types

for relationships; during analysis Tableau automatically selects the appropriate join types

based on the fields and context of analysis in the worksheet.

The physical layer of the datamodel is where you can combine data using joins and unions.

You can only use pivots in this canvas. You can think of it as the Join/Union canvas. In pre-

vious versions of Tableau, the physical layer was the only layer in the datamodel. Each

logical table can contain one or more physical tables.
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Important: You can still create single-table data sources in Tableau that use joins and uni-
ons. The behavior of single-table analysis in Tableau has not changed. Your upgraded work-

bookswill work the same as they did before 2020.2.

Learn more: For related information on combining data using relationships, also see these
topics and blog posts:

l How RelationshipsDiffer from Joins
l UseRelationships for Multi-table Data Analysis
l Relate Your Data
l Relationships, part 1: Introducing new datamodeling in Tableau
l Relationships, part 2: Tips and tricks
l Relationships, part 3: Asking questions acrossmultiple related tables

Also see video podcasts on relationships fromAction Analytics, such asWhy did Tableau

Invent Relationships? Click "Video Podcast" in the Library to seemore.

Understanding the data model

In previous versions of Tableau, the datamodel had only the physical layer. In Tableau

2020.2 and later, the datamodel has the logical (semantic) layer and a physical layer. This

gives youmore options for combining data using schemas to fit your analysis.
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In Tableau 2020.2 and later, a logical layer has been added in the data source. Each logical

table contains physical tables in a physical layer.

In previous versions of Tableau, the datamodel in your data source consisted of a single,

physical layer where you could specify joins and unions. Tables added to the physical layer

(joined or unioned) create a single, flattened table (denormalized) for analysis.

Previous versions 2020.2 and later

In versions of Tableau before
2020.2, the data model has only the
physical layer

In 2020.2 and later, the data model has two lay-
ers: the logical layer and the physical layer

In Tableau 2020.2, the datamodel in your data source includes a new semantic layer above

the physical layer—called the logical layer—where you can addmultiple tables and relate

them to each other. Tables at the logical layer are not merged in the data source, they

remain distinct (normalized), andmaintain their native level of detail.

Logical tables act like containers for merged physical tables. A logical table can contain a

single, physical table. Or it can contain multiple physical tablesmerged together through

joins or unions.

Build a new model

When you add one or more tables to the logical layer, you are essentially building the data

model for your data source. A data source can bemade of a single, logical table, or you can
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dragmultiple tables to the canvas to create amore complexmodel.

l The first table that you drag to the canvas becomes the root table for the data model in
your data source.

l After you drag out the root table, you can drag out additional tables in any order. You
will need to consider which tables should be related to each other, and the matching
field pairs that you define for each relationship.

l If you are creating a star schema, it can be helpful to drag the fact table out first, and
then relate dimension tables to that table.

l Deleting a table in the canvas automatically deletes its related descendants as well. If
you delete the root table, all other tables in the model are also removed.

l Each relationship must be made of at least one matched pair of fields. Add multiple
field pairs to create a compound relationship. Matched pairs must have the same data
type. Changing the data type in the Data Source page does not change this require-
ment. Tableau will still use the data type in the underlying database for queries.

l Relationships can be based on calculated fields.
l You can specify how fields used in the relationships should be compared by using oper-
ators when you define the relationship.

For more information about relationships, see Create and define relationships in Relate Your

Data.

Multi-table model

l To create a multi-table model, drag tables to the logical layer of the Data Source page
canvas.

Tableau Software 991

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/relate_tables.htm#create-and-define-relationships
https://help.tableau.com/current/pro/desktop/en-us/relate_tables.htm
https://help.tableau.com/current/pro/desktop/en-us/relate_tables.htm


Tables that you drag to the logical layer of the Data Source page canvasmust be related to

each other. When you drag additional tables to the logical layer canvas, Tableau auto-

matically attempts to create the relationship based on existing key constraints andmatching

fields to define the relationship. If it can't determine thematching fields, you will need to

select them.

If no constraints are detected, aMany-to-many relationship is created and referential integ-
rity is set toSome records match. These default settings are a safe choice and provide
themost a lot of flexibility for your data source. The default settings support full outer joins

and optimize queries by aggregating table data before forming joins during analysis. All

column and row data from each table becomes available for analysis.

You can addmore data inside any logical table by double-clicking the table. This opens the

physical layer of the Data Source page canvas. If you need to use joins or unions, you can

drag the tables you want to join or union into the physical layer canvas. The physical tables

aremerged in their logical table.

Follow the steps in Create and define relationships to combinemultiple tables.
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Single-table model

l To create a single-table model, drag a table into the logical layer canvas of the Data
Source page. You can then use the fields from that table in the Data pane for analysis.

Single-table model that contains other tables

You can addmore data inside the single, logical table by double-clicking the table. This

opens the physical layer of the Data Source page canvas. If you need to use joins or unions,

you can drag the tables you want to join or union into the physical layer canvas. The physical

tables aremerged in their logical table.
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This example shows the Book table in the Relationships canvas (logical layer) of the data

source. Double-clicking the Book logical table opens the Join/Union canvas (physical layer).

In this example, the joinsmerge the Award and Info tables with the Book table. In this case,

the join between Book and Award will be one-to-many, at the level of detail of awards. This

would duplicatemeasure values for Book and Info. To avoid duplication, you could relate

Award and Info to Book instead of joining them inside of the Book logical table.

Supported data model schemas

The datamodeling capabilities introduced to Tableau in 2020.2 are designed tomake ana-

lysis over commonmulti-table data scenarios—including star and snowflake datamodels—

easy. The following types of models are supported in Tableau data sources.

Single-table

Analysis over a single logical table that contains amixture of dimensions andmeasures

works just as in Tableau pre-2020.2. You can build a logical table using a combination of
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joins, unions, customSQL, and so on.

Star and snowflake

In enterprise data warehouses, it is common to have data structured in star or snowflake

schemaswheremeasures are contained in a central fact table and dimensions are stored

separately in independent dimension tables. This organization of data supportsmany com-

mon analysis flows including rollup and drill down.

Thesemodels can be directly represented with relationships in the datamodeling capabilities

available starting with Tableau 2020.2.

Drag the fact table into themodel first and then relate the dimension tables to the fact table

(in a star schema) or to other dimension tables (in a snowflake).

Typically, in a well-modeled star or snowflake schema, the relationships between the fact

table and the dimension tables will bemany-to-one. If this information is encoded in your

Tableau Software 995

Tableau Cloud Help



data warehouse, Tableau will automatically use this to set the relationship’s Performance

Options. If not, you can set this information yourself. For more information, seeOptimize

Relationship Queries Using PerformanceOptions.

In a well-modeled star or snowflake schema, every row in the fact table will have amatching

entry in each of the dimension tables. If this is true and captured in your data warehouse

integrity constraints, Tableau will automatically use this information to set the referential

integrity setting in PerformanceOptions. If some fact table rows do not have amatching row

in a dimension table (sometimes called “late-arriving dimensions” or “early-arriving facts”),

Tableau will default to retaining all rowswhen computingmeasures, but may drop values

when showing dimension headers. For more information, seeOptimize Relationship Quer-

ies Using PerformanceOptions.

Star and snowflake with measures in more than one table

In some star or snowflake schemas, all themeasures for your analysis are contained in the

fact table. However, it is often true that additional measures of interest may be related to the

dimension tables in your analysis. Even if the dimension tables do not contain measures, it

is common in analysis to want to count or otherwise aggregate dimension values. In these

cases, the distinction between fact tables and dimension tables is less clear. To create clar-

ity when viewing your datamodel, we recommended adding the finest grain table to the

data source canvas first, and then relating all other tables to that first table.
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If you were to join these tables together into a single logical table, themeasures in the dimen-

sion tables would be replicated, resulting in distorted aggregates unless you took pre-

cautions to deduplicate the values using LOD calculations or COUNTDISTINCT. However,

if you instead create relationships between these tables, Tableau will aggregatemeasures

before performing joins, avoiding the problem of unnecessary duplication. This relieves you

of the need to carefully track the level of detail of your measures.

Multi-fact analysis

Tableau’s datamodeling capabilities support some forms of multi-fact analysis. Additional

fact tables (containingmeasures) can be added to any of the previouslymentionedmodels

as long as they only relate to a single dimension table. For example, you can bring two or

more fact tables together to analyze a shared dimension, such as in Customer 360-like ana-

lyses. These fact tables can be at a different level of detail than the dimension table, or from

each other. They can also have amany-to-many relationship with the dimension table. In

these scenarios, Tableau will ensure that values are not replicated before aggregation.

If you don’t have a shared dimension table that relates your fact tables, you can sometimes

dynamically build one using customSQL or by using joins or unions of other dimension

tables.
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Two fact tables can be related directly to each other on a common dimension. This type of

analysis works best when one of the fact tables contains a superset of the common dimen-

sion.

Unsupported models

l Multiple fact tables related to multiple shared dimension tables. In some use
cases it is common to have multiple fact tables related to multiple shared dimension
tables. For example, you might have two fact tables, Store Sales and Internet Sales,
related to two common dimension tables, Date and Customer. Typically, such scen-
arios would require creating a circular relationship in your data model. Circular rela-
tionships are not supported in 2020.2.

You can approximate this type of model by merging some of the tables in the physical
layer. For example, you might be able to union Store Sales and Internet Sales into a
single table, which can then be related to Date and Customer. Alternatively, you might
be able to cross-join Date and Customer to create a single dimension table which can
then be related to Store Sales and Internet Sales.

l Directly relating 3 or more fact tables on shared dimensions. While it is pos-
sible to build this model in the logical layer, you might see unwanted results, unless
you only use dimensions from a single table.

Requirements for relationships in a data model

l When relating tables, the fields that define the relationships must have the same data
type. Changing the data type in the Data Source page does not change this require-
ment. Tableau will still use the data type in the underlying database for queries.

l You can't define relationships based on geographic fields.
l Circular relationships aren't supported in the data model.
l You can't define relationships between published data sources.
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Factors that limit the benefits of using related tables

l Dirty data in tables (i.e. tables that weren't created with a well-structured model in mind
and contain a mix of measures and dimensions in multiple tables) can make multi-
table analysis more complex.

l Using data source filters will limit Tableau's ability to do join culling in the data. Join cull-
ing is a term for how Tableau simplifies queries by removing unnecessary joins.

l Tables with a lot of unmatched values across relationships.
l Interrelating multiple fact tables with multiple dimension tables (attempting to model
shared or conformed dimensions).

How Relationships Differ from Joins

Relationships are a dynamic, flexible way to combine data frommultiple tables for analysis.

You don’t define join types for relationships, so you won’t see a Venn diagramwhen you cre-

ate them.

Think of a relationship as a contract between two tables. When you are building a viz with

fields from these tables, Tableau brings in data from these tables using that contract to build

a query with the appropriate joins.

l No up-front join type. You only need to select matching fields to define a rela-
tionship (no join types). Tableau first attempts to create the relationship based on exist-
ing key constraints and matching field names. You can then check to ensure they are
the fields you want to use, or add more field pairs to better define how the tables
should be related.

l Automatic and context-aware. Relationships defer joins to the time and context of
analysis. Tableau automatically selects join types based on the fields being used in the
visualization. During analysis, Tableau adjusts join types intelligently and preserves
the native level of detail in your data. You can see aggregations at the level of detail of
the fields in your viz rather than having to think about the underlying joins. You don't
need to use LOD expressions such as FIXED to deduplicate data in related tables.

l Flexible. Relationships can be many-to-many and support full outer joins. When you
combine tables using relationships, it’s like creating a custom, flexible data source for
every viz, all in a single data source for the workbook. Because Tableau queries only
tables that are needed based on fields and filters in a viz, you can build a data source
that can be used for a variety of analytic flows.
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For more information, see Relate Your Data and Don’t Be Scared of Relationships.

Joins are still available as an option for combining your data. Double-click a logical
table to go to the join canvas. For more information, seeWhere did joins go?

Watch a video: For an introduction to using relationships in Tableau, see this 5-minute
video.

Note: The interface for editing relationships shown in this videomight differ slightly from the

current release but has the same functionality.

Also see video podcasts on relationships fromAction Analytics, such asWhy did Tableau

Invent Relationships? Click "Video Podcast" in the Library to seemore.

For related information about how relationship queries work, see these Tableau blog posts:

l Relationships, part 1: Introducing new datamodeling in Tableau
l Relationships, part 2: Tips and tricks
l Relationships, part 3: Asking questions acrossmultiple related tables

Characteristics of relationships and joins

Relationships are a dynamic, flexible way to combine data frommultiple tables for analysis.

We recommend using relationships as your first approach to combining your data because

it makes data preparation and analysis easier andmore intuitive. Use joins only when you

absolutely need to.

Here are some advantages to using relationships to combine tables:

l Make your data source easier to define, change, and reuse.
l Make it easier to analyze data across multiple tables at the correct level of detail
(LOD).

l Do not require the use of LOD expressions or LOD calculations for analysis at dif-
ferent levels of detail.

l Only query data from tables with fields used in the current viz.
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Relationships

l Are displayed as flexible noodles between logical tables
l Require you to select matching fields between two logical tables
l Do not require you to select join types
l Make all row and column data from related tables potentially available in the data
source

l Maintain each table's level of detail in the data source and during analysis
l Create independent domains at multiple levels of detail. Tables aren't merged
together in the data source.

l During analysis, create the appropriate joins automatically, based on the fields in use.
l Do not duplicate aggregate values (when Performance Options are set to Many-to-
Many)

l Keep unmatched measure values (when Performance Options are set to Some
Records Match)

Joins

Joins are amore static way to combine data. Joinsmust be defined between physical tables

up front, before analysis, and can’t be changed without impacting all sheets using that data

source. Joined tables are alwaysmerged into a single table. As a result, sometimes joined

data ismissing unmatched values, or duplicates aggregated values.

l Are displayed with Venn diagram icons between physical tables
l Require you to select join types and join clauses
l Joined physical tables are merged into a single logical table with a fixed combination of
data

l May drop unmatched measure values
l May duplicate aggregate values when fields are at different levels of detail
l Support scenarios that require a single table of data, such as extract filters and aggreg-
ation

Requirements for using relationships

l When relating tables, the fields that define the relationships must have the same data
type. Changing the data type in the Data Source page does not change this require-
ment. Tableau will still use the data type in the underlying database for queries.

l You can't define relationships based on geographic fields.

Tableau Software 1001

Tableau Cloud Help



l Circular relationships aren't supported in the data model.
l You can't define relationships between published data sources.

Factors that limit the benefits of using related tables

l Dirty data in tables (i.e. tables that weren't created with a well-structured model in
mind and contain a mix of measures and dimensions in multiple tables) can make
multi-table analysis more complex.

l Using data source filters will limit Tableau's ability to do join culling in the data. Join
culling is a term for how Tableau simplifies queries by removing unnecessary joins.

l Tables with a lot of unmatched values across relationships.
l Interrelating multiple fact tables with multiple dimension tables (attempting to model
shared or conformed dimensions).

Where did joins go?

You can still specify joins between tables in the physical layer of a data source. Double-click

a logical table to go to the Join/Union canvas in the physical layer and add joins or unions.

Every top-level, logical table contains at least one physical table. Open a logical table to

view, edit, or create joins between its physical tables. Right-click a logical table, and then

clickOpen. Or, just double-click the table to open it.
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When you create a data source, it has two layers. The top-level layer is the logical layer of the

data source. You combine data between tables in the logical layer using relationships.

The next layer is the physical layer of the data source. You combine data between tables at

the physical layer using joins. For more information, see Logical and physical tables in the

datamodel.
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Optimize Relationship Queries Using Performance Options

PerformanceOptions are optional settings that define the cardinality (uniqueness) and ref-

erential integrity (matching records) between the two tables in a relationship. These settings

help Tableau optimize queries during analysis.

l If you aren't sure what to choose, use the recommended default settings indic-
ated by Tableau. Using the defaults is safe and will automatically generate correct
aggregations and joins during analysis. If you don't know the cardinality or referential
integrity, you don't need to change these settings.

l If you know the shape of your data, you can optionally change these settings to
represent uniqueness and matching between the records in the two tables.

In many analytical scenarios, using the default settings for a relationship will give you all of

the data you need for analysis. In some scenarios, youmight want to adjust the Per-

formanceOptions settings to describe your datamore accurately. For more details about

using relationships to combine and analyze data, see Relate Your Data and this Tableau

blog post: Relationships, part 1: Introducing new datamodeling in Tableau.
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What the Cardinality and Referential Integrity settings mean

Cardinality options

Cardinality settings determine if Tableau aggregates table data before or after automatically

joining the data during analysis.

l SelectMany if the field values aren't unique, or you don't know. Tableau will aggregate
the relevant data before forming joins during analysis.

l SelectOne if field values are unique. During analysis, the relevant data will be joined
before aggregation. Setting this option correctly optimizes queries in the workbook
when the field values in the relationship are unique. However, selectingOnewhen field
values aren’t unique can result in duplicate aggregate values being shown in the view.

Note: SelectingOne treats records as if each key value is unique and there is at most only
one row with a null value.

Referential Integrity options

Referential Integrity settings determine the type of join used to get the dimension values for a

measure during analysis.
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l Select Some Records Match if some values in the field don't have a match in the
other table, or you don't know. During analysis, Tableau uses outer joins to get dimen-
sions values for a measure. All measure values will be shown in the view, even
unmatched measures.

l SelectAll Records Match if values in the field are guaranteed to have a match in the
other table. This setting generates fewer and simpler joins during analysis, and optim-
izes queries. You might see inconsistent results during analysis (unmatched values
removed or missing in view) if there are unmatched values in this table.

Notes: SelectingAll Records Match treats records as if no null values exist in the fields
used for the relationship. During analysis, Tableau will use inner joins to get dimension val-

ues for ameasure. By default, Tableau will never join null keys.

For more information about Cardinality and Referential integrity as concepts, see Car-

dinality and Referential Integrity.

Where did joins go?

You can still specify joins between tables in the physical layer of a data source. Double-click

a logical table to go to the join canvas.

Every top-level, logical table contains at least one physical table. Open a logical table to

view, edit, or create joins between its physical tables. Right-click a logical table, and then

clickOpen. Or, just double-click the table to open it.
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When you create a data source, it has two layers. The top-level layer is the logical layer of the

data source. You combine data between tables in the logical layer using relationships.

The next layer is the physical layer of the data source. You combine data between tables at

the physical layer using joins. For more information, see Logical and physical tables in the

datamodel.
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Tips on using Performance Options

If you know the shape of your data, you can use the optional settings in Performance

Options to establish the cardinality of the tables to each other (one-to-one, one-to-many,

many-to-many) and indicate referential integrity (values from one table will always have

match in the other table).

Instead of thinking of the settings in PerformanceOptions as “yes” and “no”, think of them as

“yes” and “I don’t know”. If you are sure that a table's values are unique, selectOne. If you
are sure that each record in one tablematches one or more records in the other table, select

All Records Match. Otherwise, leave the default settings as they are.

If you aren't sure about the shape of your data, use the default settings. When Tableau can't

detect these settings in your data, the default settings are:

l Cardinality: Many-to-Many
l Referential integrity: Some Records Match

If Tableau detects key relationships or referential integrity in your data, those settingswill be

used and indicated as "detected".

To reapply the default settings, clickRevert to Default.
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Terms defined

Cardinality refers to the uniqueness of data contained in a field (column) or combination of

fields. When the tables you want to analyze contain many rows of data, queries can be slow

(and performance of the overall data source is affected) so we recommend choosing a

method for combining data based on the cardinality of the related columns between tables.

l Low cardinality: When related columns have a lot of repeated data. For example, a
table called Products might contain a Category column that contains three values:
Furniture, Office Supplies, and Technology.

l High cardinality: When related columns have highly unique data. For example, a table
called Orders might contain an Order ID column that contains a unique value for every
order of product.

Referential integritymeans that one table will always have amatching row in the other table.

For example, a Sales table will always have amatching row in the Product Catalog table.

Automatically Build Views with Ask Data
AskData lets you type a question in common language and instantly get a response right in

Tableau. Answers come in the form of automatic data visualizations, with no need tomanu-

ally drag-and-drop fields or understand the nuances of your data’s structure.

AskData lets you ask sophisticated questions naturally, with support for key analytical con-

cepts such as time series and spatial analysis, and an understanding of conversational

phrases such as "last year" and "most popular."
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Navigating to Ask Data lenses

Before you can query a data source with AskData, a Tableau author must first create a lens

that specifies the subset of data fields the lens uses.

In Tableau, here are all the placeswhere you can access an AskData lens:
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l On the All Lenses page at the top level of your Tableau Cloud or Tableau Server site.

l On the Ask Data tab for a data source for which lenses have been created.
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l In an Ask Data object on a dashboard.

Ask Data from a lens page or dashboard object

Navigate to a lens and learn more about its data

1. Navigate to a lens via the All Lenses page for your Tableau site, the Ask Data tab for a
data source, or an Ask Data object on a dashboard.

2. (Optional) Under Recommended Visualizations, click an entry to quickly see visu-
alizations the lens author has created for your organization.

If the recommendations don't address your current data analysis needs, build a query

to create your own question.

3. In the Data pane at left, briefly hover over each field to learn more about the data it
contains.
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In a narrower dashboard object, the Data panemay be hidden, but you can see the

same information by clicking the Fields drop-downmenu.
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Build queries by entering text

1. Type in the box reading Search fields or values to create a visualization.

2. As you type, Ask Data searches data fields, functions, and string values and displays
results in a drop-down list. Click items in the list to add them to your current entry,
shown above the search box. To automatically create a viz using the current entry,
press Enter at any time.
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Modifying a query by searching for fields and analytical functions

A. Current entry B. Current filters C. Search boxD. Returned fields E. Returned ana-

lytical functions F. Returned field values

Build queries by adding suggested phrases

Tableau will suggest phrases based on themost common queries asked in your lens and by

others in your organization.When you open your lens, you'll notice suggestions that will help
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you get quick answers to common questions.

You can add these suggestions to your query by clicking them. As you add phrases to your

query, the suggestions dynamically update with more relevant phrases. The view auto-

matically builds with each selection.

Build queries by adding fields and filters

1. ClickAdd Field or Add Filter.
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2. Click the desired field. (To narrow down a long list, first type in the Search Fields box.)

3. Set any sub-options, such as aggregation type for a numeric field, or grouping for
string and date fields.

4. To add more fields or filters, click the plus sign.

See how elements of your query are applied

To see how elements of your query are applied, hover over them in the text box or the inter-

pretation above it. Words that aren't used are grayed out, helping you rephrase your query in

a way that’s clearer to AskData.
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Rephrase your question

You can rephrase questions by clicking options, data fields, and filters in the user interface.

Change the viz type

If the default viz doesn't fully reveal your data, click themenu at upper right, and choose

from these supported viz types:

l Bar Chart
l Gantt Bar
l Heat Map
l Histogram
l Line Chart
l Map
l Pie Chart
l Scatter
l Stacked Bar Chart
l Text Table
l Treemap

1018 Tableau Software

Tableau Cloud Help



Note: To automatically create certain viz types, AskData sometimes adds fields such as
"Number of Records" to your entries.

Change fields, filters, and displayed data

AskData gives you several ways to fine-tune how field values are displayed.

l To switch the fields used for the vertical and horizontal axes, click the Swap Axes but-

ton to the left of the viz selection menu:

l To change a field, first click it in your query entry, and then click the field name below.

(To change fields used in difference calculations, see Compare differences over time.)
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l To change a field's aggregation or grouping type (for example, from average to sum),
click the field name in the text box, and then choose a different aggregation or group-
ing.

l For categorical filters, click values (for example, "exclude United States" in the
example below) to change specific values or enter wildcard parameters.
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l To adjust a numeric range, click words such as "high" or "cheap."

l To delete a field or filter, hover over it and click theX.

Adjust date filters

To adjust a date filter, click words such as "last" or "previous." Then click one of the following:

l Specific Dates to enter a specific time period or date value
l Relative Dates to show a date range relative to the present day
l Range of Dates to enter specific start and end points
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Specific Dates offers some unique options in theDate Detailmenu:

l Time Period options show a single continuous date range
l Date Value options show ranges that can repeat in multiple time periods. For
example, to see combined sales performance for Q1 across multiple years, under
Date Value, you would choose Quarters.

1022 Tableau Software

Tableau Cloud Help



Tableau Software 1023

Tableau Cloud Help



Compare differences over time

AskData lets you compare time periodswith phrases such as "year over year" or "quarter

over quarter." The results appear as difference or percent difference table calculations in

workbooks you save fromAskData.

In the text box, click a difference calculation to choose other fields, aggregationmethods,

and time periods.
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Apply simple calculations

AskData supports simple calculations between twomeasures, which you can apply using

these symbols:

+ sums themeasures

- produces the difference between them

*multiplies

/ divides

In workbooks you save fromAskData, these calculations don't become calculated fields but

instead ad hoc calculations on the Columns, Rows, or Marks shelves.
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Add sheets with other vizzes

To quickly createmultiple different vizzes from a lens, add sheets in AskData.

At the bottom of the web page, do any of the following:

l Click the Add Sheet icon to the right of named sheets.

l Right-click a sheet name, and choose either Duplicate or Delete.

(To rename sheets fromAskData, you need to save them in a new workbook.)

Share Ask Data vizzes via email, Slack, or a link

You can quickly share AskData vizzeswith anyone who has access to a lens.
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1. In the upper right corner of the browser, click the Share icon.

2. Do either of the following:
l To share the viz via email or Slack, enter specific user names in the text box.
(Email and Slack integration must previously be configured by your Tableau
administrator.)

l To copy a URL you can paste into custom emails and other messages, click
Copy Link.

Send feedback to the lens owner

If you have questions about the structure of a lens or how best to use it with AskData, you

can send feedback directly to the author. (This option is enabled by default, but lens authors

may disable it.)

1. To the left of the query box for Ask Data, click the Ask Data tips icon.

2. At the bottom of the tips dialog, clickContact the Lens Author.

Tips for successful queries

As you structure questions for AskData, apply these tips to get better results.
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l Use keywords—For example, instead of "I want to see all the countries that these

airports are in, try "by airport and country."

l Use exact wording for field names and values—For example, if your lens

includes Airport Code, Airport Name, and Airport Region fields, specify those by

name.

l See a ranked list—AskDatamaps terms such as "best" and "worst" to Top 1 and

Bottom 1, respectively. If you want to see broader rankings, use "high" and "low"

instead. For example, enter "houseswith low sale prices."

l Query table calculations— In query expressions for table calculation fields, note

that you can't filter, limit, or include "year over year difference."

l Surround unusually long values with quotation marks—To analyze long field

values that contain line returns, tabs, or more than ten words, surround themwith

quotationmarks. To improve performance, AskData doesn't index fields of that

length, or anything beyond the first 200,000 unique field values.

Create Lenses that Focus Ask Data for Specific Audiences

Most people don’t need information from an entire data source but instead want data visu-

alizations relevant to their job function, like sales, marketing, or support. To optimize Ask

Data for different audiences like these, Tableau authors create separate AskData lenses,

which query a selected subset of fields. For the selected fields, authors can specify syn-

onyms for field names and values, reflecting terms the lens audience uses in common lan-

guage (for example, "SF" for "San Francisco"). Lens authors then customize the

recommended visualizations that appear below the AskData query box, which provide

answers to users with a single click.

Note: AskData lenses can be created only for data sources published separately to a
Tableau site. Lenses can't be created for data sources embedded in workbooks or

those with a virtual connection.
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Create or configure a lens page on your Tableau site

On your Tableau site, each lens has a separate page where users can query AskData and

authors can configure lens fields, synonyms, and suggested questions.

A lens page on a Tableau site

1. To create a lens page on your Tableau site, go to a data source page, and choose
New >Ask Data Lens.

To configure an existing lens, go to the lens page on your site. (From an AskData

object in a dashboard, you can click the pop-upmenu in the upper corner and choose

Go to Lens Page.)

2. If you're creating a new lens, enter a name, description, and project location, and then
click Publish Lens.
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3. At the top of the Fields pane at left, click the pencil icon. Then select the relevant fields
for lens users, and click Save.

4. At left, hover over individual tables or fields, and click the pencil icon:

Then do any of the following:

1030 Tableau Software

Tableau Cloud Help



l Provide a more representative name by clicking the pencil icon to the right.

l Add common synonyms for field names and values that lens users may enter in
their queries.

l Edit descriptions that appear when users hover over fields.

Change the list of recommended visualizations

To address common queries from lens users, you can customize the recommended visu-

alizations that appear below the query box.

Add or replace a recommended visualization

1. Enter a query into the text box, and press Enter or Return.
2. After the visualization appears, from the pin icon in the toolbar, choose either Pin to

Recommended Visualizations or Replace Recommendation.

3. For a new recommendation, enter a name, and choose the section in which you want it
to appear. For a replacement recommendation, choose the existing one you want to
overwrite.

Edit section titles and recommendation names, or delete recommendations

l To edit a section title, click the pencil icon to the right of the title.

l To change the name of a recommendation, hover over it and click the pencil icon .
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To delete a recommendation, click the X.

Add an Ask Data lens to a dashboard

On a dashboard, you can add an AskData object that lets users query a published data

source via a lens on your Tableau site.

1. While editing a dashboard in Tableau Cloud or Tableau Server, drag the Ask Data
object to the canvas.

Note: In Tableau Desktop, you can also drag an AskData object to the canvas
for placement purposes. But to select a lens, you will need publish to Tableau

Cloud or Tableau Server and edit the object there.
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2.

3. Select a published data source previously connected to the workbook.
4. To use an existing lens, select it, and clickUse Lens.

Or, to create a new lens, do one of the following:

l If there are no lenses for the data source, clickGo to Data Source Page.
l If lenses already exist, click the data source name at the bottom of the dialog.

5. (New lenses only) Complete the steps in Create or configure a lens page on your
Tableau site.

6. Under Toolbar Options for Lens Users, select the buttons you want available to
users.

l Add Visualization to Pins lets users add to the Recommended Visualizations
list, which appears just below the query box.

l Publish as Workbook lets users save visualizations asworkbook sheets to
their Tableau site.

l Share Visualization lets users share via email, Slack, or a link.

In the lens, the publish (save icon), pin, and share options appear in the upper

right corner:
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7. (New lenses only) After you finish creating the lens, return to the Lens object in your

dashboard, and clickRefresh. Then select the new lens, and clickUse Lens.

Apply a different lens to an Ask Data dashboard object

1. From the pop-up menu at the top of the object, choose Configure.

2. Go to Add an AskData lens to a dashboard, and repeat steps 2 onward.

Change a lens name, description, or project location

1. Navigate to the lens page on Tableau Cloud or Tableau Server.
2. To the right of the lens name at the top of the page, click the three dots (...), and

choose Edit Workbook.
3. Click Edit Lens Details.
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See how people use Ask Data with a lens

For data source owners and lens authors, AskData provides a dashboard that reveals the

most popular queries and fields, the number of visualization results that users clicked, and

other helpful information. Filters let you narrow data down to specific users and time ranges.

These stats help you further optimize a lens to increase the success of your users.

Note: If you use Tableau Server, you can access this data in the Tableau Server Repos-
itory to create custom dashboards.

1. In Tableau Server or Tableau Cloud, navigate to a lens page.
2. To the left of the Ask Data text box, click the "Ask Data tips" icon.

3. In the lower-left corner of the tips dialog, clickUsage Analytics.

Let users email you questions about a lens

As a lens owner, you can allow users to email you with questions about data structure, expec-

ted results, andmore. This option is on by default, but you can turn it off using the steps

below.

1. In Tableau Server or Tableau Cloud, navigate to a lens page.
2. To the left of the Ask Data text box, click the "i" shown above in See how people use

AskData with a lens.
3. At the bottom of the tips dialog, click the eye icon next to "Contact the Lens Author" to
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enable or disable feedback.

Permissions for publishing and viewing lenses

For AskData objects in dashboards, no change to permissions should be required: by

default, existing workbook authors can create lenses, and existing dashboard audiences
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can view them. But for reference, here's a detailed outline of required lens permissions for

both dashboards and direct access via a data source page.

To create and publish a lens, a user needs:

l The Creator or Explorer user role
l Lens Creation permission for the data source (inherited by default from the Connect
permission)

l Write permission for the parent project to which the lens is published

To access and interact with a published lens, a user needs:

l The Viewer role or above
l Connect permission for the data source
l View permission for the lens

Note: By default, lens permissions like View reflect a project's permissions for work-

books. If Tableau administrators want to change default lens permissions, they can do

so either individually for each project, or in bulk using the permissions API.

Disable or Enable Ask Data for a Site

AskData is enabled for sites by default, but Tableau administratorsmay disable it.

1. Go to theGeneral site settings.

2. (Tableau Server only) In theWeb Authoring section, select Let users edit work-
books in their browser.

3. In theAvailability of Ask Data section, choose from these options:

l Enabled enables creation of AskData lenses for all published data sources.

l Disabled hides AskData throughout the site, while preserving information
about previously created lenses so they can be restored if AskData is re-

enabled.
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Optimize Data for Ask Data

If youmanage and publish data sources, here are some tips to helpmake users of AskData

more successful. By spending a little extra time on this process, you'll open up data analysis

to a wider range of people at your organization, helping them independently answer ques-

tions and gain deeper insights.

Optimize data in Ask Data

In the Data pane on the left of the AskData interface, data source owners can add syn-

onyms for fields and exclude irrelevant values.

Changing settings at the data source or lens level

When changing settings in the Data pane for AskData, pay close attention to whether

you're at the data source or lens level. (For more information, see Create Lenses that Focus

AskData for Specific Audiences.)

l At the data source level, you'll see the cylindrical data source icon in the upper left
corner. Here, changes you make in the Data pane will apply by default to all sub-
sequently created lenses.

Note: For extracts, two cylinders will appear.
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l For an individual lens, you'll see the quotation icon in the upper left corner. Here,
changes you make in the Data pane will apply to this lens alone.
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Add synonyms for field names and values

Peoplemay not use the same terminology found in your data source, so data source own-

ers and Tableau administrators can add synonyms for specific data field names and values.

Synonyms you enter are available throughout your organization, making data analysis

quicker and easier for everyone.

Exclude values of specific fields from search results

To improve the usability of search results in AskData, you can exclude the values of specific

fields from indexing. Though AskData doesn't add non-indexed values to search results,

the values still appear in visualization results when relevant. For example, if you don't index

values from a "Product" field because they add unnecessary detail to search results, Ask

Data can still display values such as "iPhone 12" in resulting data visualizations. And users

canmanually add non-indexed values to queries by surrounding themwith quotationmarks

(for example, "Sales for Product containing "iPhone 12"").

Note: This field-level setting is ignored if the value indexing setting for the data source
is set to Disabled. Field names and related synonyms are always indexed.

1. Go to the Ask Data tab for a data source or individual lens.
2. Hover over a data source field at left, and click the Edit Field Details icon (the pen-

cil).

3. Deselect Index field values.

Either click the text box that appears to reindex the data source now, or let it reindex

based on its regular indexing schedule.

1040 Tableau Software

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/ask_data_synonyms.htm
https://help.tableau.com/current/pro/desktop/en-us/ask_data_enable.htm#Indexing


Optimize data sources

To create the best experience for AskData users, optimize the original data source.

Note: AskData doesn't support multidimensional cube data sources, or non-relational
data sources like Google Analytics, or data sourceswith a virtual connection.

Optimize indexing for Ask Data

Data source owners can change how often field values are indexed for AskData, optimizing

system performance.

1. At the top of a data source page, click the Details icon:

2. In the AskData section, clickEdit.

3. Choose an indexing option for field values:

l Automatic checks for changes every 24 hours and analyzes the data source if
it is live, has had an extract refreshed, or has been republished. Choose this

option for a data source frequently used with AskData, so it will be ready before

users query it.

l Manual analyzes the data source only when Tableau creatorsmanually trigger
indexing on the data source page. Choose this option if the data source

changes frequently but users query it with AskData only occasionally.
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To trigger manual indexing, go to the data source page, click the circled “i” in

the Data pane at left, and then clickReindex Data Source.

l Disabled analyzes only field names, not values.

4. ClickSave

Use data extracts for faster performance

For improved performance and support for large data sets, use AskData with published

extracts rather than live data sources. For more information, see Create an extract.

Ensure that users can access the data source

To use AskData, usersmust have permission to connect to the individual data source. If a

data source has row-level permissions, those permissions also apply to AskData, which

won’t recognize secure values or make related statistical recommendations.

Be aware of unsupported data source features

AskData supports all Tableau data source features except the following. If your data source

contains these, AskData users won't be able to query related fields.

l Sets
l Combined fields
l Parameters
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Anticipate user questions

Anticipate the kinds of questions your users will ask, and then optimize your data source for

those questions using these techniques:

l Clean and shape data in Tableau Prep or a similar tool.
l Join data to include all fields users may have questions about in one table, improving
performance.

l Add calculated fields that answer common user questions.
l Create bins with appropriate sizes for quantitative variables that users are likely to
want to see as a histogram or another binned form.

Simplify the data

Tomake data easier to understand by both users and AskData, simplify the data source as

much as possible during the data prep process.

1. Remove any unnecessary fields to improve performance.
2. Give each field a unique and meaningful name.

l For example, if there are five field names that start with “Sales…”, better dis-
tinguish them so Ask Data can properly interpret the term “sales”.

l Rename “Number of records” to something more meaningful. For example, use
“Number of earthquakes” in a data source where each record is an earthquake.

l Avoid field names that are numbers, dates, or boolean (“true” or “false”) values.
l Avoid names which resemble analytical expressions such as “Sales in 2015” or
“Average Products Sold”.

3. Create meaningful aliases for field values, reflecting terms people would use in con-
versation.

Set appropriate field defaults

To help AskData analyze data correctly, ensure that default field settings reflect the content

of each field.

l Set data types for text, time, date, geographic, and other values.
l Assign the proper data role: dimension or measure, continuous or discrete.
l For each measure, assign appropriate default settings in Tableau Desktop, such as
color, sort order, number format (percentage, currency, etc.), and aggregation func-
tion. For example, SUM may be appropriate for “Sales”, but AVERAGEmight be a
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better default for “Test Score”.

Tip: It's particularly helpful to set a default comment for each field, because
these comments appear as informative descriptionswhen users hover over

fields in AskData.

Create hierarchies for geographic and categorical fields

For time data, Tableau automatically creates hierarchies, which let users quickly drill up and

down in vizzes (for example, from day to week tomonth). For geographic and categorical

data, however, we recommend that you create custom hierarchies to help AskData pro-

duce visualizations that reflect the relationships between fields. Be aware that AskData

won't show the hierarchies in the data pane.

AskData doesn't index hierarchy names, only names of fields within hierarchies. For

example, if a geographic hierarchy named “Location” contains “Country” and “City” fields,

users should enter “Country” and “City” in their questions for AskData.

Discover Insights Faster with Explain Data
Explain Data helps you to inspect, uncover, and dig deeper into themarks in a viz as you

explore your data. You can use Explain Data to analyze dashboards, sheets, or selected

marks for possible outliers and correlations in the underlying data. Explain Data builds stat-

istical models and proposes possible explanations for individual marks in a viz, including

potentially related data from the data source that isn't used in the current view.

For information on running Explain Data and exploring explanations, seeGet Started with

Explain Data.
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Note: This topic describes how Explain Data works in Tableau 2021.2 and later ver-

sions. If you have a previous version of Tableau, read this topic in version 2021.1 of

Explain Data help.

As you build different views, use Explain Data as a jumping-off point to help you explore your

datamore deeply and ask better questions. For more information, see How Explain Data

helps to augment your analysis. For information on what characteristicsmake a data source

more interesting for use with Explain Data, see Requirements and Considerations for Using

Explain Data.

Access to Explain Data

Explain Data is enabled by default at the site level. Server administrators (Tableau Server)

and site administrators (Tableau Cloud) can control whether Explain Data is available for a

site. For more information, Disable or Enable Explain Data for a Site.

Authors who can edit workbooks and have the Run Explain Data permission capability for a

workbook can run Explain Data in editingmode. All users with the Run Explain Data cap-

ability can run Explain Data in viewingmode in Tableau Cloud and Tableau Server.

When allowed by site administrators, explanations can be shared in viewingmode via email

or Slackwith other Tableau Cloud and Tableau Server users. For more information, see

Configure Tableau to allow users to share explanations via email and Slack.

Authors can use Explain Data Settings to control which explanation types are displayed in

the Explain Data pane.

For information on controlling access to Explain Data, explanation types, and fields, see Con-

trol Access to Explain Data.
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How Explain Data helps to augment your analysis

Explain Data is a tool that uncovers and describes relationships in your data. It can't tell you

what is causing the relationships or how to interpret the data.You are the expert on your
data.Your domain knowledge and intuition are key in helping you decide what char-
acteristicsmight be interesting to explore further using different views. For related inform-

ation, see How Explain DataWorks and Requirements and Considerations for Using

Explain Data.

For more information on how Explain Data works and how to use Explain Data to augment

your analysis, see these Tableau Conference presentations:

l FromAnalyst to Statistician: Explain Data in Practice (1 hour)
l Leveraging Explain Data (45minutes)
l Explain Data Internals: Automated BayesianModeling (35minutes)

Get Started with Explain Data

Use Explain Data in your flow of analysis as you are exploring themarks in a viz. Explain

Data runs automatically when the Data Guide pane is open and updates based on the cur-

rent selection (dashboard, sheet, or mark).

Use Explain Data

l Run Explain Data on a dashboard,
sheet, or mark

l Drill into explanations
l View analyzed fields
l Terms and concepts in explanations
l Explanation Types

Author Workbooks and Control
Access

l Requirements and Considerations
for Using Explain Data

l Change Explain Data Settings
(Authors-only)

l Control Access to Explain Data
l Disable or Enable Explain Data for a
Site

l How Explain DataWorks
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Run Explain Data on a dashboard, sheet, or mark

The basic steps to run Explain Data are:

1. Open a dashboard or sheet in a workbook.
2. Click Data Guide icon in the view toolbar to open the Data Guide pane. For more

information, see Explore Dashboardswith Data Guide.
3. If you open a dashboard, Explain Data will analyze it for outliers.

If you select a sheet in the dashboard, Explain Data analyzes the marks in that sheet
for outliers.

Tableau Software 1047

Tableau Cloud Help



If you select a mark in the dashboard, Explain Data specifically analyzes that mark for
explanations.

The marks that are being explained are highlighted in the viz as you click on their cor-
responding explanations.
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Optionally, you can select amark in a viz, hover the cursor over themark, and then click

Explain Data in the tooltip menu.

Possible explanations for the value of the analyzedmark are displayed in the Data Guide

pane. Click different explanation names to expand the details and start exploring.

Explain Data permissions required for seeing explanations

If you see DetectedOutliers with a note to contact the owner of the viz, it is because you

need permission to see these types of explanations. Click the owner name to go to their

Tableau content page with their email address. Contact the owner to ask them to give you

Explain Data permissions for the workbook or view.

If you are the owner of the workbook, for more information on setting permissions, see Con-

trol who can use Explain Data and what they can see.

Tips for using Explain Data

l Multiple marks can't be selected for comparison with each other.
l The viewmust contain marks that are aggregated using SUM, AVG, COUNT,
COUNTD, or AGG (a calculated field).

l When Explain Data cannot analyze the type of mark selected, a message is displayed
to indicate why. For more information, see Situationswhere Explain Data is not avail-
able.

l The data you analyze must be drawn from a single, primary data source. Explain Data
does not work with blended or cube data sources.

l For information on what characteristics make a data source more interesting for use
with Explain Data, see Requirements and Considerations for Using Explain Data.
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Drill into explanations

1. In the Data Guide pane, click an explanation name to seemore details.

Click an explanation to expand or contract its details.

2. Scroll to seemore explanation details.

3. Hover over charts in the explanations to see details on different data points. Click the
Open  icon to see a larger version of the visualization.

Creators or Explorers who open the view for editing can click theOpen  icon to

open the visualization as a new worksheet and explore the data further.

Note: Creators and Explorers who have editing permissions can also control
Explain Data Settings. For more information, see Control Access to Explain

Data.

4. Hover over a Help icon to see tooltip help for an explanation. Click the Help icon

to keep the tooltip open. Click a Learn More link to open the related help topic.

View analyzed fields

1. Run Explain Data on a dashboard, sheet, or mark.
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2. In the Data Guide pane, under Explore underlying values for, click a target meas-
ure name.
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3. Click the number-of-fields link at the bottom of the pane.

Authors have the option to open Explain Data Settings to control which fields are included in

the analysis. For more information, see Change fields used for statistical analysis.

Terms and concepts in explanations

The following terms and concepts appear frequently in explanations. Youmay find it helpful

to become acquainted with their meaning in the context of using Explain Data.

What is a mark?

Amark is a selectable data point that summarizes some underlying record values in your

data. A mark can bemade of a single record or multiple records aggregated together.
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Marks in Tableau can be displayed inmany different ways such as lines, shapes, bars, and

cell text.

Tableau gets the records that make up themark based on the intersection of the fields in the

view.

The analyzed mark refers to amark in a dashboard or sheet that was analyzed by Explain
Data.

For more information onmarks, seeMarks.

What does expected mean?

The expected value for amark is themedian value in the expected range of values in the

underlying data in your viz. The expected range is the range of values between the 15th and

85th percentile that the statistical model predicts for the analyzedmark. Tableau determines

the expected range each time it runs a statistical analysis on a selectedmark.

If an expected value summary says themark is lower than expected or higher than expected,

it means the aggregatedmark value is outside the range of values that a statistical model is

predicting for themark. If an expected value summary says themark is slightly lower or

slightly higher than expected orwithin the range of natural variation, it means the aggregated

mark value is within the range of predictedmark values, but is lower or higher than the

median.

For more information, seeWhat is an expected range?

What are dimensions and measures?

Each column name in a database is a field. For example, Product Name and Sales are each

fields. In Tableau, fields like Product Name that categorize data are called dimensions; fields

with quantifiable data like Sales are calledmeasures. Tableau aggregatesmeasures by
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default when you drag them into a view.

Some explanations describe how the underlying record values and the aggregations of

those valuesmay be contributing to the value of the analyzedmark. Other explanationsmay

mention the distribution of values across a dimension for the analyzedmark.

When you run Explain Data onmark, the analysis considers dimensions andmeasures in

the data source that aren't represented in the view. These fields are referred to as unvisu-

alized dimensions and unvisualizedmeasures.

For more information on dimensions andmeasures, see Dimensions andMeasures.

What is an aggregate or aggregation?

An aggregate is a value that is a summary or total. Tableau automatically applies aggreg-

ations such as SUMor AVGwhenever you drag ameasure onto Rows, Columns, aMarks

card option, or the view. For example, measures are displayed as SUM(Sales) or AVG

(Sales) to indicate how themeasure is being aggregated.

To use Explain Data, your visualizationmust use ameasure that is aggregated with SUM,

AVG, COUNT, COUNTD, or AGG.

For more information about aggregation, see Data Aggregation in Tableau.

What is a record value?

A record is a row in a database table. A row contains values that correspond to each field. In

this example, Category, Product Name, and Sales are fields (or columns). Furniture, Floor

Lamp, and $96 are the values.

Category Product Name Sales

Furniture Floor Lamp $96.00

What is a distribution?
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A distribution is a list of all the possible values (or intervals) of the data. It also indicates how

often each value occurs (frequency of occurrence).

Explanation Types in Explain Data

Each time you select a new mark in a viz or dashboard and run Explain Data, Tableau runs a

new statistical analysis considering that mark and the underlying data in the workbook. Poss-

ible explanations are displayed in expandable sections for the Explain Data pane. For inform-

ation about how Explain Data analyzes and evaluates explanations, see How Explain Data

Works.

Explore underlying values

This section lists explanations for eachmeasure that can be explained (referred to as target

measures). Each explanation listed here describes a relationship with the values of the tar-

get measure that are tested on the analyzedmark. Use your real-world, practical under-

standing of the data to determine if the relationships found by Explain Data aremeaningful

and worth exploring.
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In this example, Trip Distance is the target measure

Underlying Characteristics

These explanations describe how underlying records of themarks in the view may be con-

tributing to the aggregated value of themeasure being explained. Mark attributes can

include Extreme Values, Null Values, Number of Records, or the Average Value of the

mark.

Note: For definitions of common terms used in explanations, see Terms and concepts
in explanations.
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Extreme Values

This explanation type indicates if one or more records have values that are significantly

higher or lower thanmost records. If the explanation is supported by amodel, it indicates the

extreme value is affecting the target measure of the analyzedmark.

When amark has extreme values, it doesn't automaticallymean it has outliers or that you

should exclude those records from the view. That choice is up to you depending on your ana-

lysis. The explanation is simply pointing out an extreme value in themark. For example, it

could reveal amistyped value in a record where a banana cost 10 dollars instead of 10 cents.

Or, it could reveal that a particular sales person had a great quarter.

Note: This explanationmust be enabled by the author to be visible in viewingmode for a
published workbook. For more information, see Control Access to Explain Data.

This explanation shows:

l The number of underlying records in
the analyzed mark.

l The extreme value or values con-
tributing to the value of the target
measure.

l The distribution of values in the mark.
l The record details that correspond to
each distribution value.

Exploration options:

l Hover over a circle in the chart to see
its corresponding value.

l Click the left or right arrow below the
details list to scroll through record
details.

l If available, click View Full Data, and
then click the Full Data tab to see all In this example, a single extreme
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records in a table.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l If the number of records is low, exam-
ine these values compared to the
extreme value.

l If the extreme value is significantly
higher or lower than the other record
values, exclude it and consider how it
changes the value of the analyzed
mark.

l When considering the data with and
without the extreme value, use this as
an opportunity to apply your practical
knowledge about the data.

value of 463 hours rented is con-

tributing to the higher than expected

sum of Total TimeRented of 613

hours.

A likely reason for this high value

could be that someone forgot to dock

the bike when they returned it. In this

case, the author might want to

exclude this value for future analysis.
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Visualize the Difference

This section shows:

l How the analyzed mark value
changes when the extreme value is
excluded.

Exploration options:

l Click theOpen  icon to see a larger

version of the visualization.
l Explore the difference with and
without the extreme value (or values).

l Authors can open the view as a new
sheet and apply a filter to exclude the
extreme value.

Next steps for analysis:

l If the extreme value is significantly
higher or lower than the other record
values, exclude it and see how it
changes the value of the analyzed
mark.

In this example, when the extreme

value of 483 is excluded, the ana-

lyzedmark is no longer high com-

pared to other marks in the view.
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l When considering the data with and
without the extreme value, use this as
an opportunity to apply your practical
knowledge about the data.

Other marks now stand out. The

author might want to explore the

other marks to consider why these

other locations have higher hours for

bike rentals.

Null Values

TheNull Values explanation type calls out situationswhere there is a higher than expected

amount of missing data in amark. It indicates the fraction of target measure values that are

null and how the null valuesmight be contributing to the aggregate value of that measure.

This explanation shows:

l The percent of values that are null in
the target measure for the analyzed
mark (blue circle).

Exploration options:

l Hover over each circle in the scatter
plot to see its details.

l Scroll to see more of the chart.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Optionally exclude null values in the
mark for further analysis.

In this example, the percent of null val-

ues in the target measure is shown as

a blue circle.

Number of Records

This explanation type describeswhen the count of the underlying records is correlated to

the sum. The analysis found a relationship between the number of records that are being

aggregated in amark and themark's actual value.
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While thismight seem obvious, this explanation type helps you explore whether themark's

value is being affected by themagnitude of the values in its records or simply because of the

number of records in the analyzedmark.

This explanation shows:

l The number of records in the target
measure for the analyzed mark (dark
blue bar).

l The number of records in the target
measure for other marks in the
source visualization (light blue bar).

Exploration options:

l Hover over each bar to see its details.
l Scroll to see more of the chart.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Compare whether the individual val-
ues of records are low or high, or the
number of records in the analyzed
mark is low or high.

l Authors, if you are surprised by a
high number of records, you might
need to normalize the data.

In this example, the number of

records for Trip Distance is listed for

each value of RideMonth, which is a

dimension in the original visualization.

August has the highest total trip dis-

tance value.

Youmight explore whether August

has the highest value for trip distance

becausemore rides occurred in

August, or if it has the highest trip dis-

tance because some rideswere

longer.
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Average Value of Mark

This explanation type describeswhen the average of ameasure is correlated to the sum.

Compare whether the average value is low or high, or the number of records is low or high.

This explanation shows:

l The average of the target measure
for each value of a dimension used in
the source visualization.

Exploration options:

l Hover over each bar to see its
details.

l Scroll to see more of the chart.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Compare whether the average value
is low or high, or the number of
records is low or high. For example,
are profits high because you sold a
lot of items or because you sold
expensive items?

l Try to figure out why the analyzed
mark has a significantly higher or
lower average value.

In this example, the average trip dis-

tance for August is not significantly

higher or lower thanmost months.

This suggests that trip distance is

higher for August because there

weremore rides in August, rather

than from people taking longer rides.
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Contributing Single Value

Use this explanation to understand the composition of the record values that make up the

analyzedmark.

This explanation type identifies when a single value in an unvisualized dimensionmay be con-

tributing to the aggregate value of the analyzedmark. An unvisualized dimension is a dimen-

sion that exists in the data source, but isn't currently being used in the view.

This explanation indicateswhen every underlying record of a dimension has the same value,

or when a dimension value stands out because either many or few of the records have the

same single value for the analyzedmark.

Note: For definitions of common terms used in explanations, see Terms and concepts in
explanations.
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This explanation shows:

l The percent of the number of
records for a single value of a dimen-
sion for the analyzed mark (blue bar)
versus all marks (gray bar) in the
source visualization.

l The percent of the number of
records for all other values of a
dimension for the analyzed mark
(blue bar) versus all marks (gray
bar) in the source visualization.

l The average of the target measure
for the single value of a dimension in
the analyzed mark (blue bar) versus
all marks (gray bar).

l The average of the target measure
for all other values of a dimension for
the analyzed mark (blue bar) versus
all marks (gray bar) in the source
visualization.

Exploration options:

l Hover over each bar to see its
details.

l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Use this explanation to understand
the composition of the record values
that make up the analyzed mark.

l Authors might want to create a new
visualization to explore any unvisu-
alized dimension surfaced in this

In this example, the statistical analysis

has exposed that many of the rides

come from the station neighborhood

of Back Bay. Note that Station Neigh-

borhood is an unvisualized dimension

that has some relationship to Trip

Distance in the underlying data for the

source visualization.
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explanation.

Top Contributors

Use this explanation to see the values that make up the largest fraction of the analyzedmark.

For a COUNT aggregation, the top contributors show dimension valueswith themost

records. For SUM, this explanation shows dimension valueswith the largest partial sum.

Contributing Dimensions

Use this explanation to understand the composition of the record values that make up the

analyzedmark.

This explanation type shows that the distribution of an unvisualized dimensionmay be con-

tributing to the aggregate value of the analyzedmark. This type of explanation is used for tar-

get measure sums, counts, and averages. An unvisualized dimension is a dimension that

exists in the data source, but isn't currently being used in the view.

Note: For definitions of common terms used in explanations, see Terms and concepts in
explanations.
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This explanation shows:

l The percent of the number of
records for all values of a dimension
for the analyzed mark (blue bar)
versus all values of a dimension for
all marks (gray bar) in the source
visualization.

l The average of the target measure
for all values of a dimension for the
analyzed mark (blue bar) all values
of a dimension for all marks (gray
bar).

Exploration options:

l Hover over each bar to see its
details.

l Scroll to see more of the chart.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Use this explanation to understand
the composition of the record values
that make up the analyzed mark.

l Authors might want to create a new
visualization to explore any unvisu-
alized dimensions surfaced in this
explanation.

In this example, the statistical ana-

lysis has exposed that more rides

were taken fromSouth Station and

MIT and fewer rideswere taken from

Charles Circle and Kendall, com-

pared to rides taken for marks overall.

Note that Station Name is an unvisu-

alized dimension that has some rela-
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tionship to Trip Distance in the under-

lying data for the source visualization.

Contributing Measures

This explanation type shows that the average of an unvisualizedmeasuremay be con-

tributing to the aggregate value of the analyzedmark. An unvisualizedmeasure is ameasure

that exists in the data source, but isn't currently being used in the view.

This explanation can reveal a linear or quadratic relationship between the unvisualizedmeas-

ure and the target measure.

Note: For definitions of common terms used in explanations, see Terms and concepts in
explanations.
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This explanation shows:

l The relationship between the sum of
the target measure and the average
of an unvisualized measure for the
analyzed mark (blue circle) and all
marks (gray circles) in the view.

l If the sum of the target measure is
high or low because the average
value of the unvisualized measure is
high or low.

Exploration options:

l Hover over each circle to see its
details.

l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Authors might want to create a new
visualization to explore any unvisu-
alized measures surfaced in this
explanation.

In this example, one possible reason

why trip distance is high is because

the average total time rented is also

high.

Other things to explore

This section provides possible reasonswhy the analyzedmark is unique or unusual. These

explanations:

l Do not explain why the value of this mark is what it is.
l Are not related in any way to the value of the measures in the source visualization.
l Do not take any target measures into account.
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Other Dimensions of Interest

Use this explanation to understand the composition of the record values that make up the

analyzedmark.

The distribution of an unvisualized dimension in the analyzedmark is unusual compared to

the distribution of values for all other marks in the view. An unvisualized dimension is a dimen-

sion that exists in the data source, but isn't currently being used in the view.

Note: For definitions of common terms used in explanations, see Terms and concepts in
explanations.

This explanation shows:

l The percent of the number of records
for all values of a dimension for the
analyzed mark (blue bar) versus all
values of a dimension for all marks
(gray bar) in the source visualization.

Exploration options:

l Hover over each bar to see its details.
l Scroll to see more of the chart.
l Click theOpen  icon to see a larger

version of the visualization.

Next steps for analysis:

l Use this explanation to understand
the composition of the record values
that make up the analyzed mark.

l Authors might want to create a new
visualization to explore any unvisu-
alized dimensions surfaced in this
explanation.

In this example, a high percentage of

records are associated with overcast

weather. Because the data is about

bike rentals in Boston, and the ana-

lyzedmark is Trip Distance for
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August, we can assume that the

weather is typically warm and humid.

Peoplemight have rented bikesmore

often on overcast days to avoid the

heat. It's also possible there were

more overcast days in August.

Analyzed Fields in Explain Data

Explain Data runs a statistical analysis on a dashboard or sheet to findmarks that are out-

liers, or specifically on amark you select. The analysis also considers possibly related data

points from the data source that aren't represented in the current view.

Explain Datamight not include every column from the data source in the analysis. In many

cases, certain types of fields will be automatically excluded from the analysis. For more

information, see Fields excluded by default.
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Note: Dimensionswith more than 500 unique valueswon't be considered for analysis
(unless allowed by the author in Explain Data Settings).

All users can view information on which fields are included or excluded in the current ana-

lysis. Creators and Explorers who have editing permissions can edit the fields used by

Explain Data for statistical analysis.

View fields analyzed by Explain Data

When you expand an explanation for ameasure that is contributing to the value of themark,

a link that indicates the number of fields considered in the analysis is displayed at the bottom

of the Explain Data pane.
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Click the link to see the list of fields included in or excluded from the current statistical ana-

lysis.

When a data source containsmore than 1000 unvisualized dimensions or measures, you

might see an alert asking if you want Explain Data to consider more fields. ClickExplain All
to run an analysis that includesmore fields. The analysismay take longer to complete.

To view fields used by Explain Data for statistical analysis

1. Run Explain Data on dashboard, sheet, or mark.
2. In the Explain Data pane, under Contributing to the value of, click a measure

name.
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3. Click the number-of-fields link at the bottom of the pane.
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Change fields used for statistical analysis

Creators and Explorers who have editing permissions can select fields to be included or

excluded from the statistical analysis in the Fields tab of the Explain Data Settings dialog

box.

1074 Tableau Software

Tableau Cloud Help



When a data source contains dimensionswith a large number of unique values (up to 500),

those fields won't be considered for analysis.

To edit the fields used by Explain Data for statistical analysis

Settings for analyzed fields are applied at the data source level.

1. Run Explain Data on a mark when editing a view.
2. In the Explain Data pane, click the settings icon at the bottom of the Explain Data pane.

Or, click the Edit button in the Analyzed Fields view (how to open analyzed fields).
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3. In the Explain Data Settings dialog box, click the Fields tab.
4. Click a drop-down arrow next to a field name, selectAutomatic or Never Include,

and then clickOK.

Note that fields must have less than 500 unique values to be included in the analysis.
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Fields excluded by default

Fields excluded by default Reasons for exclusion

All unvisualizedmeasureswhen there

aremore than 1,000measures in the

data source.

All unvisualized dimensionswhen

there aremore than 1,000 dimensions

in the data source.

Computing explanations for more than 1000

unvisualizedmeasures or dimensions can take

longer to compute, sometimes several minutes.

These fields are excluded by default for initial

analysis, but you can choose to include them for

further analysis.

In this situation, youmight see an alert asking if

you want Explain Data to consider more fields.

Click the alert link to get more information. Click

Explain All to run an analysis that includes
more fields.
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Fields excluded by default Reasons for exclusion

Fields that use geometry, latitude, or
longitude

Geometry, latitude, or longitude by themselves
can never be explanations. It is highly likely that
an explanation that calls out the latitude or the
longitude as an explanation is due to a spurious
correlation and not a probable explanation.

Dimensions with high cardinality
(dimensions with > 500 members)

High cardinality dimensions take longer to com-

pute. Dimensionswith more than 500 unique val-

ueswill not be considered for analysis.

Groups, bins, or sets Not currently supported.

Table calculations Table calculations cannot be analyzed when
table calculations are at a different level of detail
than the view.

Unvisualized measures that can't be
averaged

Unvisualized measures that can't be averaged
include measures that are calculated fields
where the calculation expression includes
aggregations (display as AGG() fields when
added to the sheet).

Discrete measures and continuous
dimensions

Not currently supported.

Hidden fields Not available.

Calculated fields with errors No values present to analyze.

Requirements and Considerations for Using Explain Data

Explain Data is always available to authors in Tableau Desktop.

For Tableau Cloud and Tableau Server: When Explain Data is enabled for a site, Creators

and Explorers with the appropriate permissions can run Explain Data when editing a work-
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book. All users with the appropriate permissions can run Explain Data in viewingmode in

published workbooks. For more information, see Control Access to Explain Data.

What makes a viz a good candidate for Explain Data

Explain Data works best on visualizations that require deeper exploration and analysis,

rather than infographic-style, descriptive vizzes that communicate summarized data.

l Row-level data is necessary for Explain Data to create models of your data and gen-
erate explanations. Vizzes with underlying, row-level data, where relationships might
exist in unvisualized fields are good candidates for running Explain Data.

l Vizzes based on pre-aggregated data without access to row-level data are not ideal for
the statistical analysis performed by Explain Data.

What data works best for Explain Data

When you are using Explain Data in a worksheet, remember that Explain Data workswith:

l Single marks only—Explain Data analyzes singlemarks. Multiple mark analysis is

not supported.

l Aggregated data—The view must contain one or moremeasures that are aggreg-

ated using SUM, AVG, COUNT, or COUNTD. At least one dimensionmust also be

present in the view.

l Single data sources only—The datamust be drawn from a single, primary data

source. Explain Data does not work with blended or cube data sources.

When preparing a data source for a workbook, keep the following considerations in mind if

you plan to use Explain Data during analysis.

l Use a data source with underlying data that is sufficiently wide. An ideal data set has at
least 10-20 columns in addition to one (or more) aggregated measures to be
explained.

l Give columns (fields) names that are easy to understand.
l Eliminate redundant columns and data prep artifacts. For more information, see
Change fields used for statistical analysis.

Tableau Software 1079

Tableau Cloud Help



l Don't discard unvisualized columns in the data source. Explain Data considers fields
in the underlying data when is analyzes a mark.

l Low cardinality dimensions work better. The explanation of a categorical dimension is
easier to interpret if its cardinality is not too high (< 20 categories). Dimensions with
more than 500 unique values will not be considered for analysis.

l Don't pre-aggregate data as a general rule. But if the data source is massive, con-
sider pre-aggregating the data to an appropriate level of detail.

l Use extracts over live data sources. Extracts run faster than live data sources. With
live data sources, the process of creating explanations can create many queries
(roughly one query per each candidate explanation), which can result in explanations
taking longer to be generated.

Situations where Explain Data is not available

Sometimes Explain Data will not be available for a selectedmark, depending on the char-

acteristics of the data source or the view. If Explain Data cannot analyze the selectedmark,

the Explain Data icon and context menu commandwill not be available.

Explain Data can't be run in views
that use:

l Map coordinate filters
l Blended data sources
l Data sources with parameters
l Data sources that don't support COUNTD or
COUNT(DISTINCT ...) syntax, such as
Access.

l Filters on aggregate measures
l Disaggregated measures

Explain Data can't be run if you

select:

l Multiple marks
l Axis
l Legend
l Grand total
l Trend line or reference line
l Amark in a view that contains a very low num-
ber of marks

Explain Data can't be run when
the measure to be used for an

l Isn't aggregated using SUM, AVG, COUNT,
COUNTD
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explanation: l Is a table calculation
l Is used in measure values

Explain Data can't offer explan-

ations for a dimension when it is:

l A calculated field
l A parameter
l Used in Measure Names and Measure Val-
ues

l A field with more than 500 unique values.
Dimensions with more than 500 unique val-
ues will not be considered for analysis.

Control Access to Explain Data

Your access to Explain Data will vary depending on your site role and content permissions.

Explain Data is always available to authors in Tableau Desktop. Authors with appropriate

permissions can run Explain Data in editingmode in Tableau Cloud and Tableau Server.

Authors can also control whether Explain Data is available in viewingmode in published

workbooks and which explanation types are displayed in the Explain Data pane.

Be aware that Explain Data can surface values from dimensions andmeasures in the data

source that aren't represented in the view. As an author, you should run Explain Data and

test the resulting explanations tomake sure that sensitive data isn't being exposed in your

published workbooks.

Who can access Explain Data

Explain Data is enabled by default at the site level. Server administrators (Tableau Server)

and site administrators (Tableau Cloud) can control whether Explain Data is available for a

site. For more information, Disable or Enable Explain Data for a Site.

Mode Who Can Access

Viewing mode TableauViewers, Explorers, andCreatorswho have the
Run Explain Data permission capability can run and explore

Explain Data explanations in viewingmode.
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Mode Who Can Access

Editing mode TableauCreators can run Explain Data when editing a view
in Tableau Desktop, Tableau Cloud, or Tableau Server.

Explorerswho have the Run Explain Data permission cap-
ability and editing permissions can run Explain Data when edit-

ing a workbook in Tableau Cloud or Tableau Server.

Creators and Explorers who have editing permissions can

open new worksheets for further analysis.

They also can use Explain Data Settings to control who can

use Explain Data and what they can see.

Control who can use Explain Data and what they can see

A combination of settingsmust be enabled tomake Explain Data available in editingmode

and viewingmode in Tableau Cloud and Tableau Server.

Editing mode

Requirements for authors to run Explain Data or edit Explain Data settings in editingmode:

l Site setting:Availability of Explain Data set to Enable. Enabled by default.
l Site role: Creator, Explorer (can publish)
l Permissions:Run Explain Data capability set to Allowed. Unspecified by default. If
you open a workbook (Tableau version 2022.1 or earlier) that used this permission in
Tableau version 2022.2 or later, you will need to reset the Run Explain Data capability
to Allowed.

Note: TheDownload Full Data capability for a Creator or Explorer (can publish) con-
trols whether they see the View Full Data option in Extreme Values explanations. View-

ers are always denied the Download Full Data capability. However, all users can see
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record-level details when the Extreme Values explanation type is enabled in Explain

Data settings.

Creators and Explorers with editing permissions and the Run Explain Data permission cap-

ability can accessExplain Data Settings, which provide options for controlling:

l The explanation types that are displayed in the Explain Data pane.
l The fields that are included in, or excluded from statistical analysis.

These options are set for the entire workbook and can only be set in the Explain Data Set-

tings dialog box.

Viewing mode

Requirements for all users to run Explain Data in viewingmode:

l Site setting:Availability of Explain Data set to Enable. Enabled by default.
l Site role: Creator, Explorer, or Viewer
l Permissions:Run Explain Data capability set to Allowed. Unspecified by default. If
you open a workbook (Tableau version 2022.1 or earlier) that used this permission in
Tableau version 2022.2 or later, you will need to reset the Run Explain Data capability
to Allowed.

Note: To see explanations of DetectedOutliers in the Data Guide, users of a vizmust
have the Explain Data permission allowed for the workbook or view. The owner of the

workbookwill need to open the permissions settings for this workbook in Tableau

Server or Tableau Cloud and allow the Explain Data permission to that user.

Open the Explain Data Settings dialog box

1. From the Analysismenu, select Explain Data, and then click Settings. Or, in the
Explain Data pane, click the settings icon (bottom right).
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Include or exclude explanation types displayed by Explain Data

Creators and Explorers who have editing permissions can choose to exclude (or include)

explanation types displayed for all workbook users.

1. In the Explain Data Settings dialog box, click the Explanation Types tab.

2. In the list of explanation types, select or clear an explanation type.
3. ClickOK.
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Test the setting by saving and closing the published workbook, and then opening a view from

the workbook in viewingmode. Select amark that typically has Extreme Value explanations,

and then run Explain Data to check the explanation results.

Include or exclude fields used for statistical analysis

Creators or Explorers who have editing permissions can choose to exclude (or include) fields

that are eligible for analysis.

1. In the Explain Data pane (bottom right), click the settings icon. Or, click the Edit button
in the Analyzed Fields view.

2. In the Explain Data Settings dialog box, click the Fields tab.
3. In the list of fields under Include, click the drop-down arrow and selectAutomatic to

include an eligible field every time Explain Data runs for that workbook.

Note that fields must have less than 500 unique values to be included in the analysis.

Tableau Software 1085

Tableau Cloud Help



SelectNever Include to explicitly exclude the field.
Select Include None to run a statistical analysis on the data without considering
fields.
SelectReset to return to the default settings.

4. ClickOK.

Test the setting by saving the published workbook. Select amark, and then run Explain

Data to check the explanation results.

Configure Tableau to allow users to share explanations via email and
Slack

Tableau administrators can control whether explanations can be shared in viewingmode

via email or Slack to other Tableau users.
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Follow these steps to allow notifications and sharing via email and Slack in Tableau Cloud or

Tableau Server:

1. Click Settings.
2. On the General tab, scroll down toManage Notifications.
3. For Collaboration, select Share forOn Tableau, Email, and Slack.

To share explanations via Slack, the Tableau appmust be set up for your Slackworkspace.

Sharing explanationswith Slack is enabled by default in Tableau Cloud.

In Tableau Server, an administrator will need to set up the Tableau app for Slack. For more

information, see Integrate Tableau with a SlackWorkspace.

How Explain Data Works

Use Explain Data as an incremental, jumping-off point for further exploration of your data.

The possible explanations that it generates help you to see the different values that make up

or relate to an analyzedmark in a view. It can tell you about the characteristics of the data

points in the data source, and how the datamight be related (correlations) using statistical

modeling. These explanations give you another tool for inspecting your data and finding inter-

esting clues about what to explore next.

Note: Explain Data is a tool that uncovers and describes relationships in your data. It can't
tell you what is causing the relationships or how to interpret the data.You are the expert
on your data.Your domain knowledge and intuition is key in helping you decide what char-
acteristicsmight be interesting to explore further using different views.

For related information on how Explain Data works, and how to use Explain Data to aug-

ment your analysis, see these Tableau Conference presentations:

l FromAnalyst to Statistician: Explain Data in Practice (1 hour)
l Leveraging Explain Data (45minutes)
l Explain Data Internals: Automated BayesianModeling (35minutes)

What Explain Data is (and isn’t)

Explain Data is:
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l A tool and a workflow that leverages your domain expertise.
l A tool that surfaces relationships in your data and recommends where to look next.
l A tool and a workflow that helps expedite data analysis and make data analysis more
accessible to a broader range of users.

Explain Data is not:

l A statistical testing tool.
l A tool to prove or disprove hypotheses.
l A tool that is giving you an answer or telling you anything about causality in your data.

When running Explain Data onmarks, keep the following points in mind:

l Consider the shape, size, and cardinality of your data. While Explain Data can

be used with smaller data sets, it requires data that is sufficiently wide and contains

enoughmarks (granularity) to be able to create amodel.

l Don't assume causality. Correlation is not causation. Explanations are based on
models of the data, but are not causal explanations.

A correlationmeans that a relationship exists between some data variables, say A

and B. You can't tell just from seeing that relationship in the data that A is causing B,

or B is causing A, or if somethingmore complicated is actually going on. The data pat-

terns are exactly the same in each of those cases and an algorithm can't tell the dif-

ference between each case. Just because two variables seem to change together

doesn't necessarilymean that one causes the other to change. A third factor could be

causing them both to change, or it may be a coincidence and theremight not be any

causal relationship at all.

However, youmight have outside knowledge that is not in the data that helps you to

identify what's going on. A common type of outside knowledge would be a situation

where the data was gathered in an experiment. If you know that B was chosen by flip-

ping a coin, any consistent pattern of difference in A (that isn't just random noise)

must be caused by B. For a longer, more in-depth description of these concepts, see

the article Causal inference in economics andmarketing byHal Varian.
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How explanations are analyzed and evaluated

Explain Data runs a statistical analysis on a dashboard or sheet to findmarks that are out-

liers, or specifically on amark you select. The analysis also considers possibly related data

points from the data source that aren't represented in the current view.

Explain Data first predicts the value of amark using only the data that is present in the visu-

alization. Next, data that is in the data source (but not in the current view) is considered and

added to themodel. Themodel determines the range of predictedmark values, which is

within one standard deviation of the predicted value.

What is an expected range?

The expected value for amark is themedian value in the expected range of values in the

underlying data in your viz. The expected range is the range of values between the 15th and

85th percentile that the statistical model predicts for the analyzedmark. Tableau determines

the expected range each time it runs a statistical analysis on a selectedmark.

Possible explanations are evaluated on their explanatory power using statistical modeling.

For each explanation, Tableau compares the expected value with the actual value.

value Description

Higher than expec-
ted / Lower than
expected

If an expected value summary says the mark is lower than expec-
ted or higher than expected, it means the aggregated mark value
is outside the range of values that a statistical model is predicting
for the mark. If an expected value summary says the mark is
slightly lower or slightly higher than expected, or within the range
of natural variation, it means the aggregated mark value is within
the range of predicted mark values, but is lower or higher than the
median.

Expected Value If a mark has an expected value, it means its value falls within the
expected range of values that a statistical model is predicting for
the mark.
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value Description

Random Variation When the analyzed mark has a low number of records, there may
not be enough data available for Explain Data to form a statistically
significant explanation. If the mark’s value is outside the expected
range, Explain Data can’t determine whether this unexpected
value is being caused by random variation or by a meaningful dif-
ference in the underlying records.

No Explanation When the analyzed mark value is outside of the expected range
and it does not fit a statistical model used for Explain Data, no
explanations are generated.

Models used for analysis

Explain Data buildsmodels of the data in a view to predict the value of amark and then

determineswhether amark is higher or lower than expected given themodel. Next, it con-

siders additional information, like adding additional columns from the data source to the

view, or flagging record-level outliers, as potential explanations. For each potential explan-

ation, Explain Data fits a new model, and evaluates how unexpected themark is given the

new information. Explanations are scored by trading off complexity (how much information

is added from the data source) against the amount of variability that needs to be explained.

Better explanations are simpler than the variation they explain.

Explanation type Evaluation

Extreme values Extreme values are aggregatedmarks that are outliers, based on

amodel of the visualizedmarks. The selectedmark is considered

to contain an extreme value if a record value is in the tails of the

distribution of the expected values for the data.

An extreme value is determined by comparing the aggregate

mark with and without the extreme value. If themark becomes

less surprising by removing a value, then it receives a higher

1090 Tableau Software

Tableau Cloud Help



Explanation type Evaluation

score.

When amark has extreme values, it doesn't automaticallymean it

has outliers, or that you should exclude those records from the

view. That choice is up to you depending on your analysis. The

explanation is simply pointing out an interesting extreme value in

themark. For example, it could reveal amistyped value in a

record where a banana cost 10 dollars instead of 10 cents. Or, it

could reveal that a particular sales person had a great quarter.

Number of
records

The number of records explanationmodels the aggregate sum in

terms of the aggregate count; average value of recordsmodels it

in terms of the aggregate average. The better themodel explains

the sum, the higher the score.

This explanation describeswhether the sum is interesting

because the count is high or low, or because the average is high

or low.

Average value of
the mark

This type of explanation is used for aggregatemarks that are

sums. It explains whether themark is consistent with the other

marks because in terms of its aggregate count or average, noting

the relation SUM(X) = COUNT(X) * AVG(X).

This explanation describeswhether the sum is interesting

because the count is high or low, or because the average is high

or low.

Contributing
Dimensions

This explanationmodels the target measure of the analyzedmark

in terms of the breakdown among categories of the unvisualized

dimension. The analysis balances the complexity of themodel

with how well themark is explained.
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Explanation type Evaluation

An unvisualized dimension is a dimension that exists in the data

source, but isn't currently being used in the view. This type of

explanation is used for sums, counts and averages.

Themodel for unvisualized dimensions is created by splitting out

marks according to the categorical values of the explaining

column, and then building amodel with the value that includes all

of the data points in the source visualization. For each row, the

model attempts to recover each of the individual components that

made eachmark. The analysis indicateswhether themodel pre-

dicts themark better when components corresponding to the

unvisualized dimension aremodeled and then added up, versus

using amodel where the values of the unvisualized dimension are

not known.

Aggregate dimension explanations explore how well mark values

can be explained without any conditioning. Then, themodel con-

ditions on values for each column that is a potential explanation.

Conditioning on the distribution of an explanatory column should

result in a better prediction.

Contributing
Measures

This explanationmodels themark in terms of this unvisualized

measure, aggregated to itsmean across the visualized dimen-

sions. An unvisualizedmeasure is a measure that exists in the

data source, but isn't currently being used in the view.

A ContributingMeasures explanation can reveal a linear or quad-

ratic relationship between the unvisualizedmeasure and the tar-

get measure.

Disable or Enable Explain Data for a Site

Explain Data is enabled for sites by default, but Tableau administratorsmay disable it.
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1. Go to theGeneral site settings.

2. (Tableau Server only) In theWeb Authoring section, select Let users edit work-
books in their browser.

3. In theAvailability of Explain Data section, select from these options:

l Enable lets Creators and Explorers with the appropriate permissions run
Explain Data in editingmode. Lets all users with appropriate permissions run

Explain Data when it is enabled for viewingmode.

l Disable prevents all users from running Explain Data or accessing Explain

Data settings in workbooks.

Use Accelerators to Quickly Visualize Data
Tableau Accelerators are pre-built dashboards designed to help you get a jumpstart on data

analysis. Tailored to specific industries and enterprise applications, Accelerators are built

with sample data that you can swap out for your own data, allowing you to discover insights

with minimal setup.
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Salesforce SalesCloud Pipeline Accelerator

Where to find Accelerators

You can access the complete set of Accelerators on the Tableau Exchange and in Tableau

Desktop. Additionally, select Accelerators are available to use when you create a workbook

in Tableau Cloud.

On the Tableau Exchange website

1. Visit the Accelerators page on the Tableau Exchange website. You can filter to find

Accelerators based on the industry they are applicable to and the type of data they

connect to.

2. Sign in to the Tableau Exchange website. If you don't have an account, create one.

3. When you find an Accelerator you want to use, selectDownload to get the TWBX

file.

Because Accelerators are simply packaged workbooks, you can open the down-

loaded file in Tableau Desktop or upload it to your site on Tableau Cloud or Tableau

Server. For information about uploading workbooks, see UploadWorkbooks to a

Tableau Site.

In Tableau Desktop

1. On the Start Page in Tableau Desktop, selectMore Accelerators.
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2. The Accelerators in this list are the same as those shown on the Tableau Exchange

website, with the added convenience that you can open the Accelerators without leav-

ing Tableau Desktop.

3. When you find an Accelerator you want to use, selectOpen to start working with it.

In Tableau Cloud

A limited number of Accelerators are available for you to use when you create a workbook in

Tableau Cloud. These Accelerators connect to cloud-based data like Salesforce, Ser-

viceNow ITSM, LinkedIn SalesNavigator, Marketo, andOracle Eloqua.

1. If you're a Creator in Tableau Cloud, navigate to the Home or Explore page, then
select the New button and selectWorkbook.

Note: Site administrators can also access Accelerators from the Home page,

under the section labeled Accelerators.
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2. At the top of the Connect to Data window, selectAccelerator to browse the Accel-
erators available to connect to on Tableau Cloud.

You can upload Accelerators from the Tableau Exchange to Tableau Cloud and use them

as you would in Tableau Desktop. However, you will need to follow the Tableau Desktop

instructions to get your data into the Accelerator instead of the Tableau Cloud instructions.

Use an accelerator from the Tableau Exchange

Follow the instructions in this section to use an Accelerator that you have downloaded from

the Tableau Exchange website or opened fromwithin Tableau Desktop. For instructions on

using Accelerators when you create a workbook in Tableau Cloud, see Use an Accelerator

directly in Tableau Cloud.

Add your data to the Accelerator in Tableau Desktop

Use the data mapper

A preview of the datamapper is available in Tableau Desktop 2023.1 for a limited number of

Accelerators.

The datamapper helps you connect to data andmap the fields in your data to those

required for the Accelerator. If the Accelerator you have downloaded supports the datamap-

per, a prompt will appear to help you get started. Not all Accelerators support the datamap-

per. For Accelerators that don't support the datamapper, follow the instructions toManually

add your data.

1. When you open an Accelerator, the datamapper opens. SelectGet Started.

If you need to reopen the datamapper, from theDatamenu, selectOpen Data Map-
per.

2. On the datamapper assignment screen, selectConnect to Data.

3. Connect to the file or cloud-based data you want to use with the Accelerator.

4. For unpublished data sourceswith more than one table, youmust add data to the
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canvas so that Tableau can access the fields andmap them to the Accelerator. If you

see a prompt to set up your data, drag one or more tables or sheets to the data source

canvas. The data you add will be available to assign to the required fields.

For more information about building a data source, see Use Relationships for Multi-

table Data Analysis.

5. After you have added your data, you will be able to choose the fields from your data to

map to the Accelerator. Mouse over fields to see details about them. For each field,

select a field of the same data type from your data.

If you notice that a field in your data ismarked as the wrong type, change the data type

so that it can bemapped. To learn how, see Data Types.

6. The indicator in the lower left of the datamapper shows how many fields you have

assigned. After you complete your assignments, selectReplace Data.
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Any fields you leave unmapped will cause the dashboards that use those fields to

break. This is because all sample data is removed from the Accelerator when you

replace the data, so these fields have no data.

7. Your data replaces the sample data in the Accelerator. Before you close the data

mapper, check the dashboards tomake sure that the data wasmapped as you expec-

ted. If you notice issueswith the data, selectMake Changes to return to the assign-
ment screen. Make your adjustments, then replace the data again.

Once you close the datamapper, your selectionswon’t persist if you reopen the datamap-

per. Only the changes to the workbook that youmade by replacing the data persist. This

means that, if you do reopen the datamapper, you will need to repeat the process of adding

a data source andmaking assignments for each field. If you need tomakeminor adjust-

ments after closing the datamapper, you can replace references for individual fields. For

more information, see Replace Field References.

Manually add your data

There are twomethods bywhich you can add your data to the Accelerator: replace the data

source with a new data source (method 1) or add a new connection to the existing data

source (method 2).

Method 1 Method 2

Works with data sources
that have more than one
table.

Data sources must have only one physical table.

Allows you to change field
names in Tableau Desktop
to match the Accelerator.

Doesn’t allow you to change field names in Tableau
Desktop, which means that the field names in your data
source must match the fields in the Accelerator.

Doesn't preserve the folder
structure in the Accelerator.

Preserves the folder structure, which keeps the fields
used by the Accelerator organized.

Method 1: Replace the data source

Use thismethod if you're adding a data source with multiple tables.
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1. With the Accelerator open in Tableau Desktop, selectData > New Data Source.

2. Connect to the data you want to use. For more information, see Connect to Your

Data. If you're using a Salesforce Accelerator, make sure your account has API

access to your Salesforce instance.

3. On the Data Source tab, drag tables onto the canvas to build your new data source.

For more information, see Use Relationships for Multi-table Data Analysis.

4. Navigate to a dashboard, then select the Go to Sheet icon for one of the sheets listed.

You can only replace data from aworksheet, not from a dashboard or story tab. For

more information about the types of sheets in a workbook, seeWorkbooks and

Sheets.
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5. SelectData > Replace Data Source. For more information, see Replace Data
Sources.

6. UnderReplacement, select the data source you added, then selectOK.

7. In the Data pane, right-click the original data source, then selectClose. For more
information, see Close Data Sources.

Fix broken references

If the new data source doesn’t have the same field names as the original, parts of the Accel-

erator will be blank. Replace the broken references so that they use the correct fields from

your new data source.
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1. Navigate to a dashboard, then select the Go to Sheet icon for one of the sheets listed.

2. In the Data pane, identify the required fields for the Accelerator. The Accelerator page

on the Tableau Exchange should list these fields in the description section.

3. Replace the field references for any fields that aremarked with a red exclamation

point.

For more information, see Replace Field References.

Method 2: Edit the data source

Use thismethod if you have a data source with only one physical table that can directly

replace the physical table in the Accelerator.
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1. With the Accelerator open in Tableau Desktop, select theData Source tab.

2. Next to Connections, selectAdd. Connect to the data you want to use. For more
information, see Connect to Your Data.

3. On the data source canvas, double-click the logical table to open the physical table.

For information about logical and physical tables, see Layers of the datamodel.
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4. Drag the table from the data source you added and drop it onto the existing physical

table to replace the sample data. Your data sourcemust be only one physical table.

5. Under connections, right-click the connection for the sample data, then select

Remove.
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Use an Accelerator directly in Tableau Cloud

A limited number of Accelerators are available for you to use when you create a workbook

in Tableau Cloud. These Accelerators prompt you to connect directly to a cloud-based data

source, rather than requiring you to add datamanually.

1. On Tableau Cloud, create a new workbook.

2. At the top of the Connect to Data window, selectAccelerator.

3. From the list of pre-built designs, find an option that reflects the data source and busi-

nessmetrics you need, and selectUse Dashboard.

4. To quickly see how aworkbook lookswith sample data, selectContinue without
signing in. Or selectContinue to create a workbookwith your data.

5. Specify a name and containing project for the workbook.

6. If you chose to create a workbookwith your data, connect to your data source.While

Tableau prepares an extract of your data, sample data appears so you can explore

the layout.

Note: If you download an Accelerator from the Tableau Exchange with the intention of

uploading it to Tableau Cloud, you will need to replace the data by following the instruc-

tions under Use an accelerator from the Tableau Exchange.

Change permissions to share Accelerators with colleagues

To avoid exposure of confidential data, workbooks for Accelerators are visible only to

authors and administrators by default. To share a Accelerator with your colleagues, follow

these steps:

1. In Tableau Cloud, navigate to the workbook for the Accelerator.

2. On the workbook, selectActions > Permissions.
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3. GiveView permissions to any user or group you want to see the dashboard. For more

information, see Edit Permissions in Tableau Cloud Help.

Replace sample data with your data

If you chose to use sample data in a dashboard, you can replace it with your data at any time.

1. In Tableau Cloud, navigate to the workbook for the Accelerator.

2. On theData Sources tab, select the data source. From the Actionsmenu, choose

Edit Connection.

3. For authentication, selectEmbedded credentials in the connection, and either
choose an existing user account or add a new one. Then selectSave.

4. On theRefresh Schedules tab, select the schedule. From the Actionsmenu, select

Run Now.

Fix grayed-out views by replacing field names

If your organization has customized the data structure for a cloud-based system, youmay

need tomatch those changes in Accelerators after your data loads in them. For example, if

your organization has renamed the Salesforce “Account” field to “Customer”, you'll need to

make a corresponding change in Accelerators to avoid grayed-out views like this:
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Replace the field references to fix the broken fields.

1. On the dashboard, selectEdit.

2. Navigate directly to the grayed-out sheet.

3. In the Data pane at left, look for red exclamation points (!) next to field names, which

indicate that your organization uses different names.

4. Right-click each of those fields, and selectReplace References. Then select the cor-
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rect field name from the list.

Fix empty dashboards by changing default date ranges

If a dashboard looks completely empty, the likely cause is a default date range that doesn't

correspond to the dates in your source data.

1. Download the workbook, then open it in Tableau Desktop.

2. Select theData Source tab.

3. In the upper-left corner, select the arrow next to the data source name, and selectEdit

Tableau Software 1107

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/help.htm#export.htm


Connection. Then sign in.

4. Specify a date range that reflects the dates in your data, then selectConnect.

5. ChooseServer > Publish Data Source to update extracts of the data on Tableau
Cloud.

Use Dashboard Extensions
Extensions let you add unique features to dashboards or directly integrate themwith applic-

ations outside Tableau. Adding extensions is easy; you incorporate them into dashboard lay-

outs just like other dashboard objects.

Extensions expand dashboard functionality with the help of web applications created by

third-party developers. If you're a developer and want to create your own extensions, see

the Tableau Extensions API documentation onGitHub.

Note: Tableau administrators can turn off dashboard extensions for Tableau Desktop,
Tableau Server, and Tableau Cloud.
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Add an extension to a dashboard

1. In a Tableau workbook, open a dashboard sheet.

2. From theObjects section, dragExtension to the dashboard.

3. In the “Add an Extension” dialog box, do either of the following:

l Search for and select an extension.

l ClickAccess Local Extensions, and navigate to a .trex file you previously
downloaded.

4. If prompted, allow or deny the dashboard extension access to data in the workbook.

For more information, see Data security, Network-enabled, and Sandboxed exten-

sions.

If you allow access, follow any on screen instructions for configuring the extension.

Note: If you're using Tableau Server or Tableau Cloud, Extension objects will
appear blank in prints, PDFs, and images of dashboards (including images in sub-

scription emails).
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Configure a dashboard extension

Some dashboard extensions provide configuration options that let you customize features.

1. Select the extension in the dashboard, and from the drop-downmenu in the upper-

right corner, chooseConfigure.

2. Follow the on-screen instructions to configure the extension.

Reload a dashboard extension

If a dashboard extension becomes unresponsive, youmight need to reload it, which is sim-

ilar to refreshing a web page in a browser.

1. Select the extension in the dashboard, and from the drop-downmenu in the upper-

right corner, chooseReload.

The dashboard extension is refreshed and set to its original state.

2. If reloading the extension fails to return it to a useable state, try removing it from the

dashboard and adding it again.
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Data security, Network-enabled, and Sandboxed extensions

Dashboard extensions are web applications that come in two forms:

l Network-enabled extensions run on web servers located outside of your local network.
l Sandboxed extensions run in a protected environment without access to any other
resource or service on the web.

Before adding a Network-enabled extension or viewing a dashboard with one, be certain

that you trust the website that hosts it. By default, dashboard extensions use the HTTPS pro-

tocol, which guarantees an encrypted channel for sending and receiving data, and ensures

some privacy and security.

For more information about data security when using dashboard extensions, see Extension

Security - Best Practices for Deployment.

Allow or deny data access to a Network-enabled extension

Depending on how an extension is designed, it can access either visible data in a view, or full

underlying data, table and field names from data sources, and information about data source

connections.When you add an extension, or view a dashboard with one, you're given an

opportunity to allow or deny the extension to run and access this data.

If you're viewing a dashboard with an extension that requires full data access, and that

access has been denied, amessage appears in place of the extension. If you trust the exten-

sion and want to use it, you can reset permissions and allow the extension to run.
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1. Select the extension in the dashboard, and from the drop-downmenu in the upper-

right corner, chooseReset Permissions.

2. Click eitherAllow to let the extension run and access data, orDeny to prevent the
extension from running.

Ensure that JavaScript is enabled in Tableau Desktop

Dashboard extensions interact with data using the Tableau Extensions API library, a

JavaScript library. If you want to use extensions, be sure that JavaScript is enabled in the

dashboard security settings:

ChooseHelp > Settings and Performance > Set Dashboard Web View Security >
Enable JavaScript.

Ensure that extensions run on Tableau Cloud or Tableau
Server

You can add extensions to workbooks you publish from Tableau Desktop or directly in the

web-authoringmode of Tableau Cloud and Tableau Server. A Tableau administrator must

allow extensions to run on a site and add Network-enabled extensions to a safe list. Admin-

istrators should only allow extensions that you have tested and trust.

1112 Tableau Software

Tableau Cloud Help



If you want to use a dashboard extension on Tableau Cloud or Tableau Server, direct your

administrator to Manage Dashboard Extensions in Tableau Cloud or Manage Dashboard

Extensions in Tableau Server.

Supported web browsers for Sandboxed extensions

Sandboxed extensions run in all browsers supported Tableau Server and Tableau Cloud

except Internet Explorer 11.

Supported versions of Tableau Server for Sandboxed extensions

You can use Sandboxed extensions in Tableau Server 2019.4 and later.

Get support for dashboard extensions

To get help for an extension, you'll need to contact the developer or companywho created it.

1. Select the extension in the dashboard, and from the drop-downmenu in the upper-

right corner, chooseAbout.

2. ClickGet Support to go to the support page of the extension developer.
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Note: Tableau doesn't provide support for extensions or for other programs that
interface with the Extensions API. However, you can submit questions and ask

for help in the Tableau developer community.

Integrate External Actions

Note: External Actions in Tableau rely on functionality provided by Salesforce Flow.
The feature sends your selected data to Salesforce Flow, which runs on separate

Salesforce infrastructure. Use of Salesforce Flow and other Salesforce products and

services is subject to your agreement with Salesforce.

After seeing and understanding your data in Tableau, what’s next? Typically, taking action

from data insights involves pivoting from one application to another, often copying and
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pasting data and losing context along the way.With the Tableau External Actions feature,

you can create and interact with data-driven workflows directly from Tableau dashboards

and automate your next steps using Salesforce Flow.

About Salesforce Flow

If you’re not familiar with Salesforce Flow, it’s a no-code tool that provides time-saving pro-

cess automations. A flow is a component of Salesforce Flow that collects data and performs

actions in your Salesforce org. There are several flow types available in Salesforce Flow, but

External Actionsworkflows in Tableau are only compatible with autolaunched flows.

Note: To learnmore about flows, check out Build Flowswith Flow Builder on Trailhead.

How External Actions work

When an External Actionsworkflow is configured for a viz on a Tableau dashboard, a cus-

tomized button appears on the corresponding viz in an unavailable (grayed out) state. When

you select a relevant mark on the viz (1), the button becomes available. Then, when you click

the button (2), data from the selectedmark is sent directly to a flow that was built and con-

figured in Salesforce Flow (3).

As the author of an External Actionsworkflow, you determine:

l Which flow the data is sent to
l Which dashboard the data comes from
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l The text and appearance of the dashboard button that triggers the workflow

Note: You can addmultiple External Actionsworkflows to a dashboard, but each of the
corresponding flowsmust be deployed in the same Salesforce org.

Ways to use External Actions workflows

There are endlessways to use External Actionsworkflows to automate existing processes

in your organization. For example, think of the effort saved by a workflow that lets account-

ing teammembers send customer invoices directly from the same dashboard they use to

track unpaid orders. Or maybe you’re looking for ways to streamline your support team’s

casemanagement. A workflow that lets support teammembers escalate cases directly

from the dashboard they use to track cases could be a significant time-saver. External

Actionsworkflows help keep users in the flow of work, and enables your organization to

benefit from increased efficiencies.

When you create an External Actionsworkflow, you’re essentially building a bridge that con-

nects any type of data source in Tableau with a flow at Salesforce. Your data source doesn’t

need to be connected to a Salesforce database because the workflow itself creates that con-

nection. This is particularly useful when there aremultiple groups using separate data

sources to complete different steps of the same process.

For example, think about the different teams and tools involved when a customer places an

order at an ecommerce site. Ecommerce sales repsmight use Salesforce to track the sale

while supply chainmanagers use a supply chainmanagement tool to deduct the purchased

item from overall product inventory. Support teams that help the customer troubleshoot any

issues that arise when they receive their product might be logged in Salesforce or analyzed

in a Tableau dashboard.With an External Actionsworkflow, you can connect all of this data

from each of these teams to streamline processes and even automate some of the existing

steps.
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Best practices for External Actions workflow authors

Important:Dashboard authors using the External Actions feature to connect dash-
board data with flows built in Salesforce Flow should closely collaborate with the Sales-

force admins and architects who created the flows.

Flows built in Salesforce Flow are sophisticated business automation programs. Although

your organization can greatly benefit from these automations, it’s important to understand

how flowswork before deploying External Actionsworkflows that use them. Be sure to com-

plete the Salesforce Flow training on Trailhead and review the Flows documentation. Con-

sider Flow Best Practices in your design, and keep Flow Limits and Considerations in mind.

Note: There are several flow types available in Salesforce Flow, but External Actions

workflows are only compatible with autolaunched flows.

External Actionsworkflowsmust be carefully implemented to align with the architectural con-

straints of flows built in Salesforce Flow. Flows are powerful, but they can also be resource-

intensive and complex. There are potential licensing, execution throttling, and concurrency

issues to consider, and database read/write limits that must be evaluated and tested.

There are also important security considerations related to flows. Users with theManage

Flows permission can view and change all data and resources in the corresponding Sales-

force org. Users with the Run Flows permission can run nearly any active flow in the Sales-

force org. To restrict access to only those users who require it (such as dashboard authors

and workflow users), your Salesforce admin can enable the override default behavior setting

for a flow. For more information, see How Does Flow SecurityWork?

Dashboard authors who are creating External Actionsworkflows should communicate with

their Salesforce admins before implementing workflows to prevent undesired results.
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Create a workflow

Before creating an External Actionsworkflow, dashboard authors should collaborate with

their Salesforce admins to find or create a flow that meets their needs. For example, per-

haps your goal is to help your accounting team send invoices directly from an unpaid orders

dashboard. To accomplish this goal, you need a flow that can retrieve the customer contact

information and order details from the dashboard and populate the invoices.

After you decide which flow to use, the next step is identifying a dashboard to connect it to.

It’s likely that your users are already interacting with an existing dashboard that would work

well. However, if necessary, you can create a new dashboard.

With the right flow and the right dashboard in mind, it’s time to think about the compatibility

of the data types in the dashboard with the flow’s required input fields (known as variables).

For example, your unpaid orders dashboardmust contain a viz with all of the relevant order

details needed to send customer invoices. These detailsmight include information such as

order date, customer name and contact information, item descriptions and amounts, and

payment amount due.

When your dashboard contains all of the required components, add theWorkflow object:

1. In a Tableau workbook, open an existing dashboard or create a new one.
2. From theObjects section of the Dashboard pane, dragWorkflow to a viz in the

dashboard.
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3. When prompted, enter your log-in credentials for the Salesforce org associated with
your flow.

Note:When users access the dashboard where you set up your workflow, they

must enter their Salesforce credentials. If their Salesforce credentials expire while

viewing the dashboard, they're prompted to reauthenticate.

4. ClickConfigure Workflow.
5. In the Add Workflow dialog, search for a flow by flow name or flow author.
6. Select a flow to view its details, including the required inputs (Salesforce variables) it

needs from the viz. ClickBack to select a different flow, or clickNext to continue.
7. From the Select Sheet drop-down, select a sheet (worksheet, dashboard, or story)

that contains the marks your users will select and send to the flow.

Note: Be sure to select a sheet that hasmarkswith the encoded fields you want
to map to the flow’s required inputs. For example, if you want to map the fore-

cast_revenue variable in the flow to the SUM(Sales) field in Tableau, you

must select a sheet with marks that are encoded with the Sum(Sales) field.

8. ClickNext.
9. For each of the flow's required inputs (Salesforce variables), select an appropriate

field from the Tableau sheet you chose in the Select Sheet step.

Note: For each input, the data type of the Salesforce variable and Tableau field
must match.

10. ClickNext.
11. Configure the appearance of the button that users click to trigger the External Actions

workflow. Specify a button title, background color, and border color. Check the preview
to confirm the button's appearance.
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Note:Remember that usersmust select amark from the viz that you chose in

theSelect Sheet step. Until a mark is selected, the button isn't available. Con-
sider adding guiding text to the dashboard so users know exactly what viz to inter-

act with and what will happen when they click the button.

12. ClickDone to create the workflow and add the corresponding button to the viz in the
dashboard.

Use a workflow

To get started as a workflow user, open the dashboard where your dashboard author has

added a workflow. You can confirm that a workflow is available if a workflow button dis-

plays. The dashboard author customizes the name and format of the button, and it should

clearly indicate the action triggered when you click it (such as "Send Data" or "Update

Record"). Select a relevant mark from a viz in the dashboard, and then click the button to

start the workflow.

Clicking the workflow button triggers the transmission of data, and themark you select

determineswhat data is sent. For that reason, the button is unavailable (grayed out) until

you select amark. If you’ve selected amark but the button is still unavailable, verify that

you’ve selected amark on a valid viz for the workflow. If you aren’t sure which vizzes are

valid, checkwith the dashboard author.
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Depending on their configuration, someworkflowsmight be long-running operations that

don't complete immediately. If you’re unable to determine whether the workflow you selected

is working as expected, checkwith the dashboard author or your Salesforce admin.

Troubleshoot a workflow

For help resolving issueswith an External Actionsworkflow, see the following troubleshoot-

ing guidance.

Access issues

l For dashboard authors using Tableau Desktop: If the Workflow object doesn’t
appear in the Objects section of the Dashboard pane, confirm that you’re signed in to a
Tableau Server or Tableau Cloud site. If you aren’t signed in, you won’t be able to
access the Workflow extension.

l For dashboard authors: If the Workflow object doesn’t appear in the Objects section
of the Dashboard pane, check with your Tableau admin to ensure that the extension is
turned on.

l For all users:
l If your Salesforce admin hasn’t created a connected app, the External Actions
feature won’t work. Ask your Salesforce admin to create a connected app in
Salesforce for Tableau Server.

l If you’re unable to click a workflow button that displays on a dashboard, confirm
that you’ve selected a mark on a valid viz for the workflow. If you aren’t sure
which vizzes are valid, check with the dashboard author.

Authentication issues

l For Tableau Cloud or Tableau Server users: Refresh the dashboard in your
browser.

l For all users: Confirm that you’ve signed in to the Salesforce org where the External
Actions workflow was added. If necessary, check with your dashboard author to con-
firm the correct Salesforce org.
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Error messages

Error Message Explanation and Resolution

Workflow is turned off on
this site. For more inform-
ation, contact your
Tableau administrator.

Your Tableau admin has turned off the Workflow dashboard
extension for your site, so it isn't available for your use.
Contact your Tableau admin to discuss turning on access to
the extension.

Workflow isn’t supported
by Tableau Reader

The Workflow dashboard extension and External Actions
feature can only be used to send data to a flow using
Tableau Cloud, Tableau Desktop, or Tableau Server ver-
sions 2022.3 and later.

Flow contains one or
more unsupported data
types. Go back to select a
different flow, or contact
your Salesforce Flow
administrator to remove
unsupported data types
from this flow.

The selected flow requires a data type input that isn't avail-
able in Tableau dashboards, or is otherwise incompatible
with External Actions workflows. Select a different flow if a
suitable alternative exists, or check with your Salesforce
admin for next steps.

One or more data type
mismatches exist in the
mapping of input fields.

The data type for one or more of the dashboard values
mapped to the input variable fields aren’t identical.

For example, the flowmight require a numeric variable for
Revenue, but the mapped value from the dashboard was a
text string. Depending on your scenario, you have two
options to fix this. You can change the data type of the Rev-
enue field in Tableau from a text string to a numerical value.
Or, you edit the workflow configuration to map a different
field from the dashboard that has a numerical data type.

Unable to submit data to
Salesforce Flow.

An unknown error occurred while the External Actions work-
flow attempted to send data from the dashboard to the flow.
Contact your dashboard author to troubleshoot.
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Error Message Explanation and Resolution

Error occurred: <excep-
tion code>. Contact your
Salesforce Flow admin-
istrator.

The flow interview (running instance of the flow) failed.
Share the exception code with your Salesforce admin so
they can find the corresponding error email and
troubleshoot accordingly.

Workflow failed. Contact
your Salesforce Flow
administrator.

The data from the selected mark in the dashboard was sent
to the flow, but there was an issue in translating that data to
the flow. Contact your Salesforce admin to troubleshoot.

Unable to submit data to
flow. Contact your work-
flow author.

The data from the selected mark in the dashboard wasn't
sent to the flow. Contact your dashboard author to
troubleshoot.

Flow issues

l Some flows run asynchronously, so you may not immediately know whether a flow
that’s part of an External Actions workflow ran successfully. At times, a flowmight fail
and rollback changes without immediately providing detailed feedback. However,
when a flow fails, a detailed error email is sent to the workflow user, dashboard author,
and Salesforce admin. Workflow users should contact their dashboard authors when
they receive a flow error email. Dashboard authors and Salesforce admins can then
work together to troubleshoot and resolve the error. For more information on
troubleshooting flow issues, see Troubleshoot Flows.

Licensing issues

l For dashboard authors:On the Tableau side, no special permissions are required
to add a workflow to a dashboard (as long as External Actions are enabled for the site).
On the Salesforce side, you’ll need theManage Flows permission added to your Sales-
force profile.

l For workflow users:On the Tableau side, any user who can access a dashboard
with a workflow can run it. From the Salesforce side, you’ll need the Run Flows per-
mission added to your Salesforce profile.
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Turn External Actions On or Off

In Tableau 2022.3 and later, the External Actions feature is turned on by default. For more

information on how Tableau admins can configure org-wide access to Tableau External

Actions, see Configure External ActionsWorkflow Integration.

Format Animations
Animate visualizations to better highlight changing patterns in your data, reveal spikes and

outliers, and see how data points cluster and separate.

Animations visually transition between filter, sort, and zoom settings, different pages, and

changes to filter, parameter, and set actions. As visualizations animate in response to these

changes, viewers canmore clearly see how data differs, helping themmake better informed

decisions.

Understanding simultaneous and sequential animations

When you author animations, you can choose between two different styles: simultaneous or

sequential. Here are examples of each type.

Simultaneous animations

The default simultaneous animations are faster and work well when showing value changes

in simpler charts and dashboards.
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Click the image above to replay the animation.

Sequential animations

Sequential animations takemore time but make complex changes clearer by presenting

them step-by-step.

Click the image above to replay the animation.

Animate visualizations in a workbook

When you create a new workbook, Tableau enables animations for your viz by default. You

can turn animations on or off at the user and workbook level.
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1. Choose Format > Animations.

2. If you want to animate every sheet, underWorkbook Default, clickOn. Then do the
following:

l ForDuration, choose a preset, or specify a custom duration of up to 10

seconds.

l For Style, chooseSimultaneous to play all animations at once or Sequential
to fade out marks, move and sort them, and then fade them in.

3. To override workbook defaults for a particular sheet, change the settings under

Selected Sheet.

Note: In the Selected Sheet section, “(Default)” indicates a setting that auto-
matically reflects the relatedWorkbookDefault setting.
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To replay an animation, click theReplay button in the toolbar. From theReplay button, you
can also choose the speed at which the animation replays: actual speed, 2x speed, or 1/2

speed.

Reset animation settings for a workbook

You can reset animations to return an entire workbook to the default animation settings. Be

aware that this turns animations off by default.

1. Choose Format > Animations.

2. In themiddle of theAnimations pane, clickReset All Sheets.

Completely disable all animations

When you create a new workbook, animations are enabled by default. If you find animations

distracting while viewing vizzes, you can completely disable them so they never play. (This

isn't a system-wide setting; each user needs to apply it separately.)

l In Tableau Desktop, chooseHelp > Settings and Performance, and deselect
Enable Animations.

l In Tableau Cloud or Tableau Server, click your profile image or initials in the top right

corner of the browser, and chooseMy Account Settings. Then scroll down to the
bottom of the page, deselectEnable animations, and clickSave Changes.

Note:When animations are disabled, you can still choose Format > Animations in
authoringmode and adjust settings—but theywill have no effect.
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Format decimals for axes animations

If the number of decimal places for ameasure is set to the default, then the number of decim-

als shown during the axis animationmight fluctuate during the axes animation. To avoid this,

format the number of decimal places displayed for ameasure. For more information, see

Format Numbers and Null Values.

Why animations won't play

Server rendering

Animationswon't play if a viz is server-rendered. To ensure that vizzes render on a client

computer or mobile device, use these techniques:

l If you're a viz author, reduce viz complexity.

l If you're a Tableau Server administrator, increase the complexity threshold for client-

side rendering.

Note:On computers with lower processing power, animationsmay appear choppy, but
users can continue to interact with vizzeswithout any delays in responsiveness.

Unsupported browsers and features

Animations are supported by all web browsers except Internet Explorer.

The following Tableau features don't animate:

l Maps, polygons, and densitymarks in web browsers

l Pie and text marks

l Headers

l Forecasts, trends, and reference lines
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l Page history trails (If a viz includes these, turn off animations to avoid unexpected
behavior.)

URL Actions
A URL action is a hyperlink that points to a web page, file, or other web-based resource out-

side of Tableau. You can use URL actions to create an email or link to additional information

about your data. To customize links based on your data, you can automatically enter field

values as parameters in URLs.

Tip:URL actions can also open in a web page object in a dashboard. See Actions and
Dashboards to learnmore.

A URL action run from a tooltip menu. The link reflects the action name, not the target URL.

Open a web page with a URL action

1. On a worksheet, selectWorksheet >Actions. From a dashboard, selectDash-
board >Actions.

2. In the Actions dialog box, clickAdd Action and then selectGo to URL.
3. In the next dialog box, enter a name for the action. To enter field variables in the

name, click the Insertmenu to the right of the Name box.
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Note:Give the action a descriptive name, because the link text in the tooltip is the
name of the action, not the URL. For example, when linking tomore product

details, a good name could be "Show More Details".

4. Use the drop-down list to select a source sheet or data source. If you select a data
source or dashboard you can select individual sheets within it.

5. Select how users will run the action.

If you
choose this
option...

The action is run when the user...

Hover Mouses over a mark in the view. This option works best for highlight
actions within a dashboard.

Select Clicks a mark in the view. This option works well for all types of
actions.

Menu Right-clicks (control-clicks on Mac) a selected mark in the view, then
clicks an option in a tooltip (menu). This option works particularly well
for URL actions.

6. For URL Target, specify where the link will open:
l New Tab if No Web Page Object Exists—Ensures that the URL opens in a
browser on sheets that lack web page objects. This is a good choice when
Source Sheets is set to All or a data source.

l New Browser Tab—Opens in the default browser.
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l Web Page Object— (Available only for dashboards with Web Page objects)
Opens in the web page object you select.

7. Enter a URL
l The URL should start with one of the following prefixes:http, https, ftp,
mailto, news, gopher, tsc, tsl, sms, or tel

Note: If no prefix is entered, http:// is automatically appended to the
beginning and the URL action will work in Tableau Desktop. However, if a

URL action with no prefix is published to Tableau Server or Tableau

Cloud, it will fail in the browser. Always provide a fully qualified URL for

actions if the dashboard will be published.

Note: You can specify an ftp address only if the dashboard doesn't contain
a web object. If a web object exists, the ftp addresswon't load.

l Tableau Desktop also supports local paths like C:\Example folder-

\example.txt, as well as file URL actions.
l To enter field and filter values as dynamic values in the URL, click the Insert
menu to the right of the URL. Be aware that any referenced fields must be used
in the view. For details, see Using field and filter values in URLs.
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Below the URL you enter is a hyperlinked example you can click for testing.
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8. (Optional) In the Data Values section, select any of the following options:
l Encode Data Values that URLs Do Not Support—Select this option if
your data contains values with characters that browsers don't allow in URLs.
For example, if one of your data values contains an ampersand, such as “Sales
& Finance,” the ampersand must be translated into characters that your
browser understands.

l Allow Multiple Values via URL Parameters—Select this option if you are
linking to a web page that can receive lists of values via parameters in the URL.
For example, say you select several products in a view and you want to see
each product’s details hosted on a webpage. If the server can load multiple
product details based on a list of identifiers (product ID or product name), you
could use multi-select to send the list of identifiers as parameters.

When you allow multiple values, youmust also define the delimiter escape

character, which is the character that separates each item in the list (for

example, a comma). Youmust also define the Delimiter Escape, which is used

if the delimiter character is used in a data value.

Create an email with a URL action

1. On a worksheet, selectWorksheet >Actions. From a dashboard, selectDash-
board >Actions.

2. In the Actions dialog box, clickAdd Action, and selectGo to URL.
3. In the Source Sheets drop-down list, select the sheet that contains the field with the

email addresses you want to send to.
4. In the URL box, do the following:

l Typemailto:, and click the Insertmenu at right to select the data field that con-
tains email addresses.

l Type ?subject=, and enter text for the Subject line.
l Type &body=, and click the Insertmenu at right to select the fields of inform-
ation that you want to include in the body of the email.

In the example below, the “Email” field contains the email addresses, the subject is

“City Information”, and the body text of the email consists of the city and state data

that is associated with the email address.
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:

5. (Optional) Display data from your workbook in the body of your email as a vertical list
instead of the default horizontal list. For example, suppose you have a horizontal list of
cities, such as Chicago, Paris, Barcelona, which you would rather display vertically, like
this:

Chicago

Paris

Barcelona

Tomake the list vertical, in the Data Values section, do the following:
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l Deselect Encode Data Values that URLs Do Not Support
l SelectAllow Multiple Values via URL Parameters.
l Type%0a in the Value Delimiter text box to add line breaks between each
item in the list. (These are the URL-encoded characters for a line break.)

Using field and filter values in URLs

When users trigger URL actions from selectedmarks, Tableau can send field, filter, and

parameter values as variables in the URL. For example, if a URL action links to amapping

website, you could insert the address field to automatically open the currently selected

address on the website.

1. In the Edit URL Action dialog box, begin typing the URL for the link.
2. Place the cursor where you want to insert a field, parameter, or filter value.
3. Click the Insertmenu to the right of the text box and select the field, parameter, or fil-

ter you want to insert. The variable appears within angle brackets. You can continue
adding as many variables as you need.

Note: Any referenced fieldsmust be used in the view. Otherwise, the link won't
display in the viz, even if it functionswhen you click Test Link.
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Including aggregated fields

The list of available fields includes only non-aggregated fields. To use aggregated field val-

ues as link parameters, first create a related calculated field, and add that field to the view. (If

you don't need the calculated field in the visualization, drag it to Detail on theMarks card.)

Inserting parameter values

When inserting parameter values, URL actions send the Display As value by default. To

instead send the actual value, add the characters ~na after the parameter name.

For example, say you have a parameter that includes IP addresses, with Actual Value

strings such as 10.1.1.195 and Display As stringswith more friendly values such as Com-

puter A (10.1.1.195). To send the actual value, you'd revise the parameter in the

URL to look like this: http://<IPAddress~na>/page.htm.
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Create a Subscription to a View orWorkbook
Subscriptions email you an image or PDF snapshot of a view or workbook at regular inter-

vals—without requiring you to sign in to Tableau Cloud.

Note: If Tableau Catalog is turned on for a site, administrators can determine whether sub-
scription emails include relevant upstream data quality warnings. Tableau Catalog is avail-

able as part of the DataManagement offering. For more information, see About Tableau

Catalog.

Tableau Cloud SMTP addresses

To ensure subscription emails are delivered successfully, confirm that security software and

policies in your company allow emails from @cloudmail.tableau.com and IP

addresses 54.240.86.205 and 54.240.86.204. Subscriptions that cannot be deliveredmay

return rejection errors to Tableau and temporarily block the recipient.

Set up a subscription for yourself or others

When you open a view in Tableau Cloud, if you see a subscription icon ( ) in the toolbar,

you can subscribe to that view or to the entire workbook. You can subscribe other users

who have permission to view the content if you own aworkbook, if you are a project leader

with an appropriate site role, or if you are an administrator.

Note:Data refresh-initiated subscription emails are not supported for views or work-
books that rely on data sources that use Bridge to keep data fresh.

1. From the Explore section of your site, selectAll Workbooks orAll Views, or open
the project that contains the view you want to subscribe to.
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2. Open a view either directly, or after opening the containing workbook.

3. On the view toolbar, selectWatch > Subscriptions.

4. Add the Tableau users or groups you want to receive the subscription. To receive a

subscription, usersmust have the View and Download Image/PDF permissions.

If you own the workbook, selectSubscribe me.
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Note: When you subscribe a group, each user is added individually at the time

the subscription is created. If more users are added to the group later, youmust

re-subscribe the group for those new users to receive the subscription. Likewise,

users later removed from the group will not have their subscriptions removed

automatically unless their permissions to the subscribed view are removed.

5. Choose whether subscription emails include the current view or the entire workbook.

If the view contains data only when high-priority information exists, selectDon't send
if view is empty.

6. Choose the format for your snapshot: as a PNG image, a PDF attachment, or both.

l If PDFs, choose the paper size and orientation you'd like to receive.

7. To clarify subscription emails, customize the subject line, and add amessage.

Note: To update the subscriptionmessage, youmust unsubscribe from the exist-

ing subscription and create a new subscription with a different message. For

more information, see Update or unsubscribe from a subscription.

8. When the workbook uses one data extract on a published connection, you can pick a

frequency:

l When Data Refreshes: Sends only when data in the view or workbook is
refreshed by running refresh schedules.
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l On Selected Schedule: Pick a schedule for the subscription.

9. If frequency is not set toWhenData Refreshes, click the drop-down arrow to the left of

the current settings to pick a schedule:

Then specify a custom schedule that sends subscription emails whenever you wish.

(The precise delivery timemay vary if server load is high.)

To change the time zone, click the Time Zone link it to go to your account settings

page.

10. ClickSubscribe.

When you receive a subscription email, you can select the image (or the link in themessage

body for PDF subscriptions) to be taken to the view or workbook in Tableau Cloud.

Update or unsubscribe from a subscription

You can unsubscribe from an existing subscription, or make changes to a subscription’s

format, schedule, subject, or empty view mode.
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1. Access your Tableau Cloud account settings by doing one of the following:

l ClickManage my subscriptions at the bottom of a subscription email.

l Sign in to Tableau Cloud. At the top of the page, select your user icon, and

then selectMy Content.

2. ClickSubscriptions.
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3. Select the check box next to the view you want to unsubscribe from, clickActions,
and then clickUnsubscribe, or select the subscription option you'd like to change.

Resume or delete suspended subscriptions

Sometimes, subscriptions fail because of an issue with the workbook or a problem loading

the view. If a subscription failsmore than five times, you'll receive a notification email that

your subscription has been suspended. There are a few ways to resume a suspended sub-

scription if you're a subscription owner or administrator:

l From theMyContent area of Tableau web pages, an icon appears in the Last update

column to indicate that the subscription is suspended. Select ... > Resume Sub-
scription to resume.

l From the Subscriptions tab of the affected workbook, an icon appears in the last

update column to indicate that the subscription is suspended. Select ... > Resume
Subscription to resume.

You'll receive an email notification when the subscription is working again.

See also

Change subscription settings in the Tableau Desktop andWeb Authoring Help.

Project-level administration in the Tableau Cloud Help, to learn which site roles allow full Pro-

ject Leader capabilities.

View Acceleration
Administrators and workbook owners who have creator or explorer licenses can accelerate

workbooks. Administrators can suspend individual views or turn off acceleration for their site.

View Acceleration loads views faster by precomputing and fetching the workbook's data in a

background process. There are two potential bottleneckswhen loading a view:
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1. Querying (fetching data from the data source).
2. Rendering (creating the visuals, such as drawing shapes or rendering a map).

The time it takes to load a workbook depends on the combined time it takes to do these two

steps. However, not all views can be accelerated. View Acceleration improves the per-

formance of the query step. For this reason, a workbook's performance won’t improve sig-

nificantly if its query step is already fast and there isn’t a performance bottleneck on load.

In addition, View Acceleration relies on precomputation. The following factors impact the

effectiveness of View Acceleration:

l A view uses transient functions, such as now() or today().
l A view relies on user-based functions to provide different results for different users.
Even though Tableau Server could precompute results for all users, doing so sig-
nificantly increases CPU, memory, and storage usage.

l A view has an extract refresh schedule that exceeds the daily limit. Accelerated views
are regenerated when the extract is refreshed. To limit resource consumption, we
limit the maximum number of jobs that can be run (12 per day).

l A view’s owner is inactive. Acceleration jobs run on behalf of the view owner. If the
owner is inactive, then the job fails.

l A view can’t be loaded because the embedded credentials expired or the data source
was deleted.

When users create custom views on top of an existing view and accelerate the custom view,

both the original view and the custom view are accelerated. However, if a custom view

hasn’t been accessed in the last 14 days, then the custom view can’t be accelerated. Finally,

in addition to the original view, up to 10 custom views can be accelerated for each original

view.

Note: View Acceleration isn’t available in Tableau Desktop.

Accelerate your view

1. Sign in to a site on Tableau Cloud or Tableau Server.
2. From the Home or Explore page, navigate to the view you want to accelerate.
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3. Choose the Accelerate icon, and select the switch to Accelerate.

You can also accelerate views from the workbook page:

Understand why View Acceleration is unavailable

There are a few reasons that acceleration isn’t available for a view. Acceleration pre-

computes long-running queries, so accelerated workbooks load faster. But if the view is

already loading as fast as it can, then acceleration isn’t available because acceleration won’t

significantly improve the performance of the view.
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Similarly, if you use a data freshness policy that is less than 2 hours, then acceleration isn’t

available because the cost is high for accelerating the views that are refreshed so fre-

quently, and Tableau doesn’t want to overload your site performance. For more inform-

ation, see Set a Data Freshness Policy.

If your administrator has suspended acceleration for your view, then contact your Tableau

administrator to activate acceleration for your view. Similarly, if the site has reached the limit

for the number of views that can be accelerated for your site, then contact your Tableau

administrator.

To precompute the data, Tableau needs to connect to the data source in the background

without requiring user interaction. Therefore, View Acceleration is only supported for work-

bookswith embedded connection credentials.

Manage View Acceleration on your site

By default, View Acceleration is allowed.

1. Sign in to your site on Tableau Cloud.
2. From the left pane, choose Settings.
3. From theGeneral tab, scroll to the View Acceleration section.
4. Select the check box to allow creators and explorers to accelerate views in their

workbooks. Clear the check box to turn off View Acceleration for the site.

Accelerate recommended views

Based on a workbook’s query time and usage, Tableau sometimes recommends accel-

eration to improve the performance of slower andmore popular views and dashboards.

Recommendations for acceleration as a site admin
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1. Sign in to your Tableau site.
2. From the left pane, choose Tasks.
3. From the Acceleration status column, check for views with a Recommended status.

You can also use the Filter in the right-side pane to filter for views with a Recom-
mended status.

Personalized recommendations for acceleration as a workbook owner or admin

1. Sign in to your Tableau site.
2. From the top-right of the page, choose the account menu icon.
3. SelectMy Content.
4. Select the Performance tab.
5. From the Actions column, choose Accelerate.

Automatically suspend acceleration to save resources

To conserve resources, administrators can automatically suspend acceleration for views that

are consistently failing. Administrators can set a threshold for the number of times an accel-

eration task can fail per day, week, or month before the acceleration is automatically sus-

pended.

1. Sign in to your Tableau site.
2. From the left pane, choose Settings.
3. From theGeneral tab, scroll to the View Acceleration section.
4. Set the maximum number of failures allowed per day, week, or month.
5. Choose Save.

View and manage accelerated workbooks

1. Sign in to your Tableau site.
2. From the left pane, choose Tasks.
3. Select the Accelerated Views tab.
4. Choose the Actionsmenu (...) to Resume or Suspend Acceleration for the selected

view or views.
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Manage View Acceleration notifications

Administrators canmanage whether to receive notifications for views that are automatically

suspended.

1. Sign in to your Tableau site.
2. From the left pane, choose Settings.
3. From theGeneral tab, scroll to theManage Notifications section.
4. To receive notifications for views that are automatically suspended, check the box for

View Acceleration.
5. Choose Save.

When views are automatically suspended, notifications are sent to site and server admin-

istrators. The notification includes information about why the view was suspended and the

time that the view was suspended. Select the notification to go to theAccelerated Views
tab of the Tasks page. From this page, administrators can filter the Acceleration Status to

find views that were automatically suspended.

Understand user context for Precomputation

Precomputation for accelerated workbooks is performedwith the user context of only one

user. This user is either:

l The owner of the workbook (if there are no user filters in the workbook or data source,
or if there are user filters on the data source but the data source is a published data
source).
-or-
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l The user that was selected for thumbnail generation the last time the workbook was
published (if there are user filters on the workbook and the data source isn't a pub-
lished data source).

Use Custom Views
A CustomView is a copy of a view that has your selections and filters applied. You can use

CustomViews to save your filters, sorts, or selections, without changing the original view.

CustomViews are a good option if you find yourself changing a Tableau Server or Tableau

Cloud view every time you open it.

Important: Starting with the 2022.3 release, Tableau replaced user names in the Custom
View URLswith IDs. URLs for CustomViews that are bookmarked using the previous user

name schemawill continue working, and be redirected to the new URL schema. This

change is to addmore company and user data protection.

Considerations when using Custom Views:

l A CustomView doesn't change the original view.

l If the original view is updated or republished, your CustomView is also updated

(except for deleting filters).

When the filter is deleted in the view, the CustomView won't show the filter card but

the values are filtered out.

l If the original view is deleted from the server, your CustomView is also deleted.

l If you changeGroups or Sets in your original view, your related CustomViews don’t

change.

l To change the underlying workbook, see Edit Tableau Views on theWeb.

l If the data source is replaced or published, your CustomViewsmay stop working and

you'll have to recreate them.
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Create a Custom View

1. Open the individual view that you want to customize.

2. Filter the data, change sorting, select specificmarks, zoom in or out, or addmodi-

fications.

3. ChooseView in the toolbar.

4. In theCustom Views dialog, enter a name for theCustom View.

5. (Optional) SelectMake it my default, and then choseMake visible to others.

6. ClickSave.
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7. In the view's toolbar, selectShare to share it with other users. To add it to the list of
public CustomViews shown on the workbook, seeMake a custom view public or

private.

Manage Custom Views

You can see CustomViews created on a workbook or on individual views in Tableau Cloud

and Tableau Server. If you’ve publish permissions you can see all CustomViews created for

a workbook. Site and server administrators can delete other user's CustomViews or change

the owner.

ManageWorkbook Custom Views

You can see anyCustomViews you created on a workbook in the CustomViewsmenu by

selecting View from the toolbar or on the CustomViews tab. To see a workbook’s Custom

Views, complete the following steps.

1. Select the workbook you’d like to view.

2. Choose theCustomViews tab.

3. Select the CustomView you'd like to see or filter available views by name, owner, ori-
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ginal title, andmore.

Saved Custom Views

After you save a CustomView, it appears underMy Views. The original view and views cre-

ated by other users are underOther Views. To see a saved CustomView, complete the fol-

lowing steps.

1. ChooseView in the toolbar. The currently selected view appears with a gray back-

ground.
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Change your Default View

1. ChooseView in the toolbar, and then selectManage in the lower right corner of the
Custom Views dialog box.
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2. Choose next to the CustomView name.

3. SelectDone.

Make a Custom View Public or Private

A CustomView is set to private by default. Only you can view your CustomView if its status

is private. If your site role is Explorer or Creator and you have the correct workbook per-

missions, you canmake a view public. A public view allows anyone with access to the ori-

ginal view to see your custom version in the Other Views list.

Note: Private CustomViews are hidden from theOther Views list. You can share the

URLwith anyone who has permission to access the original view.

1. In the toolbar chooseView.

2. SelectManage.
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3. Select the public or private icon.

l The public icon indicates that the view is visible to others.
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l The private icon indicates that the view is only visible to you.

4. ClickDone.

Delete a Custom View

Admins and Creators can delete CustomViews at any time. Deleting a CustomView

doesn't affect the original view. To delete a CustomView from the workbook’s Custom

Views tab, complete the following steps.

1. Select the workbook you’d like to view.

2. Choose theCustom Views tab.

3. Select the specific CustomView.

4. From the Actions drop-downmenu, selectDelete.

5. To finish, selectDelete.
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Use the Custom Views Dialog Box to Delete a Custom View

Creators can also delete a CustomView from theCustom Views dialog within the visu-
alization. To delete a CustomView from theCustom Views dialog, complete the following
steps.

1. In the toolbar, choose View..

2. SelectManage Views..
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3. Next to the Custom View name, select the delete icon .

4. Choose Delete.

Note: Deleting a CustomView also deletes any subscriptions based on that Custom

View.

Publish Views to Salesforce (Beta)
Bring your views from Tableau Cloud or Tableau Server right to your Salesforce ecosystem

by publishing views to a CRM Analytics app or Salesforce Lightning page.

For more information, see Publish Tableau Content to CRMAnalytics (Beta) in Salesforce

Help.

Prerequisites

See a complete list of prerequisites in Salesforce Help, including required licenses, account

setup, and permissions.

Publish a view to Salesforce

Select one or more views, including dashboards, sheets, and stories. Then, choose a des-

tination from a list of CRMAnalytics apps that you have access to edit or manage.
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1. Select the view that you want to publish to Salesforce.

Note: You can select amaximumof 25 views at a time to publish to Salesforce.

2. For Actions, select Publish to Salesforce.
3. Select the Salesforce credentials that you want to use for publishing.
4. Select the destination app that you want to publish to. You can only see apps that you

can edit or manage with the signed-in Salesforce user.

5. Click Publish.

Who can see the published view in Salesforce?

When you publish a view to Salesforce, anyone with access to the selected CRMAnalytics

app or Lightning page can see that the content exists. However, only those signed in with

existing Tableau permissions can see the view.
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Tableau Lightning Web Component Seam-
less Authentication (Limited Preview)

Note: This feature will be available in the 244 release coming in June 2023. The fol-
lowing guidance is offered in advance to help prepare you for the release.

Salesforce customers can now drag and drop embedded views from Tableau Cloud or

Tableau Server into Salesforce Lightning pageswithout having to authenticatemanually.

Tableau Lightning web component (LWC) seamless authentication allows you to view

Tableau content using connected app trusted tokenswithout signing in.

Tip: Tableau LWC Seamless Authentication is available exclusively to customers par-

ticipating in a limited preview using SandboxRelease 244. Youmust have Salesforce

admin permissions. For more information, see Create a Sandbox in Salesforce Help. To

participate in the limited preview, contact your Account Manager to have the org feature per-

missions turned on for your sandbox.

Configure Salesforce settings

The following steps only need to be completed one time by a Salesforce admin:

1. From your Salesforce app, select the gear in the top-right corner, and then select
Setup.

2. On the left navigation pane, enter “Tableau” in theQuick Find search bar.
3. Select the Tableau Viz Embedding (Beta) settings page.
4. Select the checkboxes for Turn on Tableau Viz Lightning Web Component and

Turn on token-based single sign-on authentication.
5. For Select Tableau User Identity field, set an org-level user field to authenticate

the user in Tableau. The default Tableau field is Username. You can also select any
listed field that matches the user identity across Salesforce and Tableau, such as
Federation ID.
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Note: The Tableau User Identity field setting applies to all users and doesn’t need
to be set on an individual basis.

6. Save your changes.
7. Experience Cloud only: Set up your Tableau site name and URL as a Content Security

Policy (CSP) trusted site. For more information, seeManage CSP Trusted Sites in
Salesforce Help.

Set up the Connected App on Tableau

In one tab, open the Tableau Viz Embedding (Beta) settings page in your Salesforce org. In

another tab, go to your Tableau site and follow these instructions to set up the Connected

App.

For Tableau Server, see Register EAS to Enable SSO for Embedded Content. For Tableau

Cloud, follow these steps:

1. Open the Tableau Settings page, and then choose the Connected Apps tab.
2. From the NewConnect App dropdown, selectOAuth 2.0 Trust.
3. On the Create Connect App dialog, enter the Issue URL and JWKS URI, which you

can find on the Salesforce org Tableau Viz Embedding (Beta) settings page. Use the
Copy button on the Salesforce org settings page to copy the Issuer URL value, and
then paste it into the Tableau settings page. Repeat this process for the JWKSURI
value.

4. Select the checkbox for Enable connect app.
5. SelectCreate.

Try out Tableau LWC

Now that the setup is complete, you can try out Tableau LWC seamless authentication.

1. On the left navigation pane of your Salesforce org, enter “Lightning App Builder” in the
Quick Find search bar.

2. SelectNew and follow the dialog prompts to create a Home or Record page.
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3. In the Components list, search for “Tableau” and drag the Tableau View component
onto the page.

4. Open a new tab and find the Tableau viz that you want to share. Select Share, and
then selectCopy Link.

5. Return to the new Home or Record page. In the right Tableau View pane, paste the
Copy Link into the URL for the Tableau view field.

6. Select the checkbox for Token Authentication.
7. Switch back to the tab with the Tableau viz Share dialog, and then selectCopy Site

ID.
8. Return to the new Home or Record page. In the right Tableau View pane, paste the

Site ID into the Site ID field.
9. Select Save.

Receive Notifications, Search, and Share
Using the Tableau App for Slack
The Tableau App for Slack lets you work and collaborate right where you work in Slack. In

Tableau 2023.1 or later, you can search for views and workbooks, and easily access your

favorite and recently viewed Tableau content from the Tableau App for Slack. With the

Tableau App for Slack, you can also see snapshots of visualizations, with links back to your

Tableau site for further exploration. Some features (such as sharing and searching Tableau

content fromSlack) aren’t yet available in Tableau Server.

In Tableau 2021.3 and later, you can get Tableau notifications in Slack for data-driven

alerts, sharing activity, and comment mentions. If the notification contains a view or work-

book you have access to, the notification will also contain a visual snapshot.

Administrators can connect their Tableau site to a Slackworkspace to enable the Tableau

App for Slack for their entire organization. For more information, see "Integrate Tableau

with a SlackWorkspace" in the Tableau Cloud or Tableau Server help.

After your Tableau admin connects your Tableau site to a Slackworkspace:
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1. Add the Tableau App for Slack.
2. SelectConnect to Tableau.
3. Log in to your Tableau site.
4. Authorize the app by choosing Allow.

Note: For information about privacy, see the Privacy Policy.

Search, share, and access recents and favorites from Slack

From the Tableau App for SlackHome tab, you can search for views and workbooks on your
Tableau site.

After you’ve found the Tableau content you’re looking for, select the name of the Tableau

content to open it directly in Tableau or select Share to send the content to an individual or

Slack channel. You can also write a custommessage to provide context about the Tableau

content you’re sharing.
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ChooseShare with Snapshot to include a preview (Slack link unfurling) of the Tableau

content in your message. You can share a snapshot if the Tableau content doesn't contain

filters that restrict data access (for example, row-level security). The snapshot is visible to all

people you share it with, regardless of their access level.
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Andwithout leaving Slack, you can access recently viewed Tableau content and your

Tableau favorites. From the Tableau App for SlackHome tab, you see the five Tableau
views or workbooks you visitedmost recently. You can also access five of your favorite

Tableau views or workbooks.

Select the name of the Tableau view or workbook to open it directly in Tableau, or select the

more actionsmenu (...) to share favorite or recently viewed Tableau content.

Receive Tableau notifications in Slack

Comments

Get notified when you're@mentioned in a comment to keep the conversation going. For

more information, see Comment on Views.
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Share

Seewhen a teammate sends a Tableau asset your way, including views, workbooks, and

more. For more information about sharing, see ShareWebContent.
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Data-driven Alerts

You can specify a threshold for your data and get alerted when it'smet. For more inform-

ation, see Send Data-Driven Alerts from Tableau Cloud or Tableau Server.
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Manage Tableau notifications for Slack

Your Tableau site admin can turn on or off all notifications across the site. Tableau admins

and Slackworkspace admins integrate your Tableau site with Slack, and control whether

site users can receive notifications. If it's enabled and your Tableau site administrator allows

notifications, all site users can receive notifications in Slack through the Tableau App for

Slack. Sometimes notification preferences aren't available because the site has other set-

tings configured that affect notifications.

To control which notifications appear in your Slackworkspace, or to turn off Slack noti-

fications, at the top of a page, click your profile image or initials, and then selectMy
Account Settings.
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Under Notifications, select or clear the check boxes under Slack for comment mentions,
share, and data alerts.

SelectSave Changes.

For more information, seeChange notification settings in Manage Your Account
Settings.

Interact with Data in Tableau
This tutorial walks you through some of the basics of viewing and interacting with data visu-

alizations, or views, in Tableau Server.

Tableau is a tool that lets you interact with published visualizations to explore insights, ask

questions, and stay on top of your data. Here’s how to get started.
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Go ahead. It’s safe to click around

Tableau is built for interaction.What you do to a visualization changes how it looks for you,

just for now.

Others will still see the visualization as it originally appeared. And the data used to build it

stays the same, too.

1: What is a Tableau Site?

A Tableau Site is a place for your team to share data and data visualizationswith each

other. You can explore what they’ve published andmade available to you.

When you sign in to your Tableau site, you’ll land on the home page.

2: Search for a viz

Tableau calls visualizations on a site Views. Use search to find views or workbooks (a pack-

age of views in a single file).
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Search results will show all the different content types relevant to your query.
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You can select See All for all search results if the views in the quick search aren’t what you

were looking for, or use the Explore page to browse. There you’ll see all the different types

of content a Tableau site can host.

3: Interact with Content

A published view is a canvas for you to interact and understand your data. Remember, you

won’t hurt or change the underlying data, or change what others see.

Here are some of the tools in your toolbox to find data insights.

See Details and Sort Data

Now that you know you can click on the data, let’s check it out.

As youmove themouse across a view, youmight see tooltips that reveal details about each

data point, or mark. You can also select multiple marks.
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Sort tables alphabetically or numerically by hovering over a column header and clicking the

sort icon.

Filter Data

Trim or limit the visible data to a specific area, date, or category.
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Undo/Revert

Maybe you didn’t mean to exclude everything but one area. Click Undo to remove the last

change, or use Revert to undo all your selections.

4: Keep up

This view can automatically update with new data, so you don’t need to go searching for

new charts to get the latest information. Keep it handy by clicking the star icon to add it to

your favorites.

All favorites are added to the Favorites page in the navigation panel. And any recent dash-

board or view you explored also appears in the Home page, waiting for you next time.
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There’s a lot you can do in Tableau Server, and this just explored some of the basics. For

more information, seeWhat Can I Do with a TableauWeb View?

Happy exploring!

Create and Troubleshoot Metrics
Metrics provide a fast way to stay informed about your data. Becausemetrics update auto-

matically and display their current value in the grid and list view of your content, you can

check all the key numbers you care about in seconds.
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At their most basic level, metrics show the value of an aggregatemeasure, like the sum of

sales. More complexmetrics can include timelines, comparisons, and statuses that provide

an easy to understand indicator of how you’re performing relative to a prior point in time or a

value you have defined.

If you have a set of dashboards that you regularly check, createmetrics for the numbers that

you want to monitor, then track them in one place by adding them to your favorites or a col-

lection, or by creating them in the same project. That way, you don’t need to load and filter

the dashboards unless you want to dig deeper into your data.

Find metrics on your site

There are a few ways to findmetrics on your Tableau site. To browse all themetrics that

you have permission to view, navigate to the Explore page, then selectAll Metrics from the

content typemenu.

If you’re looking for metrics related to a particular view or workbook, check the connected

metrics for that content. To see connectedmetrics for a view, open the view, then click

Watch >Metrics in the view toolbar. Themetrics displayed are ordered from the newest

creation date to the oldest.

1176 Tableau Software

Tableau Cloud Help



To see connectedmetrics for all the views in a workbook, navigate to the workbook, then

click theConnected Metrics tab. You can sort thesemetrics using the Sort Bymenu.
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Components of a metric

The only data required to define ametric is an aggregatemeasure. Metrics are created from

amark in a view, and themeasure associated with that mark defines themetric. Themeas-

uremust be aggregated, because an unaggregatedmarkwill not change over time. For

information about dimensions andmeasures in Tableau, see Dimensions andMeasures,

Blue andGreen.

A metric can optionally be defined by a date dimension, and you can configure a com-

parison and a status for your metric. Each of these components will add context to the data

presented on themetric card.

Metrics that have only ameasure defining themwill appear as a single number. This num-

ber will update when the data updates, but there will be no timeline on the card.
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Timeline

When you select amark to define ametric, if themark has a date dimension associated with

it, that dimension becomes part of themetric definition. Metrics with a date dimension show a

timeline, and you can configure the historical comparison for themetric. By default, the his-

torical comparison is to the previousmark.

When you open ametric’s details page, the timeline shows the value of themeasure based

on the granularity of the date dimension, for example, daily sales or monthly users. Hover

over the points on the timeline to see historical values.
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Comparison

There are two types of comparisons that you can configure for metrics: historical com-

parisons and constant comparisons. You can configure a historical comparison only if a met-

ric has a date dimension associated with it, but constant comparisons can be added for any

type of metric.

A historical comparison is a relative comparison between the current value and a specified

number of hours, days, or other unit of time previous. For example, you could set a com-

parison between the current value for monthly sales and the value from 12months ago.
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Every time data is added to ametric, the historical comparison will adjust relative to the date

or time of the new data.

Constant comparisons are to a single value that doesn’t change as new data is added. You

might set a comparison to represent a threshold to stay above, for example, if you need to

maintain a 90% on-time delivery rate. Or youmight define a cumulative goal you are working

toward, for example, amonthly sales target.
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Status

For metrics with a constant comparison, you can define whether being above, below, or at

the comparison value is good, bad, or neutral. A metric with a “good” status will display a

checkmark next to the comparison value, and themetric card will have a green band at the

top. A metric with a “bad” status will display an X next to the comparison value, and themet-

ric card will have a red band at the top. Metrics with a “neutral” status appear the same as

metrics without a status indicator; there is no icon or color applied to the card.
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Create a metric from a view

If you have a site role of Creator or Explorer (can publish), and you have the Create/Refresh

Metric capability on the relevant workbook, you can createmetrics on Tableau Cloud or

Tableau Server.

Before you create ametric, check the connectedmetrics for the view tomake sure that the

metric you are planning to create doesn’t already exist. Instead of creating a duplicatemetric,

open the existingmetric and add it as a favorite.

Select the mark to define your metric

1. Navigate to the view that you want to create ametric from.

2. On the view toolbar, selectWatch >Metrics.

Themetrics pane opens.

3. If the pane shows connectedmetrics, select theCreate button to enter authoring
mode.

4. Select amark. If you encounter an error, seeWhen you can’t create ametric.
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Themeasure associated with thismark defines your metric. Any filters you apply to

themark are applied to your metric. If thismark has a date dimension associated with

it, that date dimension also defines your metric, and your metric will display a timeline.

Themetrics pane shows a preview of your metric. The value in the preview is the

most recent value for themetric, whichmay differ from the value of themark you

selected if it was not themost recent in the time series. The preview updates as you

try different configurations.

Describe and configure your metric

The options available to configure your metric depend on themark you select and on the

type of comparison you choose.
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1. TheName field is pre-populated based on themark you select. You can give themet-
ric a different name. A metricmust have a unique namewithin the project it belongs to.

2. UnderDescription, enter an optional message to help others understand your met-
ric. For example, describe filters applied to themetric or indicate the data source used

by themetric.

3. For theDate Range (only for metrics with a date dimension), select one of the default
options, or set a custom range. If your metric has a large number of marks, limiting the

date range canmake it easier to read the timeline.

4. Select theComparison Type for themetric: historical or constant.

5. ForHistorical comparisons:
l Enter how far prior you want to compare against. The unit of time for the com-

parison is the same as the granularity of your data, such as hours or months.

l Select Show Comparison Line to include a second line for the comparison
period on the timeline.

6. ForConstant comparisons:
l Enter the value to compare against. Don’t include commas or symbols in this

field. To enter a percentage, simply type the number without the percent sign,

for example, enter 25 instead of 0.25 for a target of 25%. When you enter a valid

target value, the preview updates to show how far above or below the target the

current value is.

l Set the Status for the comparison to indicate whether being above, at, or below
the value is good, bad, or neutral. By default, the status is set to neutral. Check

the metric preview to see how different statuses affect your metric.

7. UnderDefinition >Measure, select themeasure to use for your definition from the

drop-down. This option appears only if themark you select hasmore than onemeas-

ure associated with it.
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Finalize your metric

1. Under Project, selectChange Location to choose a different project for themetric.
By default, your metric will be added to the same project that the view belongs to.

Everymetric in a project must have a unique name. Because ametric’s name and pro-

ject are initially set based on themark you select, youmight run into a conflict when

you try to save your metric, if another user has already created ametric from that

mark. Either choose a different project or name for your metric or, if you want to over-

write the existingmetric, seeOverwrite ametric.

2. Click theCreate button.

A message appears with a link to themetric in the project you added it to.

3. Verify that the permissions for your metric are correct, following the guidance in Set

permissions.

By default, a metric inherits the permissions of the project it is created in. Anyone with

access to your metric will be able to see themetric's data, even if they don’t have per-

mission to access the connected view or data source.

Now that you’ve created ametric, you canmanage themetric the sameway youmanage

other independent pieces of content on your Tableau site. Thoughmetrics are created from

a view, they exist independently of that view, unlike data driven alerts or subscriptions. You
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canmove themetric to a different project without moving the connected view. For inform-

ation about managing content on your Tableau site, seeManageWebContent.

Overwrite a metric

Once ametric is created, you can change the name, description, and configuration of themet-

ric, but you can’t change how themetric is defined. If you want to change the data that the

metric uses, youmust overwrite it. In order to overwrite ametric, you need to be themetric

owner or be granted the correct permission capability.

1. To overwrite ametric, create ametric with the same name in the same project as the

metric you want to overwrite.

TheOverwrite Metric dialog appears.

2. Click theOverwrite button.

When you overwrite ametric, themetric continues to appear for those who have added it to

their favorites, and any changesmade to permissions for the previousmetric will apply to the

new metric.

When you can’t create a metric

If you select amark on a chart that doesn’t support metrics, you’ll get an error message

explaining why you can’t create ametric. The table below summarizes these scenarios.

Reason Scenarios

You don’t have the correct
permissions.

l The workbook owner or an administrator has
denied the Create/Refresh Metric capability. For
more information, see Permissions.

You can’t access the com-
plete data.

l Row level security or user filters limit the data you
can see. For more information, see Restrict Access
at the Data Row Level.

The password for the work-
book’s data source is not

l The workbook prompts for a password. For more
information, see Set Credentials for Accessing
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Reason Scenarios

embedded or is no longer
valid.

Your Published Data.

The data isn’t at the correct
level of granularity.

l The data in the chart isn't aggregated. Metrics use
aggregations, such as sum or average. For more
information, see Data Aggregation in Tableau.

l There are multiple values per cell of data—a result
of data blending. For more information, see
Troubleshoot Data Blending.

The date dimension is not
supported.

l The chart includes both date parts and date values.
For more information, see Change Date Levels.

l The date dimension uses the ISO 8601 calendar
rather than the standard Gregorian calendar. For
more information, see ISO-8601Week-Based Cal-
endar.

l The date dimension is aggregated at the custom
level of Month / Year or Month / Day / Year. For
more information, see CustomDates.

Edit a metric's configuration

Starting in 2022.2, you can change the configuration for ametric. A metric's configuration

includes the comparison, date range, and status indicator. The configuration options avail-

able depend on the type of metric. Metrics with a timeline allow you to set a historical com-

parison or a constant comparison. Single number metric support only a constant

comparison.

A metric's configuration does not include themetric definition (themeasure and date dimen-

sion that generate themetric value). If you want to change the definition, overwrite themet-

ric with a new metric.

To edit a metric's configuration, youmust have the overwrite capability for themetric.
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1. Open the metric details page for the metric you want to edit.
2. Mouse over the configuration section. Click anywhere on the section to enter editing

mode.

3. For a timeline metric, set the date range to display on the metric card and details.
4. Select the comparison type. For a constant comparison, set a comparison value and

status. For a historical comparison, set how far prior you want to compare against and
choose whether to show a comparison line on the timeline.

5. Click Save. Your configuration changes will appear to anyone who views the metric.

How metrics refresh

When ametric refreshes, it checks the connected view (the view themetric was created

from) for new data. A refresh doesn’t necessarily update the value of ametric, because there

may be no changes to the data.

Metrics refresh at a frequency either based on an extract’s refresh schedule or, for live data,

every 60minutes. The time of the last refresh is displayed on themetric.

Fix failing refreshes

If a metric isn’t able to access the connected view or its underlying data, the refresh will fail. If

the refresh for your metric fails, you’ll receive a notification, which notes the time of the failure

and the affectedmetric.
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Metric refreshesmay fail for one of the following reasons.

l The connected view was deleted or modified.
l Permissions changed for the connected view.
l The password for the data source is no longer embedded or is no longer valid.
l The metric owner doesn’t have the required site role to refresh the metric. A site role
of Creator or Explorer (can publish) is required.

l There was a temporary connectivity issue, which will resolve itself.

To identify the cause of the failure, look at themetric details. Make sure that themetric

owner has the required site role to refresh themetric. Then inspect theConnected View.
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If the connected view is still listed

Open the view to investigate the cause of the failure.

If the view loads, check that themeasure and (optional) date dimension that define themetric

are still present in the view.

l If the view appears to be unchanged, youmight no longer have permission to refresh

metrics from it. The content owner or a Tableau administrator can change the

Create/RefreshMetric permission capability. For more information, see Permissions.

l If themeasure is no longer present, the view has beenmodified so themetric can't con-

nect to the data needed to refresh. The content owner or a Tableau administrator can

check the revision history and restore previous versions. For more information, see

View Revision History.

If the view doesn’t load, but instead prompts for a password or displays an error when con-

necting to the data source, the password for the data source is not embedded or is no longer

valid. The content owner or a Tableau administrator can edit the data source connection to

embed the password. For more information, see Edit Connections.

If there is no connected view listed

The view was deleted or you no longer have permission to access the view. Contact your

Tableau administrator for assistance.

Resume suspended refreshes

If a refresh fails enough times, the refresh is suspended. You’ll receive a notification if the

refresh for your metric is suspended.

When ametric refresh is suspended, Tableau no longer attempts to get new data for themet-

ric. Metrics with suspended refreshes continue to present historical data.

If the cause of the failure is fixed, you can resume the refresh.
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1. Open the affected metric.
2. On the warning message, clickResume refresh.

Tableau attempts to perform the refresh. If this attempt succeeds, you’ll receive a noti-

fication, and the refresh will resume on schedule. If the attempt doesn’t succeed, your

refresh remains suspended.

Try overwriting themetric if the connected view is still available. For more information, see

Overwrite ametric. Otherwise, you can keep themetric to reference past data or delete the

metric.

Note: If themetric refresh is suspended because you don’t have the required site role
for it to refresh, you won’t be able to resume the refresh or delete themetric.

Metrics appear in Tableau Catalog

Starting in 2019.3, Tableau Catalog is available with DataManagement in Tableau

Cloud and Tableau Server. When the Tableau Catalog is enabled in your environment,

you can seemetrics in the Catalog lineage tool, andmetrics affected by data quality

warnings display those warnings. For more information about Tableau Catalog, see

"About Tableau Catalog" in the Tableau Server or Tableau Cloud Help.

When you havemetrics defined for the numbers you want to monitor, it's important to know

if the data that themetrics rely on are impacted in anyway. You can use Catalog in a couple

of ways to know this. First, data quality warnings set on the data your metric is based on

show on themetric. These warnings appear when you open ametric in TableauMobile,

and in Tableau Server and Tableau Cloud when you hover over ametric in grid view and on

themetric details page, as shown below:
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For more information, see "Set a Data QualityWarning" in the Tableau Server or Tableau

Cloud Help.

You can also use the lineage tool in Tableau Catalog to see the upstream sources that your

metric relies on.When doing an impact analysis, you can see whichmetrics are affected if a

certain column or a table is changed or deprecated, or if certain workbooks are removed.

Includingmetrics in the lineagemeans that Catalog gives a full picture of the impact changes

can have on the assets in your environment.
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For more information, see "Use Lineage for Impact Analysis" in the Tableau Server or

Tableau Cloud Help.

Set a Data Freshness Policy

Understand data performance and freshness

You’ve built your workbook, and your team loves it. But sometimes people need to click the

Refresh button for themost up-to-date data to appear in the viz. You built the workbook

using a live connection, so why does the data need to be refreshed? The answer is per-

formance.

To improve performance, Tableau caches data so subsequent visits can reuse and return

that cached data faster. You can click the Refresh button to retrieve updated data, but this

can add to potential performance costs.
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To balance data performance and freshness, set a data freshness policy for your workbook.

When you set a data freshness policy, your data is refreshed at the time you specify. Tableau

won’t visualize cached data that doesn’t meet the freshness policy you’ve set.

Choose what’s best for your workbook

Some peoplemight not want caching so that they always have the freshest data, while other

peoplemight want large caches to reduce overhead and improve workbook performance.

The first step in setting a data freshness policy is to decide what’s right for your business.

Tableau Cloud refreshes cached data every 12 hours by default, and workbook owners can

set data freshness policies at the workbook level.

In Tableau Server, server administrators can set a default caching policy for all sites on the

server, and workbook owners can set data freshness policies at the workbook level.

Note:Data freshness policies aren’t available in Tableau Desktop or for workbooks that
use file-based data sources.

Edit a workbook data freshness policy

To edit a workbook data freshness policy, youmust be the workbook owner, and the work-

bookmust have a live connection to the data source.

1. Sign in to a site on Tableau Cloud or Tableau Server.
2. From the Home or Explore page, navigate to the workbook you want to set a policy for.

3. Click the details icon .

4. From the Workbook Details dialog, click Edit Data Freshness Policy.
5. Choose one of the following options:

Site default (12 hours)
Always live (Tableau will always get the latest data)
Ensure data is fresh every
Ensure data is fresh at

6. ClickOK.
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Site default refreshes your data every 12 hours, which is a great option if your audience
regularly uses your dashboard, but doesn’t need up-to-the-minute data freshness.

Always live provides the freshest data at all times, which can increase loading time.

Ensure data is fresh every... allows you to specify how often data is refreshed with the

granularity of minutes, hours, days, or weeks.

Ensure data is fresh at... allows you to schedule the time and day for data refreshes. If
you have an important meeting everyMonday,Wednesday, and Friday at 09:00 AMPacific

time, then you can set your data refresh to occur at 08:45 AMeveryMonday,Wednesday,

and Friday, so you have the freshest data when your meeting starts.
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Workbook Optimizer
TheWorkbookOptimizer is a tool that identifies if a workbook follows certain performance

best practices. These guidelines are limited to what can be parsed from the workbook’s

metadata and evaluated by a rules engine algorithm. Not all of its recommendations are

applicable to or appropriate for every workbook. There aremany aspects of performance

that aren’t captured by theOptimizer, some of which can offer easywins. For more inform-

ation, refer to Streamline your workbook and the whitepaper Designing Efficient Production

Workbooks.

Run the Workbook Optimizer

1. From the Filemenu, select Publish or Publish As. Alternatively, click the drop down
next to Publish.

2. ClickRun Optimizer. This opens a new dialog for the Workbook Optimizer.
3. The workbook is automatically evaluated against the guidelines and results display in

one of three categories: Take action, Needs review, or Passed (or Passed and
ignored).

l You may see fewer than three categories. If no guidelines fall into a category, it
doesn’t display.

l Expand each category to see the guidelines. You can also expand each
guideline for more information about why it's a recommendation. Some have
additional information specific to your workbook.

l You can choose to address any or none of the guidelines. As running the Optim-
izer is a voluntary step in the publishing process, it doesn’t prevent you from
being able to publish.

4. To close the dialog and go back to the workbook, click Close.
5. To close the dialog and go back to (or open) the publishing dialog, click Publish.

Optimizer categories

TheOptimizer breaks down its guidelines into three categories: take action, needs review,

and passed.
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Take action indicates that updating the workbook to follow these best practices havemin-

imal to no impact on the functionality of the workbook. There’s probably no reason to avoid

making these changes.

Needs review indicates that following these best practicesmay involvemodifying the work-

book inmore involved ways, such as restructuring a data source or simplifying a dashboard.

l For these guidelines, use your best judgment to determine what is possible or prac-
tical to address.

l Some recommendations may involve a lot of effort for minimal performance gain and
aren't worth it.

l It may be useful to use the Performance Recorder to get a performance benchmark.
l Some may be deliberate choices you’ve made.

As the author, you’re the final authority on what makes a workbook as efficient as possible.

Remember that some best practices should be broken to effectively deliver content.Always

weigh the goal of the workbook against changes to improve performance.

Passed indicates the guidelines aremet and the workbook is already following best prac-
tices in that area. But remember, there aremany aspects of performance that aren’t cap-

tured by theOptimizer. This category is renamedPassed and ignored if any guidelines
are ignored for the workbook.

Ignore a guideline

Guidelines aren’t always applicable to your situation. Perhaps you're publishing a template

workbook for others to use and need to preserve unused fields and data sources. You don't

want the optimizer to continue to notify you about those guidelines.

It's possible to ignore a guideline for a workbook.

1. From a specific guideline, click the Ignore button.
l The guideline is muted and moves to the Passed and ignored section. Even if
you run the optimizer again, that guideline won't appear in the Take action or
Needs review section.
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2. To resume evaluating the guideline, find its row in the Passed and ignored section
and click the Ignore button again.

l The optimizer runs again and the guideline is evaluated. It continues to be
checked each time the optimizer runs.

Autofix a guideline

Some suggestions from the workbook optimizer can be implemented without user input. For

these guidelines, there’s a button to autofix the rule. If the button doesn’t appear youmust

manually address the issue.

From a specific guideline, click the Autofix button.

l The recommended action (such as closing an unused data source) is taken behind the

scenes and the guideline moves to the Passed section.

l If the autofix fails for any reason, you'll be notified and prompted to resolve the issue

manually.

l If the button isn't available, that guideline cannot be autofixed and must be addressed

manually.

The guidelines

Every guideline contains a “consider" statement that suggests a potential way to address the

performance impact. These are necessarily general andmay not apply in every situation.

These suggestions are a starting point only; always frame your decisions in the context of

your environment and the goals of your workbook.

Note: Not all suggestions are possible to perform in the browser andmay require editing

in Tableau Desktop instead.

Navigate to a guideline by letter: A . B . C . D . E . F . G . H . I . J . K . L . M . N . O . P . Q . R . S

. T . U . V .W . X . Y . Z
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Calculation length

From the Workbook Optimizer

Sample output message: The calculationMy calculation is 600 characters long

Computing the results of complex calculations can impact performance.

Consider breaking the calculation apart andmoving whatever is possible to the database,

or using Tableau Prep to create the calculations prior to analysis.

Additional information

Complex and long calculations can either be written in a single calculation or nested (with

some components written as standalone calculations that are used in the larger cal-

culation). Building a calculation with nested componentsmaymake it easier to troubleshoot

andmaintain, but it can add complications and additional processing. If possible, pushing

these components back to the data sourcemay aid performance.

Comments in calculations count against the length, so this guidelinemay be triggered by a

long comment rather than a long and complex calculation.

Calculation uses multiple data sources

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain includes 17 calculations using
fields from another data source.

When calculations use fields frommultiple data sources, Tableau can’t use any optim-

izations andmust compute the calculation locally.

Consider using Tableau Prep to create the calculation and using an extract.

Additional information

Bymoving the cross-database calculation to the data layer, the processing can be per-

formed before the user even requests the dashboard. See Join your data (Prep) and
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Create level of detail and rank calculations for more information.

Under some conditions a parameter may trigger this guideline. If a calculation is indicated

that doesn’t usemultiple data sources, check to see if it has a parameter and if that para-

meter can be simplified.

Dashboard size not fixed

From the Workbook Optimizer

Sample output message: The dashboardQ3 analytics isn’t fixed size.

Fixed sized dashboards can be cached because they’re a predictable size. Using automatic

dashboard sizingmeans the results depend on the user’s screen, and therefore the dash-

boardmust be rendered every time. Rendering dashboardsmore often comeswith a per-

formance hit.

Consider using fixed dashboard sizing.

Additional information

Although responsive elements are a best practice in web design, letting your dashboard res-

ize can distort the layout of the content in addition to the performance impact of re-rendering.

For Tableau visualizations, it’s best to use a fixed dashboard size and use device-specific

dashboards to support different devices and screen sizes.

Filter uses conditional logic

From the Workbook Optimizer

Sample output message: The filter Sample Type uses conditional logic.

Dimension filtering can be done in variousways, such as on a list of values, by wildcard

matching, or using conditional logic. Conditional logic can be slow.

Consider changing the filter to not use conditional logic. If necessary, make sure your logic

tests for themost frequent outcome first and use ELSEIF or CASE when possible.
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Additional information

For more information on filtering, see Filter Your Data.

Filter uses "Only Relevant Values"

From the Workbook Optimizer

Sample output message: The filter Sample Type uses “Only Relevant Values”.

When a filter uses “Only Relevant Values”, the interactive filter control only shows options

that are applicable given the current state of the view. Every time a change ismade to other

filters, the list of values to be displayedmust be requeried, which has a performance impact.

Consider using dashboard filter actions instead. If the end-user benefit is valuable enough

that this feature should be used, consider extracting the data and optimizing the extract.

Additional information

There are situationswhere using “Only Relevant Values” is necessary to avoid an unwieldy

filter list. Instead of using interactive filters in that situation, try using action filters. For

example, consider a dashboard that has cascading filters for Category, Sub-Category, and

Product ID, where Product ID is set to show "Only Relevant Values". Removing that restric-

tion would expand the list of products significantly. Rather than using filters, you can build

simple visualizations (such as a bar chart of Category and Sub-Category) and use it as a fil-

ter. The user clicks on a bar and the action filter is applied to the rest of the visualizations on

the dashboard. For more information, see Dashboard Actions.

Live data connections

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain isn’t an extract.
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Tableau extracts are designed to be as efficient as possible for use with analytics. Using

extracts is one of the easiest ways to improve performance due to the data source. Extracts

also havemany native features for optimization.

Consider extracting the data source.

Additional information

In some instances, taking an extract may put undesirable strain on the Tableau Server or

Tableau Site's resources.Work with your Tableau administrator to determine the best

course of action.

The whitepaper Designing Efficient Workbooks has extensive information about extracts

and how to use them for performance. (Youmay need to sign in to access the whitepaper.)

Multiple connections in a data source

From the Workbook Optimizer

Sample output message: The data sourceSupply chain usesmultiple data connections.

Data sources that includemultiple connections can’t be computed locally.

Consider combining the data sources in Tableau Prep and using an extract for analysis.

Additional information

See Join your data (Prep) for more information.

Nested calculations

From the Workbook Optimizer

Sample output message: The calculationMy Calculation references another calculation.

Nesting calculations can add complications and additional processing, especially with IF

statements and other performance intensive functions.

Consider pushing the calculations to the data source or materialize them in an extract.
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Additional information

This rule may be triggered for a calculation that isn’t in the viz itself but is referenced by a cal-

culation in the viz. For example, imagine four fields:

1. Points earned (a field in the data source)
2. Quiz score = [Points earned]*10

3. Curved grade = [Quiz score]*1.05

4. Letter grade = IF [Curved grade] >= 90 THEN "A" ELSEIF [ 

Curved grade] >= 80 THEN "B" ELSEIF [Curved grade] >=70

THEN "C" ELSEIF [Curved grade] >=60 THEN "D" ELSE "F" END

Quiz score is a non-nested calculation that only references a field. BothCurved grade
and Letter grade are nested calculations because they contain references to other cal-
culations. Even if onlyLetter grade is used in the viz,Curved grade also triggers the nes-
ted calculation rule because it's in use inside Letter grade.

For more information onmaterializing calculations in an extract (Compute Calculations

Now), seeMaterialize Calculations in Your Extracts.

For more information about building calculations in Tableau Prep, see Calculations in

Tableau Prep.

Non-materialized calculations

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain hasn’t been pre-computed.

Computing the results of a calculation can impact performance.

Consider pushing calculations to the data source when possible. If using an extract, mater-

ialize calculations to pre-compute their results.

Additional information

Pre-compute the data and calculations either in an extract or your back-end data source. By

moving this additional processing to the data layer, the processing is completed before the
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user even requests the dashboard.

Taking an extract of your data often boosts performance, though there are tradeoffs in data

freshness and some functionality. See Extract Your Data for more information about options

for extracts andMaterialize Calculations in Your Extracts for more information onmater-

ializing calculations.

Extract your data: right click on the data source’s name at the top of the Data pane and select

Extract Data. In the configuration dialog, chooseCompute Calculations Now.

Number of data sources

From the Workbook Optimizer

Sample output message: The workbook contains 17 data sources.

Each data source contributes to the amount of time Tableau spends loading and rendering a

workbook.

Consider combining data sources if possible, especially when the level of granularity is the

same or they support the same analysis.

Additional information

SeeRelate Your Data for more information on combining data sources, or consider using

Tableau Prep.

However, be wary of over-combining data sources.Workbooks perform best when each

type of analysis is built off a well-designed data source. If it’s hard to combine your data

sources, this could be a sign that the analysis should be split into multiple workbooks, each

with amore targeted purpose.

To split your analysis across multiple workbooks, try one of thesemethods:

l Save a copy of the workbook and delete unnecessary sheets, dashboards, and data
sources from each one. See Streamline your workbook for more information.
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l Copy specific sheets into a new workbook. This may be more efficient because copy-
ing a dashboard into a new workbook carries over only what is needed for that dash-
board. However, not all formatting options are transferred. See Copying Information
BetweenWorkbooks for more information.

Number of filters

From the Workbook Optimizer

Sample output message: The sheetClassroom Distribution contains 17 filters.

Excessive filters on a view create amore complex query.

Consider reducing the number of filters and using filter actionswherever possible. Not all

types and formats of filters are created equal in terms of performance, so consider optim-

izing necessary filters.

Additional information

Thewhitepaper Designing Efficient ProductionWorkbooks has an entire section on filters

that goes intomuchmore detail. In brief:

l Reduce the overall number of filters
l Filters applied to multiple worksheets trigger multiple queries with every change
l Limit use of Show only relevant values. Using an extract helps optimize this feature
if it’s needed.

l Avoid high cardinality include/exclude filters
l Use the Apply button to prevent multiple refreshes as the user interacts with the filter
l Filter on fields that are present in the view
l Use continuous date filters rather than discrete date filters
l Context filters shouldn’t be used purely to boost performance

Filter actions are an efficient way to guide the user through a dashboard. See Filter Actions

for more information.
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Number of layout containers

From the Workbook Optimizer

Sample output message: The dashboardQ3 analytics contains 42 layout containers.

Layout containers can complicate dashboard rendering.

Consider removing unnecessary layout containers and simplifying the dashboard design.

Additional information

For more information about layout containers and the Layout pane, seeGroup items using

layout containers.

Number of LOD calculations

From the Workbook Optimizer

Sample output message: The workbook contains 42 LOD calculations.

Computing the results of complex calculations can impact performance. Often, LODs are

used on the fly to address issues of granularity in the data source that could be handled prior

to analysis.

Consider tailoring the data source to the analysis to avoid the need for asmany LODs.

Additional information

Level of Detail calculations are powerful tools, but they’re expensive. Make sure you’re only

using themwhen necessary.

Production databases are designed to handle significant query loads and are a great option

for moving processing out of Tableau. FIXED LOD calculations can sometimes be per-

formed by the database. Tableau Prep also supports FIXED LOD calculations. See Create

level of detail and rank calculations for more information.
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Number of views in a dashboard

From the Workbook Optimizer

Sample output message: DashboardQ3 analytics contains 17 views

A dashboardmust load all elements before it can be displayed. Themore views a dash-

board contains, the longer it takes to load. Although it often involves a redesign, reducing

the number of views in a dashboard is often the best way to boost its efficiency.

Consider streamlining the dashboard to be as effective and simple as possible by reducing

the number of views, filters, and other elements. Start with anything can be removed imme-

diately. See Streamline your workbook for other ways to reduce clutter in your dashboard

Additional information

If a more substantial redesign is needed, remember that not all views have an equal impact

on performance. Focus on sheets with themost marks, filters, or other complexity. A good

strategy can be to limit the initial dashboard to summary information and only providemore

details when the user requests them. There aremany strategies for this sort of guided drill-

down, including:

l Use action filters. See Filter Actions for more information.
l Hide detailed views in a container using a layout container with a show/hide button.
See Show and hide objects by clicking a button for more information.

l Break the dashboard into multiple dashboards and use navigation buttons. See
Detailed options for Navigation and Download objects for more information

Number of workbook sheets

From the Workbook Optimizer

Sample output message: The workbook contains 42 visible sheets

The overall size of a workbook impacts how long it takes to be processed and displayed. All

visible sheetsmust be loaded before Tableau can display a workbook or view. Reducing the
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number of sheets can help speed up load time.

Consider reducing the number of sheets in the workbook by closing unneeded sheets, hiding

sheets that are used in a dashboard, or splitting the analysis into multiple workbooks.

Additional information

Delete sheets that aren’t necessary for the analysis: right click on the sheet tab along
the bottom of the workbook and select Delete.

Hide sheets in use: Worksheets used in a dashboard or story can’t be deleted, but they can

be hidden. SeeManage Sheets in Dashboards and Stories for more information.

l Hide all of a dashboard's sheets: right-click the dashboard tab at the bottom of the
workbook and select Hide All Sheets.

l Hide a specific sheet: right click the sheet tab at the bottom of the workbook and select
Hide.

If all sheets are needed, decide if the analysis can be split into multiple workbooks, each
with amore targeted purpose.

l Save a copy of the workbook and delete unnecessary sheets, dashboards, and data
sources from each one. See Streamline your workbook for more information.

l Copy specific sheets into a new workbook. This may be more efficient because copy-
ing a dashboard into a new workbook carries over only what is needed for that dash-
board. However, not all formatting options are transferred. See Copying Information
BetweenWorkbooks for more information.

Unused data sources

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain isn't used in the workbook.

Each data source contributes to the amount of time Tableau spends loading and rendering a

workbook.

Consider closing data sources that aren’t in use.

Tableau Software 1209

Tableau Cloud Help

https://help.tableau.com/current/pro/desktop/en-us/environ_workbooksandsheets_sheets_hideshow.htm
https://help.tableau.com/current/pro/desktop/en-us/copy_b_wkbks.htm
https://help.tableau.com/current/pro/desktop/en-us/copy_b_wkbks.htm


Additional information

If any data sources aren’t being used, close them: right click on the data source’s name at

the top of the Data pane and selectClose.

Unused fields

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain contains 42 fields that aren't
being used.

Hiding unused fields prevents them from being unnecessarily queried and reduce the size

of extracts.

Consider hiding any fields that aren’t being used, regardless of whether the data source is

an extract.

Additional information

Hide unused fields

l In Tableau Desktop: open the dropdown menu at the top of the Data pane and select
Hide All Unused Fields.

l In web authoring: right click on an unused field and selectHide. There’s no way to
bulk hide unused fields in web authoring. If hiding fields individually is prohibitive, con-
sider editing in Tableau Desktop instead of working in the browser.

Uses data blending

From the Workbook Optimizer

Sample output message: The sheetClassroom Distribution uses data blending.

Data blending performance is driven by the number of uniquemembers in the linking fields.

Consider using relationshipswhen possible. If a blend is required, try to use low cardinality

linking fields.
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Additional information

There are several ways to combine data frommultiple sources. Data blending sends two sep-

arate queries to two separate data sources and displays the results together in the viz. These

queries are at the level of the linking fields and the results aremerged inmemory in Tableau.

Large query results requiremore processing to generate the final viz.

Tip: If you aren’t using data blending but theWorkbookOptimizer failed this rule, check if the

workbook is using cross data source filtering. Filtering across data sources suffers from sim-

ilar performance issues around field cardinality.

Uses date calculations

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain contains 17 date calculations.

Date logic can be complicated. Minimize the number of date calculations and conversion you

have to do in Tableau.

Consider using DATEPARSE andMAKEDATE before other methods, and try to use built-in

functions like DATEDIFF() when possible. If filtering on a date, use relative date filters or a

continuous date filter instead of a discrete filter.

Additional information

Computing calculations in Tableau can have a significant performance impact, especially

date functions. Consider taking an extract andmaterializing calculations, or pushing cal-

culations to your data source. For more information about building calculations in Tableau

Prep, see Create Calculations in Tableau Prep.

Note: If a date calculation is nested in another calculation, the optimizer flags the nested
date calculation, even if the parent calculation is the field used in the viz.
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Uses grouping

From the Workbook Optimizer

Sample output message: The data sourceSupply Chain uses 17 grouped fields

Tableau’s native grouping functionality loads the entire domain of the field, which can have

a performance impact.

Consider using a calculated field with a CASE statement or sets instead of groups.

Additional information

In the testing performed for the Designing Efficient Workbookswhitepaper, grouping with

CASE and sets performed better than the native group functionality.

The CASE function can be used to create groups. Imagine a scenario where the data

involved a deck of cards. There’s a field for the card value (2–10, J, Q, K, A) but the analysis

should compare face cards to number cards. The case statement to make that grouping

could be

CASE [Value]

WHEN "J" THEN "Face card"

WHEN "Q" THEN "Face card"

WHEN "K" THEN "Face card"

ELSE "Number card"

END

Sets have the added benefit of set actions, whichmake setsmore powerful and flexible than

traditional grouping. For more information, see Create Sets and Set Actions.
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Developer Resources
TheDeveloper Portal on the Tableau Community is the place to go for everything related to

extending and automating Tableau. There you can get access to the following:

l JavaScript API—Integrate Tableau views into your ownweb applications.

l REST API—Manage provisioning, permissions, and publishing on Tableau Server or

Tableau Cloud via HTTP. The REST API gives you access to the functionality behind

the data sources, projects, workbooks, site users, and sites. You can use this access

to create custom applications or to script interactionswith server resources.

l Tableau SDK—UseC, C++, Java, or Python to create extracts from any data and

then to publish your extracts.

l Tableau Metadata API—UsingGraphQL, you can discover and query Tableau con-

tent and related external assets andmetadata. For more information, see Tableau

Metadata API.

l Web Data Connector—Create a Tableau connection in JavaScript to almost any

data that's accessible over HTTP. This can include internal web services, JSON data,

XML data, REST APIs, andmany other sources.

l ODBC connector—Create a connection using ODBC (OpenDatabase Con-

nectivity), which is a data-access protocol that's supported by a wide array of data

sources. In Tableau Desktop, you can connect to anyODBC-compliant source using

the built-in ODBC connector.

In addition to these resources, you can get complete documentation and examples, and col-

laborate with the Tableau developer community.

Tableau Software 1213

Tableau Cloud Help

https://community.tableau.com/s/topic/0TO4T000000QF8eWAG/developers
https://help.tableau.com/current/api/metadata_api/en-us/index.html
https://help.tableau.com/current/api/metadata_api/en-us/index.html


Notes for Tableau Cloud users

o When youmake REST API calls to Tableau Cloud, you need to use the URL for the

instance on which your site exists. For example, https://10ay.online.tableau.com/

For information, seeSpecifying Resources for Tableau Cloud under Using URIs
to Specify Resources.

o Not all of themethods provided in the Tableau REST API are applicable to Tableau

Cloud. For information, see the API listing by category in the API Reference.

Go to the Developer Portal
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About Data Management
DataManagement is a collection of features and functionality that helps customersmanage

Tableau content and data assets in their Tableau Server or Tableau Cloud environment.

Starting in Tableau Server 2019.1, Tableau Prep Conductor is available for on-premise

Tableau Server deployments, and in version 2019.3, Tableau Prep Conductor is available

for Tableau Cloud deployments. You can use Tableau Prep Conductor to schedule andmon-

itor flows.

Starting in Tableau 2019.3, Tableau Catalog is included in DataManagement, making a vari-

ety of additional features available to you in the datamanagement space. You can use

Tableau Catalog to discover data, curate data assets, communicate data quality, perform

impact analysis, and trace the lineage of data used in Tableau content.

Starting in Tableau 2021.4, more governance and security features are added to DataMan-

agement: virtual connections and data policies. Using the virtual connection editor, you can

create:

l Virtual connections that provide a sharable central access point to data.
l Data policies to apply row-level security at the connection level.

Tableau Catalog, Tableau Prep Conductor, virtual connections, and data policies are

licensed through DataManagement. For more information about licensing, see License

DataManagement.

To purchase DataManagement, contact your account manager.

Data Management Features
The following table lists the features for DataManagement, which includes:

l Tableau Catalog
l Tableau Prep Conductor
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l Virtual connections
l Data policies

Tableau Catalog

These features require DataManagement with Tableau Catalog enabled.

Feature Description

Permissions
on
metadata

Tableau Catalog enables you to control who can see and manage
external assets and what metadata is shown through lineage by setting
permissions.

Expanded
connect
experience -
data dis-
covery

Whether you author in the web or in Tableau Desktop, you can now
search for and connect to the specific databases and tables used by pub-
lished data sources and workbooks on your Tableau Server or Tableau
Cloud site.

Expanded
search

Tableau Catalog expands search to include results based on columns,
databases, and tables.

Tag
external
assets

You can categorize items on Tableau Server and Tableau Cloud with
tags, helping users to filter external assets (databases, files, tables, and
columns).

Certify data-
bases and
tables

Help users find trusted data that meets the standards you set by certifying
databases and tables.

Set data
quality warn-
ings

You can set warnings to alert users to data quality issues, such as stale or
deprecated data.

Lineage and
impact ana-
lysis

The Lineage tool traces the source of your data. You can use it to analyze
the impact of changes to your data, identify which users might be
impacted, and email owners of a workbook, data source, or flow, or con-
tacts for a database or table, about data-related updates.
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Feature Description

Data Details Enable users to better understand a published visualization by seeing
information about the data used.

Add descrip-
tions to
assets

Help users find the data they're looking for by adding descriptions to data-
bases, tables, and columns.

Developer
resources

Tableau REST API -
metadatamethods

Programmatically add, update, and remove
external assets; and add additional
metadata to Tableau content and external
assets like descriptions.

TableauMetadata API Programmatically query metadata from the
content published to Tableau Server or
Tableau Cloud. Programmatically update
certain metadata using themetadatameth-
ods in the Tableau Server REST API.
Note: The Metadata API does not require
Data Management.

GraphiQL Explore and test queries against the
Metadata API schema using an interactive
in-browser tool called GraphiQL.
Note:GraphiQL does not require Data
Management.

Tableau Prep Conductor

These features require DataManagement with Tableau Prep Conductor enabled on

Tableau Server or Tableau Cloud.

Feature Description

Schedule Flow
Tasks

You can create scheduled flow tasks to run a flow at a specific time
or on a recurring basis.
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Feature Description

Monitor Flow
Health and Per-
formance

Set up email notifications at the site or server level when flows fail,
view and resume suspended flow tasks, and view errors and alerts.

Administrative
Views for Flows

Use Administrative Views to monitor the activities related to flows,
performance history, and the disk space used at the server or site
level.

Tableau REST
API - flow meth-
ods

Programmatically schedule flows.

Virtual connections and data policies

These features require DataManagement.

Feature Description

Create a Virtual Con-
nection

ATableau content type that enables you to create a shareable
re-usable connection to curated data.

Create a Data Policy
for Row-Level Secur-
ity

Use the virtual connection editor to create data policies with
policy conditions that apply row-level security to the data at the
connection level.

Test Row-Level
Security with Preview
asUser

Test the data policy with Preview as user to ensure that users
can see only their data.

Schedule Extract
Refreshes for a Vir-
tual Connection

Create an extract refresh schedule for the tables in your con-
nection, ensuring that the data is fresh for any content that uses
that virtual connection.
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License Data Management
DataManagement includes Tableau Catalog, Tableau Prep Conductor, virtual connections,

and data policies. Contact your account manager (or go to the Tableau pricing page) to pur-

chase DataManagement.

Tableau Prep Conductor

After you purchase and license DataManagement, youmust enable Prep Conductor on

Tableau Cloud. For more information, see Enable Tableau Prep Conductor on Your

Tableau Cloud Site.

l At least one resource block is required to use Tableau Prep Conductor in Tableau
Cloud. To learn more about resource blocks, see Resource Blocks.

l When Data Management is active and enabled, you can schedule flows in Tableau
Server or Tableau Cloud and monitor flows.

l When Data Management is removed or deactivated, or if the Data Management
license expires, then the ability to schedule flows is disabled.

l If your Tableau Server or Tableau Cloud license is still active and valid, you can down-
load the flows using the Tableau Server REST API. For more information, see Flow
Methods.

Tableau Catalog

After you purchase and license DataManagement for Tableau Cloud, Catalog is auto-

matically enabled.

l When Data Management is active and enabled, you can use Tableau Catalog to dis-
cover data, curate data assets, perform impact analysis, and trace the lineage of data
used in Tableau content.

l When Data Management is removed, deactivated, or the license expires, the inform-
ation remains on the server. The Tableau Catalog-specific information is then only
accessible using the Tableau Metadata API; it no longer appears in the product. For
more information, see theMetadata API.

l When Data Management is removed, deactivated, or the license expires, the write
APIs for all new Tableau Catalog information (for example, table descriptions, data
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quality warnings, column descriptions) are disabled. You can still read information
using the Metadata API, however permissions on tables and databases can’t be expli-
citly managed in the product.

Virtual connections and data policies

After you purchase and license DataManagement for Tableau, virtual connections and

data policies are automatically enabled.

l When Data Management is active and enabled, you can use virtual connections to
create sharable resources that provide a central access point to data. You can also
create data policies that enable you to filter data for users using centralized row-level
security.

l When Data Management is removed, deactivated, or the license expires, the inform-
ation remains on the server but is not accessible.

l When Data Management is reactivated, the information is restored on the server and
becomes accessible.

Resource Blocks

Resource Blocks are units of compute capacity in Tableau Cloud. Resource Blocks run

Tableau Prep Conductor flows. Each Resource Block can run one flow at a time so the num-

ber of flows you can run concurrently is equal to the number of Resource Blocks that you

have.

When you license DataManagement for Tableau Cloud, youmust purchase at least one

Resource Block. To purchasemore Resource Blocks, contact your account manager (or go

to the Tableau pricing page for more information).

Tableau Prep Conductor
Tableau Prep Conductor enables you to leverage the scheduling and tracking functionality

available in Tableau Cloud to run your flows automatically to update the flow output.

Tableau Prep Conductor is part of DataManagement introduced in Tableau Cloud version

2019.1 andmust be enabled to schedule your flows to run.
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Note: Starting in version 2020.4, the DataManagement is only required if you plan to
run flows on a schedule or set up email notifications. You no longer need the DataMan-

agement to publish flows andmanually run them on the web, and as a Creator, create

and edit flows directly on your server.

Flows created in Tableau Prep Builder must be published to Tableau Cloud before they can

be scheduled to run. Publishing flows is similar to publishing data sources and workbooks.

You can package files with the flow or specify a direct connection to data sources to update

the flow input as data changes. If your flow connects to databases, specify the authentication

type and set credentials to access the data.

You can also publish a flow to share it with others or to continue editing it on the web. For

example, publish an incomplete flow to Tableau Cloud and then open the flow on the web in

Edit mode to continue working on it. You could also create a flow with only Input steps (that

are properly configured) and share it with co-workers who can then download the flow to

their computers and create and publish their own flows.

For flows to run theymust include output steps and have no errors or incompatible features.

For more information about publishing a flow, see Publish a Flow to Tableau Server or

Tableau Cloud. For more information about incompatibility, see Version Compatibility with

Tableau Prep.

The following table shows the flow management features that are available with and without

the DataManagement and Tableau Prep Conductor enabled.

Data Management with Tableau Prep Con-
ductor enabled

No Data Management

l View andmonitor the details about your flow,

including recent activity in theContent
pages.

l Edit your flow (starting in version 2020.4).

l View the details about your

flow, including recent activ-

ity in theContent pages.

l Edit your flow (starting in
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l View the results of the flow runs and any

errors in the Run History tab.

l UseAdministrative Views to monitor server
and site activity including a new view that

tracks flow performance history.

l View detailed alerts for failed flow runs.

l Set up email notification alerts to send emails

to flow owners notifying themwhen the flow

failed to run and why.

For more information about setting up alerts,

seeMonitor Flow Health and Performance.

version 2020.4).

l View and edit your con-

nections on theCon-
nections tab.

Enabling Tableau Prep Conductor on Tableau Cloud

After you purchase and license DataManagement, youmust enable Prep Conductor on

Tableau Cloud. For more information, see Enable Tableau Prep Conductor on your

Tableau Cloud Site and License DataManagement

About the FlowWorkspace

After you publish your flow you can schedule tasks or linked tasks (version 2021.3 and later)

in Tableau Cloud to automatically run your flows on a regular basis to keep your output data

fresh. You can also run your flowsmanually at any time (no DataManagement required).

Tableau Prep Conductor leveragesmuch of the same functionality for managing flows that

youmight see whenmanaging workbooks or data sources from Tableau Desktop in

Tableau Cloud. For example, just like extract refreshes, scheduled flow tasks and on-

demand flow runs are queued as background tasks. But when it comes to working with

flows, there are a few differences.
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Flow Overview page

The flowOverview page is themain landing page where you can view data about your flow

and schedule, monitor, andmaintain the flow. If you don't have the DataManagement, you

will have different options.

Open the flowOverview page by clicking on a flow in your list. You can navigate there from

Content > Explore > All Flows or by opening the project that contains your flows.

A. The header lists the name of the flow, the flow owner and the date that the flow was

last modified. Starting in version 2020.4, clickEdit to edit existing flows.

Add a flow to your favorites, or from theMore actions menu you can also edit, run,

download the flow, set permissions, change the flow owner, restore previous flow ver-

sions, andmore.

B. View and edit the flow description and set tags to help others find the flows they are

looking for.

C. View the output steps for a flow along with any parameters applied to the flow (version
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2021.4 and later), the status of the last update, any schedule the output is assigned

to, and any errors from the last flow run. You can also click theRun button to run

all output steps or individual output steps on-demand.

Note: If the flow includes parameters, the parameter value last run in the flow

shown and you can see all generated outputs in theOutput column.When the

flow is run, you'll be prompted to enter the parameter values. For more inform-

ation about using parameters in flows, see Create and Use Parameters in Flows

in the Tableau Prep help.

If the flow has errors, the flow run will fail. Connectivity errors can be resolved directly

by navigating to theConnections tab for the flow and editing the input connections.

To resolve any other flow errors, edit the flow then republish it and try running the

flow again. If you are using an earlier version of Tableau Prep Builder, from theMore
actions menu, you can also download and open the flow in Tableau Prep Builder,

then republish it and try running the flow again.

After a flow has run successfully, outputs that are data sources become links that you

can click to open theData Source page to view more information about the data

source or edit the flow input connection.

In theSchedule field, view the scheduled tasks that the output step is assigned to. A

flow output can be assigned to one or more tasks.

If no schedule has been assigned yet, clickCreate new task to add the output step
to a schedule. To immediately run the flow to update a specific output step, click the

Run button on the left-hand side of the row.

D. View an image of the flow.
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FlowOverview page without the Data Management

If you don't have the DataManagement installed on your server, you can still publish flows to

Tableau Cloud, but you will see fewer options tomanage your flow.

Flow Connections page

View both the input and output locations for a flow, connection types, authentication settings,

input and output steps and any connectivity errors. You can set authentication settingswhen

publishing a flow. For more information, see Publish a Flow.

For database input types, click theMore actions menu for an input connection to edit the

connection and change the server name, port, user name and password.
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Flow Scheduled Tasks page (Data Management required)

View any schedules that the flow is assigned to, the outputs that are included in those sched-

ules, and any parameters applied to the flow (version 2021.4 and later). As an admin-

istrator, you can click the schedule link to open theSchedules page and see a list of flows
that are assigned to that schedule. For more information about assigning flows to a sched-

ule, see Schedule Flow Tasks.

To view the outputs on a schedule or the tasks assigned to a linked task (version 2021.3 and

later), click the links in theSchedule type column.

You can also add new tasks or manage existing ones from this page. To take action on an

existing task, select the check box on a task card then click theActions drop-downmenu to
run, edit, or delete the task.

If a flow task fails to run after 5 consecutive attempts, the flow is automatically suspended.

You can see that status on theOverview tab aswell as this tab. You can resume sus-

pended tasks from thismenu.

For more information about suspended flow tasks, see View and resolve errors.

Note: The Scheduled Tasks page for flowswas redesigned in version 2021.3. Your
view may look different depending on your server version.
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Schedules page

On theSchedules page, you can view the flows assigned to a schedule and the details

about the flow runs. If the schedule includes linked tasks (version 2021.3 and later) the num-

ber of flows included in the linked tasks is shown.

You can run the schedule on-demand and run all flows assigned to it. You can also select

one or more flows, then use theActionsmenu to change the flow schedule or priority,

delete selected flows from the schedule or resume suspended flows.
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Flow Run History (Data Management required)

See, search, and sort through a list of historical runs for a flow. This page also includes

details about the flow run such as run type, parameter values applied to flows included in

each flow run (version 2021.4 and later), duration and number of rows that were generated.

If the flow output has an error, hover over the error to view themessages. If applicable, click

theGo to Connections link in the error message to navigate to theConnections page to
fix connectivity errors. You can also edit the flow directly to fix any errors, or clickDownload
the flow to download and fix flow errors in Tableau Prep Builder, then republish the flow to

continue tomanage it using Tableau Prep Conductor.

Note: The run history for a flow will persist unless the flow is deleted.

Flow Revision History

If you need to revert a flow to a previous version, from theMore actions menu for the

flow, selectRevision History. On theRevision History dialog, select the flow version

from the list that you want to revert to.
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Who can do this

Server Administrators can activate DataManagement license keys.

Server administrators can enable Tableau Prep Conductor.

Creators can create, edit, and run flowsmanually. If the DataManagement is installed, cre-

ators can run flows on a schedule.

Enable Tableau Prep Conductor on your Tableau Cloud Site

Prep Conductor is automatically enabled on your Tableau Cloud site after you purchase

DataManagement. For information on how to purchase DataManagement, contact your

account manager.

Verify Tableau Prep Conductor is enabled

1. FromTableau Prep Builder, sign in to Tableau Cloud by selectingServer >Sign In.

If your site is set up to use Tableau authentication, enter your user name (email

address) and password you use for Tableau Cloud, and then click Sign In. If multi-

factor authentication (MFA) is enabled with Tableau authentication, you are prompted

to verify your identity using the verification you selected during theMFA registration

process. If you are signing in to Tableau Cloud or registering for MFA for the first time,

see Register for multi-factor authentication.
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After verifying your identity, you are redirected to your site.

2. Open any of your flows.

3. Verify if there is aScheduled Tasks tab. If the tab is there, then Prep Conductor is
enabled.

Schedule Flow Tasks

Note:Flows can be scheduled to run on Tableau Cloud or Tableau Server using
Tableau Prep Conductor. Prep Conductor is licensed through DataManagement on a

per deployment basis. After you purchase and license DataManagement, youmust

enable Prep Conductor.

Starting in version 2020.4.1, you no longer need the DataManagement license to pub-

lish flows to the web. As a Creator, you can also create and edit flows directly on your

server. For more information authoring flows on the web, see Tableau Prep on the

Web.

To schedule flows to run at a specific time or on a recurring basis you can create scheduled

tasks. Scheduled tasks rely on pre-configured schedules.

To assign a flow to a schedule, select one of the pre-defined schedules provided with

Tableau Prep Conductor. New schedules cannot be created in Tableau Cloud.

Starting in version 2021.3, you can link flow runs together when scheduling tasks to run

flows one after the other. For more information, see Schedule linked tasks in this topic.

Starting in version 2022.1, you can also run linked tasks via the REST API using the new

flow methodsQuery Linked Tasks,Query Single Linked Tasks, andRun Linked Task
Now. For more information, see Flow Methods in the Tableau REST API help.

Running flows that include parameters
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Starting in version 2021.4, you can include parameters in your flows tomake flowsmore

dynamic. When the flow runs, you are prompted to enter your parameter values.When set-

ting up flows on a schedule, you specify parameter values at that time.

Youmust specify the parameter values for any required parameters. For optional para-

meters, you can enter those values aswell, or accept the current (default) value for the para-

meter. For more information about running flowswith parameters, see Run flows on a

schedule in the Tableau Prep help.

Note: Your administrator must enable the Flow Parameter server and site settings on
your server before you can run flows that include parameters in Tableau Server or

Tableau Cloud. For more information, seeCreate and Interact with Flows on the
Web in the Tableau Server or Tableau Cloud help.

Schedule a flow task

1. Do one of the following:

l (version 2022.1 and later) From theExplore page, in List view, in theActions
menu, selectSchedule Flow > Single Task. If you select a flow in the list, you

can also use the topActions menu.

l From theOverview page for the flow,Scheduled Tasks tab, clickNew Task
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or click the drop-down and selectSingle Task.

If the output step isn't assigned to a task, you can also create a new task from

theOverview page. On that page, in theSchedules field, clickCreate new
task.

2. In theNew Task dialog, on theSingle Task (New Task in prior releases) tab, select
a schedule from the drop-down list.

3. Select one of the following options:
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l Automatically include all output steps for this flow:(default) Select this
option to include all current and future output steps for this flow in the scheduled

task. As new output steps are added to the flow over time, they are auto-

matically included in the schedule when it runs.

l Select the output steps to include in this task: Select this option andmanu-
ally select the output steps to include in this scheduled task. 

To include all output steps in the flow task, select the check box next toOutput
Steps. This area can't be edited if theAutomatically include all output
steps for this flow radio button is selected. Select the other radio button to

enable this section.

4. (version 2020.2.1 and later) Select aRefresh Type. For more information about
these settings, see Refresh Flow Data Using Incremental Refresh.

Note: Starting in version 2020.2.1 and later, if one input is configured to use incre-
mental refresh and it is associated with multiple outputs, those outputsmust be

run together andmust use the same refresh type. Otherwise the flow will fail.
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l Full refresh (default): Refresh all data and create or append data to your table
based on the flow output setting.

l Incremental refresh: Refresh only the new rows and create or append data

to your table based on the flow output setting. The incremental refresh option is

only available when the flow is configured to use this refresh type.

Note: Tableau Prep Conductor runs a full refresh for all outputs regard-
less of the run option you select if no existing output is found. Subsequent

flow runswill use the incremental refresh process and retrieve and pro-

cess only your new rows unless incremental refresh configuration data is

missing or the existing output is removed.

5. (optional) If you are the flow owner, select Send email when done to notify users
when the flow is successful. For more information about how to send email noti-
fications on flow runs, see Notify Users of Successful Flow Runs.

6. (version 2021.4 and later) If your flows include parameters, enter any required or

optional parameter values. Youmust enter required values for the flow to run.
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7. ClickCreate Task to create the scheduled task.

Schedule linked tasks

Supported in Tableau Server and Tableau Cloud version 2021.3.0 and later.

Note: Starting in version 2022.1, Linked tasks functionality is enabled by default. Server
and Site Administrators can turn off this functionality on theSettings page and on flow
schedules in theSchedules dialog. In previous versions, Server Administratorsmust
first enable this functionality to use andmanage it.

Use the Linked Tasks option to schedule up to 20 flows to run sequentially, one after the
other. Easily set up your flow list by selecting your schedule, then select downstream flows to

run in the order you choose.

In Tableau Cloud, the duration of each individual linked task is counted towards the total flow

runtime limit. If the runtime limit is reached when a flow task is run, the flow taskwill timeout,
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the linked taskwill fail, and any downstream flowswon't be run. For more information, see

Job Runtime capacity in the Tableau Cloud help.

Flows run in the order specified in the list. Use themenu tomove flows around in your list or

add new upstream or downstream flows to the list at any time.

Select the outputs that you want to include in the flow run and configure the settings to tell

Tableau what to do with remaining flows in the schedule when the previous flow run fails.

1. Do one of the following:

l (version 2022.1 and later) From theExplore page, in List view, in theActions
menu, selectSchedule Flow > Linked Task. If you select multiple flows in the
list, you can also use the topActions menu.
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l From theOverview page for the flow,Scheduled Tasks tab, clickNew Task
and select the Linked Task tab, or click the drop-down and select Linked
Task.

If the output step isn't assigned to a task, you can also create a new task from

theOverview page. On that page, in theSchedules field, clickCreate new
task.

2. In theNew Task dialog, on the Linked Tasks tab, select a schedule from the drop-

down list. Only schedules that are enabled for linked tasks are shown.
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3. Click theSelect output steps drop-down to select the flow outputs to run. By

default, all flow outputs are included. To select specific outputs, clear the Include all
current and future output steps for this flow check box.

The flow where the task is initiated is automatically set as the first flow to run, but you

can use themenu to change the run order after you add other flows to your list.
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4. Select your refresh type from the following options:

Note: If one input is configured to use incremental refresh and it is associated with
multiple outputs, those outputsmust be run together andmust use the same

refresh type. Otherwise the flow will fail.

l Full refresh (default): Refresh all data and create or append data to your table
based on the flow output setting.

l Incremental refresh: Refresh only the new rows and create or append data to

your table based on the flow output setting. The incremental refresh option is

only available when the flow is configured to use this refresh type. For more

information, see Refresh Flow Data Using Incremental Refresh.
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Note: Tableau Prep Conductor runs a full refresh for all outputs regard-
less of the run option you select if no existing output is found. Subsequent

flow runswill use the incremental refresh process and retrieve and pro-

cess only your new rows unless incremental refresh configuration data is

missing or the existing output is removed.

5. (optional) If you are the flow owner, selectSend email when done to notify users
when the flow is successful. For more information about how to send email noti-

fications on flow runs, see Notify Users of Successful Flow Runs.

6. Set your flow failure options:

l Add data quality warning: Select the check box to set a warningmessage
on the flow so that users of the data are aware of issues. Themessage

remains until the flow runs successfully. If the flow already has a data quality

warning, this option shows selected and can't be turned off.

Note: In version 2021.4 and earlier, click the Flow run monitoring icon
to open theData Quality Warning dialog.
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l Stop remaining tasks: Select this option to prevent the downstream tasks in

the list from being queued to run.

l Email me:Email notifications are automatically sent to the flow owner and the
linked task creator when the flow fails, is suspended, or is canceled.

7. (version 2021.4 and later) If your flows include parameters, enter any required or

optional parameter values. Youmust enter required values for the flow to run.

8. Click the drop-down for the 2nd task to add your next flow. Flows that use the previous

flow's outputs are shown automatically or clickView all flows to see all available
flows.

Select one or more flows and clickAdd or clickAdd Next Task to addmore flow run

tasks to your list.
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If you don't have permission to run the flow, youmust contact the flow owner to grant

permissions before adding the flow to your list.

9. Repeat steps 3-5 to configure your flow run options.
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Note: In version 2021.4 and earlier, click theEdit icon next to your new flow

to expand theOptions pane.

10. (Optional) Click the drop-down next to any numbered task to open themenu to

change the order of your flow tasks or insert new tasks between existing tasks.

11. ClickCreate Tasks to create the scheduled linked tasks.

Who can do this

l The Server administrator can do this on all sites on the server. The Site administrator
can do this on sites they have access to if the site settings to allow users to publish and
schedule tasks is enabled.

l For linked tasks, the Server administrator can do this on all sites where the server set-
tings to allow users to schedule linked tasks is enabled. The Site administrator can do
this on sites they have access to if the site settings to allow users to schedule linked
tasks is enabled.

l Flow owners and project leaders can create flow tasks for flows or projects that they
own respectively.

For more information, review the following articles:

l Windows: Set Users' Site Roles and Content Permissions andOwnership
l Linux: Set Users’ Site Roles and Content Permissions andOwnership

Site administrators, flow owners, project leaders, can create flow tasks for the flows and pro-

jects that they own respectively.
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For more information, see Set Users' Site Roles and Content Ownership and Permissions

Notify Users of Successful Flow Runs

Supported in Tableau Prep Builder version 2021.4.1 and later and in Tableau Server and

Tableau Cloud version 2021.4 and later. DataManagement is required to use this feature.

Flow owners can subscribe themselves, individual users, and groups to email notifications

for information about scheduled tasks for successful flow runs. The email includes links to

data within the Tableau environment, or you can optionally include the details of the flow run

in attached Excel and CSV files.

Flow subscriptions are added to scheduled tasks for flows. You can add flow subscriptions

when you create a new flow task or to an existing flow task. Email notifications are sent

when the scheduled task is completed successfully.

Configure the site settings for flow subscriptions

By default, the Flow Subscriptions site setting for sending and receiving email noti-
fications is enabled.

l The Let users send or receive emails that include flow output data option
allows the flow owner to receive, and subscribe users and groups to successful flow
run notifications. From the notification email, users can access the full data source or
view the flow details from within Tableau.

l (Not recommended) The Attach .csv and .xlsx flow output files option lets the
flow owner attach files to notification emails. The email recipients must be added to
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the Tableau server or site, however, the files contain the data source and can be
exposed outside of the Tableau system. This option is available only for on-premise
environments.

Publish the Flow

Publish the flow output as either a file, database table, or data source. Consider the following

when saving the flow:

l (On-premise only) When publishing you can save the output as a file or as a database

table and choose to attach either a .csv or .xlsx file type to the email.

l When publishing and saving the output as a published data source, the email noti-

fication provides a link to the flow in Tableau. Files cannot be attached to the email.

l When choosing to save as a file output, youmust use a network share and the output

and input locationmust be included in a safe list. For more information, see Step 4:

Safe list Input andOutput locations.

l Flow subscriptions are supported onWindows and Linux. The following restrictions

apply to flow subscriptions on Linux:

l File outputs must be output to a Windows server.
l For flows that output to a file, use the UNC format for the path: \\server\path\file-
name. Do not use a local drive letter.

l The mounted path must be safe listed.

l When attaching files to an email, the file limit is approximately 25MB for Tableau

Cloud.When using an on-premise Tableau Server, you configure the size of attach-

ment files.

Add a flow subscription

1. As the owner of the flow, select a published flow in Tableau Server or Tableau Cloud
that you want to add subscriptions to for email notifications.
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2. You can add subscriptions to a new or existing task:
l If you are adding a subscription to a new task:

1. Click Scheduled Tasks >New Task.

2. In the New Task dialog select a schedule to run the flow from theSelect
a schedule drop-down list.

3. EnableSend email when done

l If you are adding a subscription to an existing task:
1. Click Subscriptions >Subscribe.

2. In theAdd Flow Subscriptions dialog, select a schedule from the Fre-
quency drop-down list.

3. In theSend to field, start typing the name of the user or group to populate the field.
Select the users and groups that you want to send a notification to.

Users and groupsmust be added to the Tableau environment by the administrator.

4. (Optional) To be included in the notification, check theSend to me box.

5. (Optional) In theSubject field, customize the default email subject line for the flow
run notification.

6. (Optional) Add information about the flow run in theEmail message text box.

7. Click Include output data and select the type of output that you want to include in
the email.

l If you published your flow as a file or database table output you can choose to
attach .csv or .xlsx files containing the data source to the email. This is not
recommended because data can be exposed outside of the Tableau system.

l If you published your flow as a data source, you can choose to include the link
to the data source. Attaching files to the email is not supported.
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8. If you are adding a subscription to an existing task, click Subscribe.

Unsubscribe from a flow subscription

To unsubscribe from notifications from the email, follow these steps.

1. ClickUnsubscribe from the bottom of a subscription email.

2. As the flow owner, Sign in to Tableau Server or Tableau Cloud. At the top of the page,

click theNotifications icon.

3. Expand the… menu, then selectRemove notification.

To unsubscribe and remove the subscription as the flow owner, follow these steps.

1. ClickSubscriptions.

2. Open the published flow in Tableau Server or Tableau Cloud.

3. From the list of flow subscriptions, click the selection box for the flow you want to

unsubscribe from.

4. SelectActions > Unsubscribe.

View Subscriptions

You can view your current flow subscriptions in Tableau Server or Tableau Cloud.

l From the Subscriptions tab on theOverview page of the flow, you can see the list of
current subscriptions.

l From the Subscriptions tab on the Tasks page, you can see the list of subscriptions
along with subscriptions to workbooks.
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Resume suspended flow subscriptions

Sometimes, subscriptions fail because of an issue with the flow. If a subscription failsmore

than five times, you'll receive a notification email thatyour scheduled flow task has been sus-

pended.

From the flow Overview page, you can see when a scheduled flow task fails.

There are a few ways to resume a suspended flow task. If you're flow owner:

l From theMyContent area of Tableau web pages, an icon appears in the Last update

column to indicate that the subscription is suspended. Select ... > Resume Sched-
uled Tasks to resume.

l From the Scheduled Tasks page, an icon appears in the last update column to indic-

ate that the subscription is suspended. Select the flow, then clickActions >
Resume.
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Access the flow data from a notification email

Depending on how the flow notification was configured, you can access the data source and

file attachments from the notification email.

l Click View Flow to open the flow in Tableau Server or Tableau Cloud.
l Click the attachment file to view the flow data.
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Who can do this

l Flow owners can create flow notification subscriptions for flows that they own.

l To receive notifications, users and groupsmust be added to the Tableau envir-

onment by the administrator.

For more information, review the following articles:

l Windows: Set Users' Site Roles and Content Permissions andOwnership
l Linux: Set Users’ Site Roles and Content Permissions andOwnership

Manage a Flow

Once you publish a flow to Tableau Server or Tableau Cloud, you canmanage your flows

andmake changes to them as necessary. This topic describes the various actions you can

take tomanage your flows.

Note: The content in this topic applies to both Tableau Server and Tableau Cloud,
exceptions are called out specifically.

Managing your flows

Following is a list of actions you can take to manage your flows:

l Create flows: Starting in version 2020.4, as a Creator you can create flows directly
on the web. From theHome page, clickCreate > Flow or from theExplore page,
clickNew > Flow. For more information, see Tableau Prep on theWeb.

l Edit flows: Starting in version 2020.4, as a Creator you can edit flows directly on the
web. Navigate to the list of flows, selectActions and clickEdit Flow, or open a flow
and click theEdit button.
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When you edit a flow, your changes aremoved to a draft state. When you're finished,

publish your flow to commit your changes and create a new version of the flow. For

more information, see Autosave and working with drafts.

l Run flows: You can manually run a flow in addition to creating scheduled flows tasks
that run at a specific time.

l

Note: The DataManagement is not required tomanually run flows, but is
required to schedule flows to run.

l Navigate to the list of flows, select one or more flows you want to run, selectActions
and clickRun Now.

l Tag: Tags are keywords you can create for flows to help you find, filter, and categorize
content. Authors can add tags to flowswhen they publish it. But you can also add tags

to anyworkbook, view, or data source that you are allowed to access and you can

delete any tags you have added. You can add a tag to a list of flows.

Navigate to the list of flows, select one or more items you want to tag, selectActions
and clickTag. To add a tag to a specific flow you can do it from the list of flows as

described above. Open the Flow, from theOverview tab, selectActions, and click
Tag.

l Change Owner: Administrators and flow owners can change owners, and only to

themselves.

l Permissions: You can set permissions for users and specify if they can perform edit

actions like save, download, move to a different project and delete. In addition, you

can specify who can view and run the flow.

l Download: You can download a flow to view or modify it using Tableau Prep Builder.

To download a flow, you need download permissions. You’ll have that by default if you

are the owner, but youmight need to add it for other users.
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l Revision History:When youmake a change to the flow, and republish it to the

same project with the same name, a new version of the flow is created. You can view

the revision history by selecting revision history from the actionsmenu. Flow owners

have permissions to restore a previous version of a flow.

l Move: You canmove flows between projects. Tomove a flow, users needMove per-
mission. You’ll have that by default for flows you own, but youmight need to add it for

other users.

l Rename: You can rename a flow. To rename a flow, users need the Save per-
mission. You'll have that by default for flows you own, but youmight need to add it for

other users.

l Delete: You can delete a flow. To delete a flow, users need the Delete permission.
You’ll have that by default for flows you own, but youmight need to add it for other

users.

Who can do this

Tableau Server Administrator

Can do the following tasks across all the sites:

l Create flows

l Edit published flows

l View a list of all draft flows

l Run flows

l Delete flows

l Download flows

l ChangeOwner
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l Change Permissions

l Change Project

l Add/Remove Tags

l Change Description

l Change Name

l Update Flow Task

l Delete Flow Task

l Create a Flow Task*

l Version Management*

*Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:

l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

Tableau Site Administrator

Can do the following tasks on flows published to the sites that they are site admin-
istrator for:
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l Create flows

l Edit published flows

l View a list of all draft flows

l Run flows

l Delete flows

l Download flows

l ChangeOwner

l Change Permissions

l Change Project

l Add/Remove Tags

l Change Description

l Change Name

l Update Flow Task

l Delete Flow Task

l Create a Flow Task*

l Version Management*

Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:
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l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

Project Leader

Can do the following tasks on flows published to the projects where they have pro-
ject leader permissions:

l Create flows

l Edit published flows

l Run Flows

l Delete

l Download

l Change Permissions

l Change Project

l Add/Remove Tags

l Change Description

l Change Name

l Update Flow Task

l Delete Flow Task

l Create a Flow Task*

l VersionManagement*

*Some additional conditions apply to these actions:
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l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:

l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

Project Owner

Can do the following tasks on flows published to the projects that they own:

l Create Flows

l Edit published flows

l Run Flows

l Delete

l Download

l Change Permissions

l Change Project

l Add/Remove Tags

l Change Description

l Change Name

l Update Flow Task
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l Delete Flow Task

l Create a Flow Task*

l VersionManagement*

* Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:

l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

Flow Owner

Can do the following tasks on flows that they own:

l Create Flows

l Edit Draft (flows they own) and Published Flows

l Run flows

l Delete flows

l Download flows

l ChangeOwner

l Change Permissions
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l Change Project

l Add/Remove Tags

l Change Description

l Change Name

l Update Flow Task

l Delete Flow Task

l Create a Flow Task*

l VersionManagement*

*Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:

l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

User with Creator License

Can do the following tasks:

l Create Flows

l Edit Draft (flows they own) and Published Flows
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l Run Flows (with Run flow permissions)

l Delete (with delete permissions)

l Download (with download or Save as, and read permissions)

l Change Permissions (with Change Permissions)

l Change Project (with move permissions, and write permissions on the destination pro-

ject)

l Add/Remove Tags (with read permissions)

l Change Description (with Save permissions)

l Change Name (with Save permissions)

l Update Flow task (with Execute permissions)

l Delete Flow Task (with Execute permissions)

l Create a Flow Task* (with Execute permissions)

l Version Management* (with view, read, save as, download permissions)

* Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:

l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

User with Explorer License
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Can do the following tasks:

Note: Starting in version 2020.4, Explorer users can no longer run flows on the server.

l Delete (with delete permissions)

l Download (with download or Save as, and read permissions)

l Change Permissions (with Change Permissions)

l Change Project (with move permissions and write permissions on the destination pro-

ject)

l Add/Remove Tags (with read permissions)

l Change Description (with Save permissions)

l Change Name (with Save permissions)

l Update Flow task (with Execute permissions)

l Delete Flow Task (with Execute permissions)

l Create a Flow Task* (with Execute permissions)

l Version Management* (with view, read, save as, download permissions)

*Some additional conditions apply to these actions:

l To create a flow task:

l A flow schedule must be available. Only Server Administrators can create a
schedule.

l The flowmust have at least one output step.
l The flow version must be compatible with the Tableau Server version.

l Versionmanagement:
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l Revision historymust be enabled on the site.

l User role is allowed to publish to the project.

User with Viewer License

Viewers cannot manage flows, they can however view the flow and the different versions of

the flow.

For more information about the full capabilities you can set on flows, see Permission cap-

abilities.

Monitor Flow Health and Performance

After you publish flows and schedule them to run periodically, you want to know that they are

running as expected and resolve any issues as they occur. You will also want to monitor and

understand the performance of your flows.

This topic describes the variousmethods that Tableau Cloud provide to help youmonitor

your flows.

Detect issues as they occur and resolve them

In Tableau Cloud, email notifications are automatically sent when flows fail. You can also find

and review errors on your server using the Alertsmenu or by reviewing the flow pages for

the flows that you are interested in. This type of monitoring allows you to detect problems as

they occur.

Get notifications when a flow fails:

Email notifications is turned on by default for your site in Tableau Cloud. You can verify this

by going toSettings > General page.
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View and resolve errors

Note: Starting in version 2020.4.1, you can now create and edit flows directly in

Tableau Server and Tableau Cloud. The content in this section applies to all platforms,

unless specifically noted. For more information about authoring flows on the web, see

Tableau Prep on theWeb.

The following errors can happen when running a flow:

l Connection errors:Connection errors generally happen when Tableau Cloud is
unable to connect to one or more data inputs or is unable tomake a connection in one

or more output steps.

l For Input connection errors, use the Edit connections option on the Con-
nections tab to make changes to connection details, then run the flow again.

l For output connection errors, check the output location for the flow output

steps. If the flow output is going to a network share, make sure the output steps

are pointing to a safe listed location. After youmake any changes republish the

flow and try running it again.

Note: To fix output connection errors for flows that output to a file or net-
work share, download the flow to Tableau Prep Builder, then republish the

flow to your server. Flows that output to a published data source or data-

base can be edited directly on the web.

l Errors in the flow: If there are errors in one or more steps in the flow, you will see
an error message. You can edit the flow directly on the web and republish it. You can

also download the flow to Tableau Prep Builder, resolve the errors, republish the flow

to the server and then run the flow again.

l Suspended flow tasks:When a scheduled flow task fails to run after a configured
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number of attempts, the flow task is suspended. By default, a flow task is suspended

after 5 consecutive flow tasks failures.

A flow can havemultiple scheduled tasks assigned to it, but only the failed tasks are

suspended. All other flow taskswill continue to run unless they have errors. To resolve

a suspended task, review and resolve the errors then run the flow on-demand or let

the flow run automatically based on the assigned schedule.

You can view errors on the following pages:

FlowOverview page

On this page you can see the status of themost recent flow run and any errors. Hover on the

error text to review the error details. If a scheduled task is suspended, a warning icon shows

next to the schedule. Hover on the icon to view the status.

After you resolve the error that caused the flow to fail or the task to be suspended, you can

run the flow manually or let the flow run based on the assigned schedule. For suspended

flow tasks, click theGo to Scheduled Task link on the tooltip for the suspended task to nav-
igate to theScheduled Tasks page and click theResume Scheduled Tasks button to
resume the suspended tasks.
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Connections page

TheConnections page shows themost recent status and any related connectivity errors.
To correct input errors, click theMore actions menu for an input connection to edit the

connection and change the server name, port, user name and password.

To fix output connection errors, edit the flow directly or download the flow in Tableau Prep

Builder, correct the file path, then republish the flow to continue running it.

Scheduled Tasks page

Note: The DataManagement is required to see this tab.

View the scheduled tasks assigned to a flow. If a scheduled task is suspended, you can see

the status of that tasks here and you canmanually resume the flow tasks from this page.

Before resuming a suspended task, resolve any errors in the flow.

Error details are not shown on this page, but you can review them on theOverview orRun
History pages. You can also click the links in theSchedule type column to view the details

of what was scheduled and to edit the tasks.

A suspended scheduled taskwill automatically resumewhen the flow is republished, if you

edit a connection for the flow or manually run the flow tasks. Tomanually resume a sus-

pended tasks, on theScheduled Tasks page, clickResume Scheduled Tasks. This
resumes all suspended tasks for the flow.
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To resume individual tasks, click theMore actions menu for a scheduled task and select

Resume. You can also clickRun Now to run all tasks for the flow immediately.

Run History page

Note: The DataManagement is required to see this tab.

TheRun History page shows the details of all the flow runs that have either completed or

are in progress for each output. View any error details by hovering over the errors in the

Errors column. The duration column shows you the run time of the flow.

Note: Starting in version 2020.2.1, theRun Type field shows the refresh type for the
output. In prior releases this field showedwhether the output was run on a schedule or

on-demand. For more information about setting up output refresh types, see Refresh

Flow Data Using Incremental Refresh.
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Alerts

When a flow fails, the alertsmenu is populated with the error details with the option to re-run

the flow, or download the flow to troubleshoot.

Note:Flow owners and Site Administrators can see thismenu.
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Who can do this

l Tableau Site Administrators:
l Set up email notifications at the site level
l View errors
l Resume suspended tasks
l View alerts

l Flow owners, project leaders and any user who is granted permissions to
view the flow:

l View errors
l Resume suspended tasks
l View alerts (Flow owners)

Administrative Views for Flows

Administrative views can be used tomonitor the activities related to flows, performance his-

tory, and the disk space used. TheStatus page contains an embedded Tableau workbook
with various administrative views that can be used tomonitor different types of server or site

activity.

Who can do this?

Tableau Site administrators can view and work with Administrative Views.

Action by all users

Use this view to gather insight into how flows are being used. This includes actions like pub-

lish, download, and flow runs. You can filter the view by actions, by site, and by time range.

The Total Users count shows the number of users who have performed an action. This value

is not affected by any filtering. The Active user count shows the number of users who have

been active during the selected time period and performed one of the selected actions.
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Action by Specific User

Use this view to gather insights about how an individual user is working with flows. You can

filter the view by user name, the type of action, and by time range.

Action by Recent Users

This view shows you which users have been active on Tableau Cloud over the past 24

hours.
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This can be useful if you need to do somemaintenance activity on the server and want to

know which users and how many this will affect, and what they're doing.

The view showsActive,Recently Active, and Idle users that are currently signed in to
Tableau Cloud.

For this view, an active user is one who took an action in the last 5minutes, a recently active

user is one who last took an action within 30minutes, and an idle user is one who last took an

actionmore than 30minutes ago.

Select a user to see only the actions that user performed recently. Hover over an action to

see details of the action.

Backgrounder Task Delays

This view shows the delay for extract refresh tasks, subscription, and flow tasks—that is, the

amount of time between when they are scheduled to run and when they actually run. You

can use the view to help identify places you can improve server performance by distributing

your task schedules and optimizing tasks.
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Possible reasons for the delays and ways to reduce the delays include the following:

l Many tasks are scheduled for the same time.

In the example view, tasks that show long delays are clustered at the same time

every day, which creates spikes in the wait time. You can set the Timeline filter to a

single day to view task delays by hour and identify the hours of the daywhenmany

tasks are scheduled at the same time. One solution is to distribute the tasks to off-

peak hours to reduce load on the server.

Background Tasks for Non Extracts

Background Tasks are created to run flows (scheduled and ad hoc). You can use this view

to see how many flow tasks succeeded or failed on this site. For details on a task, hover

over its icon.
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Performance of Flow Runs

Use this view to see the performance history for all the flows on a site. You can filter by Flow

Name, Output Step Name, Flow Owner, Run Type (Scheduled or Ad Hoc), and the time the

flow runswere started.

Questions you can answer using this view include:

l What flow tasks are currently scheduled? – To do this, use the Start Time filter
and select the time frame you want to look at. For example, to see flow tasks that are

scheduled in the next 3 hours, selectHours -> Next -> and enter 3.

l What is the duration of flow tasks? - To answer this, click on amark in the view to

see details, including the task duration.
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l How many flows were run ad hoc, and how many were scheduled runs? - To
answer this, use theRun Type filter and selectAd hoc or Scheduled.

This view can also show you the following information:

l Flowswith the highest run frequency have themost marks.

l To see flows that are currently running at the same time, hover over amark that

shows “In Progress” or “Pending and select “Keep Only” to filter all flow runs that

are currently running.

l To see flows that are running at the same time during a specific time range, select a

range for theStart Time filter. For example, select “Next three hours” to see which
flowswill be running in the next three hours.

Stats for Space Usage

Use this view to identify which flow outputs are taking up themost disk space on the server.

Disk space usage is displayed by user, project, and by the size of flow output and is rounded

down to the nearest number.

Use theMin Size filter to control which flow outputs are displayed, based on the amount of

space they take up. Use the object type filter for flows.
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l What Users Use the Most Space – This section shows the users who own flows
(when filtered for flows) that are taking up themost space. Click a user name to filter

the next two graphs for that user.

l What Projects Use the Most Space – This section shows the projects with flows
(when filtered for flows) that are using themost space.

l What Workbooks, Data Source and Flows Use the Most Space – This section
shows the flows (when filtered for flows) that take up themost space.

Who can do this

l Tableau Site Administrators:
l Set up email notifications at the site level
l View errors
l Resume suspended tasks
l View alerts

l Flow owners, project leaders and any user who is granted permissions to
view the flow:

l View errors
l Resume suspended tasks
l View alerts (Flow owners)

About Tableau Catalog
Data is increasing in volume, formats, and importance leading tomore complex envir-

onments. With the rapid pace that data changes, it can be hard to keep track of that data and

how it's being used in such complex environments. At the same time, more users need to

accessmore of that data in more places, and it’s difficult for users to find the right data.

Ultimately, this causes a lack of trust in the data because people question whether they’re

using the right source or if the source is up to date.

Tableau Catalog integrates features like lineage, impact analysis, data dictionary, data qual-

ity warnings, and search into your Tableau applications, helping solve these problems dif-

ferently from a stand-alone catalog. It focuses on both IT and the end user so that everyone

using Tableau Server or Tableau Cloud hasmore trust in and visibility into the data, while
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also enablingmore discoverability. Tableau Catalog builds a catalog out of the Tableau con-

tent being used by your organization, enabling comprehensive functionality like the fol-

lowing:

l Impact analysis and lineage.
l You can see the workbooks and other Tableau content that depend on par-
ticular columns or fields from tables or data sources you manage. When you
need to make changes to your data, you can notify the impacted Tableau
authors using email.

l As a workbook author, you can use lineage to trace the fields that your work-
book depends on.

l As a user, when you use a Tableau visualization, you can see where the data
came from that was used to create the view.

l Curation and trust. As a data steward, you can add helpful metadata, like descrip-
tions and certification, so that users find the right data. You can set data quality warn-
ings, view data details on the Data Details pane, certify assets, and remove assets
from the catalog.

l Data discovery. In Tableau Desktop or Tableau web authoring, you can use
Tableau Catalog to search for databases, tables, data sources, and virtual con-
nections to analyze in Tableau and connect to them from the search results.

Starting in 2019.3, Tableau Catalog is available as part of the DataManagement offering

for Tableau Server and Tableau Cloud.When the product key is active and enabled, the

catalog features described above are integrated into the product you're using, so you can

work with the data where you find it.

How Tableau Catalog works

Tableau Catalog discovers and indexes all the content on your site—workbooks, metrics,

data sources, sheets, virtual connections, and flows—to gather metadata about the con-

tent. From themetadata, databases and tables (also referred to as external assets) are iden-

tified. Knowing the relationships between the content and the external assets enables

Tableau to display the lineage of the content and external assets. Tableau Catalog also

enables users to connect to external assets using Tableau Server or Tableau Cloud.
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Users on your site can publish or delete content, can attach data quality warnings or cer-

tifications, or do anything else that changes the content or itsmetadata on the site, and

Tableau Catalog will update its information accordingly.

For information about how you can use Tableau Catalog to support data governance in your

organization, seeGovernance in Tableau in the Tableau Blueprint Help.

Key Tableau Catalog terms

l Metadata. Information about the data.
l Tableau content. Content created in Tableau such as workbooks, data sources, virtual
connections, and flows.

l External assets. The metadata about the databases and tables used by Tableau con-
tent that's published to Tableau Server or Tableau Cloud.

License Tableau Catalog

Tableau Catalog is licensed through DataManagement. For information about how Data

Management licensing works, see License DataManagement.

Enable Tableau Catalog

After Tableau Server or Tableau Cloud is licensed with the DataManagement, you can

enable Tableau Catalog by doing one of the following tasks:

l For Tableau Cloud, no action is necessary. Tableau Catalog is on by default, con-
figured to use derived permissions, and ready to use. For more information about
derived permissions, see the Permissions onmetadata topic.

l For Tableau Server, the Server adminmust first enable the TableauMetadata API
using the tsm maintenance metadata-services command. For more inform-

ation, see Enable Tableau Catalog.

After theMetadata API is enabled, Tableau Catalog is on by default, configured to use

derived permissions, and ready to use. For more information about derived per-

missions, see the Permissions onmetadata topic.
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Features and functionality

To learnmore about the features you can use with Tableau Catalog, see the following Help

articles:

Data discovery

l In the Connect pane on Tableau Desktop, under Search for Data select Tableau
Server to connect to data using Tableau Server or Tableau Cloud. When Tableau
Catalog is enabled, in addition to searching for published data sources to connect to,
you can now search for and connect to the specific databases and tables used by pub-
lished data sources and workbooks on your Tableau Server or your Tableau Cloud
site.

l Search is expanded to include results based on columns, databases, and tables
when Tableau Catalog is enabled.

l If you author in the web, in addition to published data sources, you can also connect
to databases and tables.

l If you use Tableau Prep on the web, you can create new flows based on external
assets, such as databases and tables.

Curation and trust

l Certify your data assets to help users find trusted and recommended data.
l Set data quality warnings to alert users to data quality issues, such as stale or deprec-
ated data.

l Categorize items on Tableau Server and Tableau Cloud using tags to help users filter
external assets.

l Better understand published visualizations by using the Data Details tab to see inform-
ation about the data used.

l Add descriptions to databases, tables, and columns to help users find the data they're
looking for.

Lineage and impact analysis

l Use lineage to trace the source of your data and to analyze the impact of changes to
your data and identify which users might be impacted.
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l Email owners of a workbook, data source, or flow or contacts for a database or table
about data-related updates.

Developer resources

You can usemetadatamethods in the Tableau REST API to programmatically update cer-

tain metadata. For more information about themetadatamethods, seeMetadataMethods in

the Tableau Server REST API.

In addition to the REST API, you can use the TableauMetadata API to programmatically

querymetadata from the content published to Tableau Server or Tableau Cloud. The

Metadata API is fast and flexible and is best when you are looking to find out specific inform-

ation about the relationship betweenmetadata and its structures. Explore and test queries

against theMetadata API using an interactive in-browser tool called GraphiQL.

Note: DataManagement is not required to use theMetadata API or GraphiQL.

About Virtual Connections and Data Policies
Virtual connections are a Tableau content type, along with data sources, workbooks, met-

rics, and flows, to help you see and understand your data. Virtual connections provide a cent-

ral access point to data. Another key feature introduced with virtual connections is data

policies, which support row-level security at the connection level, rather than the workbook

or data source level. Row-level security data policies are applied to anyworkbook, data

source, or flow that uses the virtual connection.

A virtual connection can accessmultiple tables across several databases. Virtual con-

nections let youmanage extracting the data and the security in one place, at the connection

level.
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For information about row-level security options, see anOverview of Row-Level Security

Options in Tableau.

Not every virtual connection has an associated data policy. You can also use a virtual con-

nection simply as a central place tomanage connection credentials.

Key terms

l Virtual connection. A sharable resource that provides a central access point to data.
l Connection. The server name, database, and credentials you use to access data. A
virtual connection has one or more connections. Each connection accesses one data-
base or file.

l Virtual connection table. A table in a virtual connection.
l Data policy. A policy that's applied to one or more tables in a virtual connection to filter
data for users. For example, use a data policy to apply row-level security to tables in a
virtual connection.

l Policy table. A fact or data table in a data policy that is filtered.
l Policy column. A column that's used to filter the data in the policy tables. A policy
column can be in a policy table or in an entitlement table.

l Entitlement table. A table that includes both a policy column you can use to filter policy
tables and another column you can relate (map) to a column in a policy table.

l Policy condition. An expression or calculation that is evaluated for every row at query
time. If the policy condition is TRUE, then the row is shown in the query.
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License virtual connections and data policies

Virtual connections and data policies are licensed through DataManagement. For inform-

ation about how DataManagement licensing works, see License DataManagement.

Enable virtual connections and data policies

Virtual connections and data policies are automatically enabled on Tableau Server and

Tableau Cloud with DataManagement.

Permissions

Permissions for virtual connectionsworkmuch like the permissions for other Tableau con-

tent. After you publish a virtual connection, anyone can view the connection. However, only

the connection creator and administrators can access data using the connection, until the

connection creator explicitly grantsmore permissions.

When you create a virtual connection, youmust set the permissions for the Connect cap-

ability to enable other users to connect to data using the virtual connection. The Connect cap-

ability allows you to share a virtual connection and allows users to query it. With connect

permissions, a user can view the tables in a virtual connection and create content using the

tables. For more information, see Set permissions on a virtual connection.

Permissions vs. data policies

Permissions define what a person can or can't do with a piece of content in Tableau. Per-

missions aremade up of capabilities—the ability to do things like view content, web edit,

download data sources, or delete content. Permission rules define which capabilities are

allowed or denied for a user or group on a piece of content. The interplay between license

level, site role, and potentiallymultiple permission rules factor into the final determination of

what a person can or can’t do—their effective permissions. See Permissions for details.

Data policies filter the data in a virtual connection, making sure that people see only the data

they're supposed to see. A data policy is applied and filters the data when it's viewed in the

Tableau Software 1279

Tableau Cloud Help



Tableau content (for example, a workbook or flow). The policy condition in a data policy is a

calculation or expression that defines access to the data. User functions are often used to

limit access to users or groups. Access can be based on the user name, the group a user

belongs to, or a region value. See Create a Data Policy for Row-Level Security for details.

Both permissions and data policies govern access. Simply put, permissions determine

which content you can see, access, use, or create; data policies determine which data you

can see.

How permissions and data policies work together

Tableau permissions are applied to Tableau content first. People can only do the things they

have the capabilities to do with Tableau content—data policies don't override Tableau per-

missions. After permissions are evaluated, the data policy is applied to determine which

data in the virtual connection the person can see based on the policy condition.

The following example describes the effects of permissions and data policies on a virtual

connection that contains salary data:

l The virtual connection is in the HR project, which is restricted to Tableau users in the
HR group. Anyone outside the HR group can't see content in the HR project, which
means they can't browse to, connect to, or view the virtual connection.

l The virtual connection has Connect permissions granted only to members of the HR
Business Partners group. All others in the HR group can see that the virtual con-
nection exists, but they can’t view the data it contains. When they view a workbook
that uses that virtual connection, they can't see any data.

l The virtual connection also contains a data policy that filters the salary data based on
the individual user, so HR Business Partners can see only rows that pertain to employ-
ees in their business unit. When they view a workbook that uses that virtual con-
nection, they see data only for their business unit.

Features and functionality

For themanager of data, virtual connections provide:

l Securely managed service accounts. If you use a ‘service account’ model, now
instead of having to share that service account information with any user who wants
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to access that data, you can give the service account credentials to the few analysts
who are empowered to create virtual connections.

l Agile physical database management. You must make database changes (for
example, a field is added or table name is changed) only one time in the virtual con-
nection, rather than in every piece of content where the data is used.

l Reduced data proliferation. By centrally managing extract refresh schedules,
refreshes are scheduled once, ensuring that anyone who accesses the data from that
virtual connection is seeing fresh data.

l Centralized row-level security. You can create data policies that apply row-level
security to both Tableau extracts and live queries at the connection level. The data
policies are applied to any workbook, data source, or flow that uses the virtual con-
nection.

Note:Data policies are valid for flow input data, but not for flow output data. Users with

access to flow output data will see all of the data, and not only a subset of it that pertains

only to them.

As the user of data, you benefit from virtual connections knowing that you have:

l Appropriate access to only the data you should see, because row-level security is
already applied to the data.

l Flexibility to use data that's been curated and secured. The virtual connection stores
and shares the connection information. All you have to do is create a data source with
a data model specific to your needs.

l Trust that data is fresh because the extract refresh schedule has already been set.
l The ability to share content freely, assured that you won’t put security at risk because
data policies are always enforced.

Virtual connection editor workflow

The virtual connection editor enables you to create:

l Virtual connections, which are a Tableau content type that provides a sharable central
access point to data.

l Data policies that support row-level security at the connection level.
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After you create a virtual connection and its associated data policies, you can publish it and

set the permissions to share with other users. You can also schedule extract refreshes so

that all content that uses the virtual connection is accessing fresh data.

The following diagram shows the workflow to create a virtual connection. At any time during

the process, you can publish or save a draft of your connection, but the connectionmust be

published before you can schedule extract refreshes or use (or edit) a virtual connection.

Youmust also set permissions before others can use the connection.

Click a step in the process to go to that help topic.

Next step

The first step is to Create a Virtual Connection.
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Create a Virtual Connection

A virtual connection is a Tableau content type that provides a sharable central access point

to data, and supports row-level security at the connection level. Creating a virtual connection

is amulti-step process. This topic covers connecting to the data you want to share and work-

ing in the Tables tab of the virtual connection editor.

Connect to data

To create a virtual connection in Tableau Cloud or Tableau Server:

1. From the Home or Explore page, clickNew >Virtual Connection.
2. In the Connect to Data dialog box, select the connector for your data. For a list of sup-

ported connectors for virtual connections, see Creators: Connect to Data in the
Tableau Desktop and Web Authoring help.

3. Enter the information you’re prompted for. The credentials you enter are saved in the
virtual connection, so connection users don't have to enter credentials to connect to
the data.

4. Click Sign In if prompted. To add another connection, click and select a connector,
enter credentials, and sign in.

A virtual connection can havemultiple connections. Each connection accesses one data-

base or file.

Note: For Tableau Cloud, virtual connections that connect to private network data use
Tableau Bridge to keep data fresh. For information about configuring Tableau Bridge,

see Configure andManage the Bridge Client Pool. For information about supported con-

nections, see Connectivity with Bridge.

Add another connection

As needed, add another connection to a virtual connection and connect to more than one
database by clicking next toConnections. You can add a connection to a different server

or database, or to the same server or database.
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Withmultiple connections, you can:

l Use a table from any connection or database as an entitlement table in a data policy
that secures tables from other connections and databases.

l Add or replace tables in a virtual connection with tables from a different database. For
example, say you migrate data from one database to another. In the virtual con-
nection editor, you can add a connection to the second database and replace the
existing tables from the first database with tables from the second one.

l Add multiple connections to the same server or database. This can be helpful when
you need to for example access data from the same database but with different cre-
dentials.

l Share a group of tables that are related or meant to be used together, no matter
where they’re physically located. For example, from multiple databases you can
group tables related to employee information.

When you open a virtual connection to edit it, if prompted youmust authenticate con-

nections in sequence. If any connections fail to authenticate, you can’t edit the virtual con-

nection.

Select tables to include in the connection

If necessary, select a database to view the tables in it.

1. On the left, under Tables, select the tables and click or drag them to the Tables tab
on the right. You can include tables from different connections. Include an entitlement
table, if you're using one.

2. (Optional) ClickNew Custom SQL to create a custom table schema.

Note: Virtual connections don't support tables with a spatial data type.

Select live or extract mode for tables

You can set individual tables—whether they're frommultiple connections or not—to either

live or extract mode in the same virtual connection.
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l Live- Tables are queried directly from the database. (Live is the default.)
l Extracts- Tables are extracted and saved to Tableau.

As an example, you can set some tables to extract mode so that they're not impacted by

report generation or heavy customer traffic.

Under Tables, select the table or tables you want to change themode for and select

Actions, andChange to Live orChange to Extract.

Extract table data

After a table or tables are changed from live to extract but haven’t been extracted yet, click

Run Pending Extracts to run the pending extracts. After all pending extracts are run, click
Run All Extracts to extract all table data at that time.

Youmust run any pending extracts before you publish the virtual connection. You can't edit

the connection while extracts are generated.

Schedule extract refreshes of the tables in your virtual connection on the virtual connection

page after you publish the connection. See Schedule Extract Refreshes for a Virtual Con-

nection.

Set the table visibility state

Use the Visibility toggle on the Tables tab to show or hide tables and their data from users.

Users can see table data. You can create a data policy to govern which data users can

see. (Visible is the default.)

Users can’t see table data. You can use hidden tables in a data policy and as an enti-

tlement table.

See table details

Click a table at the top of the Tables tab to see its details. You canmake simple edits in the

Table Details section, such as change a table name, hide or rename a column, or change a

data type.
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Switch the table information you see using these icons:

A list of columns in the table and each column's data type.

Sample data for each column and linked keys, if available. Linked keys show which
columns link to other tables. They're visible only when databases have primary and
foreign key information.

The range of values in a histogram for each column selected.
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Refresh data from the database

Click the refresh icon in the toolbar to get the latest data from the database for all the con-

nections in a virtual connection, including:

l The lists of databases, tables, and columns. Both the tables included in a virtual con-
nection and not included are refreshed.

l Table and histogram data.

For tables in livemode, refreshing retrieves the latest list of databases, tables, and columns

and themost recent table and histogram data. For tables in extract mode, refreshing

retrieves the updated list of tables and columns. But to see themost recent table and his-

togram data, youmust start a new extract. For example, when there's a new column in a

database table and you click the refresh icon, the new column appears in the editor but its

data does not. To see themost current data, youmust start a new extract.

Refreshing data invalidates any currently cached data. Closing and reopening the editor,

switching tables from extract to livemode, and changing a connection credential like user-

name or password also refreshes data.

Who can do this

To create a virtual connection, youmust

l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Next steps

After tables have been added and configured on the Tables tab, you can choose to Create a

Data Policy for Row-Level Security or Publish a Virtual Connection and Set Permissions.

Create a Data Policy for Row-Level Security

Use a data policy to apply row-level security to one or more tables in a virtual connection. A

data policy filters the data, ensuring that users see only the data they're supposed to see.

Data policies apply to both live and extract connections.
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About data policies

A data policy has threemain components:

1. The tables it applies to, called policy tables. These are the tables that are filtered.
2. The mapped columns that define the relationships between tables (for example,

between entitlement and fact tables) and between table columns and policy columns.
A policy column is the column used to filter data.

3. The policy condition, which is an expression or calculation that is evaluated for every
row at query time. If the policy condition is TRUE, then the row is shown in the query.

When you create a data policy, you need a column you can use to filter the data. This

column is called a policy column. Data is filtered by the policy condition, usually using a user

function, such asUSERNAME() or FULLNAME().

If your policy table includes a column that you can filter on, then use that column as your

policy column.

When a policy table doesn't include such a column, use an entitlement table with a column

you can use to filter the data. An entitlement table is a table that includes both a policy

column you can use to filter policy tables and another column you can relate (map) to a

column in a policy table (as shown in the data policy example image above).

Filter with a policy column from a policy table

Themost commonway to filter data is to use a column in the table that has the data that you

want to filter on. Use that column as a policy column and thenmap the appropriate table

columns to the policy column.
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To use a policy column to filter your data, first, add tables to the policy from the left pane. To

add a table, do one of the following:

l Double-click the table name.
l Click the drop-down arrow near the table name and selectManage table with policy.
l Or, drag the table to the right and drop it on Add as Policy Table.

After a table is added to a policy, a shield icon appears to the right of the table name in the

left pane indicating that it's a policy table.

Next, map columns to create a relationship between the column name in the table and the

policy column name. Use the policy column name in the data policy condition to control row-

level data access for users:

1. Click +Add Column to Map to add one or more columns you’ll use to filter data.
2. Name the policy column. You'll use this name in the policy condition.
3. For each table the policy applies to, use the drop-down menu to select the table

column that maps to the policy column.
4. Repeat this process for as many policy columns as you want to use in the policy con-

dition.
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Tip: Instead of using the +AddColumn toMap button, you can start typing the calculation in
the policy condition area and use auto-complete to choose the column name, which will

then populate the policy column information under Step 1.
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An example using a policy column from a policy table

A. The Sales table has a [Salesperson] column, and the Region table has a [SalesRep]
column. The Salesperson and SalesRep data matches the full name of Tableau users
on your site.

B. You want to filter the Sales and Region data by Salesperson, so you name the policy
column "Salesperson" and then map the Salesperson column from Sales and the
SalesRep column from Region to the Salesperson policy column.

C. Then write the policy condition to filter both tables. Use the [Salesperson] policy
column and the FULLNAME() user function so that each user can see only their own
data.

Filter with policy column from an entitlement table

Entitlement tables are used when your policy table doesn’t contain a column you can filter

on. You can use the entitlement table tomap a column in the data table to a column in the

entitlement table. Note the following:

l Be sure to include the entitlement table as a table in the virtual connection. You can
use a table from any connection or database as a central entitlement table that
secures tables across many other databases. In some cases, an entitlement table
that’s in the same database as the tables you’re securing can be a potential security
risk because of the potential for exposing employee data. And having an entitlement
table in a different database can make it easier to control permissions, for example, to
grant someone access to a database.

l If you don't want virtual connection users to see the entitlement table, you can toggle
the setting in the Visibility column on the Tables tab to hide it. Once hidden, the enti-
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tlement table is still available for policy filtering but can’t be used in vizzes or workbook
data sources.

Note: Connecting directly to a flow output (.hyper file) is not supported for the enti-

tlement table. The flow output must write directly to the database.

To use an entitlement table to filter your data:

1. Add the data tables that you want the data policy to apply to. Do one of the following:
l Double-click the table name.
l Click the drop-down arrow near the table name and selectManage table with
policy.

l Or, drag the table to the right and drop it on Add as Policy Table.
2. After a table is added to a policy, a shield icon appears to the right of the table name

in the left pane indicating that it's a policy table.
3. Select the entitlement table, then either:

l Click the drop-down arrow and selectUse as entitlement table.
l Or, drag the table to the right and drop it on Add as Entitlement Table.

4. For each table that the policy applies to, click the drop-down menu and select the
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column to map the policy table to the entitlement table.
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An example using a policy column from an entitlement table

A. The data you want to filter has an EMP_ID column, but not an employee name column.
However, you have a second table that includes columns for both EMP_ID and the
employee's FULL NAME. And, the values in the employee FULL NAME column match
the full name of Tableau users on your site.

B. You can add Employees table to the policy as an entitlement table, and then map the
policy table column name EMP_ID to the entitlement column name EMP_ID for each
table.

C. Then use the FULLNAME() function in your policy condition to match the Tableau
Server user's full name with the entitlement table's [FULL NAME] column (which is the
policy column) so that each user can see only their own data.

Write a policy condition

The last step in creating a data policy is to write a policy condition, which is a calculation or

expression used to define row-level access. Policy conditions are often used to limit access

to users or groups through user functions.

A policy condition:

l Is required in a data policy.
l Must evaluate to true or false.
l Shows rows when the policy condition is true.

Policy condition examples

Shows only rowswhere the Region column value is North:
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[Region] = "North"

Enables a signed-in user to see the rowswhere the user's namematches the value in

EmployeeName:

FULLNAME() = [EmployeeName]

Enablesmembers of theManagers group to see all rows, while users can see only the rows

where their usernamematches the value in the employee_name column:

ISMEMBEROF('Managers') OR USERNAME() = [employee_name]

Note:When you close a policy tab, it doesn't discard your work.

Supported Tableau functions in policy conditions

Policy conditions support a subset of Tableau functions:

l Logical (except null-related)
l String
l User
l Date
l Number: MIN, MID, MAX

To see which specific functions are supported, in the virtual connection editor, on the Data

Policies tab, see theReference panel on the right.

Who can do this

To create a data policy, youmust

l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Next steps

After you create a data policy, the next step is to verify that it works as you expect it to. See

Test Row-Level Security with Preview asUser. Or, if you're ready to share the virtual
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connection and its data policies with others, see Publish a Virtual Connection and Set Per-

missions.

Resources

For detailed information about calculations, see Understanding Calculations in Tableau in

the Tableau Desktop andWeb Authoring help.

For information about user functions, see User Functions in the Tableau Desktop andWeb

Authoring help.

For information about other row-level security options in Tableau, seeOverview of Row-

Level Security Options in Tableau in the Tableau Server help.

Test Row-Level Security with Preview as User

UsePreview as user to test your data policy. You can see the data as the user sees it and
ensure that row-level security is working as expected. This helps when the data policy keeps

you from seeing the rows in the table (for example, if only salespeople can see rows, and

you’re not a salesperson).

To preview the data when the data policy is applied:

1. Select a table.
2. In the Table Details section, select the With policy applied check box.
3. Click Preview as user, select aGroup (optional) and a User.
4. Verify that the policy shows the correct data for that user in the table details.
5. Repeat for other users as needed.

Tip: In Table Details, click to show the range of values for a column, including which values

show and which are filtered out by the data policy. Select one or two columns that are good

indicators that the policy is correctly filtering the data.

Who can do this

To test a virtual connection, youmust
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l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Next step

After you test your data policy, when you're ready to share the virtual connection with oth-

ers, see Publish a Virtual Connection and Set Permissions.

Publish a Virtual Connection and Set Permissions

When you work in the virtual connection editor, your changes are automatically saved as a

draft while you work. To share a new virtual connection with other users, you need to pub-

lish it.

Save a draft

You canmanually save a draft of the connection by clicking the save icon in the toolbar or

by selecting File > Save Draft from themenu.

When editing a published virtual connection, the connection stays available to users in its

current published state. You can save your updates as a draft while you work on the con-

nection in the editor. To share the updates to the virtual connection with other users, you

need to publish it.

Draft in progress

If you close the editor while updating a published virtual connection, the next time you open

the connection in the editor within seven days, you have the option of continuing tomake

edits to the existing draft, starting a new draft, or opening the connection in its current pub-

lished state by clickingCancel.
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To return to a draft version of an unpublished virtual connection, you need tomanually save

the URL of the draft before you close the editor. You can use the URL to open the draft in
the editor the next time you want to work on the connection within seven days. For example:

https://yourserver.test.com/published-connection-edit-

or/?draft=d1789edc-5d9f-40ae-988d-9fc879f37a98

Publish the connection

To publish a new connection:

1. Click the Publish button in the upper right corner of the editor or select File >Publish
from the menu.

2. In the Publish dialog box:
a. Type a name in the Name field.
b. Select a project to save the connection to.

3. Click Publish.

To publish an updated connection, click thePublish button in the upper right corner of the

editor or select File > Publish from themenu.

Set permissions on a virtual connection

After you publish a virtual connection, you need to set the permissions so that others can use

it. By default, all users canView the connection, in other words, see it listed under Virtual

Connections in Tableau, but unless you set theConnect capability to Allowed, only you and
administrators can use the virtual connection. For more information on the Connect cap-

ability, see Permissions.

To set permissions:

1. Navigate to the virtual connection.
2. Open the Actions menu (...) and click Permissions.
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3. Check the box under the Connect icon so that connect is allowed for all users.

Tip: You can add additional rules if you want to grant the permission only to certain
users or groups.

4. Click Save.

For more information about permissions on Tableau content, see Permissions. For inform-

ation on embedding passwordswhen you publish Tableau content such as a data source or

workbook that uses a virtual connection, see Virtual connections in the Tableau Server

help.

Who can do this

To publish a virtual connection or set permissions, youmust

l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Next step

After you publish a virtual connection and set its permissions, you can Use a Virtual Con-

nection .

Schedule Extract Refreshes for a Virtual Connection

One of the benefits of virtual connections is that you can reuse the same extract multiple

times, reducing data proliferation and removing redundant extract refresh jobs. To ensure
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that extract data is fresh for any content that uses a virtual connection, you can create an

extract refresh schedule for the tables in your connection after you publish the connection.

You can also schedule extract refreshes of data sources and workbooks that use virtual con-

nections. See Schedule Refreshes on Tableau Cloud and Refresh Data on a Schedule

(Tableau Server).

Extract tables

See Extract table data.

Schedule extract refreshes on Tableau Server or Tableau Cloud

1. Navigate to the virtual connection page. (From the Home or Explore page, click Virtual
Connections from the dropdown menu, then select your virtual connection.)

2. On the Tables tab, the Data is column should have Extract as the value. If it doesn't,
refresh your browser.

3. Select the Scheduled Tasks tab and click +New Task.
4. The Create Schedule Task dialog box has different options, depending on your

product:

In Tableau Server:
a. Select a schedule from the dropdown menu.
b. Select whether to keep all extract refreshes in sync (if one fails, they all fail) or

refresh independently (extracts succeed or fail individually).

c. ClickAdd or Edit Tables to select the tables you want to refresh. Virtual con-
nections support only full refresh.

d. ClickOK.
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e. ClickCreate Scheduled Task.

In Tableau Cloud:
a. Select the Refresh Frequency using the dropdown menus for Repeats, Every,

and At. Select the days to refresh underOn.
b. Select whether to keep all extract refreshes in sync (if one fails, they all fail) or

refresh independently (extracts succeed or fail individually).

c. ClickAdd or Edit Tables to select the tables you want to refresh. Virtual con-
nections support only full refresh.

d. ClickOK.
e. ClickCreate Scheduled Task.
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Virtual connections that connect to private network data use Tableau Bridge to

keep data fresh. For more information, see Configure andManage the Bridge

Client Pool.

Time limit for extract refreshes

To ensure that long running refresh tasks don't take up all system resources and don't pre-

vent refreshes of other extracts on your site, extract refreshes for a virtual connection are sub-

ject to a two-hour time limit. For more information about the timeout limit for refresh tasks and

suggestions for resolving these errors, see Time limit for extract refreshes. However note

that virtual connections support only full and not incremental refreshes.

Tableau Software 1303

Tableau Cloud Help

https://help.tableau.com/current/online/en-us/to_enable_bridge_live_connections.htm
https://help.tableau.com/current/online/en-us/to_enable_bridge_live_connections.htm
https://help.tableau.com/current/online/en-us/schedule_add.htm#timeout


Who can do this

To publish a virtual connection or set permissions, youmust

l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Next step

After you schedule extract refreshes for a virtual connection, you can Use a Virtual Con-

nection

Use a Virtual Connection

After a virtual connection is published and permissions are set, it's available to users to con-

nect to data in the sameways that users access all data in Tableau.When youmust edit a

virtual connection or the data policy in the connection—for example, when the underlying

schema changes—simply open the connection in the virtual connection editor, make your

changes, and either save or publish the updates. You can also replace an existing data

source in a workbookwith a virtual connection.

Connect to a virtual connection

For web authoring in Tableau Cloud or Tableau Server:

1. On the Home or Explore page, clickNew.
2. Select the type of content you want to create: workbook, flow, or published data

source.
3. In Connect to Data > On This Site > Content Type dropdown menu, select Virtual

Connections.
4. Select the name of the connection and clickConnect.

For Tableau Desktop and Tableau Prep:

1. On the Connect pane, under Search for Data, click Tableau Server.
2. Enter the server name and clickConnect, or click Tableau Cloud.
3. Enter the information prompted for.
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4. On the Search for Data dialog box, from the Content Type dropdown menu, select Vir-
tual Connections.

5. Select the name of the connection and clickConnect.

Note: There's no need to enter credentials when you connect using a virtual con-
nection. The credentials to access the data are embedded in the connection.

Edit a virtual connection or data policy

When editing a published virtual connection, the connection stays available to users in its cur-

rent published state. For more information, see Publish a Virtual Connection and Set Per-

missions.

To edit a connection, navigate to it from the Explore page. Note that even though database

credentials are embedded in the connection, only those with the database credentials can

make any changes to a virtual connection.

1. From the dropdown menu, selectAll Virtual Connections, then select the con-
nection you want to edit.

2. Click Edit Virtual Connection.
3. Enter the information prompted for to connect. To edit a connection, you must enter

the credentials required to access the data.
4. Click Sign In.
5. In the virtual connection editor, make your changes and then either save a draft or pub-

lish the connection.

Respond to underlying schema changes

When the underlying schema in a virtual connection changes—for example, a table is added

or deleted, or a column is added or renamed—youmust edit the virtual connection to reflect

the schema changes and then republish the connection. (If the connection has extracts,

remember to refresh the extracts.) This way, you can add or edit the tables, columns, and

policies in the connection before new data is exposed to everyone.
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Work with virtual connection revision history

When you publish a virtual connection, a version is saved in the revision history for Tableau

Cloud or Tableau Server. You can revert to a previous version at any time.

To access revision history, youmust have aCreator site role and theView andOverwrite
permissions.

To see the virtual connection revision history, click the actionsmenu (. . .) for the virtual con-

nection, then clickRevision History.

Restore or delete a virtual connection revision

To restore a virtual connection revision, select a revision, and then clickOpen. You are then
prompted to discard the existing version of the connection.When you clickDiscard and
Continue, the revision you selected becomes the current version of the connection.
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To delete a revision, from the revision's actionsmenu (. . .), clickDelete.

Replace an existing data source in a workbook with a virtual connection

For web authoring in Tableau Cloud or Tableau Server:

1. Download the workbook. For more information, see Download Views andWorkbooks
in Tableau Desktop Help.

2. In Tableau Desktop, open the workbook and replace its existing data source with a vir-
tual connection. For more information, see Replace Data Sources in Tableau Desktop
Help.

3. In Tableau Desktop, upload the workbook to your Tableau Cloud or Tableau Server
site. For more information, see UploadWorkbooks to a Tableau Site in Tableau
Desktop Help.

4. In Tableau Cloud or Tableau Server, click Publish to save your changes to the server.

For Tableau Desktop:
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1. Open the workbook and replace its existing data source with a virtual connection. For
more information, see Replace Data Sources in Tableau Desktop Help.

2. Republish the workbook. For more information, see Simple Steps to Publish aWork-
book in Tableau Desktop Help.

Downgrade from Tableau 2022.1 breaks virtual connections

If you upgrade to Tableau 2022.1 and then downgrade to Tableau 2021.4, the virtual con-

nections you created in 2022.1 don't work in 2021.4 because of permissions issues. The

solution is to upgrade to 2022.1 or to recreate the virtual connections in Tableau 2021.4.

Who can do this

To use a virtual connection, youmust be a server or site administrator, or Creator.

To edit a virtual connection or data policy, youmust

l have credentials to the database that the virtual connection connects to, and
l be a server or site administrator, or a Creator.

Tomigrate existing content to use a virtual connection, youmust

l be a server or site administrator, or
l be a Creator who is also the data source owner.
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Tableau Help and Support

l Get Started

Learn what Tableau Cloud can do

l Quick Help

Get help with what you're doing now

l What's New Highlights

Learn what's new in Tableau Cloud

l Training

Video training and tutorials

l Troubleshoot

Troubleshooting and Support articles

Quick Help

Connect to Data

About the Virtual Connection Editor

Add Tables to the Connection

About Data Policies

Create and Test Data Policies

Not finding what you need?
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Go online to see all Tableau help

What's New Highlights

Note: Innovations are delivered to Tableau Cloud across a worldwide infrastructure.
Access to themmight occur earlier or later than announced.

In Tableau Cloud for March 2023:

l Formatting on the web:Worksheet formatting includes row and column banding

with level and size settings. Shading options dynamically display based on the con-

tents of the visualization.

l Request access improvements: You can now include amessage when you

request access to content, and content owners can quickly grant accesswith a

streamlined process.

l Extract workbooks and published data sources that use virtual con-
nections:Now you can create extracts and schedule extract refreshes of workbooks

and published data sources that use virtual connections.

l Admin Insights:Connect to the Permissions data source to see effective per-
missions for all users and groups on the site.

l User attribute functions for embedding workflows: Enable user attribute func-
tions used in embedded visualizations to accept the passing of user attributes from a

Tableau connected app’s JSON web token to control what data can be shown at

runtime.

See full list
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Quick Help Overview

Delivered in the product, Quick Help shows relevant just-in-time help content based on

where you are or what you're doing in Tableau. From conceptual content to step-by-step

instructions, Quick Help provides the answers you need without ever having to leave the

product.

To accessQuick Help in Tableau:

l Click the help button on the top right of your screen
l Click the Helpmenu on the toolbar

Quick Help opens, showing the help content for your task. Move the window around or re-

size it so you can follow along in the product.

When youmove to a new area of the page or change pages, simply click the help button

again to refresh the content, or click the related tasks at the bottom of the window tomove to

a related topic.
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Click the Home button to explore all available content options such asGet Started tutori-

als, training videos, andmore.

TheQuick Help content in this section is the same content that's available in the product. If

you don't find what you need in Quick Help when you're in the product or just want to

explore topics in more depth, check out the product help online.

Note: Youmust have an internet connection to accessQuick Help in the product. If you are
offline or don't have access to the internet, you can download PDF content for each product

help set from the Tableau Help page.

Related tasks

Connect to Data

About the Virtual Connection Editor

Add Tables to the Connection

About Data Policies

Create and Test Data Policies
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Not finding what you need?

Go online to see all Tableau help

Connect to Data

Before you can create a virtual connection, youmust connect to data.

1. In the Connections pane, click .
2. Choose the connector for your data.
3. Enter the information you’re prompted for.
4. Click Sign In. To add more connections, repeat these steps. Then begin creating a vir-

tual connection.

More about Supported Connectors

Related tasks

About the Virtual Connection Editor

Not finding what you need?

Go online to see all Tableau help

About the Virtual Connection Editor

Centralize andmanage data access for your organization using these features:

l Virtual connections – Reusable, managed data access points.
l Data policies – Use to set row-level security.
l Centralized extracts – Reuse the same extract multiple times.

Use the virtual connection editor to create virtual connections and data policies. The fol-

lowing diagram shows the process:
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To get started, select a database, if required. Then, select and drag a table to the Tables
tab.

Read full topic

Related tasks

Add Tables to the Connection

About Data Policies

Create and Test Data Policies

Not finding what you need?

Go online to see all Tableau help
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Add Tables to the Connection

On the Tables tab:

Add tables to the connection

Add tables

Choose an option:

l On the left, under Tables, select tables and double-click or drag them to the Tables
tab on the right. Include an entitlement table, if you're using one.

l Click to create a custom table schema.

Click to get the latest data from the database for all the connections.

View and edit table details

1. Select a table in the Tables tab.
2. In the Table Details section, click a column value to make edits like hide or rename a

column, or change the data type.

Select live or extract mode for tables

Set individual tables to either live or extract mode:

l Live Only- Queried directly from the database. (Live is the default.)
l Extracts Only- Extracted and saved to Tableau.

Under Tables, select the table or tables you want to change themode for and select

Actions, andChange to Live orChange to Extract.

l ClickRun Pending Extracts, then Run All Extracts to extract all table data at that
time.
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l Schedule extract refreshes on the virtual connection page after you publish the con-
nection.
Read schedule extract topic

Set the table visibility state

Use theVisibility toggle to show or hide tables from users.

Users can see table data. Create a policy to govern which data users can see. (Visible

is the default.)

Users can’t see table data. You can use hidden tables in a data policy and as an enti-

tlement table.

See table details

Click a table at the top of the Tables tab to see its details below.

Switch the table information you see using these icons:

Data type for each column.

Sample data for each column.

Range of values in a histogram for each column selected.

Quick clip: View your table details.
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See Linked keys by clicking to see which columns link to other tables. Linked keys show

only when databases have primary and foreign key information.

Publish the connection and set permissions
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Save a draft or publish a connection

Your connection is automatically saved as a draft while you work. Manually save the draft by

clicking .

To share a new virtual connection with other users, you need to publish it.

1. Click in the upper right corner of the editor.

2. Type a name for the connection in the Name field.
3. Select a project to save the connection to.
4. Click

When you edit an existing connection, it remains available to users in its current published

state.

l To save updates to a draft, click .
l To make the updated connection available to users, click

Set permissions so others can use the connection

You've published the connection, and you're ready to let others use it. To do this, set the

Connect capability toAllowed.

1. Navigate to the virtual connection.
2. Open the Actions menu (...) and click Permissions.
3. Select the box under the Connect icon so that connect is allowed for all users.

4. Click Save.

Read publish and permissions topic

Read virtual connections topic
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Related tasks

About the Virtual Connection Editor

About Data Policies

Create and Test Data Policies

Not finding what you need?

Go online to see all Tableau help

About Data Policies

Use a data policy when you want to apply row-level security to one or more tables in the con-

nection. Data policies apply to both live and extract connections.

A data policy has threemain components:

A. The tables it applies to, called policy tables. These are the tables that are filtered.
B. The mapped columns that define the relationships between tables (for example,

between entitlement and fact tables) and between table columns and policy columns.
A policy column is the column used to filter data.

C. The policy condition, which is an expression that is evaluated for every row at query
time. When TRUE, the row is shown in the query.

To get started, click .

Read full topic
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Related tasks

About the Virtual Connection Editor

Add Tables to the Connection

Create and Test Data Policies

Not finding what you need?

Go online to see all Tableau help

Create and Test Data Policies

Use a data policy to filter data in any view, data source, or flow that uses the virtual con-

nection. Use a column in a policy table or an entitlement table to filter the data to only what a

user should see.

l Policy table - the tables that are filtered.
l Policy column - column used to filter the data.
l Entitlement table - a table that includes a column you can use to filter the data. Use
when policy tables don't include a policy column.

Add tables to the policy

To create a data policy:

1. Click
2. Click the default name on the tab to rename the policy.
3. Double-click the table name in the left pane to add tables to the data policy.

Read full topic

Map table columns

For each policy table, map a column in the policy table to either a policy column or an
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entitlement table.

Map to a policy column

1. Click to add one or more columns to use to filter data.

2. Name the policy column. You'll use this name in the policy condition.
3. For each policy table, use the drop-down menu to select the table column that maps to

the policy column.
4. Repeat this process for as many policy columns as you want to use in the policy con-

dition.

Quick clip: Map a table column to a policy column and write a policy condition for a data
policy that filters invoices by Salesperson.
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Read full topic

Map to an entitlement table

1. Select the entitlement table, drag it to the right and drop it on Add as Entitlement
Table. You can use a table from any connection or database as a central entitlement
table that secures tables across many other databases.

2. For each policy table, click the drop-down menu and select the columns to map the
policy table to the entitlement table.
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Quick clip: Map an entitlement table (with EmployeeId and Full Name columns) to policy
table columns and write a policy condition for the data policy.

Read full topic

Write a policy condition

A policy condition is a calculation that often uses a user function to define row-level access.
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More about User Functions in help online.

A policy condition:

l Is required in a data policy.
l Must evaluate to true or false.
l Shows rows when the policy condition is true.

Example:

FULLNAME() = [EmployeeName]

Read full topic

Test your data policy using Preview as user

Test your policy to see the data as the user sees it and ensure that your policy is working as

expected.

1. Select a table.

2. In the Table Details section, select
3. Click Preview as user, select aGroup (optional) and a User.
4. Verify the policy shows the correct data for that user in the table details.
5. Repeat for other users as needed.

Read full topic

Publish the connection and set permissions

Save a draft or publish a connection

Your connection is automatically saved as a draft while you work. Manually save the draft by

clicking .

To share a new virtual connection with other users, you need to publish it.
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1. Click in the upper right corner of the editor.

2. Type a name for the connection in the Name field.
3. Select a project to save the connection to.
4. Click

When you edit an existing connection, it remains available to users in its current published

state.

l To save updates to a draft, click .
l To make the updated connection available to users, click

Set permissions so others can use the connection

You've published the connection, and you're ready to let others use it. To do this, set theCon-
nect capability toAllowed.

1. Navigate to the virtual connection.
2. Open the Actions menu (...) and click Permissions.
3. Select the box under the Connect icon so that connect is allowed for all users.

4. Click Save.

Read publish and permissions topic

Related tasks

About the Virtual Connection Editor

Add Tables to the Connection

About Data Policies

Not finding what you need?
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About Tableau Advanced Man-
agement on Tableau Cloud
Tableau AdvancedManagement is a collection of features designed to provide enhanced

security, manageability, and scalability capabilities for your Tableau Cloud deployment.

Advanced Management Licensing
AdvancedManagement is licensed on a per deployment basis.

l AdvancedManagement can only be used with a Tableau Cloud deployment. For

more information on how to purchase AdvancedManagement for an existing Tableau

Cloud deployment, contact your account manager.

l If AdvancedManagement is removed or deactivated for your deployment, you will no

longer be able to use the features associated with AdvancedManagement.

Feature table
The following table lists the features that are included with AdvancedManagement:

Feature Description Requirements to use the fea-
ture

Content
Migration
Tool

The Content Migration Tool provides an
easy way to copy or migrate content
between Tableau projects in your Tableau
Cloud deployment.

For more information, see About Tableau

Content Migration Tool.

l The Content Migration
Tool must be installed
on a version of
Microsoft Windows that
supports .NET 4.6.1
(Windows 7 or later,
Windows Server
2008R2 or later).
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Feature Description Requirements to use the fea-
ture

Activity
Log

The Activity Log can send log events to
Amazon Simple Storage Service (S3),
where you can use them to conduct further
auditing and analysis.

For more information, see Activity Log.

l Amazon Web Services
(AWS) account.

l Amazon Simple Stor-

age Service (S3)

bucket to receive data.

l AWS KeyMan-

agement Service

(KMS) key.

Admin
Insights
data reten-
tion

Admin Insights data sources retain up to
365 days of site data.

For more information, see Use Admin

Insights to Create CustomViews.

Customer-
Managed
Encryption
Keys

Customer-Managed Encryption Keys give
you an extra level of security by allowing
you to encrypt your site data extracts with a
customer managed site-specific key. For
more information, see Customer-Managed
Encryption Keys.

Increased
Site Capa-
city

With Advanced Management you get the fol-
lowing capacity increases for your licensed
sites:

l Storage of up to 1 Terabyte
l Maximum file size of 25 Gigabytes
l Up to 25 concurrent Extract
refreshes

For more information on site capacity, see

Tableau Cloud Site Capacity.

1328 Tableau Software

Tableau Cloud Help



Activity Log
If you have Tableau Cloud with AdvancedManagement, you can configure the Activity Log

to send log events to Amazon Simple Storage Service (S3) for further analysis and auditing.

With the Activity Log, you can:

l View detailed event data for Tableau Cloud.

l Capture compliance information and keep track of who is doing what on your Tableau

sites.

l Audit permissions changes including:

l Adding or removing users from a group.

l Moving a piece of content from one project to another.

l Explicitly changing the permissions on a piece of content.

You can track permissions change events are essential for implementing a robust

book of controls on your Tableau environment. These controls are useful for com-

pliance use cases.

Supplement the information provided by Admin Insights and Admin Views to track site

activity and usagemetrics.

All events include a timestamp and the ID of the actor that performed the event. If rel-

evant, the ID of the piece of affected content is included with the event.

You can use tools like Splunk or Amazon Cloudwatch to examine the Activity Log. You

can use these tools to query log fields and answer questions like:

l What were the 10 actions last taken by a particular user.

l Who last performed an event on a piece of content.

l What was the last action taken on a piece of content.
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Set Up Activity Log

The Activity Log contains detailed events for your Tableau deployment that you can use for

compliance, monitoring, and auditing. Youmust complete the following steps in order to use

Activity Log.

Prerequisites

To use the Activity Log, youmust have the following:

l Tableau Cloud with AdvancedManagement

l AmazonWeb Services (AWS) account

l You'll need your own AWSaccount to complete these steps.
l You'll also need the Tableau AWSaccount number (061095916136) in Step
3 below, to receive the activity log in your Amazon Simple Storage Service (S3)
bucket.

l Amazon Simple Storage Service (S3) bucket to receive data

l You’ll create an Amazon S3 bucket as part of the setup process. Amazon S3 is

currently the only supported data delivery option.

l Youmust create the Amazon S3 bucket in the same AWS region where your

Tableau Cloud site is hosted. For more information about data locations, see

Security in the Cloud and Tableau Cloud IP addresses for data provider author-

ization.

l AWS KeyManagement Service (KMS) single-region key for the Amazon S3 bucket

that you create during setup.

Step 1. Create an AWSaccount

If you don’t already have an AmazonWeb Services (AWS) account, you can sign up for an

AWS account at the AWS website.
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Step 2. Create an Amazon S3 bucket and set up permissions

1. Create an Amazon S3 bucket to receive your log data. For more information, see

Creating a bucket at the AWS website.

2. Configure the Amazon S3 bucket with the following settings:

a. UnderObject Ownership, selectACLs disabled (recommended). This
ensures that the bucket owner is the owner of all objects written to it.

b. UnderBucket Versioning, selectEnable. Bucket versioningmust be enabled
in order to replicate objects.

c. UnderDefault encryption, selectEnable.

d. ChooseAWS Key Management Service (SSE-KMS).

e. ChooseEnter AWS KMS key ARN.

f. Click theCreate key button that appears to create a new AWS KeyMan-

agement Service (KMS) key.

Note: KMSmulti-region keys aren't supported.

g. SelectSymmetric Key type andEncrypt and decrypt Key usage.

h. Name the keywith an alias, and then click through until theReview page.

i. Add the following statement to theStatement list inside the Key policy, to give
Tableau access to encrypt objects in the S3 bucket.
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Note: This statement allows the Tableau IAM role to encrypt the objects

placed in the Amazon S3 bucket. “kms:GenerateDataKey” is used to gen-

erate a data key to encrypt object replicas. “kms:Encrypt” is used to

encrypt object replicas created in the target S3 bucket. “Resource”: “*”

grants permission for the KMS key only to the replication role and doesn’t

allow the role to elevate its permissions. For more information see Pro-

tecting data using server-side encryption with AWS KeyManagement Ser-

vice (SSE-KMS) at the AWS website.

{

"Sid": "AllowT-

ableauS3ReplicationSourceRoleToUseTheKey",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::061095916136:role/prod-rep-

lication-rule-role"

},

"Action": [

"kms:GenerateDataKey",

"kms:Encrypt"

],

"Resource": "*"

}
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j. ClickFinish to create the KMS key.

k. ClickCreate bucket to create the Amazon S3 bucket.

3. Update permissions on the Amazon S3 bucket policy.

a. Open the Amazon S3 bucket and click thePermissions tab.

b. Locate theBucket policy section and clickEdit.

c. Add the following to theStatement list in the bucket policy. ReplaceS3-
BUCKET-NAME with the name of the bucket.

Note: This statement allows the Tableau IAM role to replicate objects into

the bucket. Using "*" and "<path>/*" grants access to all prefixes in the spe-

cified bucket and path in the bucket, respectively. The "s3:ReplicateObject"

and "s3:ReplicateDelete" permissions are theminimumpermissions

required to successfully replicate objects and deletemarkers. SeeGranting

permissionswhen the source and destination buckets are owned by dif-

ferent AWS accounts at the AWS website.

{

"Sid": "TableauS3ReplicationRoleAccess",

"Effect": "Allow",

"Principal": {

"AWS":

"arn:aws:iam::061095916136:role/prod-replication-rule-

role"

},
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"Action": [

"s3:ReplicateObject",

"s3:ReplicateDelete"

],

"Resource": [

"arn:aws:s3:::S3-BUCKET-NAME",

"arn:aws:s3:::S3-BUCKET-NAME/*"

]

}

d. Optional. If your destination bucket has a policy that restricts access through an

Amazon Virtual Private Cloud (VPC) endpoint, youmust change the bucket

policy in addition to the TableauS3ReplicationRoleAccess that you just added.

For more information, see How can I restrict access tomyAmazon S3 bucket

using specific VPC endpoints or IP addresses? at the AWS website.

If the current bucket policy contains a VPC restriction like this:

{

"Sid": "Restricted VPC Access",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:",

"Resource": [
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"arn:aws:s3:::<S3-BUCKET-NAME>",

"arn:aws:s3:::<S3-BUCKET-NAME>/*"

],

"Condition": {

"StringNotEquals": {

"aws:SourceVpc": "vpc-<ID>"

}

}

}

Then edit the “Condition” list to include the following:

"StringNotLike": {

"aws:userId": ["AROAQ4OMZWJUBZG3DRFW5:*"]

}

Note: Youmust use the "AROAQ4OMZWJUBZG3DRFW5" RoleId for the

Tableau IAM role.

The edited policy should look like the following:

{

"Sid": "Restricted VPC Access",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:",
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"Resource": [

"arn:aws:s3:::<S3-BUCKET-NAME>",

"arn:aws:s3:::<S3-BUCKET-NAME>/*"

],

"Condition": {

"StringNotLike": {

"aws:userId": ["AROAQ4OMZWJUBZG3DRFW5:*"]

},

"StringNotEquals": {

"aws:SourceVpc": "vpc-<ID>"

}

}

}

This policy explicitly allows the Tableau IAM role to ReplicateObject and Rep-

licateDelete, and additionally excludes the role from the existing explicit VPC

deny statement.

e. ClickSave changes.

Step 3. Configure Tableau Cloud

1. Navigate to your Tableau site.

2. On theSettings page, select the Integrations tab.

3. In theActivity Log section, select theEnable button.
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4. In theSet Up Connection dialog box, enter the following information:

a. In theAWS account number box, enter your 12-digit AWS account number.

This is the AWS account number associated with your Amazon S3 bucket loc-

ation.

b. In theS3 bucket name box, enter the name of the Amazon S3 bucket where
Activity Log files will be delivered. This is the Amazon S3 bucket you created in

Step 2. Create an Amazon S3 bucket and set up permissions. Thismust be a

valid name according to AWS bucket name requirements.

c. In theKMS key ARN box, enter the KMS key Amazon Resource Name (ARN)

that you created in Step 2. Create an Amazon S3 bucket and set up per-

missions. The account number in the ARN must match the provided AWS

account number, and be of valid format (i.e. arn:aws:kms:<region>:<account-

id>:key/<key-id>).

5. ClickSubmit.

The connection status columnwill show In progress as the system attempts to rep-

licate a text file to the target Amazon S3 bucket to test the connection.

After the file has been successfully replicated to the target Amazon S3 bucket, the con-

nection status columnwill state Pending verification and display a widget to input ‘Test

file contents’. Youmight need to refresh the page to see updates.

Verify security file replication

1. Go to the target Amazon S3 bucket and find the folder beginning with siteLuid (the
remainder of the name is the site’s unique identifier).

2. Find the text file named SECURITY_VERIFICATION_FILE.txt.

3. Download and open the text file.

4. Copy the text content inside the file.
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5. Return to theSettings page and paste the text contents into the Text file contents
input field, and then clickSubmit.

6. If the submitted content is correct, the connection status changes toActive. Activity
Log is now enabled, and data will begin to replicate to the target Amazon S3 bucket.

7. If the submitted content is incorrect, an error message will be displayed. Check that

the content was copied correctly without extra characters or spaces.

Troubleshooting

Security verification file not appearing?

l The file could take up to 15minutes to appear in the target Amazon S3 bucket due to

Amazon S3 limitations.

If the connection status says "In progress", the file is still attempting to replicate. For

more information, see Troubleshooting replication at the AWS website.

l A connection status of Failedmeans that the file was unable to replicate successfully.

Confirm that the permissions on the Amazon S3 bucket policy and the AWS KeyMan-

agement Service (KMS) key policy contain the appropriate statements. For more

information, see the following topics at the AWS website:

l Troubleshooting replication
l Configuring replication when source and destination buckets are owned by dif-
ferent accounts

l I set up replication betweenmy buckets, but new objects aren’t replicating.
How can I troubleshoot this?

Other settings that are required for log files to reach the Amazon S3 bucket

l The Amazon S3 bucket hasBucket Versioning enabled (under Properties >
Bucket Versioning).

l The Amazon S3 bucket hasBlock all public access enabled (under Permissions
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> Block public access (bucket settings)).

l The Amazon S3 bucket has the following ACL permissions for only “Bucket owner”

(under Permissions > Access Control List (ACL)):

l Objects: List, Write

l Bucket ACL: Read,Write

l The KMS key permissions policy contains the statement in Step 2. Create an Amazon

S3 bucket and set up permissions, step 2. i. (under Properties > Default encryption
click on the ARN underAWS KMS Key ARN to go to the KMS key policy).

l The Amazon S3 bucket has default encryption enabled and bucket key enabled

(under Properties > Default encryption).

l The Amazon S3 bucket permissions policy (under Permissions > Bucket Policy)

exactlymatches the one in the instructions. Ensure that you have replaced the

example value “S3-BUCKET-NAME” with the Amazon S3 bucket you just created.

Audit Permissions Using the Activity Log

Permission auditing allows system administrators tomonitor which users havemodified

access controls to Tableau content. There are two ways tomodify access control: explicit

changes (by changing permission capabilities on a project or content item) and effective

changes (by changing user site roles, groupmembership, moving content, and so on). All of

these changes are recorded, so administrators can certify that security and access controls

aremaintained.

For more information about how permission rules are evaluated, see Effective permissions.

Log format

Every action that modifies user or group access to content will get a log entry. Each log entry

is structured in a JSON format, with specific keys representing different pieces of inform-

ation. A log entry contains two parts:
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l Metadata: Contains information about when and where an action occurred and what

user performed the action.

l Action: Contains information about what piece of content had its permissions

changed, what capabilities were changed, and to what values the capabilities were

changed.

Note: Activity Log records changesmade through the PermissionsDialog UI and
REST API. For more information about API methods, see PermissionsMethods.

The Activity Log entries are not formatted, and the keys are not sorted in any particular

order in the logs.When auditing permissions, you can combine Activity Log data with other

data sources, such as Admin Insights, to link IDs to names andmake the events easier to

interpret.

Example

The following is an example log entry showing a group was allowed to connect to a data

source.

{

event: {

actorUserId: 39872

actorUserLuid: “4e6b42bf-9040-4e60-b326-1c56a4fb96f8”

authorizableType: “DATASOURCE”

capabilityId: 32

capabilityValue: “connect”

contentId: 2099835

contentName: “Superstore ExtractNeal3”

eventTime: “2023-01-31T22:44:23.650058Z”

granteeId: 22

granteeLuid: “dae0717a-d524-436d-b469-fadeaa22a5dd”

granteeType: “Group”

granteeValue: “GROUP_ALLOW”

initiatingUserId: 39872
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initiatingUserLuid: “4e6b42bf-9040-4e60-b326-1c56a4fb96f8”

isError: false

metadata: {

applicableToOnline: true

applicableToServer: true

comment: “Update Permissions”

customerAccessible: true

eventCategory: “security”

eventType: “update_permissions”

eventVersion: “1.0”

internalAccessible: false

}

permissionType: explicit”

siteLuid: “b45e272d-10c7-49d5-9037-e53ce47dbf4e”

}

traceUuid: “3a108a2f-c0ac-4ac7-a5f8-29zf7e064ae1”

}

The log entry captures essential information regarding the event, including:

l eventType shows an update permissions event occurred

l permissionType shows an explicit change to permissions

l contentId shows the ID of the content that wasmodified

l authorizableType shows the content type, in this case, a data source

l capabilityValue shows the capability that was changed

l granteeId shows the grantee that was affected

l actorUserId shows the ID of the user who performed the change

l eventTime shows the date and time of the change
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Events

Log entries contain various event types for permissions changes. The following table lists

each event type and when they’re recorded. For more information about event types and

their attributes, see Activity Log Event Type Reference.

Event type Description

add_delete_user_
to_group

Logged when a user is added or removed from a group

content_owner_
change

Logged when the content owner changes

create_delete_
group

Logged when a group is created or deleted

create_permissions Logged when a new explicit permission rule is created

delete_all_per-
missions

Logged when all explicit permission rules for content are deleted,
typically when content is deleted

delete_per-
missions_grantee

Logged when all explicit permission rules for a user are deleted,
typically when the user is deleted

delete_permissions Logged when an explicit permission rule is deleted on content

display_sheet_tabs Logged when the "Tabbed Views" value is updated on a work-
book

move_content Logged when content is moved

project_lock_unlock Logged when project permissions are locked or unlocked

update_per-
missions

Logged when an explicit permission rule is updated for a content
item

update_per-
missions_template

Logged when a permission template for a project is updated

user_create_delete Logged when a user is created or deleted
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Activity Log Event Type Reference

The following tables describe the Activity Log event types and attributes.

add_delete_user_to_group

The add_delete_user_to_group event is logged when a user is added or removed

from a group.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

eventTime string Timestamp of when the event occurred

groupId integer The integer ID of the group

groupLuid string The string LUID of the group

groupOperation string Group operation, either add or delete user to a group

impersonatedUserId integer The user ID of the user who is impersonated to perform
the action that initiated the event; only applies if imper-
sonation occurs

isError bool Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a single
user action

userId integer The integer ID of the user

userLuid string The string LUID of the user
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content_owner_change

The content_owner_change event is logged when the content owner changes.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

contentId integer The integer ID of the content that had the owner
changed

contentLuid string The LUID of the content that had the owner changed

contentName string The name of the content that had the owner changed

contentType string The type of content, such as datasource, workbook, or
view

eventTime string Timestamp of when the event occurred

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

newOwnerId integer The integer ID of the new content owner

newOwnerLuid string The string LUID of the new content owner

oldOwnerId integer The integer ID of the old content owner

oldOwnerLuid string The string LUID of the old content owner

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in
a batch, such as multiple permissions changed by a
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single user action

create_delete_group

The create_delete_group event is logged when a group is created or deleted.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

eventTime string Timestamp of when the event occurred

groupDomain string The domain of the group, such as local

groupId integer The integer ID of the group

groupLuid string The string LUID of the group

groupName string The name of the group that had its permissions
changed

groupOperation string Group operation, either create or delete

impersonatedUserId integer The user ID of the user who is impersonated to perform
the action that initiated the event; only applies if imper-
sonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a
single user action
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create_permissions

The create_permissions event is logged when a new explicit permission rule is cre-

ated.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

authorizableType string The type of content that had its permissions changed,
such as a project or workbook

capabilityId integer The ID of the capability. A capability is the ability to per-
form actions on content, such as view, filter, download,
or delete

capabilityValue string The description of the capability

contentId integer The ID of the content that had the permissions
updated

contentLuid string The LUID of the content

contentName string The name of the content that had the permissions
updated

eventTime string Timestamp of when the event occurred

granteeId integer The ID of the grantee

granteeLuid string The LUID of the grantee

granteeType string The type of grantee, either user or group

granteeValue string The updated permissions value, such as 'user allow' or
'group allow'

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs
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isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in
a batch, such as multiple permissions changed by a
single user action

delete_all_permissions

The delete_all_permissions event is logged when all explicit permission rules for con-

tent are deleted, typically when content is deleted.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

authorizableType string The type of content that had its permissions changed,
such as a project or workbook

contentId integer The ID of the content that had the permissions updated

contentLuid string The LUID of the content

contentName string The name of the content that had the permissions
updated

eventTime string Timestamp of when the event occurred

impersonatedUserId integer The user ID of the user who is impersonated to perform
the action that initiated the event; only applies if imper-
sonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error
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serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a
single user action

delete_permissions_grantee

The delete_permissions_grantee event is logged when all explicit permission rules

for a user are deleted, typically when the user is deleted.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

eventTime string Timestamp of when the event occurred

granteeId integer The ID of the grantee

granteeLuid string The LUID of the grantee

granteeType string The type of grantee, either user or group

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in
a batch, such as multiple permissions changed by a
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single user action

delete_permissions

The delete_permissions event is logged when an explicit permission rule is deleted on

content.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

authorizableType string The type of content that had its permissions changed,
such as a project or workbook

capabilityId integer The ID of the capability. A capability is the ability to per-
form actions on content, such as view, filter, download,
or delete

capabilityValue string The description of the capability

contentId integer The ID of the content that had the permissions updated

contentLuid string The LUID of the content

contentName string The name of the content that had the permissions
updated

eventTime string Timestamp of when the event occurred

granteeId integer The ID of the grantee

granteeLuid string The LUID of the grantee

granteeType string The type of grantee, either user or group

granteeValue string The updated permissions value, such as 'user allow' or
'group allow'

impersonatedUserId integer The user ID of the user who is impersonated to perform
the action that initiated the event; only applies if imper-

Tableau Software 1349

Tableau Cloud Help



sonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a
single user action

display_sheet_tabs

The display_sheet_tabs event is logged when the "Tabbed Views" value is updated

on a workbook.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

displayTabs boolean Indicates whether tabs are displayed or not

eventTime string Timestamp of when the event occurred

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in
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a batch, such as multiple permissions changed by a
single user action

workbookId integer The ID of the workbook

move_content

The move_content event is logged when content ismoved, for example, moving a work-

book between projects.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

contentId integer The integer ID of the content that had the owner
changed

contentLuid string The LUID of the content that had the owner changed

contentName string The name of the content that had the owner changed

contentType string The type of content, such as datasource, workbook, or
view

eventTime string Timestamp of when the event occurred

impersonatedUserId integer The user ID of the user who is impersonated to perform
the action that initiated the event; only applies if imper-
sonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

newContainerLuid string The LUID of the new container

newContainerType string The type of new container, such as a project

oldContainerLuid string The string LUID of the old container

oldContainerType string The type of old container, such as project
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serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a
single user action

project_lock_unlock

The project_lock_unlock event is logged when project permissions are locked or

unlocked.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

controllingProjectLuid string The LUID of the project that controls permissions for
the nested project.

eventTime string Timestamp of when the event occurred

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

projectLuid string The LUID of the project

projectOperation string Project operation, either lock or unlock

serviceName string Name of service that emitted the event (e.g., viz-
portal, vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events
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in a batch, such as multiple permissions changed by a
single user action

update_permissions

The update_permissions event is logged when an explicit permission rule is updated

for a content item.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

authorizableType string The type of content that had its permissions changed,
such as a project or workbook

capabilityId integer The ID of the capability. A capability is the ability to per-
form actions on content, such as view, filter, download,
or delete

capabilityValue string The description of the capability

contentId integer The ID of the content that had the permissions updated

contentLuid string The LUID of the content

contentName string The name of the content that had the permissions
updated

eventTime string Timestamp of when the event occurred

granteeId integer The ID of the grantee

granteeLuid string The LUID of the grantee

granteeType string The type of grantee, either user or group

granteeValue string The updated permissions value, such as 'user allow' or
'group allow'

impersonatedUserId integer The user ID of the user who is impersonated to perform

Tableau Software 1353

Tableau Cloud Help



the action that initiated the event; only applies if imper-
sonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

permissionType string The permission type, either explicit or unspecified

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

traceUuid string Auto-generated UUID identical across all the events in a
batch, such as multiple permissions changed by a
single user action

update_permissions_template

The update_permissions_template event is logged when a permission template for

a project is updated.

Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

authorizableType string The type of content that had its permissions changed,
such as a project or workbook

capabilityId integer The ID of the capability. A capability is the ability to per-
form actions on content, such as view, filter, download,
or delete

capabilityValue string The description of the capability

contentId integer The ID of the content that had the permissions
updated

contentLuid string The LUID of the content
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contentName string The name of the content that had the permissions
updated

eventTime string Timestamp of when the event occurred

granteeId integer The ID of the grantee

granteeLuid string The LUID of the grantee

granteeType string The type of grantee, either user or group

granteeValue string The updated permissions value, such as 'user allow' or
'group allow'

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

permissionType string The permission type, either explicit or unspecified

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

templateType string The type of permission template used to change per-
missions, such as workbook or data source

traceUuid string Auto-generated UUID identical across all the events in
a batch, such as multiple permissions changed by a
single user action

user_create_delete

The user_create_delete event is logged when a user is created or deleted.
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Attribute Name Type Description

actorUserId integer User ID of the user who initiated the event

eventTime string Timestamp of when the event occurred

forUserName string The name of the user whose account was either cre-
ated, updated or deleted

impersonatedUserId integer The user ID of the user who is impersonated to per-
form the action that initiated the event; only applies if
impersonation occurs

isError boolean Indicates if the audit scenario was completed suc-
cessfully or failed with an error

serviceName string Name of service that emitted the event (e.g., vizportal,
vizqlserver, sitesaml (outside monolith))

siteLuid string LUID of the Tableau site where the event took place

siteRole string Site role of the user. Determines the maximum level of
access a user can have on the site

targetUserId integer The integer ID of the user whose account was either
created, updated or deleted

targetUserLuid string The string LUID of the user whose account was either
created, updated or deleted

traceUuid string Auto-generated UUID identical across all the events in
a batch, such as multiple permissions changed by a
single user action

userOperation string The action performed on a user, either create, delete,
or site role change
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Customer-Managed Encryption Keys
Customer-Managed Encryption Keys gives you an extra level of security by allowing you to

encrypt your site data extracts with a customer managed site-specific key. The Salesforce

KeyManagement System (KMS) instance stores the default site-specific encryption key for

anyone who enables encryption on a site.

Encryption process

The encryption process follows a key hierarchy. First, Tableau Cloud encrypts an extract.

Next, Tableau Cloud KMS checks its key caches for a suitable data key. If a key isn’t found,

one is generated by the KMSGenerateDataKey API, using the permission granted by the

key policy that's associated with the key. AWS KMS uses the CMK to generate a data key

and returns a plaintext copy and encrypted copy to Tableau Cloud. Tableau Cloud uses the

plaintext copy of the data key to encrypt the data and stores the encrypted copy of the key

along with the encrypted data.

Enable encryption

After you enable encryption, Tableau Cloud will create a job for every extract on your site to

get encrypted. These jobs are the lowest priority. Any previously set extract job runs before

the encrypted extracts job. When there are extra resources, these jobs run encryption on all

extracts without needing to be refreshed.

To enable encryption complete the following steps.

1. Select theGeneral tab.
2. Under Extract Encryption, select the checkbox next to Enable encryption of

extract refreshes.
3. Read the confirmation message and selectOK to continue.
4. Select Save. A confirmation message or an error message appears.

Note: To turn off extract encryption, contact your account manager.
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Generate and rotate a key

You can rotate a key on your company’s schedule for extra security. Rotating a key creates

a key based on the original key.

Note: If there’s a long refresh rate or if the extract isn’t refreshed, the extract is encryp-
ted with the last active key instead of the new key.

To rotate a key complete the following steps.

1. Select theGeneral tab.
2. Under Extract Encryption, in Actions, selectGenerate and Rotate Key.
3. SelectGenerate and Rotate Key or Cancel. A confirmation message appears.

Disable encryption

You can turn off encryption by contacting your account manager. If your AdvancedMan-

agement license is inactive, your extracts remain decrypted until it’s reactivated.

Delete a key (non-recoverable data extracts)

Warning: If you delete a key, there isn't a way to regain access to the data extracts.

Delete the key only if there’s a dire security incident. You can’t access your data extracts

after you’ve deleted the key. Any data extracts tied to the deleted key are permanently

unavailable.

Note: If you want to disable the encryption and keep your key see Disable Encryption.

To delete a key complete the following steps.

1. Select theGeneral tab.
2. Under Extract Encryption, in Actions, selectDelete.
3. In the text field, enter Delete Key.
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Warning: You can’t access your data extracts after you’ve deleted the key. Delete the key
only if there’s a dire security incident.

4. ChooseDelete Encryption Key orCancel. A confirmation or error message appears.

Audit logs

You can download audit logs to review operations performed on your keys including cre-

ation, rotation, deletion, decryption, and downloading logs. The audit log also includes the fol-

lowing information.

l Date and Time
l Event Type
l Success or Failure
l Authenticated Identity of calling service
l User
l Key name

Frequently asked questions (FAQ)

Question:

What happens if I don’t renew myAdvancedManagement license?

Answer:

If you don’t renew the AdvancedManagement license, the Customer-Managed Encryption

Keys feature automatically changes to a disabled state.

Question:

What happens tomy key data if I stop being a Tableau Cloud customer?

Answer:

Per the Tableau Cloud data policy, there’s a 90-daywait period before your key data gets

deleted.
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Question:

What happens if I move to a different Tableau Cloud region?

Answer:

The key data is in the Salesforce (KMS) instance that’s in the same region as your Tableau

Cloud pod. If you want to move to another region, youmust turn off the feature and run your

extracts first.

About Tableau Content Migration Tool
This set of articles guides you through setting up, using, andmaintaining the Tableau Con-

tent Migration Tool.

What is Content Migration Tool?

TheContent Migration Tool provides an easyway to copy or migrate content between pro-

jects. The Content Migration Tool user interface walks you through the steps necessary to

build a "migration plan" that you can use once or as a template for multiple migrations.

Note: If you have a Tableau Server deployment, you canmigrate content between pro-
jects on a Tableau Server installation and a Tableau Cloud site. Both deployments

must have a valid AdvancedManagement license.

Beforemigrating content, we recommend reviewing the Content Governance section in

Tableau Blueprint.

Help and Support

If you have problems that you cannot solve with this documentation, contact Tableau Tech-

nical Support.
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Getting Started with Tableau Content Migration Tool

This article will help you get started with the Tableau Content Migration Tool. It contains links

to other articles about information you need to prepare before installing the Content Migra-

tion Tool, and steps to design amigration plan and upgrade existing installations.

Pre-installation

Installation requirements

TheContent Migration Tool can only be installed onWindows operating systems. Before

installing, youmust be able to connect to the Tableau source site (the site you aremigrating

from) and the destination site (the site you aremigrating to) from the computer where Con-

tent Migration Tool is installed. Both the source and destination sitesmust have a valid

AdvancedManagement license. For more information about installing and upgrading Con-

tent Migration Tool, see Install Tableau Content Migration Tool.

Compatibility with Tableau Cloud

Content Migration Tool version 2022.2.1 and later support content migration for all Tableau

Cloud deployments. We recommend installing themost recent version from the Tableau

AdvancedManagement release page to take advantage of the latest features and fixes.

Compatibility with Tableau Server

TheContent Migration Tool supports content migration for Tableau Server versions 2019.3

and later.

The table lists compatible versions of Tableau Server based on the installed version of Con-

tent Migration Tool.

CMT Version Tableau Server Version

2023.1.x 2021.2.x - 2023.1.x

2022.4.x 2021.1.x - 2022.4.x
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CMT Version Tableau Server Version

2022.3.x 2020.4.x - 2022.3.x

2022.2.x 2020.3.x - 2022.2.x

2022.1.x 2020.2.x - 2022.1.x

2021.4.x 2020.1.x - 2021.4.x

2021.3.x 2019.4.x - 2021.3.x

2021.2.x 2019.3.x - 2021.2.x

2021.1.x 2019.3.x - 2021.1.x

2020.4.x 2019.3.x - 2020.4.x

2020.3.x 2019.3.x - 2020.3.x

Note: If you have a Tableau Server deployment, you canmigrate content between pro-
jects on a Tableau Server installation and a Tableau Cloud site. Both sitesmust have a

valid AdvancedManagement license.

Compatibility with Tableau content

TheContent Migration Tool supportsmigrating workbooks and published data sources

saved in the eight most recent versions of Tableau.While you canmigrate existing data

sources, only data sources that use the connection types in the table below can be changed

andmodified duringmigration. For more information, see Data Source Transformations in

Migration Plans:Workbooks andMigration Plans: Published Data Sources.

ActianMatrix

Actian Vectorwise

Amazon Athena

Google Drive

HortonWorksHadoop Hive

HP Vertica

Pivotal GreenplumDatabase

PostgreSQL

ProgressOpenEdge
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Amazon Aurora

Amazon EMR

Amazon Redshift

Apache Drill

Aster Database

Box

Cloudera Hadoop

Delimited Text File

EXASOL

Firebird

Google Analytics

Google BigQuery

Google Cloud SQL

IBMDB2

IBMNetezza

MapR Hadoop Hive

Microsoft Access

Microsoft Analysis Services

Microsoft Excel

Microsoft Excel Direct

Microsoft OneDrive

Microsoft SQL Server

MySQL

OData

Oracle

Oracle Essbase

Salesforce

SAP HANA

SAP Sybase ASE

SAP Sybase IQ

Snowflake

Spark SQL

Statistical File

Tableau Extract

Tableau Published Data Source

Teradata

Text File

WebData Connector

Other Databases (ODBC)

Post-installation

Limitations when migrating content

Before you start, make sure you understand the limitationswhenmigrating content using the

Content Migration Tool. For more information, seeMigration Limitations.

Create a migration plan

TheContent Migration Tool walks you throughmigrating content across projects on a single

site, to a new site on the same Tableau Server instance, and to sites that exist on different

Tableau Server instances. The plan you create can be saved and used again for futuremigra-

tions. For more information, seeMigration PlanOverview.
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Install Tableau Content Migration Tool

Installing Tableau Content Migration Tool is straightforward and easy.

Installation requirements

TheContent Migration Tool tool is run from aWindows computer and can connect to

Tableau Cloud sites and Tableau Server 19.3 and later with a valid AdvancedManagement

license. For more information about compatible versions, seeGetting Started with Tableau

Content Migration Tool.

The computer that you install Content Migration Tool onmust meet the requirements below:

l Microsoft Windows 8 or newer (x64)

l Intel Core i3 or AMD Ryzen 3 (Dual Core)

l 4GBmemory or larger

l Can connect to the source and destination sites. Both sitesmust have a valid

AdvancedManagement license tomigrate content.

l 2GB HDD or larger. The drive where the \temp folder residesmust have enough

disk space to hold a copy of all content beingmigrated in a singlemigration. All con-

tent is stored locally on the disk and deleted when themigration is complete.

l Have enough free disk space to hold the application and its logs.

In addition, confirm that the REST API is enabled on Tableau Server (this is the default).

Use the tsm configuration get -k api.server.enabled command to confirm

this. A return value of true means the REST API is enabled. To enable the REST API,

use the tsm configuration set command. For more information, see api.serv-

er.enabled in Tableau Server help.

Install Content Migration Tool

To install the Content Migration Tool:
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1. Download the Content Migration Tool installer (Tabcmt-64bit-<version>.exe)

from the AdvancedManagement release page.

2. Run the Content Migration Tool Setup program.

Note:Running the Content Migration Tool Setup programwill overwrite the pre-

vious version.

3. After reading the EULA, select I agree to the license terms and conditions, and
click Install.

4. If the User Account Control dialog opens, clickYes to allow the installer to make

changes.

Upgrade Content Migration Tool

Upgrading to the latest version of Content Migration Tool ensures that you can take advant-

age of the latest features and fixes included with each new version.

Important:

l Running the Content Migration Tool Setup programwill overwrite the previous ver-

sion.

l Content Migration Tool does not support side-by-side installation of previous versions.

To upgrade Content Migration Tool:

1. Log on to themachine where Content Migration Tool is installed. If there are instances

of Content Migration Tool open, save your migration plan and exit the application.

2. Follow the steps listed in Install Content Migration Tool to download the latest installer
and complete the upgrade.

Tableau Software 1365

Tableau Cloud Help

https://www.tableau.com/support/releases/advanced-management


Install Content Migration Tool from the command line

You can install Content Migration Tool from the command line if you're a local administrator

on themachine.

Install switches

Specify one or more switches in the command line for the installer. For example:

Tabcmt-64bit-2022-3-0.exe /quiet /norestart

Switch Description Comments

/install |
/repair |
/uninstall |
/layout "
<directory>

"

Run Setup to either

install, repair, or unin-

stall Content Migration

Tool, or with /layout,

create a complete local

copy of the installation

bundle in the directory

specified.

Default is to install, displaying UI and all
prompts. If no directory is specified on a
fresh install, C:\Program Files\T-

ableau\Tableau Content Migra-

tion Tool is assumed. If Content
Migration Tool is already installed, Setup
will assume the same location as the cur-
rent installation.

/passive Run Setup with minimal

UI and no prompts.

Content Migration Tool does not start auto-
matically when installed in /passive
mode. To start Content Migration Tool,
open the application manually.

/quiet | /si-
lent

Run Setup in unat-

tended, fully silent

mode. No UI or

prompts are displayed.

Content Migration Tool does not start auto-
matically when installed in /silent or
/quietmode. To start Content Migration
Tool, open the application manually.

Note:Use either /silent or
/quiet, not both.
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/norestart Run Setup without

restartingWindows,

even if a restart is

necessary.

Note: In certain rare cases, a restart
cannot be suppressed, even when this

option is used. This ismost likely when

an earlier system restart was skipped,

for example, during installation of other

software.

Who can do this

A user with Administrator access on themachine.

Using Tableau Content Migration Tool

The following steps are designed to guide you through using the Tableau Content Migration

Tool:

l Migration PlanOverview
l Migration Plans: Sites
l Migration Plans: Source Projects
l Migration Plans:Workbooks
l Migration Plans: Published Data Sources
l Migration Plans: Permissions andOwnership
l Migration Plans: Migration Scripts
l Migration Plans: Plan Options

l Using the Tableau Content Migration Tool Console Runner

Tableau Content Migration Tool Use Cases

Tableau Content Migration Tool as the name suggests, is primarily used for moving Tableau

Cloud content from one project to another. However, there aremany features in the tool that

makes it ideal for accomplishing several tasks related to content migration andmaintenance.
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Note: In many of the use caseswe use the termmigration to describemoving content

from one environment, site, or project to another. However, technically the Content

Migration Tool copies content and does not automatically delete or archive the original

or source content.

The information below describes some common use caseswhere you can leverage the

Content Migration Tool.

Content promotion

You can use the Content Migration Tool to create content for development projects and

then perform routinemigrations to promote content to staging or production projects on

your site.

Use the following steps to migrate content to production projects:

1. Create a plan and select the site to use as your source. In this example, we describe
amigration between projects on the same site, so choose the same Tableau site as

your destination. For more information, see Create a Plan inMigration PlanOverview

topic.

Whenmigrating workbooks between two projects on the same site, your sign-in cre-

dentials for the source and destinationmay be similar or identical. In this scenario, we

recommend using personal access tokens for amore reusable connection. For more

information, see Personal Access Tokens.

2. Select the development projectwith the content you want to migrate. You can
select entire projects, specific workbooks and data sources, and user permissions.

For more information, see Planning inMigration PlanOverview topic.

If you need tomake any changes or transformations to the content during this
migration, you can configure that in the plan aswell. This is referred to asMapping.

3. SelectChange Project from theAdd Mappingmenu to add a project mapping.
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Select your development project as the source and production project as the des-

tination, or clickAdd New to create a new project.

Other types of mapping include:

l Changes to workbooks: Includes renaming workbooks and changing the des-
tination project. For a full list of workbook transformations, seeMigration Plans:

Workbooks.

l Changes to data sources: Includes replacing table or schema names, set-
tings calculation formulas, and setting connection information. For a full list of

data source transformations, seeMigration Plans:Workbooks (embedded data

sources) andMigration Plans: Published Data Sources (published data

sources).
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l Changes to Users: Includes domain, user, and group name changes in the
destination.

4. When you are ready, clickRun Migration to end the Planning phase and prepare to
run your plan.

5. To schedule this to run regularly, you can script this as a job using the Content Migra-
tion Tool Runner and schedule it. For more information on using the Content Migra-

tion Tool Runner, see Using the Tableau Content Migration Tool Console Runner.

Tailoring content for customers

Whenworking in a consulting scenario, you can customize content for each of your cus-

tomers using the Content Migration Tool. Each workbook functions as a template for your

migration plan, allowing you to apply styling (text, images, etc.) and replace data sources for

specific customers.

In this example, we describe amigration between projects; an internal project where you

store templates, and an external project you share with customers.

Use the following steps to customize content for your customers:
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1. Create a plan and select the site to use as your source. Choose the same Tableau
site as your destination. For more information, see Create a Plan inMigration Plan

Overview topic.

Whenmigrating workbooks between two projects on the same site, your sign-in cre-

dentials for the source and destinationmay be similar or identical. In this scenario, we

recommend using personal access tokens for amore reusable connection. For more

information, see Personal Access Tokens.

2. Select the internal project that contains the template content you want to migrate.
You can select entire projects, specific workbooks and data sources, and user per-

missions. For more information, see Planning in theMigration PlanOverview.

If you need tomake any changes or transformations to the content during this
migration, you can configure that in the plan aswell. This is referred to asMapping.

3. SelectChange Project from theAdd Mappingmenu to add a project mapping.
Select your internal project as the source and production project as the destination, or

clickAdd New to create a new project.

4. In the Workbooks step of theMigration Plan, use workbookmappings and trans-
formations to customize your content. Below are two examples of frequently used

transformations. For a full list of workbook transformations, seeMigration Plans:Work-

books.

l To personalize content, you can use theReplace Image andReplace Text
transformations to update the workbookwith a customer's company name and

logo.

l When it comes to data sources, you can use theReplace Table/Schema
Name or Set Custom SQL transformations tomodify content for your cus-
tomer.

5. Verify and run the plan.When you are ready, clickRun Migration to end the
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Planning phase and prepare to run your plan.

Environment migration

You can use the Content Migration Tool to migrate content between Tableau Cloud and

Tableau Server environments with a valid AdvancedManagement license.

Use the following steps to migrate content between Tableau deployments:

1. Create a plan and select the site you want to migrate from as your source. For

more information, see Create a Plan inMigration PlanOverview topic.

2. Select the content you want to migrate from your source site. You can select entire

projects, specific workbooks and data sources, and user permissions.

3. Create user permissions mappings to customize and secure content. For more
information, seeMigration Plans: Permissions andOwnership.
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4. Verify and run the plan.When you are ready, clickRun Migration to end the Plan-
ning phase and prepare to run your plan.

Tips
- Before you perform an environment migration, make sure you understand theMigration

Limitationswhen using the Content Migration Tool.

- You canmigrate your content in stages, test and validate content iteratively before final

migration is complete.

- Content Migration Tool migration does not handle embedded credentials, subscriptions,

and custom views. These will have to bemigratedmanually.

External content sharing

You can use the Content Migration Tool to share internal content with external collaborators,

without allowing access to your project. This keeps your data secure and allows you to pub-

lish only select workbooks and data sources. Once content has been shared, collaborators

sign in to their Tableau Cloud site to view andmake changes, without affecting content

stored on your internal project.

Before you continue, make sure the content you are sharing is compatible between the

internal and external projects.

Use the following steps to share content externally:

1. Prepare internal content. As a best practice, we recommend separating content on
the internal project, with locked permissions and strict governance rules. Workbooks

and data sources should be clearly labeled to indicate the content is for external use.

For more information, see Use Projects to Manage Content Access.

Note:Content shared with external projectsmust use data extracts unless the
data source is publicly accessible. For information about creating extracts and
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replacing data sources, see Extract Your Data and Replace Data Sources in

Tableau Desktop help.

If you have implemented row level security, those data sourcesmust be updated to

reflect user filters and other details for the external project. For more information

about row level security, see Restrict Access at the Data Row Level in Tableau

Desktop help.

2. Create a plan and select the site to use as your source. Choose the same Tableau
site as your destination. For more information, see Create a Plan inMigration Plan

Overview topic.

Whenmigrating workbooks between two projects on the same site, your sign-in cre-

dentials for the source and destinationmay be similar or identical. In this scenario, we

recommend using personal access tokens for amore reusable connection. For more

information, see Personal Access Tokens.

3. Select the internal project that contains the template content you want to migrate.
You can select entire projects, specific workbooks and data sources, and user per-

missions. For more information, see Planning in theMigration PlanOverview.

If you need tomake any changes or transformations to the content during this
migration, you can configure that in the plan aswell. This is referred to asMapping.

4. SelectChange Project from theAdd Mappingmenu to add a project mapping.
Select your internal project as the source and external project as the destination, or

clickAdd New to create a new project.

5. Verify and run the plan.When you are ready, clickRun Migration to end the Plan-
ning phase and prepare to run your plan.
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Validating database migrations

This use case is when you intend to validate content after amigration of the underlying data-

bases. One example of databasemigration ismoving fromSQLServer to Snowflake. CMT

can help you validate the content built from both data sources is the same before you finalize

your migration, but it cannot perform the actual databasemigration.

Use the following steps to validate database migrations:

1. Create a plan and select the site to use as your source. Choose the same Tableau
site as your destination. For more information, see Create a Plan inMigration Plan

Overview topic.

2. Select the content you want to change the data source or database connections.

3. Configure the migration to copy your content to a new project. Let’s call the source
project as Project A, and the new or the destination project as Project B.

l Changes to workbooks: Create a workbookmapping to change Project A to

Project B. For a full list of workbook transformations, seeMigration Plans:Work-

books.

l Changes to data sources: Create a data sourcemapping to change the Project

A to Project B. For a full list of data source transformations, seeMigration Plans:

Published Data Sources.

4. Verify and run the plan.When you are ready, clickRun Migration to end the Plan-
ning phase and prepare to run your plan.

5. Update the content inProject B with the new database connections or replace the

data sources. This needs to be donemanually by authoring.

6. Test each workbook inProject A with the copy inProject B and review for any

inconsistencies in the data due to the change in data source.

7. Once you have confirmed everything is working as expected, overwrite the content
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in Project A with the updated content in Project B.

Note: If the content already exists in the destination project and you do not select
theOverwrite Newer Workbooks andOverwrite Newer Data Sources pub-
lish options, the content will not be copied to the destination project.

Maintenance tasks

You can use the Content Migration Tool to perform a variety of maintenance tasks.

Tagging stale content

Using the Content Migration Tool, you canmanage archiving stale content. For example,

you can build a plan that runs on a regular schedule that can automatically pick up content

tagged as Stale Content andmove it to an Archive project. After a certain amount of time,

the content in this project can be purged from the system. For more information see, Migra-

tion Plans:Workbooks.

Restoring content

You can use the Content Migration Tool to restore content removed (accidentally or pur-

posefully) from a project with content from a backup project.

Use the following steps to restore content from a backup project:

1. Create a plan and select the site to use as your source. Choose the same Tableau
site as your destination. For more information, see Create a Plan inMigration Plan

Overview topic.

2. Select the content you want to restore from the backup project.

3. Configure the migration to restore content from your backup project. Let’s call the

backup projectProject A and the project you want to restore toProject B.
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l Changes to workbooks: Create a workbookmapping to change Project A to

Project B. For a full list of transformations, seeMigration Plans:Workbooks.

l Changes to data sources: Create a data sourcemapping to change Project A to

Project B. For a full list of data source transformations, seeMigration Plans:

Published Data Sources.

4. Verify and run the plan.When you are ready, clickRun Migration to end the Plan-
ning phase and prepare to run your plan.

5. Review the content on the production site.

Partial backup

Once you have a backup project, you can use the Content Migration Tool to transfer new con-

tent from production to the backup project.

Notes:
- Before you perform a partial backup, make sure you understand theMigration Lim-

itationswhen using the Content Migration Tool.

- The Content Migration Tool shouldn't be used to backup your entire site. We recom-

mend prioritizing the content you needmost.

Use the following steps to perform a partial backup of your content:

1. Create a plan and select the site to use as your source. Choose the same Tableau
site as your destination. For more information, see Create a Plan inMigration Plan

Overview topic.

2. Select the content you want to backup from the production project. You can select

entire projects, specific workbooks and data sources, and user permissions. To

migrate only new content, make sure the publish optionsOverwrite Newer Work-
books andOverwrite Newer Data Sources are not selected. For more information,
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seeMigration Plans:Workbooks.

3. Configure the migration to copy content to your backup project. Let’s call the
source project Project A and the backup project Project B.

l Changes to workbooks: Create a workbookmapping to change Project A to

Project B. For a full list of transformations, seeMigration Plans:Workbooks.

l Changes to data sources: Create a data sourcemapping to change Project A

to Project B. For a full list of data source transformations, seeMigration Plans:

Published Data Sources.

4. Verify and run the plan.When you are ready, clickRun Migration to end the Plan-
ning phase and prepare to run your plan.

5. To schedule this to run on a regular basis, you can script this as a job using the Con-
tent Migration Tool Runner and schedule it. For more information on using the Con-

tent Migration Tool Runner, see Using the Tableau Content Migration Tool Console

Runner.

Migration Plan Overview

Tableau Content Migration Tool creates a streamlined process for migrating Tableau con-

tent between projects. The easy-to-follow plan can be audited, is repeatable, and works via

a batch process so any number of workbooks and data sources can bemigrated in a simple

and efficient process.

The Content Migration Tool will display contextual tips to walk you through creating or edit-

ing amigration plan. Once you select the source and destination sites, a summary of your

migration will be displayed at the top of the screen as follows:
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Limitations when migrating content

Before you start, make sure you understand the limitationswhenmigrating content using the

Content Migration Tool. For more information, seeMigration Limitations.

Encryption keys

Eachmigration plan file is generated with an encryption key unique to the application that cre-

ated the plan. Encryption keys can be shared if themigration plan needs to be run through an

application that did not originally generate the file. When sharing encryption keys, you will

need to overwrite the existing key in the application to run themigration plan. To view your

encryption key, selectHelp > Settings.

If you will be using the Content Migration Tool Console Runner for migration plans, youmust

specify the encryption key using the tabcmt-runner encryption command before run-

ning the plan. For more information, see Using the Tableau Content Migration Tool Console

Runner.

Migration process

Step 1: Start

The core of themigration process is creating a plan, which you can save and re-use for

futuremigrations or modify and update as needed. The first step is choosing whether to cre-

ate a new plan, or select a previously saved plan.
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To create a new plan, clickCreate New Plan. If you already created amigration plan and
want to use it, clickBrowse for a Plan.

By default, all of your savedmigration planswill be stored in the Tableau Content

Migration Tool Plans folder in your MyDocuments folder. All migration plans are

saved with a .tcmx extension, with recently accessed plans listed separately to make them

easy to select:

You can select a recently accessed plan and duplicate it to modify the plan and save it as a

new plan. Select the plan you want to copy and clickDuplicate.

Step 2: Planning

TheContent Migration Tool guides you through building or editing your migration plan in six

steps.

Click on each step for detailed instructions:

l Migration Plans: Sites
l Migration Plans: Source Projects
l Migration Plans:Workbooks
l Migration Plans: Published Data Sources
l Migration Plans: Permissions andOwnership
l Migration Plans: Migration Scripts
l Migration Plans: Plan Options
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Step 3: Migration

Once you have completed your plan, you are now ready to run the batch process for migra-

tion. When you reach the final step of themigration, a plan summary displays for your veri-

fication:

If you want to change any aspects of your plan, you can click on a section in the left sidebar to

go directly to that phase.When you are ready, clickRun to begin your migration.

When you clickRun, themigration tool will prompt you about any unsaved elements of your
plan. By default, any unsaved elements will be saved when you clickYes. Remember you
can always keep your previous plan without making any changes by duplicating it during the

Start phase of themigration process.

Your migration plan will run and a status bar displays for the overall plan progress and each

workbook being sent to the destination server.
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When the plan finishes running, you can click the tabs at the bottom of the screen for more

information about themigration.

Published workbooks

Published Workbooks details the newly published workbooks and the projects where

theyweremigrated.

Published data sources

Published Data Sources details the newly published data sources and the projects where
theyweremigrated.

Output

TheOutput tab details themigration log of your plan.
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You can save this log by clickingSave Log.

Errors and warnings

TheErrors and Warnings tab highlights any problems that occurred during themigration.

You can correct these and rerun your plan.When you have completed your migration and

saved your plan, clickDone to finish.
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Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see
Permissions.

Migration Limitations

There are certain limitations tomigrationswhen using the Tableau Content Migration Tool.

Before creating your migration plan, review the sections below to learn about version com-

patibility and content that will not bemigrated.

Compatibility with Tableau content

TheContent Migration Tool supportsmigrating workbooks and published data sources

saved in the eight most recent versions of Tableau.Workbooks and published data sources

saved before version 2018.1.x are not supported byCMT. For more information, seeGet-

ting Started with Tableau Content Migration Tool.

Configurations

The following configurations are not migrated to the destination site when using the Content

Migration Tool.

l Users
l Groups
l Site settings (custom logos, view recommendations, etc.)

Data connections

While you canmigrate existing data sources, only data sources that use the connection

types in the table below can be changed andmodified duringmigration. For more
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information, see Data Source Transformations in Migration Plans:Workbooks andMigration

Plans: Published Data Sources.

ActianMatrix

Actian Vectorwise

Amazon Athena

Amazon Aurora

Amazon EMR

Amazon Redshift

Apache Drill

Aster Database

Box

Cloudera Hadoop

Delimited Text File

EXASOL

Firebird

Google Analytics

Google BigQuery

Google Cloud SQL

Google Drive

HortonWorksHadoop Hive

HP Vertica

IBMDB2

IBMNetezza

MapR Hadoop Hive

Microsoft Access

Microsoft Analysis Services

Microsoft Excel

Microsoft Excel Direct

Microsoft OneDrive

Microsoft SQL Server

MySQL

OData

Oracle

Oracle Essbase

Pivotal GreenplumDatabase

PostgreSQL

ProgressOpenEdge

Salesforce

SAP HANA

SAP Sybase ASE

SAP Sybase IQ

Snowflake

Spark SQL

Statistical File

Tableau Extracts

Tableau Server Data Sources

Teradata

Text File

WebData Connector

Other Databases (ODBC)

Unsupported content

The following content is not migrated to the destination site when using the Content Migra-

tion Tool and will require additional configuration.
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Content Action required

Ask Data
lenses

Users must recreate Ask Data lenses on the destination site. For more
information, see Create Lenses that Focus AskData for Specific Audi-
ences.

Collections Users must recreate collections on the destination site. For more inform-
ation, see Collections in Tableau Desktop help.

Comments Users must re-add comments to views on the destination site. For more
information, see Comment on Views in Tableau Desktop help.

Custom
views

Users must recreate custom views on the destination site. For more
information, see UseCustomViews in Tableau Desktop help.

Data roles Users must recreate data roles on the destination site. For more inform-
ation see UseData Roles to Validate your Data in Tableau Prep Builder
help.

Data source
certifications

If you have the following site roles and capabilities, you can certify data
sources on the destination site.

l Site Administrator Creator

l Creator or Explorer (can publish) with Project Leader capability

on the project containing the data source

For more information, see Use Certification to Help Users Find Trusted

Data.

Data-driven
alerts

Users must recreate data-driven alerts for dashboards and views on the
destination site. After data-driven alerts are created, anyone with access
to the view can add themselves to existing alerts.

For more information, see Send Data-Driven Alerts from Tableau Cloud

or Tableau Server in Tableau Desktop help.

Descriptions If you own the content item or have the appropriate permissions, you can
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for work-
books and
data sources

edit the item's description on the destination site. For more information,
see Add or edit descriptions in Tableau Desktop help.

Embedded
credentials

For security purposes, Tableau Server removes embedded credentials

from data sources during the download process.

l To include embedded credentials whenmigrating from Tableau

Server to Tableau Cloud, use theMigrate Embedded Credentials

for Workbooks andMigrate Embedded Credentials for Data

Source publish options. For more information, seeMigrateWork-

books and Data Sourceswith Embedded Credentials.

l To include embedded credentials when publishing to Tableau

Server sites, use the Set Connection Info data source trans-

formation. For more information, seeMigration Plans: Published

Data Sources.

Note:CMT does not support embedded credential migration for
OAuth connections. Tomigrate OAuth credentials, use the Set Con-

nection Info data source transformation.

External
assets

Customized attributes for external assets are not migrated to the des-
tination site. For example, tags, certifications, data quality warnings,
descriptions, permissions, user contacts, tables, and columns must be
recreated. For more information, seeManage Permissions for External
Assets.

Extract
refresh
schedules

Extract refresh schedules cannot be migrated to Tableau Cloud des-
tination sites. To refresh data on Tableau Cloud, you can run extract
refreshes manually or create new extract refresh schedules. For more
information, see Schedule Refreshes on Tableau Cloud.

Favorites Users must reselect their favorite content on the destination site. For
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more information, seeMark Favorites in Tableau Desktop help.

Flows To run flows on a schedule, users must republish flows to the destination
site with Tableau Prep. For more information, see Publish a Flow to
Tableau Server or Tableau Cloud in Tableau Prep help.

Incremental
extract
refreshes

Incremental extract refreshes are changed to full extract refreshes on
the destination site. Users must reconfigure incremental refreshes in
Tableau Desktop and publish extracts to the destination site after migra-
tion. For more information, see Refresh Extracts in Tableau Desktop
help.

Metrics The historical values for metrics are removed from views, and users
must recreate metrics on the destination site. For more information, see
Create and Troubleshoot Metrics.

Revision his-
tory

To migrate previous versions of workbooks to the destination site, users
must download the versions they wish to keep and republish the work-
book to the destination site. For more information seeWorkwith Content
Revisions in Tableau Desktop help.

Subscriptions Users must resubscribe to views and workbooks on the destination site.
For more information, see Create a Subscription to a View or Workbook.

Thumbnails
for work-
books and
views

Workbooks and views that are migrated using the Content Migration
Tool will retain their original thumbnails, even if the migration plan
includes transformations that result in the views being rendered dif-
ferently (for example, if data connections change).

To update thumbnails, edit the workbook or view on the destination site

and re-save it. For more information, see Edit Tableau Views on the

Web in Tableau Desktop help.

Virtual con-

nections

Users must recreate virtual connections on the destination site. For more
information, see Create a Virtual Connection.
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Migration Plans: Sites

The first step when creating amigration plan in the Tableau Content Migration Tool is to sign

in to the source and destination sites.

In the Sites section of the planning phase, you’ll sign in to the source and destination sites.

The permissions of the user credentials you use govern the sites and projects you see when

creating amigration plan. You can onlymigrate content that the user has access to.

Required permissions and licenses

The user account(s) used to sign in to the source and destination sitesmust have an

Explorer role or higher, and the following permissions for the content you want to migrate:

l View
l Download Workbook/Save a Copy
l Optional: Administrator (to select workbooks, to access a user list)

Both the source and destination sitesmust have a valid AdvancedManagement license. For

more information, see About Tableau AdvancedManagement on Tableau Cloud.
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Step 1: Source

Here is the starting point of themigration. Sign in to Tableau Cloud, then select your site to

use as the source. Sites are independent silos of workbooks, data, and user lists created

within Tableau to group related content for selected users. You can onlymigrate content

from one site at a time.

Sign in to the source site

Use the steps below to sign in to Tableau Cloud or Tableau Server. For more information

about signing in to Tableau Cloud with Single Sign-On and Tableau with MFA, see Sign In

to Tableau Cloud.

1. Click Sign in to Tableau.

2. In theSelect a Connection dialog window, select a saved connection and click
Continue.

If no connections are available, clickAdd or edit saved connections to add a new
connection. For more information, see Saved connections.

3. Enter your username and password, and clickSign In.
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If your server is configured for SAML or Single Sign-On, you are redirected to the Iden-

tity Provider sign-in page to complete the authentication process.

4. Select the site you want to use.

To change the source server or update your site selection, clickSelect a different source.

Step 2: Destination

Repeat the sign-in process for the destination site (the site you aremigrating content to).

If you aremigrating your workbooks between two projects on the same Tableau site, your

sign-in credentials for the source and destination site will be identical (including the server

URL and site name).

Saved connections

Using saved connections allow you to quickly sign in to the source and destination sites by

creating a reusable connection.When adding a saved connection, youmust specify the pre-

ferred sign-in method for your site.

The Content Migration Tool supports the following sign-in methods:

l Personal access tokens: Allows users to create long-lived authentication tokens for
improved security, auditing, and automation of migration plans. Personal access

tokens let users sign in without requiring interactive login in the Content Migration

Tool. For more information, see Personal Access Tokens.
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l Browser-based sign-in:Users enter their credentials and complete authentication
through an embedded web browser. This optionmay be similar to how you usually

authenticate to Tableau.

l Username and password sign-in:Users authenticate through the Content Migra-
tion Tool instead of an embedded browser window. This option passes credentials to

the server using Tableau REST APIs. You can use username and password sign-in

to troubleshoot issues that prevent the use of browser-based sign-in.

Add or edit saved connections

A link toAdd or edit saved connections is displayed at the bottom of the Content Migra-

tion Tool, and when signing in to the source and destination sites. Clicking this link will open

theManage Tableau Connectionswindow.

Use the steps below to add a saved connection:

1392 Tableau Software

Tableau Cloud Help



1. On theManage Tableau Connectionswindow, clickNew Connection, or select an
existing connection tomake changes.

2. Enter aConnection Name (name to describe your server) and theServer URL.

If you don't include a prefix for the Server URL, the Content Migration Tool will use

http://.

3. Select the sign-in method for your connection.

If you're using personal access tokens, see Add saved connectionswith personal

access tokens.

4. ClickSave.

After you create a saved connection, it's listed in the Select a Connection window next time

you sign in to the source and destination sites.

Add saved connections with personal access tokens

Adding a saved connection with a personal access token requiresmore information than

other sign-in methods. You will need to create a new personal access token on the source

and destination sites to begin. Personal access tokens should not be shared between applic-

ations. For more information, see Personal Access Tokens.

Creating personal access tokens

1. In a web browser, sign in to your Tableau site.

2. At the top of the page, click your profile image or initials, and then selectMy Account
Settings.

3. Under Personal Access Tokens, enter a descriptive name for your token in the
Token Name field, and then clickCreate new token.

4. In the resulting window, clickCopy to clipboard and then close the window.
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5. Paste the token secret to a file. Store the file in a safe location.

Adding personal access tokens

1. In the Content Migration Tool, clickAdd or edit saved connections.

2. On theManage Tableau Connectionswindow, enter aConnection name and the
Server URL.

If you are connecting to Tableau Cloud, youmust enter the full pod URL of your site.

For example, https://10ay.online.tableau.com. Your pod is shown in the

first portion of the site URL after signing in to Tableau Cloud.

3. Enter thePersonal access token name andPersonal access token secret,
obtained when creating a personal access token in the previous section.

4. In theSite name field, enter the site name as it appears in the URL, without spaces.
This is different than the friendly site name. For example, “Site A” would be “sitea” in

a browser URL.

5. ClickSave.

Step 3: Continue to the next step

After successfully signing in to both source and destination sites, clickNext to continue to
theMigration Plans: Source Projects section of the planning phase.

Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see
Permissions.
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Migration Plans: Source Projects

The next step in creating amigration plan in the Tableau Content Migration Tool is to select

the source projects. Source projects are the projects the workbooks and published data

sourceswill bemigrated from. The projects you choose determine which workbooks are

available tomigrate in the next step of themigration plan.

Step 1: Select your source project

There are two optionswhen selecting source projects, All Projects, andSpecific
Projects:

TheAll Projects option selects all projects from the source site you specified in the Servers

step. TheSpecific Projects option allows you to select specific projects from the source

site.

Note: Source projectsmust contain workbooks or data sources. Content Migration Tool
will not migrate empty projects.
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You can select each project individually or use theSelect All button and then clear selec-
tions for the projects you don't want to include. If youmake any changes on the source site

while on this step, you can use theRefresh button to update the projects list.

Step 2: Select project options

Once the source projects are selected, select which project options to apply for the des-

tination location. There are options to create projects that don't exist, in addition to copying

project permissions and ownership from the source location. To assign new content own-

ership based on user mappings, selectApply User Mappings.

l Create Destination Projects: Automatically create projects that don't exist in the
destination location. Content Migration Tool will not create destination projects if the

source project is empty or no workbooks or data sources are selected. By default,

attempts tomigrate to a non-existent project will result in a failedmigration.

l Copy Project Permissions: Copy source project permissions as closely as pos-
sible.

l Copy Project Owner: Copy project ownership settings from the source location to

assign the project owner.

l Apply User Mappings: Apply user mappings to assign content ownership of pro-
jects in the destination location. Content ownership won't be applied if the destination
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project already exists. For more information, seeMigration Plans: Permissions and

Ownership.

Step 3: Continue to the next step

After selecting the source projects, clickNext to continue to theMigration Plans:Workbooks

section of the planning phase. If you aremigrating workbooks between two projects on the

same Tableau site, you'll choose your destination project in the next section.

Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.

Migration Plans: Workbooks

You have successfully signed in to your source and destination sites and selected projects.

The next step is to prepare your workbooks for migration.

Note: If your workbooks or data sources include extracts, be sure you read and under-
stand the information in MigrateWorkbooks and Data Sourceswith Extracts.

Step 1: Workbook selection

All of the workbooks in the source site and selected projects appear on theWorkbook
Selection screen.
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If youmake any changes to the workbooks in the source site while on this step, you can click

Refresh to update the workbook listings. There are several different ways to select these

workbooks.

Specific Workbooks Selection

There are three buttons in theSpecific section. Any choices from the Basic section will

immediately include the specifically selected workbook in themigration plan. Alternately,

you can individually select specific workbooks by clicking on each one.
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Select All

This button will select or clear selection of all the workbooks in the site. If additional work-

books are added to the site after the plan is saved, theywill not be automatically added the

next time the plan is used.

Display:

Thumbnails

The default view shows your workbooks in thumbnail previews to help you differentiate each

of them. In this view, mousing over the thumbnail will show previews of the other worksheets

and dashboardswithin that workbook.

List

The list view is amore succinct listing that also provides additional information, including

WorkbookName, Project, Tableau Version, and Last Modified.

Clicking on any of the column headers will sort the workbooks appropriately. Also, mousing

over any of the workbookswill also provide a floating preview of the worksheets and dash-

boardswithin that workbook. List view is particularly useful if you have a large amount of

workbooks in a site.

Rule Based Selection

You can useRule Based selection to choose workbooks based on specific criteria. Rule-
based optionswill create workbook selection criteria to be used when themigration plan is

run. Be aware that selecting "all" in any of theRule Based options is different than theSpe-
cific Workbooks selection. A rule-based "all" selection will always include all workbooks, so

any newly added workbooks are included in futuremigrations.
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TheRule Based radio button allows you to select workbooks by using the following
options:

Workbooks in projects

Thismenu allows you to select workbooks from specific projects.

Workbooks tagged with

Thismenu allows you to select workbooks by their tags.

Workbooks published by

Thismenu allows you to select workbooks by their author.

With each option, you can select individually or multiple by clicking on the option next to

each entry. All selected workbookswill appear in theSelection Description box.

All Workbooks Selection

The last option is to select theAll Workbooks radio button, which selects all workbooks in
all projects in the site.

Using theAll Workbooks radio button is different than selecting all of the workbooks using
theSpecific Workbookmethod because it will use every workbook in the source site each
time themigration plan is used in the future.
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When you are satisfied with your workbook selections, clickNext.

Step 2: Workbook mapping

You can now map your selected workbooks from the source file to the destination file. Map-

ping allows you to rename source workbooks as they aremigrated and choose different des-

tinations. You can also addmapping to change the project, prefix, or suffix for the workbooks

aswell. Projects can be added to the Destination in this section aswell.

If youmake no changes here, then the selected workbookswill simply bemigrated with the

same name and into the same project as the source. If you have not defined projects in your

destination site, then theywill bemigrated into the Default project. To add workbookmap-

ping click theAdd Mapping button. The following optionswill appear in themapping area.
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RenameWorkbook

This transformation allows you to filter by theSource project and select the desired work-

book(s) to rename. In theDestination field, select which project you would like the work-

book to be directed to and enter the desired name.

Change Project

By default, the workbooks aremigrated to the same project in the destination. Thismapping

allows you to change the destination project for all workbooks from a source project.

Add Project

When renaming the workbook or changing the project, theAdd New option allows you to

create a destination project without having to sign in to the destination site and create the

project manually. You can create both projects and nested projects using theAdd New dia-

log box.
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Change Prefix

This allows you to remove or replace the prefix for workbooks from one or all source projects.
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Change Suffix

Like the prefixmapping, you can remove or replace the suffix for workbooks from one or all

source projects.

Step 3: Workbook transformations

You can change andmodify your workbooks by using the Transformation step.

Transformationsmodify your workbooks in a specifiedmanner. Additional transformations

can be included via plug-ins or will be added in future versions of the application. Click on

theAdd Transformation drop-downmenu to see the selection of Transformations cur-
rently available.
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Selecting any of the transformationswill bring up the Edit Transformation window, which will

allow you to customize it to your selected workbooks. All transformationswill be completed in

the order that they are listed from top to bottom.

For all of the different types of transformations, there are two basic steps. The first step is to

make your selection for the transformation. In this case, select the workbook(s) you want to

transform. The selection area is similar to theWorkbook Selection section of the Planning

phase with all of the features of the Basic selection radio button:Select/Unselect All,
Refresh, Thumbnail Display, and ListDisplay. At the top of the list, you can selectSelect
Allworkbooks, which is an option to automatically select all workbooks for future trans-
formations. You can alsoRefresh the workbook display window to reflect any changes or

updates to the source site.

The second step is to use the options tab to enter the specific selections for whichever trans-

formation you select.
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Each of the workbook transformations have different values to be entered on the options

tab, and the tab will have different names, depending on the transformation you're editing:

Action URL Replacement

Replace part or all of an URL action inside of the workbook using this transformation. On

the options tab, enter the text that should bematched and its replacement value.

Example:

URL: www.exampledev.com

Match: dev
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Replacement: Prod

Result: www.exampleProd.com

Set Parameter Value

Define a new parameter. On the options tab, enter the name of the Parameter, the data type

from the drop-downmenu, and the value.

Remove Images

Remove any images (such as a watermark) in the selected workbooks by entering in the file

name on the options tab. There is an additional check box to receive a warning duringmigra-

tion if no image is found.

Remove Tooltip Commands

Remove all of the tooltip commands from the selected workbooks. There are no additional

options to define for this transformation.

Replace Images

Replace images embedded in the selected workbooks. On the options tab, enter the file

name of the current image and the replacement image. You can replace images using a local

file path or URL.
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Example:

File Name: image.png

Replacement Image URL: https://www.ex-
ampledev.com/replacementImage.png

Zoom Control Visibility

Set the visibilitymode from the drop-downmenu:Automatic, Show on Hover, or Hide on
the options tab.

Web Page URL Replacement

Replace part or all of a web page URL used on dashboards using this transformation. On

the options tab, enter the text that should bematched and its replacement value.

Example:

URL: www.exampledev.com

Match: dev

Replacement: Prod
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Result: www.exampleProd.com

Step 4: Data source transformations

The next step in planning your workbooks for your enterprisemigration are your data source

transformations. It is similar in function to theWorkbook Transformations step. These are for

data sources that are packaged within the workbooks. Published data sources are handled

in a different step in the process.

Click on theAdd Transformation drop-downmenu and the following optionswill appear:

Selecting any of the data source transformationswill bring up the Edit Transformation win-

dow, which will allow you to customize it to your selected data sources. All transformations

will be completed in the order that they are listed from top to bottom.

For all of the different types of data source transformations, there are two basic steps. The

first step is to enter in thematch criteria for the desired data source. Depending on which con-

nection type you select, more fields will appear on theMatch Criteria tab.
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Click on thePreview Source Connections to find any connections that match the criteria
entered.
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The second step is to use the options tab to enter the specific selections for whichever trans-

formation you select.
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Each of the data source transformations have different values to be entered on the options

tab:

Set Calculation Formula

On the options tab, you can replace the calculation for a column.
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Set Connection Info

On theNew Connection Values tab, enter the authenticationmethod and connection
details for the new data source. Depending on which connection type you select, more fields

will appear.

Select the Tableau Server (Published Data Source) connection type to change the pub-
lished data source for a workbook. This can reduce themanual steps required whenmigrat-

ing workbooks between projects, for example, promoting content from development to

production.

To change the published data source, select a data source from the drop-downmenu and

enter the Tableau Username for authentication. The user must exist on the destination site
and have the Connect capability for the published data source.

l For file-based data sources, users will access the workbook and see data based on

permissions of the specified Tableau user.

l For all other data sources, users are prompted for their own database credentials

when the view or workbook loads.

If Tableau Username isn't specified, only users with the Connect capability can see data in

the workbook.

Set Custom SQL

On theNew Custom SQL tab, enter the name of the customSQL query you want to modify

forMatch Query Name. The query namemust match the customSQL query name from the

physical layer of the data source. If these names don't match, the transformation will fail. For

more information about datamodeling and the physical layer, see The Tableau DataModel.
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After entering the query name, enter the desiredCustom SQL in the text field. Be aware
that customSQL can negatively impact the performance of your workbooks if improperly

used.

Remove Extract

There is no options tab for this transformation, simply enter in theMatch Criteria inform-
ation and the extract will be removed duringmigration.

In addition, on each of the transformations you can enter notes in theComments section
on the left-hand side of theEdit Transformationwindow.

Apply Saved Credentials

Deprecated in version 2022.3. Use the Set Connection Info data source transformation

instead.

On the options tab, enter the Tableau Username and correspondingSaved Credentials
Username for the data connection. You can only apply saved credentials for existing data
connections on the Account Settings page of your Tableau site. For more information, see

Manage Saved Credentials for Data Connections.

Step 5: Publish options

The final step in theWorkbooks phase is to select publish options and create trans-

formations for tags, extract refresh schedules, and permissions.
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Reset Dashboard Selections

This option deselects all objects on dashboards.

Overwrite Newer Workbooks

If checked, a workbookwill bemigrated even if it will overwrite a workbook that has been cre-

ated at the same time or more recently than themoved workbook

CopyWorkbook Permissions

When selected, themigration tool will attempt to match source workbook permissions as

closely as possible.

Copy Extract Refresh Schedules

When selected, themigration tool will attempt to set the destination workbook extract refresh

schedule(s) to schedulesmatching the source’s name.
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Note: Extract refresh schedules cannot be created in Tableau Cloud. This option is not
available if the destination is a Tableau Cloud site. For more information, seeMigration

Limitations.

Copy Embedded Credentials for Workbooks

Copy the embedded credentials for data sources embedded in workbooks. Only available

whenmigrating from Tableau Server to Tableau Cloud sites. For more information, see

MigrateWorkbooks and Data Sourceswith Embedded Credentials.

Note:CMT does not support embedded credential migration for OAuth connections.
Tomigrate OAuth credentials to the destination site, use the Set Connection Info data

source transformation.

CopyWorkbook Owner

Copyworkbook owner settings from the source location to assign the workbook owner. If

unselected, the Content Migration Tool user is given ownership of the workbook in the des-

tination location.

Apply User Mappings

Apply user mappings to assign content ownership. Select this option if there are differences

in username syntax in the destination location. For more information, seeMigration Plans:

Permissions andOwnership.

Add Option

Click on theAdd Option drop-downmenu for the different types of transformations you
can add:
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For all of the different types of transformations, there are two basic steps. The first step is to

make your selection for the transformation. In this case, select the workbook(s) you want to

transform. The selection area is similar to theWorkbook Selection section of the Planning

phase with all of the features of the Basic selection radio button:Select/Unselect All,
Refresh, Thumbnail Display, and List Display. At the top of the list, you can selectSelect
Allworkbooks, which is an option to automatically select all workbooks for future trans-
formations. You can alsoRefresh the workbook display window to reflect any changes or

updates to the source site.
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The second step is to use the options tab to enter the specific selections for whichever trans-

formation you select.Note: The options tab will have different names, depending on which
transformation you are editing.

Add Tags

This allows you to add one or more tags to the workbook. If you hover your mouse over a

previously entered tag, a blue “X” will appear to allow deletion.
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Remove Tags

This allows you to add one or more tags to the workbook. If you hover your mouse over a pre-

viously entered tag, a blue “X” will appear to allow deletion. You can also choose to remove

the tag from the source or destination workbooks.
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Apply Extract Refresh Schedules

Here you can apply destination extract refresh schedules tomigrated workbooks. The list of

schedules generated are from the destination.

Note: Extract refresh schedules cannot be created in Tableau Cloud. This option is not
available if the destination is a Tableau Cloud site. For more information, seeMigration

Limitations.
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Set Permissions

This transformation is to edit the permissions for the selected workbooks. Enter in a Group or

User and then clickAdd. Adjust the permissions as desired. The four different options are to
Allow the permission,Deny the permission, Inherit, or to keep theSource Value.
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Set Generate Thumbnail As

This allows you to set theUser orGroup to be used for generating user-specific data in the

workbook thumbnail after beingmigrated. Each option has a drop down to select the

desired user or group.
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Step 6: Continue to the next step

After selecting your workbooks and preferences, clickNext to continue to theMigration
Plans: Published Data Sources section of the planning phase.

Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.

Migration Plans: Published Data Sources

The next step of creating amigration plan in the Tableau Content Migration Tool is to select,

map, and add any transformations to your published data sources. The process is very sim-

ilar to theWorkbooks step of the planning phase, particularly the data sourcemapping step.
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Note: If your workbooks or data sources include extracts, be sure you read and under-
stand the information in MigrateWorkbooks and Data Sourceswith Extracts.

Step 1: Selection

Starting the Published Data Sources phase of themigration plan, you’ll select any data

sources you want to include in themigration plan:

The data sourceswill only be selected at themoment of migration. You have twomethods

of selection. UseSpecific Data Sources to choose one or more published data sources.
ClickRefresh to reload the list of published data sources available.

The second option isAll Data Sources, which selects every data source in the source site.

Step 2: Mapping

The next step is to map your source data sources to the new destination. This is similar in

functionality to mapping workbooks.

If you make no changes here, then the selected data sources will simply be deployed with
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the same name and project as the source. To add data source mapping clickAdd Mapping.
The following options will appear in the mapping area.

The entry has the following options:

Delete

Clicking theDelete link will delete thismapping entry.

Name

Use theName menu to select the data source you wish tomap. You can select (All Selec-
ted Data Sources) to choose all of the data sources.

Project

TheProject is the project of the associated data source names.

Destination Name

By default, the Content Migration Tool will use the sameDestination Name(Same As
Source), keeping the original name in the Source file, but you can type in a new name here

for the destination folder.

Destination Project

If your destination projects have already been created on your site, you can choose which

project to place your migrated workbooks or clickAdd New to create a new project. You can

create different project destinations for individual data sources.
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In most situations if multiple mapping entries exist for a single data source, a validation error

will be displayed andmust be fixed to continue. There is one important exception to this – a

data sourcemaymatch both a specific selection and a project-widemapping entry. In this

instance, themore specific entry will be used.

When you have completed all of the data sourcemapping necessary, clickNext to con-
tinue.

Step 3: Data source transformations

You canmodify your data sources by using the transformation option. ClickAdd Trans-
formation to see the list of transformations available.
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Selecting any of the data source transformations opens theEdit Transformationwindow.
Use this to customize your selected data sources. Transformations are executed in the order

they are listed, from top to bottom.

For most data source transformations, there are two basic steps. The first step is to enter in

theMatch Criteria for the desired data source. Depending on which connection type you
select, more fields will appear on theMatch Criteria tab.
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The second step depends on which transformation type you are adding. Each of the data

source transformations have different values to be entered on the second tab.

You can add notes in theComments section on the left side of theEdit Transformation
window for each of the transformations you add.

Replace Table/Schema Name

On theOptions tab, you can replace all or part of a table or schema name.

Set Calculation Formula

On theNew Calculation Formula tab, you can replace the calculation for a column.
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Set Connection Info

On theNew Connection Values tab, enter the authenticationmethod and connection
details for the new data source. Depending on which connection type you select, more fields

will appear.

Set Custom SQL

On theNew Custom SQL tab, enter the name of the customSQL query you want to modify

forMatch Query Name. The query namemust match the customSQL query name from the

physical layer of the data source. If these names don't match, the transformation will fail. For

more information about datamodeling and the physical layer, see The Tableau DataModel.

After entering the query name, enter the desiredCustom SQL in the text field. Be aware
that customSQL can negatively impact the performance of your workbooks if improperly

used.

Remove Extract

There is noOptions tab for this transformation. Type theMatch Criteria information and
the extract will be removed duringmigration.
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Use Tableau Bridge

There is noOptions tab for this transformation. Type theMatch Criteria information and
data sources that are within a private network (inaccessible to the public internet) will be

allowed to refresh using Tableau Bridge.

The destination Tableau Cloud site must have Tableau Bridge configured beforemigrating

data sources. For information about Tableau Bridge, see Use Tableau Bridge in Tableau

Cloud help. After themigration, data sourceswill need to be assigned a refresh schedule

through Tableau Cloud.

Apply Saved Credentials

Deprecated in version 2022.3. Use the Set Connection Info data source transformation

instead.

On the options tab, enter the Tableau Username and correspondingSaved Credentials
Username for the data connection. You can only apply saved credentials for existing data
connections on the Account Settings page of your Tableau site. For more information, see

Manage Saved Credentials for Data Connections.

Step 4: Publish options

The final step in the Published Data Source phase is to create transformations for per-

missions and tags and finalize the publish options specific to the data sources.
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Overwrite Newer Data Sources

If selected, a data source will be published even if it will overwrite a data source that has

been updatedmore recently.

Copy Data Source Permissions

When selected, themigration tool will attempt to match source published data source per-

missions as closely as possible.

Copy Extract Refresh Schedules

When selected, themigration tool will attempt to set the destination data source extract

refresh schedule to schedulesmatching the source’s name.

Note: Extract refresh schedules cannot be created in Tableau Cloud. This option is not
available if the destination is a Tableau Cloud site. For more information, seeMigration

Limitations.
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Copy Embedded Credentials for Data Sources

Copy the embedded credentials for published data sources. Only available whenmigrating

from Tableau Server to Tableau Cloud sites. For more information, seeMigrateWorkbooks

and Data Sourceswith Embedded Credentials.

Note:CMT does not support embedded credential migration for OAuth connections.
Tomigrate OAuth credentials to the destination site, use the Set Connection Info data

source transformation.

Copy Data Source Owner

Copy data source owner settings from the source location to assign the data source owner.

If unselected, the Content Migration Tool user is given ownership of the data source in the

destination location.

Apply User Mappings

Apply user mappings to assign content ownership. Select this option if there are differences

in username syntax in the destination location. For more information, seeMigration Plans:

Permissions andOwnership.

Add Options

Click on theAdd Option drop-downmenu for the different types of transformations you
can add:
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For all of the different types of transformations, there are two basic steps. The first step is to

make your selection for the transformation. In this case, select the data source(s) you want to

transform. At the top of the list, you can selectApply to all published data sources, which
is an option to automatically select all data sources for future transformations. You can also

Refresh the data source display window to reflect any changes or updates to the source

site.

The second step is to enter the specific selections for the transformation you select.
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Remove Tags

Once the data sources you would like to remove tags from are selected, enter any tags you

want to remove by entering them into the field at the bottom and clickAdd. From this

screen, you can also select to remove from the source or destination data sources. If you

want to remove a previously entered tag, click on it and press the delete key.

Add Tags

After selecting the data sources desired, enter any tags you want to assign by entering them

into the field at the bottom and clickAdd. If you want to remove a tag, click on it and press
the delete key.
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In addition, on each of the transformations you can enter notes in theComments section on
the left-hand side of the Edit Transformation window.

Apply Extract Refresh Schedules

This transformation applies destination extract refresh schedules tomigrated data sources.

The list of schedules generated are from the destination.

Note: Extract refresh schedules cannot be created in Tableau Cloud. This option is not
available if the destination is a Tableau Cloud site. For more information, seeMigration

Limitations.
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Set Permissions

The last type of transformation is to edit the permissions for the selected data sources.

Enter in a Group or User and clickAdd. Adjust the permissions as desired. The four dif-
ferent options are toAllow the permission,Deny the permission, Inherit, or to keep the
Source Value.
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Step 5: Continue to the next step

When you are ready, clickNext to continue to theMigration Plans: Permissions andOwn-
ership section of the planning phase.

Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.

Migration Plans: Permissions and Ownership

TheContent Migration Tool allows you to replicate workbook and data source permissions to

different users. You can create user permissionsmappings to customize and secure content

after it has been published to the destination location. Mappings are applied ifCopy Project
Permissions,Copy Workbook Permissions, orCopy Data Source Permissions have
been selected earlier in the planning phase, along withApply User Mappings.
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For more information, seeMigration Plans: Source Projects, Migration Plans:Workbooks,

andMigration Plans: Published Data Sources.

Mapping limitations

l Content Migration Tool will stop themigration process if it fails to find themapped

user or group in the destination location. Subsequent user or group permissionsmap-

pings are not checked after the first failure, and the planmust be run again.

l Content Migration Tool cannot replicate permissions if the source content has per-

missions for multiple users and groupswith identical names. This only occurs when

there are duplicate user or group names sourced from separate domains.

Step 1: Add mapping

To add user permissionsmapping, clickAdd Mapping and select whether to change the
name of a domain, user, group or to import mappings from a comma-separated values

(CSV) file. If Content Migration Tool is unable tomatch a permission in the destination loc-

ation, the source content will not bemigrated.

Domain Mapping

Domain permissionsmapping applies to all users and groups in the destination location. If

you are unsure about the source or destination domain, you can check the user and group
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pages on your Tableau site. If local user provisioning has been selected, the domainmust be

specified as local.

User Mapping

User permissionsmapping automatically populates a list of users from the source and des-

tination locations using the syntax domain\user. You cannot enter and save the names of

users that don’t exist.

Note:Whenmigrating between projects on the same site, the destination location and

list of users will be the same. You can usemappings to update content ownership from

User_A to User_B on the site.

Group Mapping

Group permissionsmapping automatically populates a list of users from the source and des-

tination locations using the syntax domain\group. You cannot enter and save the names

of groups that don’t exist.
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Import mappings from a CSV file

Starting in version 2021.4, you can import a CSV file containing domain, user, and group

mappings to quickly prepare your data for migration. Importingmappings can reduce the

manual steps required to run amigration plan by allowing you to create and edit your map-

pings in bulk outside of Content Migration Tool. To import mappings, select Import from
File from the AddMappingmenu.

CSV file format requirements

When you create a CSV file to import mappings, make sure that the file meets the following

requirements:

l The file does not include column headings. Tableau assumes that every line rep-

resents amapping.

l The file contains three comma-separated values per row: mapping type, source

domain/user/group, and destination domain/user/group.

l Include the domain for user names and groups if the server uses Active Directory

authentication or "local" if a local identity store is used.

Youmust specify "domain," "user," or "group" for mapping type, as shown in the following

table. The source and destination columns provide example syntax for Active Directory and

a local identity store. Actual values in the CSV file will vary depending on your organization.

Mapping Type Source Destination
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domain <domain> <domain>

user <domain>\<user name>

local\<user name>

<domain>\<user name>

local\<user name>

group <domain>\<group name>

local\<group name>

<domain>\<group name>

local\<group name>

Import user permissions mappings

To import user permissionsmappings in the Content Migration Tool:

1. ClickAdd Mapping and select Import from File.

2. In the dialogue window, clickExport CSV to export a .csv file containing all users and

groups from the source site. Edit the resulting file in a text editor to addmappings for

the destination site.

If you already have amapping file, skip to step 3.

Note: The exported CSV file doesn’t include domains from the source site.

Domainsmust be addedmanually to the CSV to create domainmappings.

3. Click Import Mappings and select themapping file you want to import.

Content Migration Tool will validate themappings for errors when importing the file. If errors

are detected, youmust fix each error in the CSV file and then import it again.

CSV import example

The following example shows a CSV file that containsmultiple mapping types.

user,local\hwilson,companyx.lan\henry.wilson

user,local\jjohnson,companyx.lan\janna.johnson

user,local\mkim,companyx.lan\michele.kim

user,local\fsuzuki,companyx.lan\fred.suzuki
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user,local\awang,companyx.lan\alan.wang

user,local\snguyen,companyx.lan\susan.nguyen

user,local\lrodriguez,companyx.lan\laura.rodriguez

user,local\agarcia,companyx.lan\ashley.garcia

group,local\All Users,companyx.lan\All Users

group,local\Finance Team,companyx.lan\Finance Group

domain,dev.mycompany,prod.mycompany

A preview window is displayed while importing the CSV that showsmappings removed,

added or updated, unchanged, and ignored. Review that themapping changes are correct

and clickAccept.
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Once themappings are imported successfully, you can edit, delete, or change themapping

order as described in Step 2.

Step 2: Change mapping order

After a permissionsmapping is created, you can change the order using theUp orDown
options to determine when it will be handled during themigration. When a domain, user, or

group is handled in a permissionsmapping, any subsequent permissionsmappings for the

source domain, user, or group will be ignored.

In the example below, permissions for User_A aremapped to User_B. Content Migration

Tool will ignore the second permissionsmapping because User_A has already been

handled.

In the example below, the first permissionsmapping associates the domain for all users to

prod. Content Migration Tool will ignore the second permissionsmapping because the

domain for User_A has already been handled.

Step 3: Continue to next step

When you are ready, clickNext to continue to theMigration Plans: Migration Scripts section
of the planning phase.
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Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.

Migration Plans: Migration Scripts

The next step of creating amigration plan in the Tableau Content Migration Tool is to create

any scripts you want to run with your plan before or after migration.

Step 1: Pre-Migration

TheRun Pre Migration section of the screen is dedicated to scripts that will run before the
migration.

Each field has a help icon you can get information from bymoving your cursor over it. To start

with your pre-migration scripts, selectEnable, which will then activate the fields below.

Working Directory

This is the working directory for the script. The default directory is the same folder as the

migration plan. Click on the browse button to select a different folder. TheReset button will
restore the current migration plan folder as the working directory.
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Run

This drop down allows you to choose either to run a custom script or an executable with

parameters.

Command Executable

If you selectedExecutable with Parameters from theRun menu, this field will appear.

This is the file path to the command executable to run beforemigration. Type it in directly or

use the browse button to find the executable. This is a required field.

Command Parameters

If you selectedExecutable with Parameters from the Run drop-downmenu, this field will

appear. Enter in command line parameters here to use with the command executable.

Script

If you selectedCustom script from theRun menu, enter in your pre-migration script here.

It will be executed as a *.cmd file. This is a required field.

Step 2: Post-Migration

TheRun Post Migration half of the screen is dedicated to scripts that will run after migra-
tion.
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Each field has a help icon you can get information from bymoving your cursor over it. To start

with your post-migration scripts, selectEnable, which will then activate the fields below.

Working Directory

This is the working directory for the script. The default directory is the same folder as the

migration plan. Click on the browse button to select a different folder. TheReset button will
restore the current migration plan folder as the working directory.

Run

This drop down allows you to choose either to run a custom script or an executable with para-

meters.

Command Executable

If you selectedExecutable with Parameters from theRun menu, this field will appear.

This is the file path to the command executable to run beforemigration. Type it in directly or

use the browse button to find the executable. This is a required field.

Command Parameters

If you selectedExecutable with Parameters from theRun menu, this field displays. Enter

in command line parameters here to use with the command executable.

Script

If you selectedCustom script from theRun menu, enter in your post-migration script here.

It will be executed as a *.cmd file. This is a required field.

Step 3: Continue to Next Step

When you are ready, clickNext.
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Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see
Permissions.

Migration Plans: Plan Options

The last step of creating amigration plan in the Tableau Content Migration Tool is con-

figuring the plan options.

Step 1: Configure options

ThePlan Name is the name of the plan as it will appear in Content Migration Tool. We

recommend using a user-friendly name for your plan name.

The following are available options:

l Refresh Extracts After Migration: If selected, data extracts will be refreshed imme-
diately after migration if Content Migration Tool detects they have beenmodified dur-

ingmigration. Click the Filter link to exclude specific extracts. For more information,
see Exclude extract refreshes below.

l Automatically create Extract Refresh Schedules that do not Exist: Auto-
matically creates destination extract schedules that do not exist. If not checked,
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source schedules that do not exist on the destination site will not be copied.

l Continue Migration if Workbook or Data Source Fails: If checked, errorsmigrat-
ing a workbook or data source will not cause themigration to stop. The errors will be

logged and themigration will continue. Errors during version control will always stop

themigration.

l Continue Migration if Permission or Ownership Mapping Fails: If checked,
errors copying permissions or ownership will not cause themigration to stop. The

errors will be logged and themigration will continue.

Exclude extract refreshes

By clicking Filter next toRefresh Extracts After Migration, you can choose the work-
books or published data sources that will not be refreshed automatically. Use the arrow but-

tons to select the items you want to exclude, and clickOK.
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Step 2: Version control

These options allow you to avoid losing the existing workbooks in the destination site that

might be replaced by themigrated workbooks.
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SelectEnable to save previous versions of your content. You can choose to archive work-
books and/or published data sources. Once version control is enabled, youmust select a pro-

ject from theArchive Tomenu, which lists all of the projects in your site. We recommend

creating a separate archive project to store your versioned content. Click the refresh button

to display any projects that have been added or modified on the site.

Step 3: Save plan

Once you have selected your plan options, clickSave Plan to save your plan for future use.
The plan will be saved to the Documents\Tableau Content Migration Tool

Plans folder on your local machine.

Step 4: Continue to next step

When you are ready, clickVerify & Run to end the Planning phase and prepare to run your
plan.

Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.
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Migrate Workbooks and Data Sources with Extracts

Tableau Cloud users can publish extracts which are copies, or subsets of the original data.

These extractsmay be embedded in a workbook or a data source. By default, when you

use the Tableau Content Migration Tool to migrate a workbook or data source that contains

an extract, that extract ismigrated along with the workbook or data source that contains it.

The Content Migration Tool gives you a couple options for controlling this behavior:

l Switching to a Live Connection

You can add theRemove Extract transformation to your migration plan to remove
the extract from your workbook or data source duringmigration. As always, the

source workbook or data source will not bemodified. The copy of the workbook or

data sourcemigrated to the destination project will have the extract removed from it.

This effectively switches the data connection back to a live connection.

l Refreshing Extracts after Migration

You can enable theRefresh Extracts After Migration option in your migration plan
to have an immediate extract refresh task scheduled after the workbook or data

source ismigrated.

We don't recommend using theRefresh Extracts After Migration option if your
migration plan also uses theSet Connection Info transformation to change the data
connection to point to a different set of data (for example, a different database server

or database). When you change the connection information to point to different data

and use theRefresh Extracts After Migration option, this can unintentionally
expose data in a way that is a potential security issue.

For more information, seeOption 3: Refresh Extracts After Migration.

Changing data connections that use extracts

Tableau data connections are either live connections that directly query a data source, or

they are extracts of a data source. Extracts are copies or subsets of the original data and
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can be embedded in a workbook or data source.When present, the viewswill query data

from the extract instead of the underlying data source.

Commonly, you’ll want to modify the data source connection during themigration so that it

points to a different database in the destination project than it did in the source project.

For example, if you aremigrating a workbook from your staging project to your production

project, you will likely want to update the data connections inside the workbook to connect to

your production database. You can implement this by using theSet Connection Info trans-
formation in your migration plan. Now you have amigration plan which copies a workbook

from staging to production and updates the data connections to point to the production data-

base.

If your workbook uses an extract, additional work is required. In this scenario, the workbook

will bemigrated and the live data connection updated. However, the viewswill still show data

from the staging database since it still contains the staging database extract - copied from the

source (staging) project. There are a few ways to address this.

Option 1: Use Published Data Sources

You can change your workbooks so that they use published data sources instead. This way,

the extract will bemanaged as part of the published data source andmigrating updates to

the workbooks that use that data source can be simplified by not having to worry about the

connection to the live database or the data extract.

Option 2: Remove the Extract During Migration

You can add aRemove Extract transformation to your migration plan. This will remove the
extract from your workbook, effectively switching the data source to a live connection.

Option 3: Refresh the Extract After Migration

You can use theRefresh Extracts After Migration option in your migration plan. This will
migrate the extract along with the workbook but will schedule an immediate extract refresh
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task for that workbook after themigration is complete.

This option is usually not recommendedwhen used in combination with aSet Connection
Info transformation because of potential security issues that it can introduce.

The issue is that themigrated workbook in your destination project will still show the old

(source) extract data for the period between the completion of migration and the completion

of the extract refresh task. If the extract refresh task fails, then the old/source extract data

will remain until the extract is refreshed.

In a scenario like we’ve outlined above, migrating from a staging to production environment,

thismay be acceptable but you should be aware that the users of your workbooksmay not

be aware that the workbook is showing old/staging data due it being recentlymigrated and

the extract not being refreshed yet.

In other scenarios where youmay be usingSet Connection Info to change data con-
nections to point to a different set of customer or client data, this could introduce serious

security issueswhere the workbook’s extract contains data from a different client or cus-

tomer until the extract has been refreshed post-migration.

One way tomitigate this issue is to implement a 2-stagemigration. This approach requires

you to create twomigration plans, one for each step described below and ensures the work-

books and data sources have an up-t-o-date extract before they are accessible.

l Stage 1: Migrate your content to a project on your destination site that only admin-
istrators have access to. This migration allows you to use the Refresh the Extract
After Migration option along with the Set Connection Info transformation to
update the data connection, because no unauthorized users will have an opportunity

to see the old data, even if the extract refresh fails.

l Stage 2: After stage 1 is complete and you confirm there is a successful extract

refresh, run a second migration plan to migrate the content from the stage 1 des-

tination to the final destination where it is visible to end-users.
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Who can do this

Tableau site user with an Explorer role or higher. Tomigrate content, youmust haveView
andDownload/Save a Copy capabilities for workbooks on the source site andView and

Publish capabilities for target projects on the destination site. For more information, see Per-
missions.

Migrate Workbooks and Data Sources with Embedded Credentials

Starting in version 2023.1, authorized users canmigrate workbooks and published data

sourceswith embedded credentials from Tableau Server to Tableau Cloud. Additional con-

figuration is required beforemigrating with Content Migration Tool.

Note:Content Migration Tool does not support embedded credential migration for
OAuth connections. For more information, seeMigration Limitations.

Overview

Migrating embedded credentials using Content Migration Tool (CMT) is available when con-

necting to Tableau Server as the source site and Tableau Cloud as the destination site. Both

sitesmust have an AdvancedManagement license.

Now that we’ve covered the requirements, let’s discuss how migration works. You’ll need to

work closely with the Tableau Cloud site administrator and TSMadministrator (sometimes

the same person) to allow the feature and authorize a site user. After the feature is activated,

the authorized site user builds amigration plan and selects the publish optionsMigrate

Embedded Credentials for Workbooks andMigrate Embedded Credentials for Data

Sources.

When running themigration plan, all required content credentials are transmitted in an

encrypted content manifest from Tableau Server to Tableau Cloud. AsCMT publishes con-

tent, the destination Tableau Cloud site embedsmatched credentials securely from themani-

fest into the content (workbooks or published data sources). Any problems that occur during
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migration will appear in the Errors andWarnings tab in CMT. For more information, see

Migration PlanOverview.

Allow embedded credential migration

Use the following steps to allow embedded credential migration from Tableau Server to

Tableau Cloud.

Tableau Cloud

1. Open a browser window and sign in to Tableau Cloud as a site administrator.

2. SelectSettings > General, and scroll down toManage Content Migration.

3. ClickCreate new key to generate an encryption key pair.

Note: The public key is only displayed once. If you lose the key before com-
pleting the configuration, you’ll need to generate a new key.

4. In the resulting window, clickCopy to clipboard and then close the window.

5. Paste the public key to a file and store it in a safe location. The TSMadministrator will

use the public key to allow migration. You can view the public key expiration date on

the Settings page.
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TSM Command Line Interface

1. Depending on your operating system, do one of the following:

l Tableau Server onWindows: OpenWindowsCommand Prompt with an

account that is amember of the Administrators group on a node in the cluster.

l Tableau Server on Linux: Open a command prompt with an account that is a

member of the tsmadmin group on a node in the cluster.

2. Use tsm security authorize-credential-migration to allow embed-

ded credential migration to the Tableau Cloud site. For more information, see tsm

security in Tableau Server help.

tsm security authorize-credential-migration --source-site-

url-namespace <Tableau Server site ID> --destination-site-

url-namespace <Tableau Cloud site ID> --destination-server-

url <Tableau Cloud site url> --authorized-migration-runner

<username> --destination-public-encryption-key <public key>

Note:When running TSM commands from a remote node, use tsm login to

authenticate a session with the Tableau Server Administration Controller service

before running tsm security authorize-credential-migration.

3. (Optional) Use tsm security cancel-credential-migrations to cancel

granted authorizations. By default, migration authorization will expire in 7 days or the

number of days specified with the --expiration-time-in-days option.

Content Migration Tool

1. Open Content Migration Tool and selectCreate New Plan orBrowse for a Plan.

2. On the Sites page, clickSign in to Tableau, and connect to Tableau Server as the
source and Tableau Cloud as the destination. Embedded credential migration is only
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available whenmigrating from Tableau Server to Tableau Cloud.

3. Build your migration plan and select the following Publish Options:

l On theWorkbook Publish Options page, selectMigrate Embedded Cre-
dentials for Workbooks. For more information, seeMigration Plans:Work-

books.

l On the Data Source Publish Options page, selectMigrate Embedded Cre-
dentials for Data Sources. For more information, seeMigration Plans: Pub-
lished Data Sources.

4. When you are ready, clickVerify & Run to start themigration.

The workbooks and published data sources you selected aremigrated to your Tableau

Cloud site and should not prompt for authentication. If you experience issueswhile migrat-

ing embedded credentials, see Troubleshooting.

Troubleshooting

This section includes some commonmigration issues youmight encounter and suggestions

to resolve them.

There is no option to migrate embedded credentials

You can onlymigrate embedded credentials from a Tableau Server to a Tableau Cloud site.

Tableau Server and Content Migration Tool must be running versions 2023.1 or later. For

more information, see Install Tableau Content Migration Tool.

Migrating embedded credentials failed

In the Errors andWarnings tab of CMT, youmay receive an error indicating that migrating

the embedded credentials failed. This can occur when the public key used to authorize

migration has expired.

As a Tableau Cloud site administrator, go to the Settings page and verify that the public key

is valid. You’ll have to create a new encryption pair to authorize themigration if the public

key expires. For more information, see Allow embedded credential migration.
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Who can do this?

l Tableau Cloud site administrator and TSMadministrator are required to allow embed-

ded credential migration.

l The authorized site user must have an Explorer role or higher. Theymust also have

View and Download/Save a Copy capabilities for workbooks on the source site and

View and Publish capabilities for target projects on the destination site.

For more information, see Permissions.

Using the Tableau Content Migration Tool Console Runner

The Tableau Content Migration Tool includes a command-line utility for runningmigrations,

tabcmt-runner.exe, located in the installation folder. The default installation folder is

%PROGRAMFILES%\Tableau\Tableau Content Migration Tool.

Note: The tabcmt-runner.exe utility is not the same as the tabcmt.cmd com-
mand line utility which is used to configure the Content Migration Tool graphical applic-

ation. For more information about tabcmt.cmd, see Using the Tableau Content

Migration Tool Command Line Interface.

Usage:

l tabcmt-runner [options] <plan_file.tcmx>
l tabcmt-runner license --remove
l tabcmt-runner license <new license key>
l tabcmt-runner license <license file path> [--passphrase=<license file passphrase>]
l tabcmt-runner encryption --reset
l tabcmt-runner encryption <new_key>
l tabcmt-runner improvement [on|off]
l tabcmt-runner --help
l tabcmt-runner --version
l tabcmt-runner script-warning [on|off]

Options:
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l --version
l --help
l --quiet
l --info
l --logfile=VALUE
l --src-user=VALUE
l --src-password=VALUE
l --dest-user=VALUE
l --dest-password=VALUE
l --https=VALUE
l --allow-scripts

Run Plan

Executes amigration plan immediately.

tabcmt-runner [options] <plan file>

Available options:

l --logfile=<file name> sets the file name to log output to
l --https=<secure|legacy> sets the HTTPSmode
l --quiet disables logging to stdout
l --src-user=<username> sets the username of the source connection
l --src-password=<password> sets the password of the source connection
l --dest-user=<username> sets the username of the destination connection
l --dest-password=<password> sets the password of the destination con-
nection

Exit codes:

l 0 indicates that the migration was successful.
l 1 indicates that the migration was successful but warning messages were logged.
l 2 indicates that the migration failed. Specific errors will be included in the log output.

Show Plan Summary

Shows a summary of themigration plan and then exits.

tabcmt-runner --info <plan file>
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help

Shows usage information for the command line utility.

tabcmt-runner --help

version

Shows the current application version information.

tabcmt-runner --version

encryption

Reset the encryption key, or specify a new one. Youmust specify the encryption key before

using the tabcmt-runner utility, even if you already done so from the Content Migration

Tool UI.

tabcmt-runner encryption <new_key> | --reset

improvement

Default value: on

Enables or disables collection of anonymous usage information by the application. This

information is completely anonymous and is sent periodically to Tableau to help us improve

Content Migration Tool.

Examples

Show whether the improvement program is enabled or disabled:

tabcmt-runner improvement

Enable or disable the improvement program:

tabcmt-runner improvement <on|off>

license

Deprecated in July 2022.
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This command is only applicable for legacy licenses. Manages a legacy application license

for the current user. When using a legacy key, to use the tabcmt-runner utility youmust

activate the license using this command, even if you already activated it from the Content

Migration Tool UI.

Examples

Show the current license information:

tabcmt-runner license

Set/activate a serial key or offline license key:

tabcmt-runner license <key>

Remove/deactivate the current license:

tabcmt-runner license --remove

Set/activate using a license file:

tabcmt-runner license <file path> [--passphrase=<password>]

script-warning

Default value: on

Shows a warningmessage when running amigration plan that includesmigration scripts.

Note: This command updates your selection on the Settings page. For more inform-
ation, see Tableau Content Migration Tool Settings.

Examples

Show if script warning is turned on or off.

tabcmd-runner script-warning

Turn script warning on or off
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tabcmd-runner script-warning <on|off>

If turned on, youmust include the option --allow-scripts to executemigration plans.

tabcmd-runner --allow-scripts <plan file>

Who can do this

To use the console runner, youmust have all the following:

l Administrator permissions on the Content Migration Tool machine.
l Tableau site user account with an Explorer role or higher.
l View and Download Workbook/Save a Copy permissions on the source site.
l Publishing rights for the destination site.

Example: Scripting Migration Plans

Note: This topic includes a sample script you can use as the basis for scripting amulti-
planmigration that satisfies your needs and environment. This script is intended to be

used as a sample only, and not to be run as-is. For detailed instructions on using the con-

sole runner, see Using the Tableau Content Migration Tool Console Runner.

Tableau Content Migration Tool command line utility for runningmigrations can be used to

automate the running of amigration plan from an external scheduler (such asWindows Task

Scheduler) or from a custom script. The console runner only runs onemigration plan (stored

in a .edt file) at a time. If you have a group of migration plans you want to run as a group, then

you can use a custom script in combination with the Content Migration Tool console runner.

The example below is written in PowerShell and uses the console runner to execute a list of

migration plans as a group.

The following example code demonstrates:

l Running multiple migration plans as a group using the console runner.
l Optionally halting deployment of the group of plans immediately when any single migra-
tion in the group fails.
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l Using the console runner’s exit code to determine whether the migration failed or
logged warnings.

# List of migration plans to execute as a group.

$planFiles = @(

'customer 1.tcmx',

'customer 2.tcmx'

)

# True of false whether to continue with the next plan if a

migration fails.

$continueOnFailure = $false

# Path to the CMT console runner executable

$runnerExe = 'C:\Program Files (x86)\Tableau\Tableau Content

Migration Tool\tabcmt-runner.exe'

# Store the exit code from the previously run migration plan.

$lastResult = -1

# Loop through and run each migration plan one at a time.

$planFiles | % {

$file = $_

if ($lastResult -ge 2 -and -not($continueOnFailure)) {

Write-Warning "Skipping plan because previous migration

failed. `nSkipped plan: $file"

return

}

Write-Verbose "Running migration plan: $file"

& $runnerExe $file

$lastResult = $LASTEXITCODE
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if ($lastResult -ge 2) {

Write-Error "Migration failed. See output or log file for

error details.`nPlan: $file" -ErrorAction 'Continue'

}

elseif ($lastResult -eq 1) {

Write-Warning "Migration completed with warnings. See output

or log file for warning details.`nPlan: $file"

}

}

Who can do this

To script migration plans, youmust have all the following:

l Administrator permissions on the Content Migration Tool machine.
l Tableau site user account with an Explorer role or higher.
l View and Download Workbook/Save a Copy permissions on the source site.
l Publishing rights for the destination site.

Using the Tableau Content Migration Tool Command Line
Interface

The Tableau Content Migration Tool includes a command line interface, tabcmt.cmd, loc-

ated in the installation folder. The default installation folder is %PROGRAMFILES%\T-

ableau\Tableau Content Migration Tool (32-bit Windows) or

%PROGRAMFILES(x86)%\Tableau\Tableau Content Migration Tool (64-bit

Windows).

Note: The tabcmt.cmd utility is not the same as the Content Migration Tool console
runner, tabcmt-runner.exe. The console runner is a separate command line utility

used for runningmigrations from the command line. For information on using the Con-

tent Migration Tool console runner, see Using the Tableau Content Migration Tool Con-

sole Runner.
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Here are the commands that can be used with the tabcmt command line:

l migrate
l help
l update
l version

migrate

Opens amigration plan file to themigrate step in the GUI:

tabcmt migrate <plan file>

help

Shows general help about the command line interface and the available commands.

Examples

Show all commands available:

tabcmt help

Show help and usage information for a specific command:

tabcmt help <command>

license

Deprecated in July 2022.

This command is only applicable for legacy licenses. Manages the application license for the

current user.

Examples

Show the current license information:

tabcmt license

Remove/deactivate the current license:
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edt license remove

Set/activate a serial key or offline license key:

tabcmt license <key>

Set/activate using a license file:

tabcmt license <file path> [--passphrase=<password>]

update

Manages the options for application updates.

Examples

Show the current update settings:

tabcmt update

Enable or disable the automatic update notifications:

tabcmt update --disabled=<true|false>

Set the URL to detect/download updates from:

tabcmt update --url=<url>

Enable or disable showing beta updates. Set to false to only show stable release updates.

tabcmt update --beta=<true|false>

version

Shows the current application version information.

tabcmt version

Who can do this

To use the command line interface, youmust have all the following:
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l Administrator permissions on the Content Migration Tool machine.
l Tableau site user account with an Explorer role or higher.
l View and Download Workbook/Save a Copy permissions on the source site.
l Publishing rights for the destination site.

Tableau Content Migration Tool Settings

The Tableau Content Migration Tool default settingswork in most cases, but you can

change these if you need to, or if you are working with Tableau Support and they ask you to

make changes.

To view or update the Content Migration Tool settings:

1. Open Content Migration Tool.

2. ClickHelp > Settings. The Settings dialog opens:
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Diagnostics—ClickOpen Log Folder to open the logs location. Here you can view
the logs, and zip them up if you need to send them to Tableau. For more information,

see Tableau Content Migration Tool Log Files.
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SelectEnable Network Tracing if you are working with Support and they ask you to
include a network trace in the logs. This applies until you clear the option or restart the

Content Migration Tool.

Security—The encryption key is automatically generated on installation. If you

change the encryption key, anymigration planswith embedded passwords that were

created with the previous key cannot be opened. If you havemultiple installations of

Tableau Content Migration Tool and want to sharemigration plans, you need to

make sure the encryption key used by each instance of the tool is the same.

Migration Scripts—Bydefault, a warning is displayed when running amigration

plan that includesmigration scripts or executables. Other users can edit these files,

so verify that they’re safe before running themigration. Toggling this setting on and

off will also update your warning preference for the console runner. For more inform-

ation, see Using the Tableau Content Migration Tool Console Runner.

Tuning—In almost all cases you can leave these set to the defaults. If you are work-

ing with Support, theymay ask you to change these settings.

Temporary Files—Select a location for temporary files if you want to change the

default. This is the location where content is copied during amigration. Youmaywant

to change this if the default location does not have enough space to temporarily hold

migrated content.

Networking—SelectingAllow Legacy HTTPS Connections gives you the ability
to connect to Tableau Server installations running with older HTTPS configurations

(for example, SSL v3). This is not recommended.

Who can do this

Typically, the tasks listed above can only be done by a user with Administrator access on

themachine where Content Migration Tool is installed.
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Tableau Content Migration Tool Log Files

Tableau Content Migration Tool generates log files when you runmigrations. These can be

helpful for troubleshooting problems.

Note: For information on all the Content Migration Tool settings, see Tableau Content
Migration Tool Settings.

Content Migration Tool Log File Location

To find the Content Migration Tool log files fromwithin the Content Migration Tool:

1. Start Content Migration Tool.

2. ClickHelp andSettings:

3. In theSettings dialog, clickOpen Log Folder:
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A window openswith the log files.

If you are working with Tableau Support and they ask you to send log files, zip the files up

before you send them. For more information on sending log files to Tableau, see the

Tableau Knowledge Base.

Who can do this

Typically, the tasks listed above can only be done by a user with Administrator access on

themachine.
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